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Preface

The year 2011—October 27, in particular—marks the 25th anniversary of the passage of the Money Laundering Control Act of 1986, Public Law 99-570. There have been a lot of changes in those 25 years, including amendments to the law, the addition of new underlying crimes, court decisions interpreting the statute in ways favorable to the government or limiting the scope of the act, but most in law enforcement would say that the law has become an important tool in combating criminal activity.

One of the most significant changes over the years has been the steady extension of the reach of the statute. Very few people, even those familiar with the history of the statute, remember that the Money Laundering Control Act was not enacted as a stand-alone law, but rather was a part (Subtitle H) of The Anti-Drug Abuse Act of 1986. This placement illustrates a common view of the money laundering problem at the time. True, the law prohibited the laundering of money derived from a number of so-called Specified Unlawful Activities (SUAs), but in the early days of its implementation, investigators focused on the vast profits of the illegal drug trade. My first money laundering case (the first brought in our judicial district) targeted a multistate cocaine trafficking organization that laundered profits through a car dealership front. The majority of the cases filed in the early years also had drug sales as the underlying SUA, but this trend didn’t last.

Cases involving drug money are still important today, but headlines in recent years have announced money laundering indictments in multibillion-dollar fraud schemes, environmental crimes, and for many of the SUAs added since 1986. At this writing, at least 260 crimes are listed as SUAs, and more will probably be added this year. In fact, the Asset Forfeiture and Money Laundering Section (AFMLS) of the Justice Department is examining ways to expand the statute’s reach to any crime that is a “domestic felony” under federal law, as well as to foreign crimes that have an equivalent in American law. If these changes are enacted, the concept of the SUA will cease to exist, replaced by a prohibition of the laundering of the proceeds of pretty much any federal crime. Measures to that effect are already on the books in many states, which essentially reach any criminal act under state law.

That major change and even the gradual expansion of the statute over time create new opportunities and challenges for law enforcement. Some federal agencies, notably the FBI, DEA, IRS, and Customs Service, got a lot of practice investigating money laundering during the law’s first 25 years, developing effective methods and techniques in use today. The Bureau of Justice Statistics reported in 2003 that between 1994 and 2001, 18,500 persons faced a money-laundering-related charge in federal court. Most of those cases were brought by agencies of the Departments of Justice and

the Treasury, but as the list of SUAs got longer, other agencies were given a stake in the money laundering game—one that, as time went by, everyone played for higher and higher stakes. The money, as a Texas hold ’em player might say, is getting very serious. Multimillion-dollar money laundering cases are no longer uncommon, and some of the recent frauds—Bernie Madoff’s being the most widely publicized— involve billions, even tens of billions, of dollars. By expanding the scope of the money laundering law and by broadening the reach of federal forfeiture statutes, Congress brings more law enforcement agencies into a crowded field, but one that is much more hazardous for the criminal.

With this opportunity come those challenges mentioned earlier. Investigators whose jurisdictions included postal or environmental or food and drug crimes now have the chance to pursue violators who are laundering their illegal profits —and to go after those profits as well. The many investigators who pursue fraudsters may also have a fresh line of attack and new charges to pursue. This is obviously exactly what Congress intended by expanding the scope of the money laundering law, but practical obstacles remain, especially for those who are new to the money laundering arena and may be unfamiliar with the rules of the game or the players’ techniques. For those who are hoping to develop their knowledge of this crime and the means needed to investigate it, you’ve come to the right place; this book was written for you. As the title states, this book is a guide for criminal investigators, and the concepts and techniques outlined herein apply equally to detectives investigating drug violations as part of a federal task force, special agents tracking illegal polluters or perpetrators of fraud, or those tracking the terrorist financing threat.

These changes weren’t the only important developments on the money laundering front over the past quarter of a century. During that time, Congress provided law enforcement with additional tools, such as regulations under the Bank Secrecy Act (BSA) that made money laundering easier to detect, investigate, and prosecute. In April 1990, the Treasury Department’s Financial Crimes Enforcement Network (FinCEN) went operational and has since become the nation’s primary financial intelligence resource; its role has expanded to include participation in international intelligence coordination and administration of the BSA’s provisions. Since 1986, not just FinCEN, but also law enforcement generally got better at processing financial information, and the extension of the BSA to nonbank financial institutions and other businesses meant that more entities report the types of transactions commonly seen in money laundering schemes. This intelligence has proven invaluable to investigators, and an entire chapter of this latest edition is devoted to exploring the ways and means by which it can be exploited.

Another major development, also relating to information, took place during the period of the explosion in information technology and the growth of the Internet. Today, money launderers and criminals communicate instantly around the world, using technology that did not exist in 1986. Funds can be transferred safely and anonymously using things like stored value cards that were mostly conceptual 25 years ago. The world has become a lot smaller since 1986, and money launderers have taken full advantage of the shrinkage.

These developments are addressed in the latest edition of this book, which was first published in the last century when the money laundering statute was only 13 years old. In the chapters that describe money laundering and forfeiture law, we’ll look at some of the court decisions and statutory changes that have taken place and other changes that are being proposed for the future, some of which have altered or will drastically alter the rules by which the game is played.

A new chapter discusses the explosive growth in nontra- ditional money laundering cases that do not involve the cash proceeds of drug trafficking or other organized crime. These cases, particularly the ones that spring from complex and often enormous fraud schemes, require a new approach by investigators and have caused the courts to take hard looks at the money laundering charges brought before them. What do Bernie Madoff and Somali pirates have in common? Effective money laundering schemes, to name only one thing. We’ll explore these for an understanding of how the law works— and sometimes doesn’t work—in dealing with these crimes.

Another new chapter discusses financial intelligence, a concept that barely existed 25 years ago, but one that has

spread to dozens of countries around the world and is a critical part of American law enforcement’s war on drugs and crime. The new tools that financial intelligence units provide are vital—not only in organized crime and drug investigations, but also in the disruption of terrorism financing. Investigators all over the world are making use of these tools and techniques to develop criminal cases and to seize assets.

Much has happened in the quarter of a century that followed passage of the 1986 money laundering statute. A war on drugs saw entire nations fall victim to the corruptive power of immense drug profits. A war on terror showed the peril posed by well-funded terrorist organizations, a menace that could kill thousands in a single morning. Countries around the world recognized that the proceeds of organized criminal activity and fraud threatened not just financial institutions but also the financial system itself. Governments responded by curtailing the type of bank secrecy that drug traffickers, criminals, and corrupt officials previously used to hide their profits. Financial intelligence units now process millions of reports on suspicious transactions, and countries that once were havens for criminal proceeds now freeze and seize assets as aggressively as the United States did years ago.

That all of this took place in a relatively short period of time is quite astonishing, but it emphasizes the fluid, transforming nature of the problem—money laundering—and its solution: effective law enforcement. Knowledge of the techniques used to investigate these cases and a full understanding of the laws and regulations that serve as the government’s weapons in this fight are essential for the criminal investigator. It is this book’s purpose and objective to furnish the criminal investigator with this knowledge and understanding.




Introduction


Where large sums of money are concerned, it is advisable to trust nobody.

Agatha Christie, Endless Night




Whoever profits by crime is guilty of it.

French proverb




“AS GOOD PYRATES AT LAND... ": THE LEGEND OF HENRY EVERY’S SECOND BIG MISTAKE

It’s been a while since Henry Every made his second big mistake. He should never have turned to crime to begin with, which was the first. Not that Henry and his associates were unsuccessful criminals. On the contrary, they were daring and resourceful, and they overcame tremendous hardships to further a pirate career that spanned 5 years and half the globe. (See Figure I.1.)


[image: ]

FIGURE I.1 Arch-pirate Henry Every, from a contemporary image. Every had a successful career as a pirate in the Atlantic and Indian Oceans, but legend has it that he came undone when he tried to launder his share of the treasure. (National Archives.)



And what a career it was! In their last seizure alone, Every and his crew took the Portuguese ship Gungi Suwaie and its treasure valued at £325,000. As the new owner of what would be $400 million in today’s money, Every is alleged to have offered to retire the British national debt in exchange for a pardon. Three hundred years later, leaders of a drug cartel would make similar offers to their government, and these, like Every’s, would be refused.

No, the problem was not that Every and his men were poor criminals. Their problem was that they were so successful: Prosperity would lead directly to Every’s second big mistake. Having accumulated a vast treasure, Every and his crew of pirates decided to divide the spoils and leave the high seas forever. Somewhat surprisingly, they chose Jolly Olde England for their retirement home.

Europe represented a civilized place to spend the loot, and there were sentimental ties, but England (and the other European countries, for that matter) had a less than jolly attitude toward piracy. Here, the discovery of their pirate past would result in a short ride to the end of a long rope. Every and his shipmates had radically different ideas about how to avoid that ride. Neither approach would be very successful.

Novelist Daniel Defoe (Robinson Crusoe) chronicled the story some years later in an account probably more fiction than fact. According to Defoe, Every’s crew landed in Scotland and split up, each carrying his share of the treasure. Many of the crewmembers immediately drew attention to themselves by spending money freely. (“Like a drunken sailor” is the phrase that comes most immediately to mind.) Curious townspeople began to ask difficult questions about the background of the men and their money. This caused the crew to panic, with members offering extravagant sums for transportation out of town. Arrests ensued, followed by prompt and well-deserved hangings. One mystery remained: None of the condemned men were able to shed any light on the whereabouts of their leader, who had evidently taken a more refined approach to his financial affairs.

In Defoe’s legend, Every moved quietly into the small Devonshire town of Bideford, a place with a strong maritime tradition. Up to the moment when Every turned over his treasure to the Bideford merchants, his criminal career had been almost letter perfect. Although he was the most wanted man in all of England, his travels throughout the world had kept his face from becoming well known in his home country. Those same travels had provided him with more wealth than was possessed by the entire populations of some English towns. Every had had to do some fairly unpleasant things to amass his fortune, but he was now confident that his riches would enable him to live out his days in quiet retirement. In short, he thought he was home free. The Bideford merchants had other ideas.

Every wanted to sell some diamonds—a straightforward enough request and not unusual in Devon, the home to a large seafaring population, many of whom acquired precious stones in their travels throughout the world. What made Every stand out was the size of the sale. The retired sailor who gave his name as “Henry Bridgeman” had literally a king’s ransom in diamonds, worth several thousand pounds. In a time when the average seaman might see £500 over a lifetime, Every’s hoard was, quite literally, a fortune.

The Bideford merchants put two and two together, getting exactly four. They made Every a generous offer, paid a small deposit, took all of the diamonds, and refused to give him another shilling. When Every complained, the merchants suggested he contact the local sheriff; perhaps that good man would be interested to learn of the large number of jewels brought to his quiet town. (See Figure I.2.)

Defoe says that Every, the retired arch pirate who lost his treasure to the merchants of Bideford in 1697, lived on in poverty for a number of years. He occasionally received a small sum from the merchants, whom he died cursing as being “as good Pyrates at land as he was at sea.” (They were much better money launderers, too.)

A couple lessons from this short and unhappy career in money laundering are still valid today. First, criminals should be aware that no matter how successful they are at the crime itself, there may still be problems disposing of the loot. Every paid dearly for this wisdom. Second, the mere existence of wealth may result in exposure to the criminal. In fact, the failure to explain the source of the wealth adequately may even be fatal, as Every’s crew discovered. Finally, those of us who enforce the law might take note of the fact that, although the British government spent huge sums in a futile attempt to catch Every and his crew while they were pirating, it was the spending of the loot, not some fierce sea battle, that ended the pirates’ careers.
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FIGURE I.2 Henry Every’s big mistake. Every, arch-pirate, anxiously awaits the verdict of the Bideford merchant who is about to cheat him out of a king’s ransom. The story of Every’s failed career as a money launderer comes to us from Daniel Defoe, author of Robinson Crusoe. (Source: Harper’s Magazine, 1887.)



Business Week magazine called money laundering “the crime of the 1990s,” but it’s older, of course. Certainly those who commit crimes for financial gain have gotten more sophisticated in the concealment of their wealth, but as the Every case shows, the need to dispose of the wages of sin is ancient indeed. Law enforcement today has more resources than ever to address this difficult problem, but the criminals strive to stay at least one step ahead. It is, after all, their necks (and their money) that are on the line.

Several factors have combined to make money laundering more important than ever before. Advances in communications and transportation have made the world a smaller place. Concealment of the proceeds of crime is a much easier proposition today than in Every’s time. Criminals have the ability to move themselves and their stolen property between countries within hours. Funds can be wired from one world financial center to another in seconds. With centers located in different time zones, one will always be open and ready for business.

A second factor involves the internationalization of crime. Organized crime, in its various forms and assorted ethnic faces, has become a problem in countries around the globe. The homegrown syndicate has given way to a new breed of criminal, at home in many cities, able to move quickly from place to place, and capable of using contacts and facilities in foreign countries. These criminals, be they members of Japan’s Boryokudan, Sicily’s Mafia, or Mexico and Colombia’s drug cartels, represent a serious challenge for law enforcement. It is no longer possible for a police officer to “know his beat” and all of those people on it. Today, a jewel thief can meet with a fence in New York on the same business day as the theft in France, get paid, and have her money in a Hong Kong bank the day before!

Drug trafficking between nations and across international borders has contributed greatly to the globalization of crime. Since the source countries for drugs such as cocaine and heroin are generally not those where the drugs are consumed, transport of the commodity is required. Customs officers worldwide are all too familiar with the almost infinite variety of methods by which drugs are smuggled. The constant testing and probing of Customs’ resources by smugglers has led to an intimate familiarity with the ways and means of international travel.

Drug trafficking organizations move their product by land, sea, and air, using commercial or private facilities. Recent cases on the United States–Mexico border have led to the discovery of tunnels leading between the two countries. Smuggling by private aircraft is a common means of moving quantities of drugs quickly between nations, or couriers may be employed to carry the drugs aboard commercial airliners. The sheer volume of traffic at airports and at border crossings makes detection of these efforts most difficult.

In addition to travel for the purpose of smuggling, international criminals have discovered that movement between countries is an excellent way to avoid detection by local authorities. Sensitive meetings can be scheduled for a foreign country with little anticipation that local police will follow or that those at the meeting site will be alerted to or interested in the activity.

A good example is the planning session for the terrorist attacks that took place in New York on September 11, 2001. Members of the al Qaeda terrorist organization, which was then headquartered in Afghanistan, traveled from Europe and North America to Indonesia to finalize their plans, far away from their bases and from their targets in the United States.

Finally, international organizations have learned the value of currency movement and are now as skilled and experienced at moving money from nation to nation as any financial expert in the world. Criminals have traditionally taken advantage of the confidentiality afforded by some countries’ banking laws. The banks of Switzerland have long been a haven for foreign capital, some of which stems from questionable sources. Other nations have imitated the Swiss example, creating havens for foreigners seeking to conceal wealth or income from their home governments. These offshore havens are often “dead ends” for investigators attempting to follow the money’s trail. More than one investigator has seen a case go into a black hole in Switzerland, the Cayman Islands, the Bahamas, or Hong Kong—never to emerge again.



IMPROVEMENTS IN LAW AND LAW ENFORCEMENT

Law enforcement has made some advances of its own. We see this progress not only in the form of new statutes enacted to deal with modern criminal activity but also in the methods used to investigate sophisticated international financial crimes. Thirty years ago, the drug laws of the United States were relatively simple and most could easily fit on one page of the statute book. Drug offenders were charged with distribution or possession of the illegal substance and occasionally with conspiracy to possess or distribute. Today, such provisions as the Continuing Criminal Enterprise Statute and much enhanced conspiracy provisions greatly improve the ability of investigators to penetrate a large organization and reach its upper echelons.

Laws directed at organized crime such as the Racketeer Influenced and Corrupt Organizations Act (RICO), “travel” or Interstate Travel in Aid of Racketeering (ITAR) Act, and similar laws have taken direct aim at the ability of criminals to combine or conspire for some nefarious purpose. Some of these statutes, such as the RICO law, also provide for the seizure of assets acquired by the criminal, making them even more potent weapons against crime.

In some countries, laws directed at organized crime include antimembership provisions, the banning of certain organizations, and prohibitions against association with certain groups. These laws can have a major impact on the criminal’s ability to associate and they make the conduct of an illegal business more difficult and expensive.

Finally, and perhaps most significantly, the expanding use of forfeiture around the world has made life most uncomfortable for the criminal. The prospect that a government might take away all of one’s ill-gotten gains, even those earned in another country, must be extremely disheartening for the mobster, drug trafficker, or syndicate hoodlum. Law enforcement has become an enthusiastic supporter of the forfeiture laws. Governments worldwide are becoming much more creative in using these provisions against all sorts of criminal activity.

All of these factors are well known to the law violator who is offered, on one hand, a world of much broader opportunities and, on the other, one with much greater risk. Smart criminals respond by finding ways to conceal their interest in illegal operations. In our day and age, even as in Henry Every’s, this most definitely includes hiding any financial interest.
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MODERN LAW ENFORCEMENT METHODS

Just as the Information Age has increased opportunity for the criminal, so has it provided new benefits for the law enforcement officer. Agencies on the national and international level have recognized the need to adjust to and take advantage of new technology, laws, and techniques.

INTERPOL, the International Criminal Police organization, based in France, has established links to police departments and investigative agencies throughout the world. Communications via INTERPOL and other channels have steadily improved, aided by the stationing of law enforcement personnel in overseas postings. Today, representatives of at least six federal law enforcement agencies are posted in American embassies or consulates on every continent. The primary function of this foreign presence is to establish an effective liaison with law enforcement counterparts in the host nation. Many of those nations also station their law enforcement personnel in the United States, although not in such large numbers.

Law enforcement agencies all over the world have come to recognize the value of financial information in the detection and prosecution of criminal activity, and many countries have established Financial Intelligence Units (FIUs) to track large and suspicious currency transactions. Not only do law enforcement officers within that country have access to this valuable resource, but the FIUs also have the ability to communicate with each other about transactions having international ramifications.

By sharing ideas in all of these situations, law enforcement makes the job of the criminal more difficult. This is an especially important factor in the complex financial crimes that span international boundaries. As we draw nearer to a cashless society, the ability to track assets and unravel complicated financial schemes will challenge law enforcement personnel to be ever more sophisticated and aware. Law enforcement’s response to this challenge will determine the success or failure of efforts against not just financial crimes but also organized crime in general.



LAW ENFORCEMENT RESPONSE TO MONEY LAUNDERING AND ORGANIZED CRIME

The law enforcement response to money laundering and organized crime takes two forms. The first is an organizational response, in which agencies or entire governments react as a matter of policy. Perhaps the easiest response is to adopt a “business as usual” approach that assumes that the tried and true methods that worked in the past can be applied successfully to any new problem. Unfortunately, this response ignores the sophistication of today’s criminals, as well as the rapidly changing environment in which they operate. Law enforcement officers tend to be basically conservative, slow to change, and reluctant to accept new ideas. These same attitudes and characteristics can also suffuse their organizations—bureaucracies that are naturally inclined toward doing “business as usual.”

In fact, law enforcement has already made many adjustments to its changed environment. Recognition of the importance of financial investigative techniques has been emphasized by the use of forfeiture laws: first, against drug traffickers and, later, against all manner of criminal activity. The ability of law enforcement agencies to take a flexible, integrated approach toward complex financial crimes such as money laundering will bear immediate fruit. By integrating financial investigative techniques into the law enforcement arsenal, we have the opportunity to become as flexible as the criminals we are now compelled to pursue. Law enforcement also becomes able to make better use of forfeiture statutes, to use financial information in drug or other criminal cases, and to obtain and understand financial intelligence that can be useful in future cases.

The second response is individual. Each law enforcement officer whose career extends into the twenty-first century must make an honest appraisal of his or her own ability to compete on this global playing field. One of the most important messages of this book is that money laundering and complex financial crimes are going to be a part of our future. For the individual detective, investigator, or agent to address these crimes properly, he or she will need the right attitude, the right training, and administrative support.

The ability to investigate money laundering is not difficult to acquire. Most investigators already possess the necessary skills. It is not, for example, necessary to be an accountant, but a basic knowledge of financial systems, including accounting techniques, is essential. Many already have some of this knowledge through contact with banks, financial crimes, or similar job-related intercourse. (You can actually learn quite a bit about banking operations and accounting just by balancing your checkbook. Many of the accounting functions needed to do financial investigations are no more complicated than this simple process.)

Another important individual response is the development of sources of financial information. Whether this is a reorientation of an informant to seek information about financial transactions or the development of sources within the business community, financial information is critical to the development of money laundering cases. As we will see (and without giving away too much at the beginning), there are essentially two approaches to a money laundering investigation. In option one, you can look for the crime that underlies the money laundering violation—drug trafficking, for example—and then try to find out what happened to the money generated by that crime. In option two, you can look for the money and then trace it back to the crime that generated it. A surprising number of cases, many of which are going to be cited in this book, have been resolved in exactly this way.

It is definitely not the intent of this book to sell one option over the other. Both work and both work well. Rather, it is hoped that the conscientious investigator will see the merits of each approach, understand the value of financial investigative techniques in each, and use the information in this book effectively in either approach. In any case, the development of financial information, either from traditional sources (i.e., informants) or financial sources, is an important key to success.

Summing up, this text has three principal goals. First, I want to provide an understanding of how money laundering works and how it fits into the world of modern criminal activity. Second, I hope to increase the investigator’s ability to conduct money laundering and financial investigations. Finally, I hope that the reader will recognize how valuable this knowledge will be in the investigation of organized criminal activity and be convinced to employ it in future cases.
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1 Basic Concepts


Money is the fruit of evil as often as the root.

Henry Fielding




The cost of living has gone up another dollar a quart.

W. C. Fields



A stockbroker and a lawyer were sitting in a bar, chatting with the bartender. The lawyer listened as the others argued about the existence of money.

“Of course it’s real,” the bartender said. “My customers pay me with it. Look, I’ve got over a hundred bucks right here.” He pulled out a wad of dollar bills. “See, you can feel it, hold it, it’s real.” He handed it to the lawyer, who used it to pay for the drinks.

“Big deal,” sneered the stockbroker. “I handled over a million dollars today for some rich widow. Stocks, bonds, mutual funds, foreign exchange, gold, you name it. I never saw anything but little numbers on a computer screen. No way, money definitely does not exist.”

Both men turned to the lawyer. “What do you think?” They wanted to know.

The lawyer thought about it. “What did you say that widow’s name was?”


MONEY, MONEY, MONEY

As we start our discussion of money laundering, it’s helpful to begin with a clear understanding of the nature of money itself. In fact, this understanding is essential. Although most of us would not question the existence of money, many would be surprised at how broad its definition has gotten over the past three or four thousand years.

Money is a concept. The idea that some object can be assigned a value and used in trade is ancient, but nearly universal. Whether or not money exists in a physical sense is probably, as our attorney friend pointed out, irrelevant. The inescapable fact is that anywhere you go on this planet, people will be working, fighting, lusting, and scheming for money, and it won’t matter to any of them what form the stuff takes.

Author H. G. Wells once commented that money “means in a thousand minds a thousand subtly different, roughly similar, systems of images, associations, suggestions, and impulses.” Just about everybody has a perspective on money, and it is not surprising that many of these views differ widely, especially in a world of many cultures, which grows increasingly smaller and more closely linked.

You can’t understand money laundering without having a clear understanding of what money is and how it works. If you are like most people, when asked to “show me the money” (to borrow an overworked popular phrase), your first response is usually to hold up the contents of your wallet or purse. For most people, money = cash. If we get technical, though, those contents are really just pieces of paper, metal, and plastic. All of these things might be money, but none of them has much value at all, though a credit card makes a good ice scraper in a pinch. A better definition might be, “anything that is generally acceptable as a means of settling a debt.” This leaves the field wide open.

The notion of money goes back thousands of years, long before paper or printing, so we’ll never know who first dreamed up the idea that some object could be assigned a value and used in trade. All commerce, now and in that distant time, is based upon exchange. Originally, trading took the form of barter, in which one item is directly exchanged for another (see Figure 1.1): I’ll give you my hammer for your goatskin. You give me your cow for my saddle. Bartering is the most basic form of trade, one that enjoys many advantages and continues to be practiced today. (For example, if you go to buy a car, you’ll be asked if you’re going to trade in another vehicle as part of the deal.) The greatest advantage to barter is that both sides wind up with exactly what they need. In the process, they each have a chance to get together, negotiate, and socialize a bit. “Doing lunch” was probably a regular feature of the early barter system.

There are a couple of drawbacks—problems that have caused bartering to be largely replaced by the monetary system of exchange. Some of the negative aspects are obvious. First, there’s the fact that there are no assigned values. What if my hammer is worth more than your goatskin? Maybe that hammer is worth a goatskin and a half. But you might not want to cut up that second goatskin, and you may not agree with my opinion of the value of my hammer. I might end up hitting you with it, especially if we’re trying to trade across a language or cultural barrier.

Barter is based upon a “double coincidence”: You just happen to have something I need, I just happen to have something you need, and we’re both willing to trade. This works fine when dealing in like items, but things start to get a little complicated if I don’t need a goatskin this week or I do need some meat, which you don’t have. If you can trade a goatskin for some meat, I would be willing to trade the hammer.

If a marketplace is available, people can engage in a number of trades, working, talking, getting the best deals they can and eventually winding up with all the things they need and rid of all the things they don’t. Maybe they’ve come out a little ahead, so they can come back next week. The barter process  takes time and depends on goodwill and communication to work. This all works best when everybody stays pretty close to home, but less well when someone travels a long distance only to find that the items he brought to trade are not wanted or needed. Advances in transportation, notably the wheel and sails, made it possible for people to travel farther, increasing their ability to trade, but making barter a riskier proposition.
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FIGURE 1.1 Barter in early Egypt, before the invention of money. Early civilizations such as that in Egypt relied heavily on barter as a system of exchange. The Egyptians later used money, making the transition from barter to a cash transaction system. (From Hoggson, N. F. 1926. Banking through the Ages. New York: Dodd, Mead and Company.)





THE EVOLUTION OF MONEY

Early civilizations such as that in Egypt relied heavily on barter as a system of exchange. The Egyptians later used money, making the transition from barter to a cash transaction system.

Only one improvement was needed to revolutionize the barter system: the innovation of money. (Wouldn’t you like to have the patent on that little invention?) Money has almost all of the advantages of barter, with few of the drawbacks. As stated earlier, money is a concept, the idea that some specific item has value and will be accepted in all types of exchange.

Since it’s a concept, money can take any form; at various times and in various places, almost everything imaginable has been used to represent money. Some of these things had intrinsic value. Tools, such as knives, hatchets, or hoes, were valuable because they were needed in agriculture or food production. People on the American frontier used nails, and we still use the terms “tenpenny” and “fourpenny” as a reference to their value in barter. Cattle are still used as money in some parts of the world.

Other items were valuable because of their scarcity. Gold, silver, copper, and other precious metals have been used as money. Other things, such as ivory, seashells, and whale or bear teeth, may also be scarce, but they have the additional advantage of being somewhat uniform in size and shape, or they can be carved into a specific shape. Still other items, such as tea, tobacco, pepper, and salt, have value as commodities. Easily measured or weighed, these items may also be scarce and therefore in demand.

Salt was a very common form of money in many parts of the ancient world. Useful as a seasoning, as well as being one of the few means then available of preserving food, salt was so essential to commerce that its name became synonymous with money. The word “salary,” for example, is derived from the Latin word for salt.

The same Romans who used salt in commerce, paying their soldiers in this currency, also used coins made of metal (see Figure 1.2). Coins were an almost ideal form of money, a fact that has preserved their usefulness for over 2,500 years. Coins can be given a precise value, assigned by weight, size, or design. They can be mass produced, with a uniform design that promotes acceptance. They can be made of durable metal, which gives them some permanence, and this metal can be scarce or precious, like gold, giving the coins value. Once again, no one is able to identify the inventor of coins, but they seem to have been common in early societies from China to Africa. The earliest known coins were minted in Lydia, a kingdom in what is now Turkey, in the seventh century BC (see Figure 1.3).

Many early coins were made of precious metals, such as gold, silver, or copper. Judas, we recall, received 30 pieces of silver for his betrayal of Jesus. One additional benefit of coins over something like seashells was that they allowed some important person—like the king—to put his picture before every member of the society. This caused the downfall of at least one such person: Louis XVI of France. Fleeing the French revolution in disguise, he was supposedly spotted by an alert guardsman who recognized the king’s face from a coin. (This can’t happen with American money; you have to be dead to get your portrait on those coins.)

Gold, silver, and copper coins were widely accepted in trade because of their content. A 10 g gold coin made in Rome had the same value as a coin of identical weight made in Baghdad. Because there were differences in coins from different places, moneychangers developed a profitable business exchanging foreign coins for local ones. This profession continued for over a thousand years. During the sixteenth century, European moneychangers and merchants kept thick books with pictures identifying hundreds of foreign coins.

But coins had some problems, too. Early mints were not very sophisticated, and their product often looked no better than the counterfeits that were extremely common. Coins could also be clipped or trimmed; some small quantity of gold or silver could be taken off the edges of each coin, and this minute amount then melted down for its content. Because this directly affected the value of the money and its acceptance, governments took a dim view of the practice, often hanging anybody they caught doing it.

One of the biggest problems with coins was caused by their success. Because coins had come to almost universally represent money, they were accepted almost everywhere people went to trade. It was now possible for a merchant to sail from one Mediterranean city to another, carrying the coins he would need to buy a cargo, secure in the knowledge that the merchants in the distant city would accept his money and sell their goods. Travelers knew that a shekel or two would buy them a room and a meal.

Other people also appreciated the value of those coins, and they employed various schemes to get their hands on some—notably piracy and highway robbery. This caused great distress for the merchants, who then, as now, had the political influence that goes along with having money. They sought assistance from their governments in reducing these depredations, and the governments discovered that armies that weren’t occupied in beating up on a neighbor’s army could be quite useful in suppressing the odd bandit, and that navies were perfectly suited for dealing with pirates. We’re not just talking ancient history here, either. General John “Black Jack” Pershing’s cavalry pursued Mexican banditos prior to World War I, and navies in the Indian Ocean are busy suppressing Somali pirates as this is written. Still, the merchants needed a better solution, and they found it on paper and in banks.
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FIGURE 1.2 A Roman coin.
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FIGURE 1.3 Seventh-century coins. (From Hoggson, N. F. 1926. Banking through the Ages. New York: Dodd, Mead and Company.)



We’ll get to the role of banks in promoting commerce in another chapter, but the invention of paper money is important because it takes money away from its roots and more toward the metaphysical. After all, paper has very little, if any, value. The addition of some ink doesn’t change that (though, in all modesty, it’s done wonders for these pages).

With the use of paper, the concept of money got a major boost. Now, money was really a promise to pay or provide something that had real value. In the United States, paper money was originally “backed” by gold. (This was true in Europe also, where goldsmiths made notes backed by the gold they held.) These notes or “gold backs” represented a promise by the government to redeem the bill for its face value in gold. It said so right on the bill. Later, in the 1930s, those same notes became “silver certificates,” promising that the bearer could be paid in silver. Still later, the government gave up pretending that (a) everybody in America wanted or was going to demand silver for their paper money, and (b) the government really had all that silver stored up somewhere in the first place. Now a Federal Reserve note just says that it is “lawful tender for any debt, public or private” and “In God We Trust,” which sort of sums things up nicely.

The Chinese, who probably invented paper, probably also invented paper money, and it was soon a hit everywhere. Again, these notes were promises by the issuer to pay something to the holder, and so long as it enjoys wide acceptance among the people, paper money works quite well. For example, the note in Figure 1.4, issued by the Royal Bank of Scotland in 1777, reads: “The Royal Bank of Scotland is hereby obliged to pay the Bearer on demand one pound, one shilling Sterling.”

Paper represented the first time that something with no scarcity or intrinsic value was used as money, and the fact that it could be printed up willy-nilly if the mood struck was a problem. Absolute monarchs, used to getting their way on things, could not make up some more gold, no matter how powerful they were, but they could order more bills to be printed. They quickly learned that this sort of thing had a negative outcome as inflation devalued the currency.
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FIGURE 1.4 Note issued by the Royal Bank of Scotland in 1777.



Though governments usually recognize the importance of keeping the promise implied on their currency, some paper promises were no good at all. Paper money issued by the Confederate States of America promised to pay the bearer in coin, 2 years after the Civil War ended. That promise and Confederate currency itself were rightly regarded as worthless by almost everybody on both sides of the battle line, even during the war.

Inflation in Germany following World War I, caused by the printing of vast quantities of currency, made the mark equally worthless. Mark notes with values up to 200 million were printed, and things got so bad that it was cheaper to burn bank notes than to use them to buy firewood. Figure 1.5 is a 5 million mark note from 1923.

Money evolved through the ages, but whatever physical form it took, it always retained its key characteristics. Today, money may take the form of paper currency, checks, coins, credit cards, or, increasingly, electronic blips in some computer system—a form that almost perfectly captures the “idea” of money. As we move toward the predicted “cashless society,” people will become more comfortable with the idea that their money does not really exist in physical form. Very recently, in fact, for the first time ever, the amount of monetary transactions conducted by debit card exceeded that by paper checks. Not unlike a religion that requires belief in the existence of a supreme being, people will grow to take the idea of money on faith.

Why is this so important for someone learning about money laundering? We must understand that although most money laundering involves some form of currency, anything can be used in the laundering process. There have been cases involving diamonds, gold, credit card slips, stocks and bonds, cashier’s checks, airplanes, rare coins, livestock, postal money orders, airline tickets, and wire transfers. These schemes are limited only by the imagination of their perpetrators, not rather than by the form the money takes. Once the law enforcement officer understands the concept of money, he or she is much better prepared to recognize laundering schemes when they are encountered.
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FIGURE 1.5 This bank note, with a face value of 5 million marks, was printed in Germany in 1923. Instead of printing millions of low-denomination notes, the German government opted to print bills with more zeros—so many zeros that bank tellers had trouble counting them. (From author’s collection.)




Case Example

Agents investigating a drug trafficking operation were told that the owner of a bar was laundering proceeds of the organization’s drug sales. Bank records for the bar were subpoenaed, and deposits of several million dollars were discovered. These deposits were far larger than one would expect in a business of this size, but almost none were in cash. Most were personal checks or credit card slips, showing charges for $100 to $200 each—definitely not the usual form of payment for illegal drugs. The investigators were puzzled until an undercover agent reported that the owner kept a large stack of cash behind the bar and made cash advances for bar patrons. The customers got the dirty money, and the bar owner got a nice clean check from the bank that issued the card.


This example directly involves at least three forms of money. The first was the currency used in trade for the drugs. This money was readily accepted by the drug trafficker and by the bar customers. Second were the credit card slips. These were readily accepted by the bar owner, who knew they would be paid by the banks that issued the credit cards. The bank recognized the credit card slips as having value when they were accepted as part of the deposit. Third was the check, sent by the card issuer’s bank to the bar owner. Again, this check was readily accepted by the bar’s bank. At various points during these transactions, numerous electronic impulses were sent and received, each indicating that money—in whatever form—was changing hands.

Acceptance is one of the principal characteristics of money. If people are willing to accept it in trade, it’s probably money. (It’s definitely money if a bank is willing to accept it.) The economy has become so sophisticated that some really esoteric things are being accepted today. Wall Street traders might not accept a bale of tobacco, which merchants on the same site in 1650 would have taken, but they will deal in tobacco futures, tobacco options, and a variety of other tobacco-related ideas. In fact, ideas that didn’t exist 20 years ago are now traded daily. A great example—one recently in the news—is the credit default swap (CDS), which contributed to the home mortgage/housing bubble that rocked the nation’s financial system.
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FIGURE 1.6 Babylonian clay tablet. This tablet documents the production and sale of beer.





MONEY LAUNDERING

Now that we all understand the concept of money, we can turn to how exactly it is that money gets laundered. Money laundering has been defined as “the use of money derived from illegal activity by concealing the identity of the individuals who obtained the money and converting it to assets that appear to have come from a legitimate source.” We can simplify things by saying that money laundering is a process to make dirty money appear to be clean. The “appearance” part is very important because, as you will see, under American law, dirty money is never “clean,” no matter how many times it goes through the rinse and spin cycles.

A few years back, a well-known stage magician performed the amazing feat of making the Statue of Liberty disappear right before the eyes of thousands of people in New York and millions more on TV. A similar stunt involves the magical transformation of a beautiful magician’s assistant into a tiger or some such.

We all know that the Statue of Liberty didn’t really disappear, although we may have no idea how the magician made it appear to have done so. Well, money laundering is a lot like stage magic, in case you were wondering where we were going with this. The money doesn’t really disappear; it just changes form and gets harder to find. And it never really gets clean—it just looks that way. The job of the money launderer is, like that of the magician, to use proven and secret techniques to make money obtained in one (dirty) way appear to have been acquired elsewhere.

Some money launderers are pretty good at it, too, but just as the laws of nature limit the stage magician, so is the money launderer constrained by manmade laws, especially those governing the operation of the world’s financial system. Some statutes have been specifically written to make the detection of money laundering easier. Among these are laws relating to currency transaction reporting, or the requirement that banks report suspicious financial transactions. Other laws impose a criminal sanction for laundering money, increasing the risk factor in illegal transactions. From either side of the coin, flexibility is the key to success or failure in money laundering operations. The criminals are looking for as much flexibility as possible, and governments are trying to limit them.

The problem for money launderers is partially historical and somewhat immutable, and it relates to the methods people use to exchange goods and services. We’ll call these methods exchange or transaction systems. Remember that in the beginning, there was barter. People just traded things they didn’t need for other things that they did. This system worked up to a point, but it was superseded by the invention

of money. Cash, in the form of coin or paper money, completely replaced barter almost everywhere. This cash transaction system worked well, and still does, but it isn’t perfect, so we keep trying to improve on it.

These improvements have taken the form of financial institutions, banks, checks, records, accounting, and lots of paperwork—not nearly as much fun as going out and spending loads of cold cash. The result is a financial or business transaction system that is safer, generates detailed and often permanent records, and is widely used in businesses everywhere around the world.

Unfortunately for the criminals seeking to hide ill-gotten gains, this financial or business system of conducting transactions was not set up for concealing things—quite the opposite, in fact. In some cases, the system will accommodate the launderer, but in most instances, it is the criminal who must make concessions to the system. Even in places where bank secrecy is a rule, massive numbers of records are maintained to document transactions or financial activity. The launderer can reduce but never eliminate this exposure, often by seeking out places where law or custom affords more flexibility. See Table 1.1 for a list of the advantages and disadvantages of transactions systems to money launderers.

The anonymity of cash provides this flexibility, and, of course, the cash transaction system is used for the vast majority of illegal activity. No matter how much one might like to, it is no longer possible to live on a completely cash basis. At some point, whether it means acquiring an asset or just using a bank, you’re going to have to change systems. The first major truism about money laundering is that every money laundering scheme ever devised relies upon the movement of money. And the movement of money from a cash transaction system to a business transaction system is where the money launderer is most vulnerable.

People who have studied the problem have characterized money laundering as a cycle, the objective of which is to have access to “clean” appearing money at the end of the process. The Financial Crimes Enforcement Network (FinCEN) is the federal agency charged with developing money laundering responses. FinCEN describes the money laundering process as having three stages: placement, layering, and integration.

In the placement stage, the form of the money is changed or converted. Because most modern criminal activity, particularly the drug trade, relies upon cash as an initial medium of exchange, placement mechanisms usually involve either the conversion of currency into some other form or the physical movement of the currency. For example, large amounts of cash received from drug sales are converted to cashier’s checks or are deposited in multiple transactions into bank accounts. The form of the money has been changed, and it is now one step away from its illegal origin.

Placement of dirty money relies on businesses that deal heavily in cash, as well as financial institutions of all types. Though anonymous in that it leaves no paper trail, cash does attract attention when used in certain situations. Large cash transactions are also subject to various reporting requirements imposed by federal law, bringing more unwanted attention.



TABLE 1.1 Advantages and Disadvantages of Transaction Systems to Money Launderers


	Cash Transaction System

	Business Transaction System




	Advantages

	Advantages




	Everyone has cash to pay for illegal goods and services.

	There is greater efficiency and security in the transfer of funds.




	Lack of records makes it difficult to connect a person with a criminal activity or with the purchase of illicit goods or services.

	Losses owing to employee theft are controllable.




	Other business opportunities are available, such as legitimate investment in real estate and securities.




	Unreported revenues are not taxed.




	Currency is universally accepted.




	Disadvantages

	A legitimate business is a valuable base of operations and source of cash for criminal activities.




	In large amounts, cash is suspicious and calls attention to those who hoard it.




	Ownership of a business permits acquisition of community standing and influence, which provides additional camouflage for illegal operations.




	Lack of records makes it difficult to prevent theft by employees.




	Large amounts of cash are difficult to handle and transport.




	Disadvantages




	Certain assets cannot be acquired for cash without an extensive inquiry into the source.




	Taxes must be paid on reported revenues.




	Business records are subject to examination by authorities.




	Falsification of records is a criminal act and can lead to prosecution even without proof of other criminal activities.







	Transactions have a source and destination that can lead to the criminal activity.






Source: Reproduced from Internal Revenue Service. 1993. Financial Investigations: A Financial Approach to Detecting and Resolving Crimes. Washington, DC: US Government Printing Office.

Many placement mechanisms are directed at positioning the funds in a bank or financial institution. This represents a trade-off for the launderer: The upside is that all that cash has now become just another electronic blip in that vast sea of money; the downside is that, once in the bank, a paper trail is automatically begun—a trail that leads in two directions from the initial deposit. (See Figure 1.7 for an early example of a paper trail.)

In the layering stage, launderers attempt to hide their tracks on the paper trail. As the name implies, layers of transactions, business entities, fronts, or other concealment mechanisms are imposed between the money and its source. These layers may involve other countries—places where bank secrecy makes following the money trail difficult or impossible.

In the United States, the paper trail can be broken only with difficulty. Federal laws and regulations govern the operation of banks, financial institutions, and even businesses that accept large amounts of cash. These statutes are specifically designed to ensure that a trail is left behind every significant financial transaction. The Bank Secrecy Act (BSA) is the most important of these anti-money-laundering recordkeeping laws.
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Figure 1.7 Babylonian clay accounting tablet. The first know accounting records exist in the form of clay tablets from earl Babylon. These records imply that money was in use and that a “paper trail” was being created, or, in this case, a baked clay tablet trail. (From Hoggson, N. F. 1926. Banking through the Ages. New York: Dodd, Mead and Company.)



The BSA, passed by Congress in 1970, required a number of records to be made or kept—not just by the banks named in the title, but also by individuals who conducted certain transactions. Specifically, the BSA required that


	Financial institutions must maintain certain records for certain fixed amounts of time. The purpose of this requirement was strictly to guarantee that those records would be there when an investigator came looking for the proceeds of criminal activity or tax evasion. Most of the time, the records were already being kept by banks, which are regulated by assorted federal and state agencies. In any case, the records required by the BSA are consistent with good business and banking practices.

	Certain cash transactions conducted at a financial institution must be reported to the Treasury Department. Deposits, withdrawals, cashier’s check purchases, currency exchanges, and any other transaction involving cash above a certain amount (Treasury regulations set this amount at $10,000) require that a report be sent to the Internal Revenue Service.

	Individuals who are citizens or resident aliens who maintain an interest in, or hold signature authority over, a foreign bank account must report this fact to the IRS on an annual basis. This applies if the account has a balance during the year over a certain amount, again set by regulation at $10,000.

	Individuals who transport cash or certain monetary instruments into or outside the United States must report that fact to the Customs Service if the amount exceeds a level defined by regulation. (Originally this amount was $5,000, but it was increased to $10,000, consistent with the other BSA requirements.)



All of these things were done for the sole purpose of creating a paper trail for cash transactions. In theory, at least, every large cash transaction could now be traced from the time the money first hit the financial system. The anonymity afforded by cash was to be sharply curtailed. This directly impacted the placement and layering stages of the money laundering cycle. After 1970, the deposit of large amounts of cash would trigger a report, making discreet placement of dirty cash more difficult. The record-keeping requirements ensured that a trail would be maintained after the initial cash transaction, no matter how many layers were subsequently imposed.

Two methods have always been most popular for breaking the trail: cash transactions and use of offshore banks and businesses that aren’t legally bound to follow all those recordkeeping or reporting requirements. Most layering efforts involve one or both of these methods. The BSA addressed each. People taking the money offshore were supposed to report it, and foreign bank accounts were also supposed to be reported. Any withdrawal and redeposit of cash from the system was supposed to trigger more reports. The intent of this legislation was to decrease the flexibility of the criminal, forcing him or her into more inefficient and hazardous methods of laundering dirty money.

Unfortunately, because the problem is so enormous and the financial system so huge, much of this illegal activity goes undetected. If the placement and layering stages have been successfully completed, the launderer attempts to integrate the laundered funds back into a form the criminal can enjoy. This enjoyment may entail the use of the funds to further the illegal activity or just carefree spending.

Integration mechanisms use the same financial institutions and instruments employed in the other stages, with a slightly different objective. At this stage, the apparent source of the funds is the main focus. The launderer now needs to make the funds look as if their origin is legitimate, resulting in some really creative schemes and explanations that we’ll explore later.



THE MONEY LAUNDERING CYCLE

The Financial Crimes Enforcement Network has developed a model of the money laundering cycle that includes the three stages discussed previously: placement, layering, and integration. We will use an actual money laundering scheme to illustrate the three stages. (See Figure 1.8.)


Case Example

John Doe (not his real name) was a successful narcotics trafficker whose methamphetamine business generated substantial income. Like many of his contemporaries, Doe didn’t have any legitimate employment and could not explain the wealth he had acquired from his clandestine drug sales.

Doe needed cash—his suppliers insisted on it as payment for the drugs they sold him—but he had far more cash than was necessary for purchases. Doe didn’t want to lose the cash to a government forfeiture action, and he was also afraid of the questions the Internal Revenue Service might ask. Doe needed a money laundering scheme.

The scheme had to do several things. First, it had to change the form of the money from cash into something he could use without attracting attention (placement). Second, Doe didn’t want to be connected to the source of the funds (layering). Finally, Doe wanted to look legit, like he’d made his money the old fashioned way: honestly (integration).

His scheme was simple. Doe managed to get a large amount of cash ($275,000) into a bank account held by his mother. This required a number of deposits, all made in amounts well under $10,000. Some of the drug money had now been successfully placed—its form converted. He had also layered the transaction, putting another person between himself and the money. Doe could have created several other bank accounts, used some other nominees, and moved the money around some more, further insulating himself, but he didn’t think it was worth the trouble. This was a mistake.

Next, Doe arranged for the purchase of a small convenience store, located on the ground floor of a large condominium/office complex. The store was acquired with the $275,000 in Mom’s bank account, and her name was placed on the title. Mom generously hired her son to be the manager of the store. This provided Doe with a ready explanation for his income. He could even file a tax return, declaring the salary he earned. And it wasn’t hard work. He hired a clerk to actually sell things in the store. Apparently, the manager’s primary duties involved going to the bank and depositing the day’s receipts into the business checking account. Doe was happy to do this, especially since the business had turned so profitable immediately after he took over.

Looking at the records for the business checking account, investigators were interested to note that deposits averaged around $3,000 daily. This seemed like quite a lot of money, especially since the checks that were being written for the goods sold in the store didn’t account for nearly that many sales. $3,000 a day is a lot of Cheetos and Coke. The prior owner was also impressed. When interviewed, she reported that her gross sales had been more like $300 daily, or about $9,000 per month. After overhead, cost of sales, and other expenses, she had been lucky to clear $2,000 in profit each month—one of the reasons why she sold the place.

Doe’s deposits, though almost all in cash, weren’t generating any Currency Transaction Reports to the IRS because the deposits were all much less than the $10,000 that would have caused the bank to file the reports. Once the money was in the bank, Doe used it to pay his very liberal salary and to prepare for the acquisition of another property. Doe had documented income from a legitimate source that he could use to get a mortgage loan, buy a car, or use for whatever purpose he chose. His drug money had been successfully integrated.
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Figure 1.8 The money laundering cycle, according to FinCEN.




This money laundering scheme is elementary, but the perpetrator managed to cover all the bases. He moved the money from one transaction system (cash) to another (business). He successfully created the illusion of legitimate wealth. In the next few chapters, we’ll look at some ways of puncturing this illusion.



REX V. WILLIAM KIDD, ET AL.: A CASE OF PIRACY

As Henry Every’s problems (discussed in the Introduction) demonstrate, pirates aren’t especially well known for their money laundering expertise. When most people think of pirates and their loot, they think of buried treasure. As a money laundering scheme, digging a hole and dumping a box in it doesn’t go very deep into the cycle, and all the contents of that dead man’s chest are still hot as a pirate’s pistol. (See Figure 1.9.)

Burying the treasure is a bad plan for several reasons, not the least of which is that nobody, not even the pirate captain, has the use of any of the money while it’s in the ground. This is why burying the treasure was actually not a very widespread practice in the pirate business, Long John Silver and his map notwithstanding.

The so-called “Golden Age” of piracy was a relatively short period of time a few years either side of 1700. During this time, pirates ran wild on the Spanish Main, in the Caribbean, and off the African coasts. Piracy grew with trade from Europe to the Americas, Africa, and India, and the maritime nations of Europe, especially England and Spain, recognized the growing threat to their commerce.

Serious efforts were made to curb piracy, including naval patrols and the use of convoys escorted by heavily armed naval vessels. Some pirates were killed or captured in fierce sea battles like the one that ended Edward “Blackbeard” Teach’s career. Others were caught and taken to England or the American colonies, tried, and hanged.
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FIGURE 1.9 How not to launder money. This 1894 painting by Howard Pyle pictures the infamous Captain William Kidd supervising the burial of pirate treasure on a small island in Long Island Sound. (Harper’s Magazine, 1894.)



Despite the risk, many sailors turned to piracy for the “easy” money, the freedom, or just to escape the harsh discipline of a naval or merchant vessel. Others became pirates almost by accident. Captain William Kidd originally started out as a pirate chaser, commissioned to catch buccaneers preying on British ships, one of whom, coincidentally, was Henry Every.

Kidd went “wrong,” however, and soon amassed a considerable store of treasure himself. Although he is believed to have buried treasure on at least one occasion, Kidd actually had a pretty solid money laundering scam, one that was used by most of his contemporaries.

Romantic though that “fifteen men on a dead man’s chest” myth is, the fact is that most pirate loot was quickly converted to spendable cash via a money laundering scheme that involved many of the most prominent names in early America. From Charleston, South Carolina, to New York and Boston, otherwise honest merchants and government officials were cheerful participants in the scheme to launder pirate loot. In fact, some towns were heavily dependent on funds from smuggling or piracy.

Piracy was an expensive proposition. There was the cost of the pirate ship, though many of these were obtained as a result of a hostile takeover. Once acquired, the crew needed to be fed and paid, the ship maintained, and the guns stocked with powder and shot. Again, some of these needs could be supplied by theft, but many pirates obtained all they needed in friendly ports. There, merchants would provide naval stores, food, clothing, beer, wine, and ammunition, while corrupt public officials turned a blind eye to the presence of the marauders in their midst.
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FIGURE 1.10 Money laundering pirate style. This ledger, from the records of New York merchant and ship owner Frederick Philipse, records the sale of merchandise to pirates in the 1690s. Philipse, a very prominent man of the period, charged 9,514 pieces of eight (Spanish coins) for items that included “26 barrils of wine at 60 pcs 8 pr barril.” (Government Records Office.)



Frederick Philipse, a New York businessman and ship owner whose records are shown in Figure 1.10, was a good example. Philipse prospered in the money laundering business until 1698, when he was dismissed from his position as governor’s councilor for suspicion of dealing with pirates. He was never prosecuted and died in 1702 still a very wealthy man.

An eighteenth century author wrote about the pirates:


They walk the streets with their pockets full of gold and are the constant companion of the chief in the Government. They threaten my life and those who were active in apprehending them; carry their prohibited goods publicly in boats from one place to another for a market; threaten the lives of the King’s collectors and with force and arms rescue the goods from them. All these parts swarm with pirates, so that if some speedy and effectual course be not taken the trade with America will be ruined.
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FIGURE 1.11 Piece of eight. Spanish coin and object of pirate desire.



(Substitute “drug dealer” for “pirates” and you’ve got a fair description of the state of affairs in some parts of the world 300 years later.)

None of this would have been possible if the pirates had buried their loot after stealing it. Most of the pirates operating from the American colonies preyed on Spanish ships, taking “great quantities of silver coins and bullion, with rich capes, church plate and other riches, insomuch that the Spanish ambassador complained thereof” (Surveyor of customs, Pennsylvania, 1697). The governors of the American colonies were not receptive to these Spanish complaints, not least because many were being well paid by those same pirates. The complicity of public officials made the task of converting all of that bullion and plate much easier.

The pirates’ money laundering scheme relied upon placement of the loot with reputable American merchants, who converted the Spanish pieces of eight (see Figure 1.11) and doubloons into shillings, crowns, and guineas, or exchanged them for merchandise. Captured ships’ cargoes were also sold in American ports to merchants eager to buy. There was no real need for layering, since the pirates operated openly and their suppliers eagerly accepted the money offered for equipment and supplies.

Integration of the laundered funds became important only if the pirate decided to retire, as Every did, to Merry Old England. There, hanging awaited those apprehended, but lack of records made it possible for a retired buccaneer to return to England with a fortune earned in the colonies at some apparently legitimate business. Some undoubtedly did, while others enjoyed the protection their money bought in America.

What are the 300-year-old lessons these pirates provide? First, money laundering is a much easier proposition if you have the cooperation and assistance of people in government, banking, and business. Second, without an effective process for laundering money, pirates would not have been able to continue their activity. In places like England, where the pirates were not able to launder their money easily, the underlying crime was not a major problem, definitely not to the extent that it was elsewhere.

These are assuredly things to contemplate three centuries later, as we face an enormously profitable and corruptive drug trade. Keeping the criminals from enjoying their money is the whole point of forfeiture laws, and keeping that money from corrupting the financial system and government is a prime objective of today’s money laundering statutes.



MONEY LAUNDERING FACTS

Some of the same locations that once served as pirate bases are now havens for money laundering activity. Coincidence? Not really. Both piracy and money laundering are directly related to legitimate commerce. Both activities profit from being located near major population and commercial centers—but not in jurisdictions that are heavily regulated

Pirates avoided places where the laws against their crime were strictly enforced, and money launderers seek out jurisdictions that do not have money laundering statutes or controls over financial activity—another example of the old saying that “the more things change, the more they remain the same.”



KEY POINTS TO CONSIDER


	Money is a concept, and its forms are limited only by the imagination.

	Money is used in two transaction systems: cash and business.

	Money laundering is a process of making dirty money appear to be clean, but laundered funds are never really clean.

	The movement of dirty money, especially between the transaction systems, creates vulnerabilities that law enforcement can exploit.

	The money laundering cycle consists of three stages: placement, layering, and integration.







2 The Historical Context

John Dean: It will cost money. It is dangerous. People around here are not pros at this sort of thing. This is the sort of thing Mafia people can do: washing money, getting clean money and things like that. We just don’t know about those things, because we are not criminals and not used to dealing in that business.

Richard Nixon: That’s right.

Dean: It’s a tough thing to know how to do.

Nixon: Maybe it takes a gang to do that.

Excerpt from President Richard Nixon’s White House tapes, April 21, 1973

White House Counsel John Dean had a couple of things right in his assessment of money laundering. It does cost money to do the job right, and it sure can be dangerous—as he and his boss were soon to find out. Money laundering is also the kind of thing the Mafia does, but others do it, too. In fact, as both Dean and Nixon knew, many close to the president had been laundering campaign contributions for a while and had gotten quite good at it.

Why is money laundering so important? How has it gotten to its place of prominence in organized crime today? Criminals like Henry Every knew, after all, that bad things could happen to them if their loot was traced to them. Some in history had even developed some fairly effective plans for avoiding this problem. Still, nobody was very serious until the government figured out a way to take away the ill-gotten gains.

Al Capone’s troubles came as a giant wakeup call to criminals everywhere. Here was a man who had climbed to the very top of his chosen profession, creating an organization grossing an estimated $100 million annually. Capone’s conviction on charges of tax evasion and his attention-getting 11-year Alcatraz vacation were milestone events in law enforcement. (See Figure 2.1.)

For the first time, criminals could be jailed—not for their participation in some murder, shakedown, or drug deal, but solely because they had made some money and didn’t report it. If anyone had been paying attention (and the smart ones were), they knew by 1932 that something was going to have to change.

They tried challenging the law. Bootlegger Manley Sullivan was the first to question whether dirty money could be taxed under the relatively new federal income tax statute. The United States Supreme Court, in ruling against Sullivan, said that it saw no reason why “the fact that a business is unlawful should exempt it from paying the taxes that if lawful it would have to pay.” The Court also ruled against Sullivan’s claim that admitting to the income would violate his Fifth Amendment privilege against self-incrimination.

After the 1927 Sullivan decision, the Treasury Department moved out smartly against other illegal wage earners, the most notable of whom was the King of Chicago, Alphonse Capone. Capone’s defeat meant that the proceeds of bootlegging, prostitution, gambling, and assorted corruption were all subject to the government’s taxing authority; anyone in those businesses was now on notice that the “easy money” wasn’t quite as easy anymore.

Some didn’t get the message. Frank Nitti, Capone’s righthand man and eventual successor, did a short stretch for tax evasion. After taking over Capone’s operation, Nitti came into the sights of the tax men again and committed suicide as he was about to be arrested on new tax evasion charges. Others, however, learned the message well. One of these was Meyer Lansky. (See Figure 2.2.)

Born Maier Suchowljansky in Poland, the man who would become the financial genius of organized crime fought his way through the world of crime and gangs in New York City. The streets of New York were dangerous places in the early 1900s, and young immigrants from all over Europe banded together in gangs for self-defense and to profit from a wide array of criminal activity.

Lansky had a terrible and violent reputation. Although he was known for extreme brutality, including contract murders, he was also smart and politically savvy. Lansky affiliated himself not only with the Jewish gangsters, but also with Italian elements headed by Salvatore Luciana, also known as Charles “Lucky” Luciano. This alliance, forged early in Lansky’s criminal career, would be the foundation of organized crime in America for the next five decades.

Meyer Lansky was more than a hired killer and cofounder of “Murder, Incorporated.” Lansky understood business. He also appreciated the critical relationship between truly “organized” crime, business, and politics as a result of an association with another Jewish gangster from New York, Arnold “The Big Bankroll” Rothstein.

Three key elements of what would become a criminal enterprise with a worldwide reach were visible even in Lansky’s earliest days in crime. First, he clearly grasped the value of businesses, both as “fronts” for illegal activities such as bootlegging and as mechanisms to launder money. One of his closest friends, Benjamin “Bugsy” Siegel, is credited with founding the gambling mecca of Las Vegas—with Lansky’s financial backing. Lansky once boasted of organized crime, “We’re bigger than United States Steel.” It’s not a coincidence that he chose a multinational corporation for comparison
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Figure 2.1 Al Capone’s Alcatraz mugshot pictures Capone at the end of the line. (National Park Service.)
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FIGURE 2.2 Meyer Lansky. (Source: FBI.)



Second, Lansky, better than anyone before him, fully appreciated the usefulness of foreign countries as havens for his criminal activity. Although he is best known for his attempted takeover in 1958 of Cuba as a base for gambling and possibly drug trafficking operations, Lansky was involved in offshore activity as early as the 1920s.

He was believed to have killed Capone associate Sam Bloom, gaining control over profitable bootlegging operations in the Bahamas in 1929, and was heavily involved in bootlegging through Canada. Later in life, Lansky would hold untold millions in Swiss bank accounts, using banks and corporations in Hong Kong, Israel, Switzerland, various South American countries, and just about anywhere else a dollar could be made or hidden.

Finally, Lansky understood the need for organized crime to work in concert with flexible government officials. Some of these, like those corrupted in the Batista regime in Cuba, were brought on board wholesale, while others were selected for their ability to assist in one area or on one issue. In this, Lansky learned well from Rothstein, whose political connections were legendary.

The intent of all these machinations was to launder hundreds of millions of dollars in mob money. This became Meyer Lansky’s role later in life, as he left the more mundane aspects of crime to his associates. If there is a patron saint of money launderers, it’s probably Meyer the Bug. When he died in 1983, he had beaten every tax evasion and related criminal case brought against him, never suffering a day’s incarceration for the king’s ransom he laundered for the mob.

Lansky’s sophistication in laundering money for organized crime was instructive for his many associates. Some took the lesson, safely hiding their money, building networks of legitimate businesses, and moving their money offshore. Others were less successful. Mickey Cohen, an associate of Lansky and Siegel, received 15 years for tax evasion in 1961. Frank Costello got 5 years in 1954. Albert Anastasia, supposedly the head of the Murder, Inc. syndicate organized by Lansky, received a year for a tax case in 1955. Tony Accardo, who followed Frank Nitti and Paul “The Waiter” Ricca into Capone’s old chair in Chicago, got 6 years in 1960, although the conviction was later reversed on appeal.

There were many other examples, enough that the lesson was clear: If you are going to the trouble of making all that money, you’d better find some way to hide it. Lansky lived this motto, and, ironically, we can’t really tell just how sophisticated were Lansky’s schemes because most were apparently never detected. Some of the more grandiose, like his takeovers of Cuba and Paradise Island in the Bahamas, as well as his indirect influence over the entire Nevada gaming industry, hint at a laundering operation so big it almost defies imagination.

One author has commented that Lansky’s schemes were not complete, in the sense that they did not fully integrate the money back into the American economy. While it’s true that this would leave incomplete the cycle as described in the last chapter, the fact that many millions of dollars disappeared for decades— and have never turned up—certainly argues that Lansky figured out how to integrate at least some of the money.

By the time he died in 1983, Lansky would have known that this last step was more important than ever. By 1983, money laundering had become even more essential—and not just to the “Mafia,” as John Dean put it. One word describes the reason for this new urgency: Congress.

In 1919, the year before Prohibition went into effect, there was considerable speculation in this country as to whether such a law could be constitutional. There were serious questions about the limits on the enforcement powers of the federal government, not to mention the practical consideration that federal law enforcement agencies were small, narrowly focused, and fiscally shaky. The entire Special Intelligence Unit at Internal Revenue had six agents. (Today’s equivalent, the IRS Criminal Investigation Division, has over 3,000.)

The federal criminal code consisted of fewer than 100 code sections in Title 18, and very few statutes with criminal penalties existed elsewhere in the United States Code. Today, Title 18 runs over 700 pages and has hundreds of sections, and there are criminal sanctions under dozens of other titles. Once Congress decided that it had the power to make this or that illegal, it wound up making lots of things illegal. One of the unanticipated outcomes of all this legislating was to make the laundering of illegal money a key part of many criminal enterprises.

Much of the new legislation related to financial crime and was written to prevent certain transactions. For example, Congress passed statutes governing the financing of elections, prohibiting contributions from foreigners and corporations, and, later, prohibiting anonymous or cash donations. The intent of this legislation was to clean up campaign financing, making office seekers accountable for the funds they raised. The effect of the legislation was to force foreigners, corporations, and, later, anonymous or cash donors to launder their contributions so they wouldn’t get caught.

In another example, Congress passed a statute banning the payment of bribes by American companies to foreign governments or individuals. This law didn’t stop bribery; there have been several scandals and criminal cases brought since enactment. What it did do, since foreign officials didn’t stop demanding bribes, was make corporations launder the bribe monies more effectively.

The same thing happened with other legislation, but the big gun that changed everybody’s attitude was forfeiture. By the 1970s, billions of dollars were being made in the illegal drug trade, but none of it was forfeitable. Drugs were big business, but the profits were subject only to taxation by the IRS. When, in 1978, Congress amended Title 21, Section 881, to provide for the forfeiture of the proceeds of drug transactions, being a successful dope dealer got a lot more complicated, and the drug business changed forever.

Congress changed some other businesses forever, too, making forfeiture a tool in the prosecution of racketeer influenced and corrupt organizations (RICO) and other crimes. Being linked to the proceeds of these crimes now became extremely hazardous, for both the criminal and the assets. Asset forfeiture is like a reverse image of a neutron bomb: It leaves the people standing but takes all their property. If you were a drug dealer or a racketeer and you weren’t concerned about these developments, you were most likely in for a very rude shock.

Money laundering now became more of a necessity, an integral part of the overall scheme. Vast quantities of drug money were being laundered, increasingly traveling backward along the same routes on which the drugs were imported. And with the drug problem growing, perceptive observers could see that the money laundering situation was going to get worse.

Congress took several steps to address this new problem. One of these, the Bank Secrecy Act of 1970 (BSA), was a response to perceived problems with the movement of dirty money to tax haven and bank secrecy countries. The BSA provided for criminal penalties for the types of actions that make up most money laundering schemes: movement of funds offshore, concealing the placement of the funds in financial institutions, and the unreported holding of foreign bank accounts. The BSA also included forfeiture provisions, making violation of the statute financially as well as personally risky.

The BSA is not a true money laundering statute; those were to come later. As we’ll see when we look at money laundering scams, the BSA does effectively address the mechanics of a laundering scheme, however; it’s one of the legal roadblocks Congress and law enforcement have thrown up to make life harder for the criminals.

If I’m a drug dealer, my goals are pretty basic: sell the dope without getting caught. Ultimately, I’d like to stay free long enough to spend my drug money, but the government has put obstacles in the way. Now, that money becomes not only an asset but also a liability, I have to consider that


	The IRS will wonder how I got it and take it away.

	The DEA knows how I got it and will take it away.



I might decide that I’d better launder the money so that these things don’t happen, but the BSA roadblocks make this path more difficult, and the laws preventing money laundering make that activity a crime, too. Congress, cleverly anticipating that I might go down that road, passed those laws to make it harder to do any of the things necessary to launder money effectively. For example, I can’t just put it in the bank because the banker’s going to fill out a Currency Transaction Report (CTR) for all large transactions. I can’t just take it out of the country because Customs can take it if I don’t report it by filling out a Currency and Monetary Instrument Report (CMIR). I can’t just deposit it into my foreign bank account unless I report that, too.

With the passage of actual money laundering prohibitions, I can’t just do a few more things, all of which serve to make my original objective—spending that clean-looking money— much harder to attain. The first federal statute criminalizing money laundering itself was passed in 1986, imposing severe penalties for the conduct of financial transactions designed to launder dirty money. Under this new statute, certain crimes were identified as “Specified Unlawful Activities” or SUAs. Transactions involving the proceeds of these SUAs were now criminal offenses in and of themselves. Yet another hazard was imposed upon the criminal element.

In the almost 20 years since, many money laundering cases have centered on drug trafficking, probably the most lucrative of the SUAs covered by Title 18 U.S.C., Sections 1956 and 1957. But prosecutors, recognizing the value of these charges, began using the statutes against criminals engaged in a breathtaking array of crimes. Money laundering cases have been made against arms sellers, corrupt public officials, robbers, timber thieves, and extortionists, and in crimes involving all sorts of fraud or theft. Corporate CEOs in multibillion-dollar fraud cases have found themselves looking at money laundering charges.

Since 1986, Congress has steadily expanded the number of crimes considered SUAs, added a money laundering conspiracy section, and has generally broadened the scope of the statute, which also provides for the forfeiture of assets involved in laundering transactions. These statutes, combined with the provisions of the Bank Secrecy Act, are the most efficient obstacles to money laundering yet put into place. Most recently, the USA PATRIOT Act, passed after the terrorist attacks of September 11, 2001, has broadened the money laundering statutes even further and made the reach of these laws literally worldwide.

Others were watching, with the result that many states have enacted their own versions of the federal laws. Foreign governments have also begun treating money laundering as a crime, with many adopting prohibitions similar to those in the United States. The world, such a big playground for the launderer, has become a slightly more perilous place.

There is too much money at stake for the criminals to simply give up, however. Estimates of money laundering activity worldwide range from $200 to $500 billion annually. Because they can’t just do things their way anymore, launderers’ schemes have grown more complex and sophisticated. Specialists, well trained in the world of capital and finance, have come onto the scene, advising criminals on the best ways of disposing of the huge amounts of cash generated by drug crimes. Corruption of government officials or the representatives of financial institutions is rather common in some areas of the world; $500 billion buys a lot of influence and can pay for some pretty good schemes, too.

Law enforcement has responded to those schemes with financial task forces, high-intensity financial crimes area (HIFCA) task forces, intelligence centers, and the Financial Crimes

Enforcement Network. In the game of chess that is money laundering, the move-countermove sequence continues.


Case Study: Watergate: Money Laundering in Politics


“I am not a crook.”

President Richard M. Nixon, November 17, 1973




“Follow the money.”

W. Mark Felt, the informant known as “Deep Throat,” to reporter Bob Woodward, in All the



President’s Men

The political scandal that would ultimately cost Richard Nixon his job didn’t start out as much. A security officer found some tape on a door lock and called the police to investigate a possible burglary. Three plainclothes officers responded to the call at Washington’s exclusive Watergate complex. Some of the nation’s richest and most powerful people maintained apartments in the complex, which also housed a hotel and a number of office suites.

A suspected burglary at the Watergate is always taken seriously, but nobody initially had any idea just how serious this one was. Police officers checking the offices of the Democratic National Committee on the sixth floor were startled to discover five men in suits and surgical gloves, none of whom belonged there and all of whom were immediately arrested.

The scandal, now known simply as “Watergate,” began on the morning of June 17, 1972. Most Americans know about the burglary and the ultimate outcome: indictments, convictions, and the resignation of the president. Many would also know that Richard Nixon was forced from office, not because of his involvement in what he called a “third-rate burglary,” but rather because of his role in a “cover-up” of the truth about the scandal.

Fewer today are aware that the thing Nixon and all the president’s men were covering up was not the burglary, but a money laundering scheme. It was money that put the Watergate conspirators in positions where they could wield vast powers, and it was money—improperly laundered money—that would bring them all down. Deep Throat’s advice to Bob Woodward to follow this money was the key to unraveling the entire Watergate affair.

Over at the White House on the morning of the arrests, the news that the burglars had been busted was bad, but certainly not fatal. One of the men in custody, James McCord, was a security officer for the Committee to Reelect the President (officially CRP, but known to reporters as “Creep”). None of the other four, all Cuban- Americans from Miami, had any overtly embarrassing ties. One of the men had a White House phone number in his possession, not something the arresting officers saw every day, but other than this there were no obvious links to the administration.

The police had noticed that these burglars were very well equipped; they had bugging equipment and a walkie-talkie. And four were discovered to be in possession of substantial amounts of currency. Eugenio Martinez had $814 in his pockets, $700 of which was in $100 bills with sequential serial numbers. Frank Sturgis had $215, and Virgilio Gonzalez and Bernard Barker each had $230. Most of this money was also in $100 bills in sequence, and more money was found downstairs. Altogether, police recovered $4,500 of the crisp, new hundreds— money the burglars had apparently brought with them to the scene of the crime.

Investigators immediately began trying to trace these funds, aided by the fact that in 1972 all American banks were recording the serial numbers of $100 bills given out to customers. They followed the money trail to the Federal Reserve Bank of Atlanta, to its Miami, Florida, branch, and from there to the Republic National Bank of Miami, which, coincidentally, was the hometown of four of the five burglars.

In Miami, investigators learned that the bills had been given to Bernard Barker, one of the men they’d arrested. Barker had taken this money in a series of cash withdrawals from the trust account of his company, Barker and Associates, Inc., a realty firm. Barker had made three cash withdrawals totaling $114,000 from this account: $25,000 on April 24; $33,000 on May 2; and $56,000 on May 8, 1972.

Investigators now went the other direction along the money trail, trying to find the source of the $114,000. They discovered that on April 20, Barker had made a deposit of exactly $114,000, consisting of four bank drafts and one cashier’s check. Did the bank have more information about the deposited items? Yes. The four bank drafts, in amounts of $15,000, $18,000, $24,000, and $32,000, had been drawn on a Mexican bank, the Banco Internacional of Mexico City. The name of a Mexico City attorney, Manuel Ogarrio D’Aguerre, appeared on the drafts.

The cashier’s check for the remaining $25,000 had been purchased with cash by a Kenneth Dahlberg from First Bank and Trust Company of Boca Raton, Florida. Investigators turned first to this check for additional leads, learning that Mr. Dahlberg was a Minnesota businessman who maintained a home in Boca Raton. When contacted, Dahlberg acknowledged buying the cashier’s check on April 8, 1972, with $25,000 in cash he had received that day on a local golf course from Dwayne Andreas. Investigators now wanted to know why Andreas had given Dahlberg the money and how it had gotten from Dahlberg to Barker.

The first question was easy. Dahlberg explained that he was involved in fundraising in the Midwest for President Nixon’s reelection campaign. Andreas, the president of Archer Daniels Midland, a huge Midwest agricultural

conglomerate, had made a contribution in cash to the campaign. As for Barker, Dahlberg didn’t know him. He had given the check to his boss, Maurice Stans. Stans, Dahlberg said, though the investigators already knew this, was the national finance chairman for CRP, one of the most senior members of Richard Nixon’s presidential campaign team.

It had taken some time, but investigators had now followed the money backward, all the way from the burglar to its original source, a path that took the money directly to the president’s top fund-raising official.

Further, it appeared that this particular contribution was illegal, in that it consisted of cash. President Nixon had signed a campaign finance reform law on February 7, 1972, and this went into full effect 60 days later, on April 7. The new law specifically banned cash contributions and anonymous donations. Dahlberg’s golf game with Andreas had occurred on April 8, one day after the law became effective, and the contribution hadn’t been reported as the law required. The $25,000 was tainted money. See Figure 2.3 for a diagram of the Dahlberg–Andreas-Archer Daniels Midland path.

Meanwhile, out West, investigators were chasing down those four Mexican bank drafts. Banco Internacional had issued all four of the bank checks on April 5, 1972. The purchaser, Manuel Ogarrio D’Aguerre, was a Mexican attorney who represented Compania de Azuere de Veracruz, S. A., also known as CAVSA. He’d paid for the drafts with $89,000 from a total of $100,000 withdrawn from CAVSA’s account at Banco Internacional on April 5.

The investigators determined that CAVSA was an inactive subsidiary of an American corporation, Gulf Resources and Chemical Company, of Houston, Texas. It was also learned that on April 3, Gulf Resources had transferred $100,000 from its account at First National City Bank in Houston to Ogarrio in Mexico City. Although the investigators appeared to have traced all of this money back to its original source as well, there were large gaps in the money trail. How had the bank drafts gotten from Ogarrio to Barker? Had these funds, like Dahlberg’s check, gone through CRP first? Because many of the answers to these questions were in a foreign country, they were slower in coming, but eventually all of the gaps were filled in.

Sources told investigators that after purchasing the bank drafts, Ogarrio sent $100,000 (consisting of the $89,000 in bank drafts plus $11,000 in cash) by courier to Houston on April 5. In Houston, the money was given to an informal committee of oilmen whose membership included the CEO of Gulf Resources. On the following day, April 6, the $100,000 contribution was sent by courier to Washington, where it was given to Stans at CRP, 1 day before anonymous and cash contributions were barred.

Corporate contributions were illegal even before April 7, however, and this looked very much like a donation from Gulf Resources, something that would be a violation of federal law. Robert Allen, the CEO for Gulf Resources, had another explanation. The company had previously owed Ogarrio for services performed in closing CAVSA, he said, and the $100,000 was sent on April 3 to pay these fees. Ogarrio then immediately loaned money to the Texas finance committee to make the contribution to CRP. Just by coincidence, this loan was exactly $100,000. Allen said he had given Ogarrio a promissory note documenting the loan. One author writes that investigators were “skeptical” of Allen’s claim, which conflicted with Stans’s statement that the money was from an American businessman who kept the money on deposit offshore. See Figure 2.4 for a diagram of the Mexican connection.

Investigators now had a much clearer picture of what had happened with both donations, but they still wanted to know how the checks had gotten from CRP to Barker. The person with the answer was G. Gordon Liddy, a White House employee who had also been at the Watergate with a walkie- talkie on the night of the burglary.

Many criminal investigations involve uncooperative witnesses, and Liddy, a former FBI agent and prosecuting attorney, was as uncooperative as he could be. This was a man who had once at a party held his hand in a candle flame to demonstrate his indifference to pain. Liddy would, and ultimately did, go to prison without giving up his secrets. Fortunately, others at CRP were not so intransigent. From these people, investigators learned that Liddy had suggested that the bank drafts and cashier’s check could be washed through Barker’s Miami realty business. CRP personnel gave the checks to Liddy on April 12 or 13, and Liddy returned the $114,000 in cash, less $2,500 for unspecified “expenses,” on about May 15.

At this point, the money had been tracked backward from the burglars to the source, without any significant gaps in the trail. While all this was going on, other investigators (and a horde of reporters) were learning all about the uses of the money and the illegal activities of a special unit located in the Executive Office Building, next door to the White House.
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Figure 2.3 The Dahlberg–Andreas–Archer Daniels Midland path of the Watergate money laundering scheme.
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Figure 2.4 The Mexican connection in the Watergate money laundering scheme.



Fated to be known as the “Plumbers,” the Special Investigations Unit was first established by the White House to deal with a series of news leaks that had been plaguing the administration. The Plumbers’ activities grew to include spying on political opponents and a variety of “dirty tricks,” almost all of which were not just dirty, but very much illegal. Liddy was closely connected with the Plumbers and had obtained a large budget from CRP to carry out the clandestine side of the reelection

effort. The money given to Liddy by CRP almost invariably took the form of $100 bills. Although there was some question later about how much of the Mexican money was actually used to finance the break-in and bugging operation, there is no doubt that the burglars were carrying money that had been funneled through Barker’s account.

The financial investigation of the money laundering scheme had answered many of the most important questions in the Watergate campaign financing case. Now the investigation would turn to how much more cash was out there in CRP’s coffers, how it had been raised, and, equally important, how it had been spent.



Analysis of the Watergate Money Laundering Scheme

Barry Sussman, an editor at the Washington Post during the Watergate years, wrote afterward in his book The Great Coverup: Nixon and the Scandal of Watergate (p. 77):


It seems quite possible that had there been no Dahlberg check story, there would have been no Ervin Committee, no revelation of the existence of the tapes, and little pressure exerted to force those who knew of the coverup to come forward.

Again, such judgments cannot be made with finality. But without the work of [investigators and] newspapermen, there might have been no Dahlberg check story, for the White House recognized the perils of the hundred dollar bill trail from the moment of the Watergate arrests, and it moved immediately to block [the United States Attorney’s] investigation of them. (Emphasis added)



Clearly, CRP’s effort to launder its illegal campaign funds had gone seriously wrong. An aggressive financial investigation recreated a trail that led directly from a burglary and bugging operation almost to the door of the Oval Office. To analyze the money laundering scheme and how it went wrong, we need to pretend that money laundering was a criminal act in 1972 (it wasn’t) and that campaign finance violations are Specified Unlawful Activities defined by the statute. (Congress has apparently neglected to include these in the money laundering statute—go figure.) With these assumptions in place, let’s ask a few questions.


Did CRP or its representatives conduct a financial transaction?

Yes, indeed. They conducted quite a few, in fact. As the charts show, there were transactions at banks and among individuals, and some interstate and even international transportation of laundered funds. With regard to the $25,000 donation by Andreas, transactions included:


	The purchase of the cashier’s check by Dahlberg

	The transfer of the cashier’s check to CRP

	CRP’s providing the check to Liddy for laundering through Barker

	Liddy’s transfer of the check to Barker

	Barker’s deposit of the check in the Republic National Bank account

	Barker’s three withdrawals of cash from the same account

	Return of the cash to CRP



With regard to the Gulf Resources contribution:


	The transfer of $100,000 from 1st National City Bank to Banco Internacional

	The purchase of the four Banco Internacional bank drafts by Ogarrio

	The repatriation by courier of the $100,000 from Mexico City to Houston

	The transportation of the $100,000 to CRP in Washington

	CRP’s providing the bank drafts to Liddy for laundering through Barker

	Liddy’s transfer of the bank drafts to Barker

	Barker’s deposit of the bank drafts in the Republic National Bank account

	Barker’s three withdrawals of cash from the same account

	Return of the cash to CRP



As you can see, there are a number of identifiable transactions from which a prosecutor could choose. Some are quite well documented, while others rely primarily on testimonial evidence, such as the transfer of the checks from CRP to Liddy.



What was the object of the money laundering scheme and what charges might apply?


	One objective was to further the criminal activity being conducted by the Plumbers, which could be a violation of Title 18 U.S.C. §1956 (a) (1) (A) (i).

	Additionally, the conspirators sought to conceal or disguise the source and ownership of the funds, a violation of 18 U.S.C. §1956 (a) (1) (B) (i).

	The money that was illegally mailed or transported out of the country and then transported back in again was sent in violation of 18 U.S.C. §1956 (a) (2) (B) (ii).

	The bank transactions of over $10,000 were violations of 18 U.S.C. §1957 (a).

	All of the individuals involved were aware of the object of the money laundering scheme, and a conspiracy charge under 18 U.S.C. §1956 (h) might apply.





What was the underlying criminal activity (specified unlawful activity)? How would this activity be documented?

Campaign finance violations. The campaign was taking contributions from corporations, which was prohibited by law, as well as cash contributions after April 7, 1972, which was also a violation. The campaign was not properly reporting the donations, thereby concealing the names of the donors from federal election officials, yet another violation.

As for documentation, the testimony of the principals, many of whom provided evidence in various court proceedings and congressional hearings at the time, would be required.



How far did the committee get into the money laundering cycle?

Pretty far. Liddy and the “dirty tricks” people were enjoying the use of their “clean” money. The campaign had clearly made it through the placement stage, changing the form of the contributions at least once. The campaign had also layered the funds by conducting a series of transactions and again changing the form. CRP did fail to integrate the funds; aside from Gulf Resources’ explanation of the Ogarrio “loan,” there was no plausible, legal-appearing source for any of the money. Because reporters (and ultimately everybody else) had sources inside the campaign and the White House, the layering measures taken were insufficient to protect the whole scheme.




How could law enforcement have detected this scheme?

This scheme was not detected while in progress. It was only after the burglars were caught that the money came to investigators’ attention. Although not all of the cash reporting statutes were in effect at the time, had they been, some of the currency reporting forms should have been prepared, any of which might have placed investigators on the money trail. (The cash transactions at the Miami banks were reportable to Treasury at the time.)


	A CMIR should have been prepared when the $89,000 in bank drafts and $11,000 in cash returned to the United States from Mexico on April 5.

	A CTR should have been prepared at First Bank and Trust Company in Boca Raton when Kenneth Dahlberg bought the cashier’s check for $25,000 in cash on April 8.

	CTRs should have been prepared on April 25, May 2, and May 8, at Republic National Bank in Miami, when Bernard Barker withdrew $25,000, $33,000, and $56,000 in cash, respectively.

	Suspicious Activity Reports (SARs) might well have been filed by Republic National Bank in connection with the Barker transactions.

	A significant number of individuals knew of the money laundering scheme and the means by which it was being carried out. Most (with the exception of Mr. Liddy) would have been susceptible to an approach by investigators looking at the financial transactions.



President Richard M. Nixon, who once proclaimed, “I am not a crook,” resigned his office on August 8, 1974, just over 2 years after the “third-rate burglary” at the Watergate. Pressure had been building for his impeachment for some time, spurred by revelations of conversations in the Oval Office taped on Nixon’s recording system. One of these tapes, now known as “the smoking gun,” proved even to the president’s most loyal supporters that he had participated in the cover-up from as early as 1 week after the break-in. In this tape, made in the Oval Office on June 23, 1972, Nixon and H. R. Haldeman, his chief of staff, discussed the investigation (emphasis added):


Haldeman: Now, on the investigation, you know, the Democratic breakin thing, we’re back in the problem area, because the FBI is not under control, because Gray doesn’t exactly know how to control them, and they have—their investigation is now leading into some productive areas, because they’ve been able to trace the money, not through the money itself, but through the bank, you know, sources, the banker himself. And, and it goes in some directions we don’t want it to go. (Emphasis added)



Haldeman and Nixon agreed that the CIA would be used to derail the FBI’s investigation on “national security” grounds. This obstruction of the money laundering investigation was a key element in the case against the president. After resisting for 2 years, Nixon left office immediately after the “smoking gun” tape became public.



MORE MONEY LAUNDERING SCHEMES

Three additional money laundering schemes used to make illegal campaign contributions are described next. In all three cases, the corporation making the contribution was prosecuted and fined. In one case, an officer, George Steinbrenner, owner of the New York Yankees baseball team, was convicted and fined as well. (President Ronald Reagan pardoned Steinbrenner for these crimes in January 1989.)


American Airlines

The laundering scheme used by American Airlines to wash a $55,000 donation of corporate funds, like the Watergate scheme, used offshore transactions and a foreign bank. At the time of the contribution, American was seeking to merge with Western Airlines and needed federal approval for the merger. Somebody suggested that a $100,000 contribution to the president’s reelection campaign would be welcome, and American got the (none-too-subtle) hint.

American started by donating $20,000 in personal funds, turning to the corporate accounts for the rest. First, American transferred $100,000 from a corporate account at Chemical Bank in New York City to the Swiss account of Andre Tabourian, a Lebanese businessman with whom American had previously done business. On the corporate books, this transaction was shown as a “special commission” in connection with the sale of used aircraft to Middle East Airlines, Lebanon’s national carrier.

Shortly after receiving the money, Tabourian transferred the funds from Credit Suisse to his account at Chase Manhattan Bank in New York. He then withdrew all $100,000 in cash, giving it back to an American Airlines executive who kept the money in a safe in the New York office until March 1972, when $55,000 was withdrawn and given to CRP.

his type of money laundering scheme has the characteristics of an “invoice scam,” long used by tax evaders. Although it looks on paper as though American Airlines paid a (tax-deductible) commission on sales, the company never really lost control of that $100,000. Once Tabourian had converted it to cash, American was free to spend it on whatever it liked. In this instance, American Airlines chose to give $55,000 to the president’s reelection campaign. ’ See Figure 2.5 for a diagram of the American Airlines money laundering scheme.
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FIGURE 2.5 The American Airlines money laundering scheme.





Braniff Airlines

Braniff Airlines, a regional carrier based in Dallas, Texas, wasn’t nearly as big as American, but the company did have a much better money laundering scheme. At least, the plan was better; the company still wound up pleading guilty to campaign finance violations.

Like American Airlines, Braniff occasionally needed government assistance on a variety of regulatory matters. The company’s contact with CRP began with a $10,000 cash donation from Braniff’s chairman to Maurice Stans. Because this transfer involved personal funds and took place on March 1, 1972, it was strictly legitimate. The next $40,000, however, was not, and the airline knew it.

Braniff opted to use some creative accounting in addition to routing the money offshore. The company began by issuing a voucher, dated March 29, 1972, to Camilo Fabrega, the manager of Braniff’s operations in Panama. Fabrega owned a Panamanian company, CAMFAB, and the voucher specified that Braniff was paying CAMFAB the $40,000 for “expenses and services.”

The check was debited to Braniff’s account and sent off to Panama. An offsetting credit entry showed the payment as an account receivable in Braniff’s books. When he received the check, Fabrega endorsed it for CAMFAB, cashed it at a Panamanian bank, and then sent the cash, in United States currency, by courier to Braniff officials in Dallas. At this  point, anyone who had been looking would have seen only a payment to CAMFAB and a receivable on the Braniff books. There was no record of the return of the money to Braniff’s chairman, who gave the $40,000 to Maurice Stans. (Stans’s travels to raise cash in the period just before the April 7 deadline were known as “Stans’s shakedown cruise.”)
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FIGURE 2.6 The Braniff Airlines money laundering scheme.



Braniff now took some additional steps to layer and integrate the contribution. First, the company supplied a number of special blank airline tickets to Fabrega in Panama City. These

tickets were then sold only by the Braniff supervisor at the Panama City office and only for cash. Customers who wanted to pay by check or credit card were issued tickets from the regular stock. On the books, the proceeds of the sales of these special tickets were shown as payments against CAMFAB’s account receivable. Fabrega took a total of $27,000 in cash from these sales to Dallas between April and December 1972.

In the final act of the money laundering process, Braniff wanted to eliminate the CAMFAB account in December,  so Fabrega obtained a loan for the balance of $13,000 from a Panamanian bank. He gave the proceeds of this loan to Braniff and then continued to sell tickets from the special stock until he had paid back the bank loan.
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FIGURE 2.7 The American Shipbuilding money laundering scheme.



This is obviously a more complicated scheme, but it illustrates several interesting points. First, not only was the use of the airline tickets as a form of currency rather creative, but it also fit right in with Braniff’s regular business. Second, the use of Panama presaged that country’s later role as a major money laundering center. Third, unlike the other schemes we’ve examined, Braniff’s use of its accounting records and the airline ticket sales provided a perfectly plausible, legitimate-appearing source for the integration of the laundered funds. This is the ultimate objective of any truly successful money laundering scheme. See Figure 2.6 for a diagram of the Braniff Airlines money laundering scheme.



George Steinbrenner and American Shipbuilding

George Steinbrenner III is best known as the owner of the New York Yankees baseball team, but he made his fortune in shipbuilding and rose to become chairman and chief executive officer of American Shipbuilding. In 1972, American Shipbuilding was having a cost overrun problem with the United States Commerce Department, and it also faced an antitrust suit filed by the Department of Justice. Steinbrenner wanted some help, and somebody suggested that one of those $100,000 contributions to the president’s campaign might get it.

Steinbrenner’s money laundering scheme was simple and direct, and it cost him a conspiracy conviction and a $15,000 fine. He took $25,000 in corporate funds from American Shipbuilding and paid these to six of his employees as “special bonuses.” Each of the employees was instructed to make a donation in the amount of the bonus to the reelection effort.

This very elementary scheme took care of the placement stage—changing the form of the corporate funds. The integration stage was also covered because the donations from each of the six employees at least appeared to come from a legitimate source. See Figure 2.7 for a diagram of the American Shipbuilding money laundering scheme.






3 Federal Money Laundering Statutes


A man who has never gone to school may steal from a freight car, but if he has a university education, he may steal the whole railroad.

Franklin D. Roosevelt



Prior to 1986, the act of money laundering wasn’t a crime in the United States. The financial transactions that formed a money laundering scheme might be the subject of a criminal investigation or prosecution under some other statute, but the money laundering process itself was not illegal.

By 1986, it was becoming increasingly obvious to Congress as well as the law enforcement community that money laundering had evolved into a central element of organized criminal enterprises. This was particularly true of the drug trade, where billions of dollars were being made and laundered each year.

Concerned legislators and law enforcement officials were especially aware of the corruptive influence laundered funds could have on legitimate commerce. Newspaper stories told of banks accepting duffel bags full of cash and of bank officers winking at or even soliciting the business of criminals, a phenomenon vividly and accurately depicted in Brian DePalma’s 1983 version of the classic gangster film Scarface.

Other businesses were also affected. Simply put, it is impossible for a legitimate business owner to compete with a money launderer who has unlimited cash resources from some hidden source. Finally, the possibility that politics and government might be corrupted by laundered funds also existed. A politician or government official who could not associate with or take contributions from a drug trafficker might well be able to do so, even unknowingly, if the money was efficiently laundered.

All of these factors combined to prompt consideration in 1986 of new federal legislation directed at strengthening the government’s ability to address money laundering. The law that would become the primary federal money laundering statute was enacted as the Money Laundering Control Act of 1986, Public Law 99–570. This statute was the first to describe money laundering, define it, and prohibit it as a crime.

Even though this development was fairly recent, attempts to address the problem posed by money laundering go back quite a way, at least to the 1920s. The most aggressive federal efforts involved the Intelligence Unit of the Bureau of Internal Revenue. Throughout the period from 1925 through the 1960s, the Intelligence Unit repeatedly developed criminal cases against racketeers who were attempting to conceal their wealth from the taxing authority. It was in this period that the indirect methods of proving income were developed, methods such as the net worth, bank deposits, and source and application of funds analyses, which would later be applied to money laundering cases and other financial crimes.

Although the penalties for tax evasion were never extreme—Al Capone received an 11-year sentence, one of the longest—the threat of prosecution was great enough to prompt mobsters into schemes to hide their income. As we’ve seen, Meyer Lansky, the “Mob’s accountant,” pioneered many of the earliest schemes, and with his boyhood associate, “Bugsy” Siegel, developed Las Vegas into a gambling center—and a very useful money laundering tool.

The statutes enforced by the Intelligence Unit related to the evasion of taxes on income “from whatever source derived.” The law was completely neutral on the source of the income; legally, the IRS couldn’t have cared less whether the money was clean or dirty, but only whether the proper taxes had been paid.

But the law put the racketeers in something of a bind because, at this time, the legal provisions for confidentiality of tax returns were not as strict as they are today, and the IRS could give those returns, with their damaging admissions, to other law enforcement agencies. This meant that mobsters like Lansky could hardly report their income or occupations correctly, for fear of incurring even greater legal problems. Their alternative was to attempt to conceal their income, evade the taxes on it, and hope they didn’t run afoul of the Intelligence Unit.

Laws against tax evasion were employed against those who directly evaded taxes, but two court decisions in the 1940s expanded criminal liability beyond the individual criminal enterprise to those persons who provided goods or services that facilitated the illegal activity.

In United States v. Falcone, 109 F.2d 579 (2d. Cir.), affirmed, 311 U.S. 205 (1940), Judge Learned Hand wrote that someone who provided lawful goods or services would not be guilty of a crime unless he or she “in some sense promoted the venture himself, making it his own [or had] a stake in its outcome.” According to this rationale, someone such as a banker having knowledge of a customer’s illegal activity might be guilty of conspiracy, even though all of the banker’s actions in handling the customer’s money were legal.

In a second decision, Direct Sales Company, Inc. v. United States, 319 U.S. 703 (1943), the Supreme Court expanded on this principle, saying that if a legitimate business or individuals (a) had knowledge of the illegal activity, (b) had some agreement or intent to further the activity, and (c) had some stake in the outcome, a conspiracy conviction could be sustained.

With the principle now established that those who assisted in the disposition of illegal funds could be held criminally liable for the underlying crime, the conspiracy statutes joined those relating to tax evasion in the prosecutor’s arsenal against money laundering. Note, however, that both of these approaches were very indirect; neither directly punished the act of concealing the illegal source of dirty money.

In 1970, Congress enacted the Bank Secrecy Act (BSA), which is still a key part of the war on money laundering. Much of the BSA relates to record keeping, because its focus was the creation of paper trails where none ordinarily existed. Several reports were required as a result of the BSA, each of which addressed a separate aspect of what would later become known as “money laundering.” The Bank Secrecy Act is now codified in Title 31 of the United States Code.

One provision, Section 5313, required that domestic financial institutions report certain (large) cash transactions. Regulations developed by the Secretary of the Treasury defined which transactions were to be reported, and these regulations defined a reportable transaction as one over $10,000 in coin or currency. Under the BSA, bankers were responsible for making and submitting the reports, and they didn’t particularly cherish the honor. Numerous court challenges were filed, on a variety of grounds, but all were ultimately rejected. The courts clearly understood congressional intent in passing the statute and felt that the need for the government to have this information outweighed concerns about customer privacy, Fifth Amendment privileges, and the cost to the bankers of preparing the reports.

In a Supreme Court decision, California Bankers Association v. Shultz, 416 U.S. 21 (1974), the court explained the reasoning behind the statute: “Congress recognized the importance of large and unusual currency transactions in ferreting out criminal activity, and desired to strengthen the statutory basis for requiring such reports.”

Other BSA provisions required reports to be filed anytime currency or monetary instruments were transported into or out of the United States (Section 5316). Originally the regulations set the reporting threshold at $5,000, but this was later increased to $10,000. Section 5314 (a) requires residents or citizens of the United States to report any interest they may have in a foreign bank account or securities overseas. Again, the interest must be over $10,000. In both of these instances, the reports are supposed to be filed by the individuals, as opposed to banks or some other institution.

The BSA imposed criminal sanctions against violators of its provisions, as well as fines and civil penalties. Added to the conspiracy and tax laws, the BSA gave law enforcement some means to track and prosecute laundering activity, although this power was still mostly indirect. Worse, the BSA, which went into effect in 1971, was widely ignored by those who were supposed to be filing the reports, including the banks. Actions against offenders were few, even though the decision in Shultz was only the first of many that upheld the constitutionality of the statute.

Although prosecutions were rare, enough occurred that banks eventually began filing the required reports. This led their customers to seek out ways of concealing the placement of cash. One of these was structuring or “smurfing”—that is, breaking up large cash transactions into many smaller ones. This activity was especially intense in the early 1980s, when traveling road shows of couriers known to the police as “smurfs” would go from city to city, buying cashier’s checks or money orders in amounts below $10,000. Because it was obvious that the BSA was being routinely circumvented in such cases, Congress amended the statute again in 1986 to prohibit structuring. This legislation was part of the more sweeping money laundering control efforts in the same package as the Money Laundering Control Act of 1986.

The BSA, like the tax statutes, is neutral about the source of the cash. It was clear enough, though, from decisions like Shultz that the law was aimed at criminals. Additional confirmation of this came in 1984, when BSA violations were made predicate acts under the Racketeer Influenced and Corrupt Organizations (RICO) statute.

At this point, the government had gone a long way toward addressing money laundering without legislating an outright prohibition. With Public Law 99-570, Congress went the distance in 1986. The Money Laundering Control Act of 1986, codified in Title 18 U.S.C. Sections 1956 and 1957, set out exactly what constituted “money laundering” and what the government could do about it. When combined with other federal statutes, these provisions created a very comprehensive legal response to a very old problem. In fact, the federal statutes currently on the books comprise the most effective anti-money-laundering legislation in the world.

Congress has amended the money laundering statute several times since 1986, and numerous court rulings have further defined what constitutes money laundering under the act. Some of the major legislative amendments include:


	Anti-Drug Abuse Act of 1988: addressed undercover operations involving money laundering

	Annunzio-Wylie Anti-Money Laundering Act of 1992: enlarged the definition of “financial transaction” and added a conspiracy provision

	Money Laundering Suppression Act of 1994: redesignated the conspiracy provision and amended Title 31 provisions relating to structuring

	Terrorism Prevention Act, enacted in 1996: added terrorism-related crimes as predicates for money laundering violations, as well as alien smuggling

	Health Insurance Portability and Accountability Act of 1996: added “federal health care offenses” as a specified unlawful activity covered by the money laundering act

	USA PATRIOT ACT of 2001

	Fraud Enforcement and Recovery Act of 2009 (FERA)




THE MONEY LAUNDERING CONTROL ACT

The Money Laundering Control Act (MLCA) has two key parts or elements: (1) “financial transactions” or international transportation, and (2) “specified unlawful activities” (SUAs). In order for any act to be a money laundering violation, both of these key elements must be satisfied.

Before we get any further into the MLCA, it is important that this concept be understood. Your investigative approach must always provide for proof of both parts of this offense. Having the right mind-set on this point is critical because the means by which these elements are proved may be (and often are) totally different.

As noted, the MLCA is divided into two code sections: §1956 and §1957. Looking at the more widely used §1956 first, we’ll see that it is divided into subsections (a) through (h), with the substantive provision (a) further subdivided into three major parts relating to (1) financial transactions, (2) international transportation, and (3) undercover “sting” operations. The statute in its entirety is reproduced in Appendix E at the end of the book, but let’s look at the major points here:


§1956 (a) (1)

(a) (1) Whoever, knowing that the property involved in a financial transaction represents the proceeds of some form of unlawful activity, conducts or attempts to conduct such a financial transaction which in fact involves the proceeds of specified unlawful activity—

(A) (i) with the intent to promote the carrying on of specified unlawful activity; or

(ii) with intent to engage in conduct constituting a violation of section 7201 or 7206 of the Internal Revenue Code of 1986; or

(B) knowing that the transaction is designed in whole or in part—

(i) to conceal or disguise the nature, the location, the source, the ownership, or the control of the proceeds of specified unlawful activity; or

(ii) to avoid a transaction reporting requirement under State or Federal law,

shall be sentenced to a fine of not more than $500,000 or twice the value of the property involved in the transaction, whichever is greater, or imprisonment for not more than twenty years, or both. For purposes of this paragraph, a financial transaction shall be considered to be one involving the proceeds of specified unlawful activity if it is part of a set of parallel or dependent transactions, any one of which involves the proceeds of specified unlawful activity, and all of which are part of a single plan or arrangement.

§1956 (a) (2)

(a) (2) Whoever transports, transmits, or transfers, or attempts to transport, transmit, or transfer a monetary instrument or funds from a place in the United States to or through a place outside the United States or to a place in the United States from or through a place outside the United States—

(A) with the intent to promote the carrying on of specified unlawful activity; or

(B) knowing that the monetary instrument or funds involved in the transportation, transmission, or transfer represent the proceeds of some form of unlawful activity and knowing that such transportation, transmission, or transfer is designed in whole or in part—

(i) to conceal or disguise the nature, the location, the source, the ownership, or the control of the proceeds of specified unlawful activity; or

(ii) to avoid a transaction reporting requirement under State or Federal law,

shall be sentenced to a fine of not more than $500,000 or twice the value of the monetary instrument or funds involved in the transportation, transmission, or transfer, whichever is greater, or imprisonment for not more than twenty years, or both. For the purpose of the offense described in subparagraph (B), the defendant’s knowledge may be established by proof that a law enforcement officer represented the matter specified in subparagraph (B) as true, and the defendant’s subsequent statements or actions indicate that the defendant believed such representations to be true.

§1956 (a) (3)

(a) (3) Whoever, with the intent—

(A) to promote the carrying on of specified unlawful activity;

(B) to conceal or disguise the nature, location, source, ownership, or control of property believed to be the proceeds of specified unlawful activity; or

(C) to avoid a transaction reporting requirement under State or Federal law, conducts or attempts to conduct a financial transaction involving property represented to be the proceeds of specified unlawful activity, or property used to conduct or facilitate specified unlawful activity, shall be fined under this title or imprisoned for not more than 20 years, or both. For purposes of this paragraph and paragraph (2), the term “represented” means any representation made by a law enforcement officer or by another person at the direction of, or with the approval of, a Federal official authorized to investigate or prosecute violations of this section.

§1956 (b)

(b) Penalties.—

(1) In general.—Whoever conducts or attempts to conduct a transaction described in subsection (a) (1) or (a) (3), or section 1957, or a transportation, transmission, or transfer described in subsection (a) (2), is liable to the United States for a civil penalty of not more than the greater of—

(A) the value of the property, funds, or monetary instruments involved in the transaction; or

(B) $10,000.



The preceding language, taken directly from the statute as it existed at the beginning of 2011, describes the crime and the penalties for laundering money under federal law. Reading it, we can make a couple of conclusions about congressional intent. First, Congress obviously meant business with this law, providing for 20-year sentences and the potential for millions of dollars in fines and civil penalties for people who launder money. In many cases, those penalties are much harsher than those for the underlying criminal offenses. And second, Congress took a broad view of what types of acts could constitute money laundering, covering not just what happens in the placement stage of money laundering operations but the subsequent layering and integration phases as well.

In theory, the statute covers almost (but not quite) everything you could do with your dirty money, no matter what form the money or the transaction might take. There is an important distinction, though—one that I’ll point out here so you’ll keep it in mind as we go over the law in more depth. This provision does NOT prohibit the mere spending of illegally acquired money. If all the criminal is doing is taking some money that he made selling marijuana and buying something like a car with it, this law isn’t going to be a problem for him. Similarly, recent court decisions have held that just taking dirty money out of the country isn’t a violation, either, so the implication is clear: If somebody’s going to launder money, he or she has to take some other affirmative acts before the law will apply.

Breaking the statute down even further, we’ll examine each subsection separately. Section (a) (1) relates to financial transactions, listing four types of transactions that, if conducted with money from an SUA, would constitute money laundering.


Title IB U.S.C. §1956 (a) (1)

In order to charge a violation of any of the four intents of §1956 (a) (1), the government must prove that


	A financial transaction was conducted or attempted.

	The defendant knew that the property involved in the financial transaction represented the proceeds of some form of unlawful activity.

	The property was in fact the proceeds of a specified unlawful activity.

	The defendant acted with the intent to do any of the four prohibited activities listed under §1956 (a) (1) (A) and (B).



Each of these terms is described or defined by the statute, and subsequent court decisions have elaborated on what exactly constitutes the type of activity Congress intended to prohibit. The chart in Figure 3.1 shows each aspect of the money laundering crime and what needs to be proved under this section.


The Money Was Proceeds of an SUA

The first question is whether the money is, in fact, the proceeds of a specified unlawful activity. As noted previously, this may not be a major issue in the future. The Asset Forfeiture and Money Laundering Section of the Justice Department (AFMLS) is discussing a proposal that would substitute all domestic felonies under federal law for the SUAs that are currently listed in subsection 1956 (c) (7). For the time being, this catalog of over 260 crimes lists those acts that constitute an SUA, a lengthy menu of federal offenses (all of which are listed in Appendix F), as well as predicate offenses under the RICO Act, 18 U.S.C. §1961 (1). The RICO predicates include some state crimes, such as murder, extortion, gambling, and other felonies; these too can form the basis for a money laundering charge.

Also, some violations of foreign laws or crimes against a foreign country, such as crimes involving drug trafficking, terrorism, and bank fraud, are included. As you can see, this is a fairly comprehensive listing, and the answer to the first question (Is the money being laundered the proceeds of a specified unlawful activity?) should be either yes or no, depending on whether the activity appears on the list.


[image: ]

Figure 3.1 Establishing a §1956 (a) (1) financial transaction violation.



The court decisions on this issue have related mostly to the question of what constitutes “proceeds,” with the conclusion being that the proceeds do not have to be money. Anything traceable to the original SUA can be proceeds for the purposes of the statute. Let’s look at a few examples of some noncash items that qualified as proceeds in past money laundering cases:


	Real property purchased with drug money and resold. See United States v. Rounsvall, 115 F.3d 561 (8th Cir. 1997).

	An automobile purchased with counterfeit securities and then resold. See United States v. Werber, 787 F.Supp. 353 (S.D.N.Y. 1992).

	An inventory acquired in a fraud scheme. See United States v. Griffith, 17 F.3d 865 (6th Cir.), cert. denied, 513 U.S. 850 (1994).

	A fraudulently obtained line of credit, which resulted in an artificially inflated bank balance. See United States v. Estacio, 64 F.3d 477 (9th Cir. 1995), cert. denied, 517 U.S. 121 (1996).

	An automobile used to pay an illegal gambling debt. See United States v. Davis, 205 F.3d 1335 (4th Cir. 2000).

	A stolen diamond. See United States v. Carcione, 272 F. 3d 1297 (11th Cir. 2001).

	Counterfeit goods, a violation of 18 U.S.C. §2320. See United States v. Foote, 238 F. Supp. 2d 1271, 1271 (D. Kan. 2002).



Although we saw in an earlier chapter that most people tend to equate money with cash, the cases just cited broaden that definition. But how do we establish that the proceeds, in whatever form they take, are from an SUA? Circumstantial evidence can be used to link the funds to the SUA. This is where the investigation of money laundering cases follows a “two track” strategy: Track one is proof of the financial transaction, and track two is proof of the underlying offense. Because these two approaches usually require different investigative techniques, things can get a little complicated.

The courts have agreed that circumstantial evidence can be used to establish that the money is from an SUA. Some of these circumstances have included:


	The defendant’s being connected to drug trafficking and paying for a car with a suitcase full of cash. See United States v. Misher, 99 F.3d 664 (5th Cir. 1996), cert. denied, 118 S.Ct. 73 (1997).

	Large quantities of cash, in small, worn bills; large transfers of money to Colombia, a source country for narcotics; a dog sniff; a coconspirator’s statement that the money was from drugs; and expert testimony about drug trafficking and money laundering. See United States v. Saccoccia, 58 F.3d 754 (1st Cir. 1995), cert. denied, 517 United States 1105 (1996).

	The defendant’s receiving cash from someone who said he was a drug dealer and had no legitimate source of income. See United States v. Isabel, 945 F.2d 1193 (1st Cir. 1991).

	The use of information derived from a net worth analysis, showing that the defendant had insufficient legitimate income to support large cash expenditures, to demonstrate that a vehicle purchase was made with money from marijuana sales. See United States v. Cruz, 993 F.2d 164 (8th Cir. 1993).



In addition, the subject’s actions or behavior in handling the money, including efforts to conceal the transaction, can be used to show knowledge of the underlying criminal activity, as in United States v. Brown, 944 F.2d 1377 (7th Cir. 1991), in which the defendant conducted elaborate, time-consuming cash transactions under $10,000.



The Defendant Knew That the Money Was Proceeds of an SUA

When it is established that the proceeds are from a specified unlawful activity, the next question is whether the defendant knew the money was the proceeds of an unlawful activity.

As you might have guessed, the same sort of evidence you used to answer the first question can also be used to answer the second. What we’re trying to show is knowledge, and this can be done in several ways, generally depending on the defendant’s role in the transaction.

In the case of someone who is not the perpetrator of the SUA, there are a couple of wrinkles. First, the unlawful activity does not have to be the same activity as the SUA. It’s enough that the defendant knew that some sort of unlawful activity was going on. For example, in one case, United States v. Montague, 29 F.3d 317 (7th Cir. 1994), the defendant knew that the money was derived from state prostitution offenses (which is not a specified unlawful activity), but the actual SUA was interstate travel in aid of racketeering. Second, the unlawful activity must be a felony.

“Knowledge” can be shown by proving willful blindness, deliberate ignorance, or a conscious attempt to avoid knowledge. This issue comes up frequently in cases involving “legitimate” business people such as real estate agents and car dealers who try hard—sometimes extremely hard— not to “know” about their client’s illegal activities. A good example is United States v. Puche, 350 F.3d 1137 (11th Cir. 2003), in which the defendant told the undercover agent, “No, no, no,” telling the agent not to talk about the illegal source of the money.

Unfortunately, the “I know nothing!” defense used by Sergeant Schultz in the TV series Hogan’s Heroes doesn’t cut much ice when the circumstances are plain to any reasonable person. Good examples of the failure of this defense include:


	United States v. Long, 977 F.2d 1264 (8th Cir. 1990), involving a car dealer

	United States v. Campbell, 977 F.2d 854 (4th Cir. 1992), in which a real estate agent pretended not to know the source of the (drug) money used to buy a house

	United States v. Bornfield, 145 F.3d 1123 (10th Cir. 1998), in which an accountant took a large amount of (drug) cash from a client whom he knew had little or no legitimate income and converted the money to check form



All of these examples are especially instructive because they involve the sort of people (attorneys, accountants, car and real estate dealers) who are essential to the money laundering process but are not otherwise engaged in the illegal activity generating the money. Because of this, it is helpful to show that these people profited or benefited in some way from the criminal activity or the money laundering transaction since the courts have cautioned that investigations involving merchants and business persons not previously known to have dealings in unlawfully generated currency warrant a greater scrutiny of the evidence. See United States v. Jewel, 532 F.2d 697 (9th Cir.), cert. denied, 426 U.S. 951 (1976).

We don’t have this problem when the defendant is the perpetrator of the SUA; that person clearly knows the source of the laundered funds. If this person also conducted a financial transaction, his or her goose may be cooked. Before we move to that question, we should look at one other proceeds issue that threatened to wreck a lot of money laundering prosecutions. The question here was whether the term “proceeds” meant gross receipts or only the profits from an illegal business. Since Congress didn’t explicitly say one way or the other, the Supreme Court spelled it out.



Defendant Used "Proceeds"

The definition of what exactly constituted “proceeds” of the specified unlawful activity wasn’t a major issue for the first two decades after the law was enacted. Then, in 2008, it became a very big deal. At first glance, the meaning of the word seemed plain: Proceeds meant anything that came from the illegal activity and anything that “proceeded” from them. Not so fast, said the Supreme Court. In United States v. Santos, 128 S. Ct. 2020 (2008), the justices decided that “proceeds” in the money laundering statute meant “profits,” rather than the “gross receipts” of an illegal business. In the Santos case, that business involved an illegal lottery in which the defendant used some of his gross receipts to pay runners and other expenses. This prompted the government to charge a money laundering violation—18 USC §1956 (a) (1) (A) (i)—alleging that the proceeds of an SUA were being used to promote or carry on the unlawful activity. The court noted that since Congress hadn’t specifically defined “proceeds” in the statute, judges had to use the meaning that favored the defendant.

Left intact, this ruling made the government’s job much more difficult, essentially forcing investigators to prove that the money being laundered in any case constituted actual profits, but Congress fixed the Santos problem in 2009 with the passage of the Fraud Enforcement and Recovery Act of 2009 (Public Law 111–21), adding a section to the money laundering statue that explicitly defined “proceeds” for the first time. Section 1956 (c) (9) now reads: “the term ‘proceeds’ means any property derived from or obtained or retained, directly or indirectly, through some form of unlawful activity, including the gross receipts of such activity.”

With Congressional intent about proceeds finally on the record and in the law, we move away from that and the knowledge questions to the matter of the transaction itself. The next question is whether the defendant conducted a financial transaction or attempt to conduct a financial transaction. This question relates to the financial activity itself, and the answer will depend on how the terms “transaction” and “financial transaction” are defined.



The Defendant Conducted or Attempted to Conduct a Financial Transaction

Section 1956 (c) (3) defines a transaction very broadly, both in general and with respect to a financial institution. The Justice Department and the courts are looking for two factors in these situations, either one of which would constitute a transaction for purposes of the statute. The first is a transfer of property from one person, and the second is some form of “disposition” of the property.

The Justice Department has taken the position, and the courts have concurred, that an exchange of cash between two drug dealers is a transaction under the general definition— that is, a “transfer” or “other disposition.” Mere possession of cash, even though it is the proceeds of some SUA, would not be a disposition and would not constitute a transaction. See United States v. Ramirez, 954 F.2d 1035 (5th Cir. 1995), cert. denied, 505 U.S. 1211 (1991), in which the court found that constructive possession of cash in a shoe box in the defendant’s brother’s house is insufficient evidence of a transaction. Delivery of the cash and its storage by a third party in another location has been held to be a disposition; see United States v. Gaytan, 74 F.3d 545 (5th Cir. 1996).

Under this section, the transportation of funds within the United States is probably not a transaction, unless the government can show some disposition of the funds at the other end. In United States v. Puig-Infante, 19 F.3d 929, (5th Cir. 1994), cert. denied, 513 U.S. 864 (1994), the court ruled that the transportation of drug proceeds from Florida to Texas was not a transaction unless the government could show some disposition after the proceeds arrived. The possession or carrying of cash through an airport was also not considered a transaction in United States v. Gonzalez Rodriguez, 966 F.2d 918 (5th Cir. 1992). However, the act of giving drug proceeds to a courier to carry somewhere was ruled to be a transaction in United States v. Reed, 77 F.3d 139 (6th Cir.), cert. denied, 116 S.Ct. 2504 (1996).

We’re going to look at international transportation in a few more pages, but all of these decisions are probably going to be affected by the unanimous decision in United States v. Regalado Cuellar, 128 S. Ct. 1994 (2008). Mr. Cuellar got busted transporting a large quantity of cash toward Mexico, money that was apparently earned in the illegal drug business and intended for delivery to the drug traffickers south of the border. Those facts were not the source of the dispute, however, and the court was particularly interested in what evidence the government had that some actual money laundering was going to take place when the money got wherever it was going. In other words, what were the drug traffickers going to do to conceal or disguise the source of the funds, or were they intending to plow them back into their business? If so, that would look a lot more like money laundering to the justices, but the government didn’t produce that evidence. Instead, it relied on the mere fact that Mr. Cuellar was transporting the money across the border as evidence of the laundering activity.

As things stand at this point, the decision in Cuellar means that in order for a transaction to be part of the money laundering crime, it must be intended to conceal the true nature, ownership, or location of the funds. Conversely, no matter how easy it is for the authorities to discover the true nature, ownership, or location of the funds, if the purpose of the endeavor was to conceal this information, it is money laundering.

Note that in all of the preceding cases, when the government was able to show a transfer from one person to another the courts held that a transaction had taken place.

Regarding transactions involving financial institutions, the statute defines these institutions broadly, to include banks, securities brokers and dealers, currency exchanges, insurance companies, travel agencies, wire transmitters, vehicle dealers, realtors, and the Postal Service. The types of transactions included are deposits; withdrawals; transfers between accounts; exchanges of currency; loans; extensions of credit; purchases or sale of any stock, bonds, certificates of deposit, or other monetary instruments; use of a safe deposit box; or any other payment, transfer, or delivery by, through, or to a financial institution, by whatever means effected.

Court decisions have held that the financial institution does not have to be an active participant in the scheme, nor is it necessary that it contribute to or facilitate the scheme. The following have been ruled to be “transactions involving the use of a financial institution”:


	Making a payment with a bank money order: see United States v. Koller, 956 F.2d 1408 (7th Cir. 1992).

	Writing a check to a vendor: see United States v. Jackson, 935 F.2d 832 (7th Cir. 1991).

	Processing credit card charges: see United States v. Brown, 31 F.3d 484 (7th Cir. 1994).

	Use of a safe deposit box: see United States v. Short, 181 F.3d 620 (5th Cir. 1999).

	Transferring money between accounts in the same bank: see United States v. Bieganowski, 313 F.3d 264 (5th Cir. 2002).



Other financial transactions could involve either the movement of funds by wire or other means, or the use of some monetary instrument.

Two issues of note: First, if multiple transactions take place, as in a smurfing operation, where large cash transactions are broken up into smaller cashier’s check purchases, Congress intended and the courts have generally held that each transaction is a separate violation. This is true even though they are all part of one scheme. In United States v. Smith, 46 F.3d 1223, 1234 (1st Cir. 1995), for example, the court held that a series of transactions could be charged as separate money laundering violations (of 18 USC §1957), even though the funds all came from a single, lump sum and occurred on the same day.

The second question relates to the “merger” of money laundering violations with the underlying SUA. This occurs most often in cases in which the SUA is some financial crime like bank fraud, wire fraud, or some securities scheme. At what point do the stolen funds become “proceeds”? We’ve already established that in order for a money laundering violation to take place, the funds must already be proceeds. Thus, in a drug deal, if I buy some drugs with money I earned in my job at the burger joint, this transaction cannot be a money laundering violation; see United States v. Puig-Infante, 19 F.3d 929 (5th Cir. 1994). So, the money laundering transaction must occur after the underlying SUA has been completed. But what happens in cases like check kiting, which are nothing but financial transactions?

The courts make a clear distinction in these cases. In United States v. Butler, 211 F.3d 826, 830 (4th Cir. 2000), the court said, “The laundering of funds cannot occur in the same transaction through which those funds first became tainted by crime.” The mail fraud in United States v. Silvestri, 409 F.3d 1311 (11th Cir. 2005), is a good example of a fraud scheme involving multiple transactions, only one of which is a money laundering violation. Here, the mail fraud produced a check, which the court properly decided constituted the proceeds of that crime. When the defendant deposited these proceeds (the check) into another account, he conducted a second financial transaction with the proceeds of an SUA, and the money laundering conviction for that act was upheld.

Prior to my retirement, I frequently fielded inquiries from law enforcement officers and prosecutors and even some reporters about money laundering issues. Surprisingly, the questions most often asked involved this merger issue. Because the questions come up in nondrug money laundering cases, we’ll look at those schemes in a new chapter later in the book and address the merger issue then. In the meantime, keep in mind the principle that the financial transaction in a money laundering charge must involve funds that are already tainted by the SUA.

A final consideration is the requirement that the transaction have some effect on interstate commerce. Courts have found that drug proceeds always relate to interstate commerce and that most other transactions, especially those involving a financial institution, also have an interstate nexus. A government claim that a $200 cash payment to a video poker establishment “affected interstate commerce,” however, was rejected; see United States v. Grey, 56 F.3d 1219 (10th Cir. 1995), reversing 856 F.Supp. 1515 (D.Kan. 1994).



The Defendant Acted with Intent

Now we come to the intent of the defendant in conducting the transaction. As the chart in Figure 3.1 shows, the defendant has to have intended to do at least one of four things before the offense is complete:


1. §1956 (a) (1) (A) (i): Intent to promote the carrying on of specified unlawful activity

Examples of this situation would be paying for drugs with the proceeds from other drug sales or reinvesting the proceeds of an illegal gambling business back into that business. Circumstantial evidence can be used to show intent for this section. The government is not required to prove that a defendant intended to violate a specific statute, but rather only that he or she did intend to promote or facilitate an activity that he or she knew to be illegal. A violation may occur even if the SUA being promoted is never completed.

A defendant can engage in financial transaction(s) that promote not only ongoing or future activity, but also prior activity. See United States v. Montoya, 945 F.2d 1068 (9th Cir. 1991; deposit of check that represents proceeds of state bribery offense “promotes” bribery by giving defendant use of fruits of his criminal activity) and United States v. Paramo, 998 F.2d 1212 (3d. Cir. July 9, 1993), cert. denied, 114 S.Ct. 1076 (1994; converting fraudulently obtained checks into cash promoted underlying fraud by giving defendants access to funds; intent to “plow back” funds into fraud scheme was not required).

Under §1956 (a) (1) (A) (i), the payment of proceeds to fraud victims to entice them to continue to invest in a fraudulent scheme or to keep quiet about an ongoing scheme could be promotion.



2. §1956 (a)(1)(A)(ii): Intent to engage in conduct constituting a violation of §7201 or §7206 of the Internal Revenue Code

Here, in essence, the defendant is trying to evade the payment of taxes on the illegally acquired funds and to conceal the income from the IRS. This is something money launderers have been doing since Al Capone’s time, and this subsection is a logical part of the money laundering statute. Still, this crime is not charged nearly as often as the others, and there is very little case law outstanding. Generally speaking, the IRS will be directly involved in the investigation of these cases; it possesses the tax returns and other documentation needed to prove the evasion. Also, the approval of the Department of Justice’s Tax Division will be required before filing this charge.

It is helpful actually to have the subject’s tax return to show the tax fraud, but the intent can be shown even when the tax year has not yet concluded and the tax return has not been filed. However, there must be some proof that a person who engaged in a subject financial transaction was aware that the transaction related in some way to an intended violation of §7201 or 7206.

Section 1956 (a) (1) (A) (ii) does not limit the type of tax or the type of document submitted. Also, the tax involved need not be that of the person engaging in the financial transaction; the statute can apply to a person who intends to assist another person to violate the tax laws.

The Tax Division will not authorize a §1956 (a) (1) (A) (ii) charge in tax crimes involving mail, wire, or bank fraud under the following conditions:


	When a tax return or other IRS form or document is the only mailing charged

	When the only wire transmission to the IRS involves a tax return or other IRS form or the transmission of a refund check to a bank account by an electronic funds transfer

	When the mailing, wire transfer, or representation charged is incidental to the underlying violation of internal revenue laws



As this is written, tax evasion is not an SUA. You cannot convict someone for laundering money that has been legally earned, even if the taxes due were not paid. If the law changes to prohibit the laundering of money derived from any domestic federal felony, this is going to change, and a lot more people in America’s underground economy are going to be subject to a money laundering charge and its 20-year penalties.



3. §1956 (a)(1)(B)(i): Intent to conceal or disguise the nature, source, ownership, or control of proceeds of SUA

This is probably the most widely charged violation under this chapter, and much of the money laundering case law comes from these violations. This isn’t too surprising because the intent to conceal or disguise the nature, source, ownership, or control of dirty money is, after all, the very heart of any money laundering scheme and the aim of any money launderer.

Once again, the evidence used to prove this element may be direct or circumstantial, and it could include a wide variety of acts or subterfuges on the criminal’s part. Some examples that the courts found to be evidence of intent include:


	Engaging in convoluted transactions: see United States v. Prince, 214 F.3d 740 (6th Cir. 2000), in which the defendant had victims of a fraud scheme send money through a third party, who converted the money to cash and gave it to the defendant.

	Using the names of third parties: see United States v. Hunt, 272 F.3d 488 (7th Cir. 2001), wherein the defendant bought a car in the name of his business and then gave it to a drug dealer for cash.

	Using a false name: in United States v. Omoruyi, 260 F.3d 291 (3rd Cir. 2001), the defendant deposited funds in an account opened in a false name and withdrew the funds under a false name.

	Registering a vehicle or titling real property in a third party’s name: this is, as we will see, a very common (and pretty simple) money laundering scheme. Drug traffickers and others will frequently place assets in the names of their trusted associates but retain the use of the property. United States v. Bowman, 235 F.3d 1113 (8th Cir. 2000), was one such case, and in United States v. Fields, 72 F.3d 1200 (5th Cir. 1996), a truck purchased with drug proceeds was registered in the drug trafficker’s brother’s name.

	Structuring cash transactions: another common scheme involves deliberately arranging multiple cash transactions to avoid the filing of government reports. In the Prince case cited earlier, such structured transactions were evidence of an intent to conceal or disguise. In a similar case, United States v. Farese, 248 F.3d 1056 (11th Cir. 2001), the actions involved exchanging many smalldenomination bills for smaller numbers of large-denomination bills. This reduces the volume of the currency, something the courts agreed would make it easier to conceal and disguise.

	Commingling funds: yet another very common money laundering technique, commingling funds involves mixing dirty money up with funds from some legitimate source, in the hope that the tainted funds will be hidden. In United States v. Jackson, 935 F.2d 832, 841 (7th Cir. 1991), drug money was commingled with legitimate funds in a church bank account, and in United States v. Ness, 2003 WestLaw 21804853 (S.D.N.Y. 2003), cash was concealed in a shipment of gold but was not included on the shipping documents.



Some other examples are the use of codes, use of multiple safe deposit boxes, conversion of proceeds to goods or services, and falsification of documents or records.

Two other issues merit some additional discussion. First, we need to keep in mind that the scheme does not have to be elaborate, clever, or even very effective; it only has to be carried out with the intent to conceal or disguise. Success need not be proven. Second, we are looking for the lengths to which the criminal goes to hide the money or his or her connection to it. In many cases, the actions taken will be completely legitimate, such as registering a vehicle. The issue for investigators is why this action was taken, and the question can often be answered by looking at how it was done. If the criminal went to elaborate lengths or special trouble to do something that hides a connection to dirty money, the intent may be clear to the jury.

In some cases, the actions taken by the criminal might have looked suspicious, but the court held that the prosecutor did not go far enough in proving intent to conceal. The best examples of this are found in United States v. Sanders, 929 F.2d 1466 (10th Cir. 1991), and a number of subsequent, similar cases. In Sanders, the court held that buying a car in one’s own name or that of one’s daughter was not a money laundering transaction, even though the funds used were the proceeds of drug transactions. The court noted that the money laundering statute did not prohibit simply spending money and that there could be other (legal) reasons why someone would buy a car and put it in the name of a close relative.

The effect of Sanders and similar decisions is fairly narrow, limited to family members of the alleged money launderer. Even in those instances, the intent to conceal or disguise can be proved by other actions the launderer takes, such as making false statements, falsification of documents, and engaging in convoluted or multiple transactions. A good example is United States v. Kaufmann, 985 F.2d 884 (7th Cir. 1993).

Also, when the defendant is not the perpetrator of the underlying offense, the defendant need not intend to conceal or disguise; he or she only needs to know that the perpetrator’s intent is to conceal or disguise. Concealment does not have to be the only motive for the transaction.

Finally, the Supreme Court’s reasoning in United States v. Regalado Cuellar, 128 S. Ct. 1994 (2008), is going to apply directly to this section of the statute, even though Cuellar was charged with the international transportation money laundering offense—18 U.S.C. §1956 (a) (2) (B). In fact, the circuit courts have already applied the Cuellar reasoning in fraud cases that we’ll look at later in more depth.



4. §1956 (a)(1)(B)(ii) and (a)(2)(B)(ii): Intent to avoid a transaction reporting requirement under state or federal law (includes CTRs, CMIRs, and IRS form 8300s)

The intent here is similar to that discussed in the “conceal and disguise” section. The reporting requirements exist in the first place because the government wants large and suspicious cash transactions to be disclosed when appropriate. Crooks know this and don’t want the IRS reading all about their financial arrangements, so they take steps to hide these arrangements and conceal the transactions.

These steps might include the most typical: structuring large transactions into multiple smaller ones, often using the “smurfs” we’ll be meeting in later chapters. Other steps might include bribing a bank employee or providing a false name to the person preparing the report. The courts have held that the defendant must know there is a reporting requirement (see United States v. Bowman, 235 F.3d 1113 (8th Cir. 2000)) but need not know that structuring the transaction is illegal; see United States v. Santos, 20 F.3d 280 n.2 (7th Cir. 1994).






TITLE 18 UNITED STATES CODE §1956 (A) (2): THE INTERNATIONAL TRANSPORTATION OFFENSE

This section addresses the international movement of currency or monetary instruments, a prime objective of drug traffickers and others who seek to move their money offshore from the United States (and away from our forfeiture and money laundering laws).

This provision can also be used in the layering and integration phases of a money laundering scheme, when the funds are being repatriated into the United States from abroad. As you can see from the chart in Figure 3.2, one provision—(a) (2) (A)—does not require that the property involved in the transportation be the proceeds of an SUA. In United States v. Hamilton, 931 F.2d 1046 (5th Cir. 1991), the court wrote that a foreign drug cartel could violate Subsection (a) (2) (A) by sending the proceeds of a legitimate business into the United States if the purpose was the expansion of an illegal drug business in this country.
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Figure 3.2 Establishing a §1956 (a) (2) international money laundering violation.



This section is divided into two parts, both relating to international transportation. It is a violation of 18 U.S.C. §1956 (a) (2) (A) for a person to transport, transmit, transfer, or attempt to do so a monetary instrument or funds from a place in the United States to or through a place outside the United States, or to a place in the United States from or through a place outside the United States with the intent to promote the carrying on of specified unlawful activity.

It is a violation of 18 U.S.C. §1956 (a) (2) (B) for a person to transport, transmit, transfer, or attempt to do so a monetary instrument or funds from a place in the United States to or through a place outside the United States, or to a place in the United States from or through a place outside the United States, knowing that the monetary instrument or funds represent the proceeds of some form of unlawful activity, and knowing (a) that the transportation is designed in whole or in part to conceal or disguise the nature, location, source, ownership, or control of the proceeds of Specified Unlawful Activity [§1956 (a) (2) (B) (i)] or (b) to avoid a transaction reporting requirement under state or federal law [§1956 (a) (2) (B) (ii)].

The definitions used in this section are similar to those for other money laundering offenses, and court decisions have further defined what’s what. “Transportation” has been found to include wire transfers; see United States v. Piervinanzi, 23 F.3d 670 (2nd Cir.), cert. denied, 513 U.S. 904 (1994), and

United States v. Monroe, 943 F.2d 1007 (9th Cir. 1991), cert. denied, 503 U.S. 971 (1992). Other forms of transportation would obviously include smuggling. One case involved the unreported carrying of currency past Customs; see United States v. Carr, 25 F.3d 1194 (3rd Cir. 1994), cert. denied, 503 U.S. 971 (1992). This case also addressed the concealment from and avoidance of the reporting requirement elements.

How is the decision in United States v. Regalado Cuellar, 128 S. Ct. 1994 (2008), going to affect this section? Cuellar was originally convicted for a §1956 (a) (2) (B) (i) violation by taking $83,000 in cash that smelled like marijuana toward the Mexican border in Texas. The courts were asked whether the government provided enough evidence to conclude that Cuellar’s transportation was “designed...to conceal or disguise the nature, location, source, ownership, or control of the proceeds of [an] SUA.” The Supreme Court concluded that while the government didn’t have to prove a design to create the appearance of legitimate wealth, it did have to prove that the concealment of the money was part of some bigger scheme. Merely hiding the money during its transportation was not enough to prove money laundering. Instead, the government needed to show that Cuellar “knew about or intended the effect” that the purpose of his transportation of the cash was to conceal or disguise the source, ownership, or control of the money. The government hadn’t done that, so Cuellar was off the hook.

The bottom line here was a message from the court that “money laundering” has to be more than just hiding the money. Cuellar could have concealed the cash in his car for any number of reasons; maybe he was hiding it from an exwife or a creditor. Could he have been planning to buy some drugs down in Mexico? The court didn’t know because the government couldn’t or didn’t say. The court said that if the government wanted to claim that the money was being laundered with the intent to “conceal or disguise” its source, ownership, or control, it needed to show that Cuellar did more than just conceal the cash during the transportation.

Other courts have taken this reading of the law into other parts of the money laundering statute. In United States v. Faulkenberry, Case Nos. 08–4233/4404 (6th Cir. 2010), the circuit court said that money moving was not the same as money laundering; that is, the mere fact that a transaction of some kind took place did not prove a money laundering violation had taken place. Citing Cuellar, the court said that prosecutors had to prove that the purpose of the transaction was to conceal the source or nature of the funds involved. This was a white collar case involving fraud by executives of National Century Financial Enterprises, rather than Cuellar ’s international transportation, so it looks like the Cuellar standard is going to apply to most, if not all, cases where the “conceal or disguise” language is present.

In the post-Cuellar world, money laundering is going to be a tougher charge to prove, especially in cases that involve the “conceal or disguise” intents. Congress may go back to the statute to fix the problems raised by Cuellar, and the Supreme Court, in its unanimous decision, provided some helpful suggestions along those lines. However, until the law is changed, money laundering prosecutions are going to require solid evidence of actual intent (and probably an active effort) to conceal or disguise.



TITLE 18 U.S.C. §1956 (A) (3): THE "STING" PROVISION

Section 1956 requires that the money or property used in a financial transaction be from an SUA at the time of the transaction—with one exception. That exception relates to undercover operations. In undercover cases, the money used by the undercover agent obviously cannot be the proceeds of an SUA. For this reason, Congress created a separate section, 1956 (a) (3), to enable the government to conduct undercover money laundering investigations, some of which have been extremely successful.

See Figure 3.3 for a chart representing the requirements of this section. The salient questions are as follows:

Did the defendant conduct or attempt to conduct a financial transaction? The definition of “financial transaction” is unchanged. One issue that has been the subject of a number of court cases is the question of “attempt” and how far the defendant has to go before the act constitutes a substantial attempt. The general conclusion is that the further along the transaction gets, the better off we are in proving what the defendant intended or had in mind.

Was the property represented by law enforcement to be the proceeds of an SUA? Did the undercover agent describe the money in such a way that the defendant could conclude that the money came from an SUA? Undercover agents have a little leeway in describing the SUA, although the United States Attorney likes to hear something like, “I told him the money came from cocaine sales.” More ambiguous statements will work if the defendant’s responses indicate an understanding of the illegal source; see United States v. Breque, 964 F.2d 381 (5th Cir. 1992), cert. denied, 507 U.S. 909 (1993). Alternatively, the defendant may be “aware of circumstances from which a reasonable person would infer that the property was drug proceeds”; see United States v. Kaufmann, 985 F.2d 884 (7th Cir.), cert. denied, 508 U.S. 913 (1993).
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Figure 3.3 Determining a §1956 (a) (3) money laundering “sting” violation.



If the answers to the two preceding questions are both yes, the defendant still has to intend to do at least one of three things in conducting the transaction. The answer to the following question must also be yes:

Did the defendant have intent to promote a Specified Unlawful Activity, to conceal or disguise the characteristics of property believed to be proceeds from an SUA, or to avoid a reporting requirement? This will be answered by the defendant’s words or conduct. If the defendant takes a cash payment from the undercover agent and agrees not to file IRS form 8300, this action demonstrates intent to conceal and to avoid a reporting requirement. See United States v. Loehr, 966 F.2d 201 (6th Cir.), cert. denied, 506 U.S. 1020 (1992).

One issue raised by defendants is the question of “belief,” as in, “Well, he told me he was a drug dealer, but I didn’t really believe him.” Juries in several cases have rejected this claim, based on circumstantial evidence that the defendant acted as if he or she believed the undercover agent. See United States v. Kaufmann and United States v. Starke, 62 F.3d 1374 (11th Cir. 1995).

Entrapment is obviously a factor in these cases—one that does not arise in the other money laundering crimes under §1956. (Section 1957 does not have a “sting” provision.) The rules regarding entrapment are the same as for other federal crimes; however, consider the court ruling in United States v. Hollingsworth, 27 F.3d 1196 (7th Cir. 1994; en banc), in which the court held that the government must prove not only that the defendant was willing to commit the money laundering offense, but also that he or she had the means to do so and only needed an opportunity, which was all that was provided by the government.

In short, the government needs to establish that even without any government involvement, the defendant was in a position to launder the money: ready, willing, and able.



TITLE 18 U.S.C. §1957

Section 1957 is sometimes thought of as the “baby brother” of §1956. It is less frequently used than §1956 and less well understood by agents and prosecutors. It is also simpler but has more limited applications.

Section 1957 contains an offense entitled “engaging in monetary transactions in property derived from specified unlawful activity.” In essence, §1957 proscribes the knowing receipt or disbursement of more than $10,000 in criminally derived proceeds if a financial institution is utilized at some point. In contrast to §1956, it does not require that the funds be used for any additional criminal purpose, nor is it necessary that the defendant engage in the transaction with any specific intent.

The purpose of this part of the money laundering law is to keep dirty money out of the banking and financial system. Congress recognized that the proceeds of criminal activity can have a very corruptive influence on banks and financial institutions and that banks are key parts of most money laundering schemes. Section 1957 takes aim at money laundering that takes place in or around these institutions.

A person violates §1957 when he or she engages or attempts to engage in a monetary transaction in criminally derived property where the value of the criminally derived property exceeds $10,000, the property is derived from Specified Unlawful Activity, and the person knows that the property is criminally derived.

Figure 3.4 illustrates the process of establishing a violation of §1957.

The first question is whether the defendant engaged or attempted to engage in a monetary transaction. The answer will depend upon the definition of “monetary transaction,” a new term not used in §1956. Section 1957 (f) (1) defines a monetary transaction to include the deposit, withdrawal, transfer, or exchange, in or affecting interstate or foreign commerce, of funds or a monetary instrument, by, through, or to a financial institution (as defined in §1956), including any financial transactions defined by §1956 (c) (4) (B). So, pretty much everything you can do in a bank would be covered. Note, though, that §1957 (f) (1) states that the term does not include any transaction necessary to preserve a person’s right to representation as guaranteed by the sixth amendment to the Constitution.

It is important to remember when you are looking at potential violations under this statute that, since 1992 the term “financial institutions” includes more than just banks. Savings and loans, securities brokers, credit card companies, pawnbrokers, vehicle dealers, finance companies, real estate agents, and the Postal Service also qualify.

The second question relates to the source of the funds: Was the transaction conducted in criminally derived property? “Criminally derived property” means the same thing as “proceeds” under §1956; see United States v. Savage, 67 F.3d 1435 (9th Cir. 1995), so you would satisfy the element with the same type of information you would use in a §1956 case. Circumstantial evidence that the money is dirty, such as the nature of the payment and attempts to conceal the source, can be used. The property used in the transaction must be criminally derived at the time the transaction is conducted, which means there is no “sting” provision for this section.

The next question is simple: Is the value greater than $10,000? You will recall that §1956 has no dollar floor for its transaction, but §1957 requires that more than $10,000 be transacted. Court rulings have been mixed as to whether the $10,000 has to be transferred all at once, but it is clear that the total has to be over $10,000. A somewhat unclear issue involves multiple sources for the funds, or the commingling of dirty money with clean. In one case, the court insisted that at least $10,000 of the total amount be  traceable to a criminal source or SUA; see United States v. Adams, 74 F.3d 1039 (11th Cir. 1996). In another case, United States v. Sokolow, 81 F.3d 397 (3rd Cir. 1996), the government was not required to show that all of the money involved in a transaction was dirty when $20,000 of dirty money was commingled. It was enough that the government could show that the SUA funds had been commingled with the clean.
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Figure 3.4 Determining a §1957 spending statute violation.



If a series of smaller transactions are closely related, as would be the case if a drug dealer broke a $43,000 payment into five smaller ones, all made close together in time, the payments may be considered one monetary transaction over $10,000. This type of aggregation will probably meet with Department of Justice approval, but a series of smaller deposits to a bank account, or some other transactions not so closely related to a single purpose, may not be enough to bring a case under §1957.

The next question is: Is the property actually from an SUA? Again, we are required to show that the property, which does not have to be cash, is actually traceable to an SUA. This is a factual issue that can be proved with circumstantial evidence; however, direct tracing is mandatory.

Because so much of the other evidence in a §1957 case consists of the sort of irrefutable financial records that you normally find at a bank, the question as to the illegal source of the money is likely to be the one most hotly contested at trial. Since this is practically the only defense available, the defendant may claim that the money really came from some dead uncle, a legitimate consulting contract, or some other legal source. Disproving this sort of claim is where financial investigative techniques can come in handy.

That’s it. If the answers to all of the preceding questions are yes, your §1957 case is complete.



TITLE 18 U.S.C. §1956 (H): CONSPIRACY

A provision regarding money laundering conspiracy was added to §1956 in 1992. This subsection, originally 1956 (g), was redesignated 1956 (h) in 1994. It provides for a 10- or 20-year sentence for persons convicted of conspiracy to violate §1957 or 1956, respectively. Although the conspiracy provision does not require that an overt act be committed, the Department of Justice recommends that one be included, especially in a plea.

To prove a violation of §1956 (h), the government must prove that a defendant knew that transacted funds were proceeds of an SUA. In a §1956 (a) (3) “sting” prosecution, a court held that it is not necessary for coconspirators to know that funds are coming from the same illegal activity, but they must know that the unlawful source is one of the prescribed SUAs. See United States v. Stavroulakis, 952 F.2d 686 (2d Cir. 1992). The government’s role in a sting conspiracy should be limited to supplying funds, while letting the defendants be responsible for devising how the funds will be laundered. See Figure 3.5 for a chart representing the requirements of this section.

The Department of Justice has directed that conspiracy to violate 18 U.S.C. §1956 and/or 1957 will be charged under  18 U.S.C. §1956 (h) and not under 18 U.S.C. §371—the main federal conspiracy statute.
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Figure 3.5 Establishing a §1956 (h) money laundering conspiracy violation.





OTHER ISSUES


Venue and Statute of Limitations

Venue in substantive money laundering cases is in any district where the financial transaction(s) took place. A new section, 1956 (i), was enacted in October 2001 to clarify venue issues raised by court decisions in the past. The key issue in dispute involved where the underlying specified unlawful activity took place, as opposed to where the money was actually laundered. In United States v. Cabrales, 524 U.S. 1 (1998), the proceeds of the SUA were transported to Florida from Missouri, the state where the SUA took place. Financial transactions occurred in Florida. The Supreme Court held that the defendant could not be prosecuted for money laundering in Missouri, even though that is where the SUA happened.

So, we should be looking for the places where financial transactions—which are the heart of a money laundering scheme—occurred. The courts tend to look at this with some flexibility because financial transactions include “initiating, concluding, and participating in initiating and concluding a transaction,” which covers a lot of ground. See United States v. Golb, 69 F.3d 1417 (9th Cir. 1995), cert. denied, 517 U.S. 1127 (1996). In this case, the court held that a violation occurred wherever the defendant traveled or made telephone calls to arrange one or more financial transactions.

The statute of limitation for crimes under 18 U.S.C. §1956 or §1957 or Title 31 is 5 years, and it runs from the date on which the offense is complete. This raises an interesting question: If “dirty” money never gets really “clean,” when does one ever really stop laundering it?

The answer may be “never.” In at least one case, an individual who made money by smuggling marijuana in the 1970s was charged with money laundering in financial transactions that occurred after 2001. He knew the assets he was moving around were originally acquired with drug money, and he was still acting to conceal them and their source from the government. The result was that, long after he had left the drug business, he found himself looking at jail time for money laundering—something that wasn’t even illegal back when he was a smuggler.

Proving such a crime might be difficult, but—in theory at least—investigators can reach back a very long way to catch money launderers.



Sentencing

The bottom line for investigators and defendants alike is the criminal penalty. Those for money laundering are fairly severe. The potential sentence for a violation of 18 U.S.C. §1956 (a) (1) is a fine of up to $500,000 or twice the value of the monetary instruments involved, whichever is greater, or imprisonment of up to 20 years, or both; for a violation of §1956 (a) (3), the potential sentence is an undetermined fine, or imprisonment of up to 20 years, or both.

The criminal penalty for a violation of 18 U.S.C. §1957 is a fine in accordance with 18 U.S.C. 3571–3574 (or up to twice the amount of the criminally derived property involved in the transaction), or up to 10 years imprisonment, or both.

Provisions for civil penalties are also included in 18 U.S.C. §1956 (b). Violators under Subsection 1956 (a) (1) or (2) are liable for a civil penalty of not more than the greater of the value of the property, funds, or monetary instruments involved in the transaction, or $10,000. The civil penalty is intended to be imposed in addition to any criminal fine. 18 U.S.C. §1956 (h) and §1957 do not carry corresponding civil penalties.

The 10- and 20-year penalties are a reminder of how far the law has progressed from the time when tax evasion, conspiracy, and Bank Secrecy Act statutes, all with 5-year penalties, were the primary means of addressing this problem.

Today, when combined with these other statutes and those relating to the underlying Specified Unlawful Activities, the money laundering laws have become the extremely valuable tool Congress intended for law enforcement to have.




FREQUENTLY ASKED QUESTIONS ABOUT SUAS

What if the underlying offense is a gambling violation? Is this an SUA? Maybe. Gambling isn’t listed as an SUA, but gambling offenses may be RICO predicates. For example, Title 18 U.S.C. §1084 prohibits transmission of gambling data, and §1953 deals with the transmission of wagering paraphernalia. Section 1955 addresses illegal gambling businesses, and, finally, any gambling offense that is a felony under state law is also a RICO predicate; thus, an SUA misdemeanor gambling offense will not qualify.

What about prostitution? No, prostitution and promoting prostitution are not SUAs or RICO predicates. However, under Title 18 U.S.C. §1952, the Interstate or Foreign Travel and Transportation in Aid of Racketeering Enterprises (ITAR) Act, prostitution is listed as an unlawful activity. You will need to prove the added elements under the ITAR statute, but there have been money laundering cases brought with this offense as the SUA.

I’ve got a case where someone is structuring cash transactions to avoid having the bank file a Currency Transaction Report. The money was earned legally, but structuring is a RICO predicate act. Is this an SUA? No. Even though violations of Title 31, subchapter II (including structuring) are RICO predicates, they are specifically excluded as SUAs. Congress wanted to keep the focus of the money laundering statutes on money that was genuinely dirty.

What about tax fraud and evasion? Tax fraud and evasion are not SUAs or RICO predicates. Even though a tax cheat is essentially stealing money from the government, Congress did not incorporate these crimes into the money laundering statute for the same reason that structuring was not included: The focus is supposed to be on money derived from some criminal activity.






4 The USA PATRIOT Act


So spake the grisly terror.

John Milton




Stand your ground. Don’t fire unless fired upon, but if they mean to have a war, let it begin here!

John Parker—command given at the Battle of Lexington



In the days, weeks, and months following the terrorist attacks of September 11, 2001, people all across America felt the need to do something. Memorials were made, tributes written to the victims, and support offered to survivors. Americans did what they could to help those affected by the tragedy, and they wholeheartedly supported their government’s efforts to track down those responsible.

That effort would take place on a number of fronts, from a full-blown war in Afghanistan to criminal indictments in New York and Virginia. The government itself would undergo a massive reorganization that saw the creation of an entirely new cabinet level Department of Homeland Security, a rebuilding of the damaged Pentagon, and the passage of legislation intended to stop terrorism.

When ordinary citizens decide they want to “do something” for their country, they may donate blood or money for relief efforts or put up yellow ribbons in honor of their soldiers. Some, like former National Football League standout Pat Tillman, join the army and make a far greater sacrifice. When Congress decides to “do something,” it legislates, and in the wake of 9/11, our elected representatives wanted very badly to “do something.” One result was Public Law 107-56, The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, also known as the USA PATRIOT Act or just the “Patriot Act.”

This measure enjoyed wide, bipartisan support at the time of its passage, even getting some kind words from such unlikely allies as the American Civil Liberties Union and the Bush administration’s Justice Department. Almost 4 years later, the rosy glow of shared good feelings had faded away as parties from all points of the political compass have discovered aspects of the act they dislike. These new objections were significant because certain provisions of the USA PATRIOT Act were designed to “sunset” or expire on December 31, 2005. There was still controversy about these expiring provisions, but Congress passed the USA PATRIOT Improvement and Reauthorization Act of 2005 to extend them again. It’s important to remember that the noncontroversial money-laundering provisions were in Title III. These did not sunset and were not affected by the debate. I’ve included a brief section at the end of this chapter to discuss the 2005 provisions that affect money laundering and asset forfeiture.

Most of the controversy relates to the first sections of the Patriot Act, which outline various investigative techniques and methods law enforcement can use to “intercept and obstruct terrorism.” Quite a few of the provisions address the so-called “wall” that formerly separated intelligence operations and law enforcement, preventing those working on one side of the wall from talking to those working on the other. The pre-9/11 restrictions created sometimes silly situations in which two groups in the same FBI field office would be conducting an investigation on the same individual without being able to talk to each other. As one US Attorney, Patrick Fitzgerald, put it in congressional testimony:


I was on a prosecution team in New York that began a criminal investigation of Usama Bin Laden in early 1996. The team—prosecutors and FBI agents assigned to the criminal case—had access to a number of sources. We could talk to citizens. We could talk to local police officers. We could talk to other U.S. Government agencies. We could talk to foreign police officers. Even foreign intelligence personnel. And foreign citizens. And we did all those things as often as we could. We could even talk to al Qaeda members—and we did. We actually called several members and associates of al Qaeda to testify before a grand jury in New York. And we even debriefed al Qaeda members overseas who agreed to become cooperating witnesses.

But there was one group of people we were not permitted to talk to. Who? The FBI agents across the street from us in lower Manhattan assigned to a parallel intelligence investigation of Usama Bin Laden and al Qaeda. We could not learn what information they had gathered. That was “the wall.”



When the Patriot Act removed (or at least lowered) the wall, investigations of terrorist organizations resulted in indictments of groups and individuals in Portland, Oregon; Florida; and Virginia. Significantly, the use of these techniques also permitted the government to examine some of the financing mechanisms by which the terrorist groups were funded, something that relates directly to our study here. In one case, the executive director of the Benevolence International Foundation, based in Illinois, was indicted and convicted of using his charitable organization to obtain funds from Americans for terrorist groups such as al Qaeda and of diverting the funds to Islamic militant groups in Bosnia and Chechnya.

Other sections of the act address the types of information that investigators collect; concerns have been raised that perhaps the new law allows too much government intrusion into personal privacy or makes it too easy for investigators to seek out personal information without independent judicial review. In fact, most of the Patriot Act’s provisions in this area streamline existing procedures. For example, the act allows investigators working in multiple judicial districts to get a search warrant from one judge, rather than having to go to multiple courts in each district. The act also addresses the new technology relating to the Internet, cellular and mobile communications, and other “cyber” evidence, providing a mechanism for the government quickly to obtain warrants for electronic mail, information from Internet service providers, and voice mail messages. Because speed is of the essence in terrorism investigations, the process for acquiring warrants or court orders for this type of information was simplified, but the act did not remove the need to have an independent judicial review of each request.

There are those who find any enhancement of the government’s investigative ability to be a threat to privacy and personal liberty. Others will say that people living in a nation at war must expect to sacrifice something, perhaps some privacy, in exchange for more security from terrorist attack. The Patriot Act generally tries to find a middle ground, as in the section that allows investigators in sensitive cases to conduct a covert search pursuant to warrant without immediately notifying the subject that the search took place. Investigators still have to see a judge for a warrant and have to follow other procedures designed to protect people’s rights, but the law recognizes that sometimes in this fast paced digital world, extraordinary (and speedier) measures are called for.

Ironically, the majority of the USA PATRIOT Act, with its many parts and subparts, will never affect the jobs of the average law enforcement officer or criminal investigator who is not routinely involved in intelligence, counterterrorism, or espionage-type cases. For those of us engaged in more mundane criminal investigations, the act’s most relevant provisions are those that Congress tacked on because they peripherally related to terrorism cases.

Money laundering is one of these areas. About 54 pages of the Patriot Act are taken up with issues relating to money laundering and the investigation of financial crimes. Unlike the sections of the act dealing with how law enforcement can gather evidence about terrorism-related crimes, the money laundering provisions arouse very little controversy—and that in a fairly limited circle. As we will see, though, inside that circle the objections can be somewhat heated.

Within a few days of 9/11, Congress had figured out what many in law enforcement already knew: Terrorism, like any other crime, is in large part about money. Mass murder was not the sole aim of the 9/11 plotters; they also intended to wreak severe economic damage on the United States, attacking one of the financial centers of the nation. They also needed money in order to carry out their plan successfully.

The financing of a terrorist plot, particularly one that was in the planning and preparation stages for years, is, investigators discovered, very similar to a money laundering operation conducted by organized criminal groups. There is an element of secrecy, financial movement and manipulation, a criminal

goal, and the use of funds to facilitate the plot. What differed significantly from other money laundering cases was the source of the money itself. While there is still some question as to the actual source of the 9/11 funds, much of the financial backing for Islamist terrorism is derived from charitable contributions made in mosques and to organizations established to fulfill the Quran’s requirement that Muslims give generously to the poor and needy.

Whether these contributions are made in Saudi Arabia, Pakistan, or the United States, as we have seen in previous chapters, only money that is derived from a crime or a Specified Unlawful Activity can be laundered in violation of federal law. The catch in the case of terrorist financing is that the charitable contributions are being used to fund an illegal and nefarious activity. Congress looked at American law and had to answer a difficult question: If money laundering is the process of making dirty money appear clean, then what do we have when crooks are using clean money—say, the proceeds of foreign charitable donations—to fund a criminal conspiracy?

Nobody, Congress included, knew the answer to that question, but everyone did know it wasn’t money laundering. They also knew it shouldn’t be something encouraged or even tolerated, so they took some steps to put a stop to it. One step was passage of new legislation as part of the Patriot Act relating to money laundering and terrorist financing.

Title III of the act is the International Money Laundering Abatement and Anti-Terrorist Financing Act of 2001, and the provisions in this title should look pretty familiar to anybody who has worked with previous anti-money-laundering legislation. The measures taken to abate money laundering and terrorist financing fall into each of the same three general categories of actions the government used in the past: regulatory action, criminal sanctions, and forfeiture. And while nobody (except terrorists and criminals) had any great objection to the criminal sanctions or the forfeitures, some folks in the regulated industries—bankers and people in money service businesses—did have concerns about the impact of the new regulations on their operations. We’ll look at those regulations and their impact after a review of the Patriot Act and money laundering.


CRIMINAL SANCTIONS

The Patriot Act created several new money laundering crimes and increased the penalties for some offenses that were already money laundering violations. Some of these actions were taken in response to previous court decisions that had gone badly for the government, and others tightened existing statutes. Specifically, the act does the following:


	Outlaws the laundering of any proceeds from foreign crimes of violence or political corruption

	Outlaws the laundering of proceeds of cybercrime and offenses relating to the support of a terrorist organization

	Outlaws bulk cash smuggling and sets out procedures for the forfeiture of smuggled bulk cash shipments

	Revises the language of 18 U.S.C. §1960 relating to operation of illegal money-transmitting businesses by eliminating the old requirement that the government had to show that the defendant knew the business was operating illegally. Now, anyone who “knowingly conducts, controls, manages, supervises, directs, or owns all or part of an unlicensed money transmitting business” faces criminal liability





BULK CASH SMUGGLING

The smuggling of large shipments of currency into (or, more often, out of) the United States is not an activity frequently associated with terrorist organizations. But since Congress was already making changes to Title 31 to deal with terrorist financing, it addressed a couple of other areas of concern. One of these was bulk cash smuggling, something practiced by large drug trafficking groups.

It was already illegal to fail to report to Customs the movement of a large amount of cash or monetary instruments into or out of the United States, but the Supreme Court’s decision in United States v. Bajakajian, 524 U.S. 321 (1998), prevented the government from forfeiting large amounts of cash for this regulatory or record-keeping violation unless the government could show that the funds were derived from some illegal source. The response was to make the smuggling or shipment of large amounts of currency a separate criminal violation—a felony punishable by 5 years in prison. To effect this change, 31 U.S.C. §5332 was included in the USA PATRIOT Act.

The new law made it a crime to transport or attempt to transport or transfer more than $10,000 in currency or monetary instruments into or out of the United States if the funds are both


	Concealed on the person, in a container, or in a conveyance

	Transported with the intent to avoid the CMIR reporting requirement



See Figure 4.1 for an illustration of how this law works.

Any mode of transportation is covered, including the US mail, Federal Express, UPS, and couriers. These last are especially vulnerable and can be approached for information about the source of the funds and their destination.

This new crime and revisions to the law relating to operation of an illegal money transmitter business are clearly intended to restrict the money launderer’s ability to move funds offshore, where they are easier to conceal, layer, and integrate. Charges have already been brought under this statute, including some involving terrorism financing.



FORFEITURE

In the Patriot Act, Congress wielded the forfeiture hammer with great enthusiasm, creating new types of forfeitures and expanding this technique to permit confiscation of all property of an individual or entity that participates in or helps in the planning of a terrorist act. The government may also now seize any property that is derived from or used to facilitate an act of terrorism. The combined effect of these forfeiture provisions is to increase vastly the financial peril of doing business with terrorists. For individuals, groups, and businesses involved in terrorism, all of their assets, not just the proceeds of some criminal activity, are now at extreme risk. This is particularly significant for charitable organizations and other legitimate concerns, particularly those that are identified as “fronts” for terrorist groups.


[image: ]

FIGURE 4.1 Establishing a 31 U.S.C. §5332 bulk cash smuggling violation.



Some of the procedures put in place under the act include:


	Providing for the seizure of property in the United States that is identified as being connected with a number of foreign crimes

	Providing for domestic enforcement of foreign forfeiture orders

	Providing for seizure of correspondent accounts that are maintained in domestic financial institutions for foreign banks holding forfeitable assets offshore

	Preventing corporate entities from contesting a forfeiture if the principal shareholder is a fugitive

	Increasing American jurisdiction in forfeiture proceedings involving international businesses and individuals overseas



In another forfeiture-related action, Congress created a new criminal offense that prohibited the smuggling of bulk currency shipments. Now, if an individual smuggles or attempts to smuggle large amounts in currency out of the country without reporting the transfer to Customs, that person can be charged with a criminal offense and the entire amount can be seized and forfeited. This was in direct response to a US Supreme Court decision, United States v. Bajakajian, 524 U.S. 321 (1998), in which the court held that such a large seizure of monies not linked to any other crime constituted an unconstitutionally excessive fine in violation of the Eighth Amendment.

These and other provisions will be examined in more detail in the chapter on forfeitures. When taken together, they expanded the scope and impact of forfeiture as a law enforcement tool, even in cases in which terrorism was not a factor.

The long arm of American law now reached much farther, and in the area of correspondent banking, it reached into a sensitive area. It is one of the few parts of the anti-moneylaundering provisions of the act that are at all controversial.

Losing money tends to make bankers very grumpy, and the Patriot Act provisions relating to interbank or correspondent accounts look like a good way for banks to lose money. Because no bank is big enough to have branches everywhere, they open accounts in other banks in places where they or their customers want to do business. Thus, Bank A, located in Beirut, might open a correspondent or interbank account at Bank B in New York City. A customer of Bank A with business in New York could deal with Bank A’s correspondent bank, Bank B, where funds are on deposit.

The Patriot Act now gives the government the ability to seize funds in correspondent accounts if it is unable to get at the customer’s account in the foreign country. Say that an American court orders the forfeiture of the assets of a terrorist in Beirut, and the government knows (through whatever sources it may have) that the terrorist has money in Bank A.

The government tells Bank A to cough up the forfeited assets, but Bank A refuses. Thanks to the Patriot Act, the American government can now tell Bank A, in effect, “Fine, we’ll just take our end out of your correspondent account at Bank B in New York.”

It doesn’t matter that none of the money in that account belongs to the terrorist; that is now Bank A’s problem. It shouldn’t have been dealing with the terrorist in the first place, which is the deterrent intent of the provision. This provision is infrequently used, and it requires special Justice Department approvals, but the threat is a significant deterrent for bankers playing close to the legal line.



REGULATORY ACTION

The Patriot Act has some other provisions relating to interbank or correspondent accounts as well. These involve recordkeeping or disclosures, and most were amendments to the Bank Secrecy Act, which we’ll be looking at in a couple of chapters. Some of the more important of these amendments, most of which relate to the relationships between American banks and banks or individuals offshore, are the following:


Prohibition on US Correspondent Accounts with Shell Banks (31 U.S.C. 5318 (j); Act Section 313)

Under this section, American financial institutions are prohibited from establishing, maintaining, administering, or managing correspondent accounts with “shell banks,” which are foreign banks that have no physical presence in any jurisdiction. There are some exceptions, but for the most part, American banks have to deal with real banks that have a genuine presence somewhere.



Availability of Bank Records

The law also assists law enforcement in obtaining records from American financial institutions—even records from overseas. These sections not only specify what types of records must be made available and how this is to be done, but also spell out the bad things that can happen to banks that don’t provide the information requested. For example, if a federal banking regulatory agency makes a request of a “covered financial institution” (an American bank) for records relating to antimoney-laundering compliance or its customers, the institution has 120 hours to produce the records. This requirement also extends to the records of foreign banks with which the American bank does business as a correspondent. And the bank has to ante up pretty quickly. No more stalling for a couple of years while the diplomats and the lawyers fight it out.

The interesting part of this section is that very unpleasant things can happen to foreign banks that decide not to play ball. In the old days, they might say something like, “Sorry, the secrecy laws of our country don’t allow us to give out information about our customers.” That would have been the end of it for many, if not most, American investigations. Now, though, the rules have changed. Suppose the treasury secretary or the attorney general summons or subpoenas information from a foreign bank relating to an account. Now, the foreign bank has 7 days to pony up. If it does not comply, the Patriot Act gives the federal government the ability to direct an American financial institution to terminate its relationship with a foreign correspondent bank that has failed to comply with a subpoena or summons. If the American bank fails to terminate the relationship within 10 days, it could face civil penalties of up to $10,000 per day. This is serious business for both the American bank and its foreign cousin because the law also requires the American banks to keep records identifying the owners of their foreign correspondents, as well as the name and address of someone in the United States who will accept a subpoena. No more hiding or game playing, and any foreign bank that wants to continue doing business in the United States is going to have to give up the information or see its interbank accounts closed.



Due Diligence for Private Banking and Correspondent Accounts (31 U.S.C. 5318 (i); Act Section 312)

The act requires any financial institution that maintains or manages private banking accounts or correspondence accounts in this country to use due diligence in ensuring that procedures are in place to prevent any money laundering through these accounts. This means that not only do American banks have to have procedures in place to prevent money laundering in their accounts, but they also have to take steps to prevent the kinds of abuses that the government knows take place in correspondent accounts or so-called “private banking.” This is extra work for the banks, but it shuts off an avenue for money launderers who station themselves offshore and work through correspondent accounts to do business in the United States.

Another part of this measure calls for even more due diligence for accounts with correspondent banks in countries that are “noncooperative” with international money laundering controls or that are otherwise known to be especially popular with money launderers. The Treasury Department is supposed to provide additional guidance on what types of suspicious activities might be cause for concern. As for private banking accounts, the ownership and control of these accounts must be identified, suspicious transactions reported, and, if the account holder is a senior political official of a foreign government, the American bank has to take steps to ensure that monies being deposited are not derived from official corruption.



“Special Measures” for Certain Jurisdictions, Financial Institutions, International Transactions, and Accounts (31 U.S.C. 5318A; Act Section 311)

The Treasury Department is supposed to promulgate regulations for American financial institutions that deal with “particular financial institutions operating outside the United States, institutions in particular jurisdictions, types of accounts, and types of transactions, if Treasury determines that such institutions, jurisdictions, accounts, or transactions are of ‘primary money laundering concern.’”



Standards for Verification of Customer Identification (31 U.S.C. 5318(l); Act Section 326)

In this provision, the government requires financial institutions to obtain verification of their customers’ identity before opening an account. This “know your customer” policy seems like common sense, but it’s a real asset for law enforcement, since money launderers and terrorists may use false names or identification documents to open accounts as part of their schemes. The law also permits the government and financial institutions to share information about persons and entities engaged in or suspected of terrorist acts or money laundering activities.



Suspicious-Activity Reporting (31 U.S.C. 5331, Act Section 365)

These sections clarify what types of activities are suspicious, how they are to be reported, and to whom. Some of the key provisions involve safe harbor, which provides confidentiality and liability protection for bank employees that disclose suspicious activities to the government. It also specifically prohibits government employees from disclosing the fact that a Suspicious Activity Report (SAR) has been filed. This is very important for the criminal investigator, who must take steps to conceal the fact that an SAR was filed. In interviewing a suspect, for example, you should not tell the person that “the bank filed a Suspicious Activity Report about your transaction.” Similarly, you should not tell a witness about the existence of an SAR.

The new chapter in this book on financial intelligence will cover SARs in some depth, but they have become important tools in law enforcement’s arsenal against crime and terrorism. SARs are not only filed by financial institutions, but also by money service businesses, casinos and card clubs, and the securities and futures industries. In 2008, the latest year for which FinCEN statistics are available, depository institutions filed 732,563 reports, money service businesses (wire remitters, check cashers, currency exchangers) filed 531,761, casinos and card clubs, 11,162, and the securities and futures industry 15,104. These 1.3 million forms led to criminal investigations of crimes ranging from narcotics trafficking to terrorism financing, as well as mortgage loan, bankruptcy, and other frauds.



Forfeiture of Funds in US Interbank Accounts (18 U.S.C. 981(k); Act Section 319)

This was discussed before. These sections say that if a deposit of funds in a foreign bank outside the United States is subject to forfeiture, and the foreign bank maintains an interbank account at a covered financial institution, US law enforcement can seize the funds in the US account as a substitute for the foreign deposit. It is not necessary to trace the funds in the US account back to the foreign deposit.



Anti-Money-Laundering Program Requirement (31 U.S.C. 5318(g); Act Section 352)

This section imposes a requirement that all financial institutions have a program in place to detect and prevent money laundering within their institution and to ensure that they are in compliance with federal laws and regulations. Banks are required to have a compliance officer and employee training programs in place. Things like “know your customer” and cash transaction reporting procedures fall into these programs, and agencies such as the Federal Reserve Board and the Treasury Department are watching to make sure the banks have their acts in order.

This same law also requires other nonbank financial institutions to maintain similar anti-money-laundering programs, so businesses like currency exchanges and wire remitters have to follow the reporting procedures and collect customer information. The Treasury Department has delayed implementation of this requirement for certain businesses, like auto dealers, precious metals dealers, and real estate brokers, but at some point these entities, too, will have to implement their anti-money-laundering programs and fall into compliance like everybody else that the statute covers.



Filing of SARs by Securities Brokers and Dealers (Act Section 356)

The regulations concerning the securities and futures industries have gone into effect and, as noted previously, the industries are generating substantial numbers of SARs each year. The implementation of this section of the act closes another loophole exploited by people hoping to launder money and provides law enforcement with additional tools for detecting fraud within the industry.



Filing of SARs by Businesses (31 U.S.C. 5331; Act Section 365)

This section requires businesses that had previously been required to file reports of cash transactions exceeding $10,000 also to file the equivalent of a Suspicious Activity Report. Previously, these reports were made to the IRS on a form 8300, which was not available to other law enforcement agencies due to federal law relating to taxpayer privacy. Now, the reports are available through the Financial Crimes Enforcement Network (FinCEN), giving law enforcement another valuable source of financial intelligence.



Penalties (31 U.S.C. 5321, 5322, 5324; Act Sections 353 and 363)

These sections make penalties for violations of the Bank Secrecy Act stiffer, with attention-getting fines of up to $1 million for violations of the new 5318 (i) (due diligence for private banking and correspondent accounts) and new 5318 (j) (accounts with shell banks) sections.



Sunset Provisions

Sunset provisions allow for the repeal of parts of the act if Congress decides they are no longer necessary. These gestures were made in the (probably vain) hope that the “war on terror” would be won someday and the problems of money laundering and terrorist financing would go away. Unfortunately, money laundering is not likely to be vanishing anytime soon, but if it does, Congress can eliminate these new statutes and the regulations that support them.




EFFECTS OF THE USA PATRIOT ACT

So, how have things gone with the Patriot Act and, especially, with the provisions of Title III, the International Money Laundering Abatement and Anti-Terrorist Financing Act of 2001? In a July 2004 document titled “Report from the Field: The USA PATRIOT Act at Work,” the Department of Justice provided a number of examples of enforcement actions and other successes. Some of these did relate to terrorism and the financing of terrorist organizations, but other cases cited were more familiar to law enforcement: child pornography and exploitation, drug trafficking, illegal weapons sales— even a kidnapping and rape case.

The tools provided by the Patriot Act have aided in the capture of fugitives, prevented acts of violence, and quickly resolved complex cybercrimes. They have also been instrumental in the investigation of terrorist plots and disruption of terrorist financing, just as they were intended. Some good examples from the Justice Department’s report follow:


	The amendments to Title 18 U.S.C. §1960, relating to the business of money transmission, were valuable in resolving a case involving the Revolutionary Armed Forces of Colombia (FARC), a terrorist organization as designated by the Department of State. In this case, Libardo Florez Gomez, a money courier suspected of laundering an estimated $1.3 million per month for FARC, was charged with being an unlicensed money transmitter in violation of 18 U.S.C. §1960. Florez Gomez pleaded guilty and received an 18-month sentence in federal prison.

	Similar charges were brought against Mohammed Hussein, a cooperator of a money-transmitting business that accepted over $3 million in customer deposits and wired these to the United Arab Emirates without having a license to do so. Hussein also received an 18-month sentence.

	The new forfeiture provisions relating to bulk currency smuggling were employed against Alaa Al Sadawai, a New Jersey man with connections to a foreign terrorist organization who, with the help of his parents, attempted to smuggle $659,000 in cash out of the United States. The money, found on a commercial airline flight in a box of Ritz crackers, two boxes of baby wipes, and a box of Quaker Oats in Al Sadawai’s father’s suitcase, was seized, and Al Sadawai was convicted of conspiracy.

	In a fraud case, the government successfully used the forfeiture provisions relating to interbank accounts by seizing $1.7 million from the correspondent account of a Belizean bank in the United States. Prosecutors had identified the Belizean bank where James Gibson, indicted for conspiracy to commit money laundering and mail and wire fraud, had deposited proceeds of the fraud schemes. Unable to seize the funds due to obstruction by courts in Belize, a seizure warrant was served on the correspondent account in the United States. The government intends to return the seized funds to victims of Gibson’s fraud.



The conclusion of the Justice Department’s report sums up the role and value of this legislation:


The USA PATRIOT Act has played a vital role in the Department of Justice’s efforts to preserve America’s system of ordered liberty for future generations. Since the Act was passed over two years ago, the Department of Justice has deployed its new authorities urgently in an effort to incapacitate terrorists before they can launch another attack, and, as demonstrated by the examples contained in this report, the Act’s successes already are evident. The USA PATRIOT Act has facilitated the prosecution of terrorists and their supporters across the nation. It has authorized law enforcement and intelligence officers to share information and coordinate with one another. It has provided intelligence and law enforcement officials with the tools they need to fight terrorism in a digital age. It has assisted in curtailing the flow of funds to terrorists and terrorist organizations. And it has helped the Department to combat serious criminal conduct, such as child abduction and child pornography. For all of these reasons, the USA PATRIOT Act has made Americans safer over the course of the past two and a half years, and the Department of Justice fully expects that the Act will continue to enhance the security of the American people in the future.





USA PATRIOT IMPROVEMENT AND REAUTHORIZATION ACT OF 2005

By 2005, when some of the Patriot Act’s provisions were set to expire, Congress and the federal government had a better idea about how the law worked and didn’t work. The sunsetting provisions of the bill gave the legislators a chance to do some fine-tuning, most of which took place in the USA PATRIOT Improvement and Reauthorization Act of 2005, P.L. 109–170. Once again, the sections of the law that related to money laundering and asset forfeiture were not set to expire, but Congress took several steps to expand the law or clean it up to address implementation issues.

Most of the sections we’re interested in are found in Title IV: Combating Terrorism Financing Act of 2005. In this section, Congress expanded the International Emergency Economic Powers Act (IEEPA) that allows the president to impose economic restrictions “to deal with unusual and extraordinary [external] threats to the national security, foreign policy, or economy of the United States.” The important part, for our purposes, is that it allows the government to block assets and prohibit financial transactions with significant narcotics traffickers or people who commit, threaten to commit, or support terrorism.

The law also added Title 18 U.S.C. 1960, which prohibits illegal money transmissions, as a predicate act for the RICO statute. (We’re going to look at this statute in Chapter 5.) Also, the law clarified the jurisdiction of the new Department of Homeland Security in the enforcement of the money laundering laws and described the jurisdiction of the Justice Department, Postal Service, and the National Enforcement Investigations Center of the Environmental Protection Agency in money laundering cases.

Section 404 of the act allows the government to seize property located in the United States or abroad that is connected to any individual or entity “planning or committing an act of international terrorism against a foreign nation or international organization without any further required connection of the property to the terrorist activity other than ownership.” So, anything Osama bin Laden owned could be seized and forfeited—just because he owned it, rather than because he bought it with dirty money or used it as an instrument of some crime.

Another section addresses the hawala remittance systems that are used to channel untold millions of dollars around the world every year. We’ll look at hawalas and other informal value transfer systems in depth in Chapter 24, but in a short version, the hawala relies on communications between related parties to move value. For example, A gives some drug money to B in Pakistan and says he wants the money given to C in London. B calls up his cousin and business partner in London and tells him to give the money to C, which the cousin takes from his bank account in a British bank. As we know from our study of section 1956, the money laundering law makes that first transaction in Pakistan a violation because it was a financial transaction conducted with the proceeds of an SUA. But what about the second transaction in London? That money came from a clean account in a legitimate bank. Section 405 of this act makes it clear that this second, parallel transaction is also a money laundering violation.

There are some other forfeiture-related provisions and the addition of a couple of crimes as Specified Unlawful Activities; the USA PATRIOT Improvement and Reauthorization Act of 2005 can best be described as a housekeeping measure, at least insofar as the money laundering and forfeiture provisions are concerned. This is a fluid environment in which there are going to be changes and improvements all the time. Don’t be concerned, though, that the money laundering and forfeiture sections of the act are going to expire or that Congress will not reauthorize them for political reasons.






5 Money Laundering Forfeiture


What you seize is what you get.

Anonymous




What’s a thousand dollars? Mere chicken feed. A poultry matter.

Groucho Marx



Forfeiture is really the driving force behind money laundering today. You have to look at it from the crooks’ perspective: They are hardly inclined to just give away all that money they worked so hard to steal in the first place. Their answer is to devise schemes to protect it from seizure and forfeiture. Law enforcement, on the other hand, has been getting better at finding and seizing, forcing the criminals to become more sophisticated in response. It is a vicious cycle—one that probably will not end anytime soon.

One countermove in this chess game was the congressional approval in 1986 of statutes permitting civil or criminal forfeiture of assets in money laundering cases. Although the concept was sound, the original law needed some work, and it took a couple of years to make changes clarifying exactly what could be forfeited and how. The law, as amended in 1988, sets out what can be forfeited pursuant to either the civil forfeiture statute, Title 18 U.S.C. §981, or the criminal forfeiture statute, Title 18 U.S.C. §982.

Before we get into these two laws, whose text may be found in Appendix E, we will recap the basic principles behind forfeiture for those criminal investigators who have been in suspended animation since 1975, and we will talk about some of the changes made by the Civil Asset Forfeiture Reform Act of 2000 (CAFRA).

The principle behind forfeiture is ancient and, despite the objections of its detractors, pretty logical and fair: The criminal cannot keep the fruits of his or her crime, nor can the instruments or tools used to commit the crime be allowed to stay in criminal hands. Forfeiture is the legal process by which the government may take those items away.

In the United States, forfeiture often involved the taking of items used to commit or facilitate the commission of crimes. The very first Congress passed measures detailing how vessels used by smugglers could be taken. Historically, other items subject to forfeiture have included such things as trucks driven by bootleggers or airplanes flown by drug traffickers. In theory, these seizures deprived the criminals of the means to commit their crimes and coincidentally made a profit for the government when the items were sold at auction. While it certainly inconvenienced the crook, who now had to go out and buy a new boat or truck in order to stay in business, the profits from a thriving enterprise often made this a small problem that was easily overcome with cold cash—something a successful criminal like pirate Henry Every had lots of.

All this changed when law enforcement began targeting the proceeds of major crimes, particularly those derived from drug trafficking or violations of the Racketeer Influenced and Corrupt Organizations (RICO) Act. Here was where the real money was—thousands, even millions, of dollars in cash, real property, and other assets that truly were the fruits of crime.

Under American law, forfeitures have traditionally been civil in nature—in rem actions against the property itself, rather than against the criminal. This, too, seems logical and fair: Once the principle that criminals should not be allowed to keep the fruits of their crimes is established, the only question is whether those particular fruits are, in fact, crime proceeds. If so, it matters not (or didn’t until CAFRA) where they are or who is holding them: They belong to the government.

In these civil forfeiture proceedings, the government could seize property based upon probable cause to believe that it was subject to forfeiture. The property owner or other interested parties (called “claimants”) could contest the forfeiture by establishing that the property was not legally forfeitable or by raising some other defense to forfeiture. In doing so, the burden was on the claimant to prove his or her case by a preponderance of admissible evidence. The government, of course, presents facts of its own to the contrary, and the court makes a ruling based on the evidence from both sides.

Although the owner of forfeited property might feel punished, the courts have held that civil forfeiture is not a “punishment” as defined by the Constitution; the asset, not the owner, is the subject of the forfeiture action. This eliminates the double jeopardy issue, although the question of whether a forfeiture can be an excessive fine under the Eighth Amendment is a little trickier.

A criminal forfeiture is an in personam action against an individual. In a criminal forfeiture proceeding, the court or jury is asked to find not only the guilt of the defendant but also the “guilt” of his assets. In most cases, the prosecutor will list the assets that have been used by the defendant to facilitate the crime or that have been identified as proceeds and ask that these be forfeited. If the defendant is convicted, a judgment is entered against the property, but, before that happens, the burden of proof is on the government to show beyond a reasonable doubt that the assets should be taken.

A key difference between civil and criminal forfeiture is the concept of substitute assets. In civil cases, only property specifically linked to a crime can be forfeited. I can seize a car bought by a drug dealer with drug proceeds but not one he bought with an insurance settlement. In a criminal forfeiture case, if I cannot find the first car, the courts will let me take the second one as a substitute for it. This is because the criminal forfeiture is an act to punish the criminal, and taking away his or her car—no matter how he or she came by it—does exactly that.

Having established that the basic purpose of forfeiture is to take either bad things away from anybody or good things away from bad people—both worthy enough goals—let’s look at why Congress felt a need to “reform” civil forfeiture.

By 2000, provisions for the seizure of drug proceeds had been in place for almost 20 years, and Congress itself was adding new forfeiture provisions all the time. Two of these were Section 981 and Section 982 of Title 18, both of which allowed for civil and criminal forfeiture of assets in money laundering cases. Civil forfeiture, in particular, had become a very big business and a huge moneymaker for the government. As the drug trade grew, so did profits, many millions of which were grabbed by government investigators. This made the government, particularly the law enforcement agencies, very happy because federal law provided for the use of forfeited money by law enforcement. Police agencies all over the country were supplementing their budgets with monies seized from drug traffickers and other criminals, and a lot of cops (the author included) were driving around in cars formerly owned by people who were now making license plates in the penitentiary.

Some folks were not happy, including the drug traffickers, their friends and families, and, notably, defense attorneys. One can speculate whether the unhappiness of the last group was the result of their clients’ no longer having the funds to pay their legal bills, but, regardless, discontent was growing along with the seizures.

Something else was growing too: the number of iffy seizures. Although the total number of “forfeiture horror stories” is really quite small, the law enforcement focus (forfeiture opponents would say obsession) with forfeiture was generating huge numbers of cases each year. Even if only one case in a thousand was questionable, there were a lot more total cases, and the bad ones had a way of getting publicized. Thus, one story about a New Jersey prosecutor who feathered his nest with seized property or a Memphis gardener whose big roll of cash got seized in an airport had a way of attracting negative attention.

Among those who were paying attention was Congress, whose members liked the extra revenue generated by forfeiture but didn’t like the complaints they were getting from constituents (notably, the very vocal trial lawyers). Some people sincerely believed that civil forfeiture did represent a threat to American liberty; they believed that the government should not be able to take somebody’s property unless that person had been convicted of a crime, should not be able to seize something on an evidence standard as thin as “probable cause,” and should not make the defendant prove the property’s “innocence.”

There were some other concerns, but this is the gist. Congress got into gear and, over some pretty strenuous objections by law enforcement, passed the Civil Asset Forfeiture Reform Act of 2000, which was supposed to change the way the police did business in the forfeiture arena. The new law put into place some strict time limits on police and prosecutors as well as protection for innocent parties, made some changes in the burden of proof, and generally addressed the bigger concerns of those lobbying for change. CAFRA did not kill off or eliminate civil forfeiture, and even today most actions—maybe as many as 80%—are still civil in nature.

One issue not resolved by CAFRA that directly affected forfeiture under money laundering and other statutes was the sticky Eighth Amendment question regarding excessive fines. The Constitution prohibits the imposition of fines that are unreasonable or excessive, an issue that came up in the Supreme Court decision United States v. Bajakajian, 524 U.S. 321 (1998)—a case that began with the forfeiture of over $340,000 in currency that was being taken out of the United States. The law requires the filing of a Currency and Monetary Instrument Report (CMIR) whenever more than $10,000 in cash is brought into or taken out of the country, a requirement overlooked by Mr. Bajakajian. Customs moved to seize all of the funds, and the Supreme Court ruled that taking the entire amount was not proportional to the seriousness of the CMIR reporting offense. Unless the government could show that the funds were connected to some other illegal activity, the court said, the Eighth Amendment prohibited this type of seizure as an “excessive fine.”

Congress hoped that the Patriot Act in 2001 would resolve this question when they enacted Title 31 U.S.C. §5332, making the smuggling of bulk cash shipments a criminal offense, but the question is still up in the air. One thing is certain, though: Other court decisions have consistently held that the seizure of any funds or other assets that have been traced directly to a criminal activity cannot be excessive; see United States v. One 1988 Prevost Liberty Motor Home, 952 F.Supp. 1180 S.D. Tex. (1996). In other words, if law enforcement can prove that the cash is the profits of a crime, it is all forfeitable.


MONEY LAUNDERING FORFEITURE

The passage of statutes aimed at laundered assets is a logical extension of the laws prohibiting money laundering itself. Nevertheless, these laws represented a significant expansion of the government’s forfeiture authority. Previously, forfeiture cases almost exclusively centered on drug trafficking and the tools and fruits of that crime. By 1986, several of the states had extended their forfeiture laws to allow the seizure of the proceeds of other crimes, and the federal government wasn’t far behind. Since 1988, the laws have been amended on a number of occasions to include even more crimes and Specified Unlawful Activities for which property “involved” in money laundering can be seized.

The money laundering forfeiture statutes, found in 18 U.S.C. §981 and §982, track others in federal law by permitting both civil and criminal forfeiture actions. The civil section, 981 (a) (1) (A), provides that any property “involved in a transaction or attempted transaction in violation of Section 5313 (a) or 5324 of Title 31, or of Section 1956 or 1957 of this Title, or any property traceable to such property” is forfeitable to the United States.

So, under this section, all property involved in a money laundering offense, as well as violations of the Bank Secrecy Act involving currency reporting, would be forfeitable. This includes those monies actually laundered, commissions paid to the launderer, and, in many cases, property that facilitates the laundering activity.

How “involved” does the property have to be? Under the Currency Transaction Reports and Currency and Monetary Instrument Reports reporting requirements of Title 31, money not reported is “involved” and can be forfeited; see United States v. Real Property at 874 Gartel Drive, 79 F.3d 918 (9th Cir. 1996). Also, forfeiture of $237,282 in currency under 18 U.S.C. §982 was not excessive under the Eighth Amendment, where currency was seized from defendants by Customs agents after defendants attempted to transport it out of the country without filing appropriate Customs forms, defendants lied to Customs agents, and defendants underreported currency that they were attempting to move outside the United States by tens of thousands of dollars. The defendants also did not establish that the currency was lawful proceeds or was intended to be used for lawful activities; see United States v. Delgado, 959 F.Supp. 1523 (S.D. Fla. 1997).

In Title 18 U.S.C. §1956 and §1957 cases, the proceeds of a Specified Unlawful Activity (SUA) are forfeitable if they are involved in a financial transaction. For example, if I deposit $100,000 in drug proceeds into a bank account under a false name or wire the money to Colombia to buy more drugs, a money laundering transaction has taken place and the $100,000 is forfeitable.

This turns out to be very good news for law enforcement because quite a few of the underlying SUAs have no provisions allowing for forfeiture of proceeds of those crimes. (This is being changed as the Congress moves toward a general forfeiture law.) For the first time, the ill-gotten gains from these crimes can be forfeited. However, you have to have a money laundering violation, and you will have to prove the elements of that offense in order to forfeit the proceeds.

What about commingled funds? After all, the commingling of funds from multiple sources is a common practice in money laundering schemes. This commingling may be part of a plan to conceal the illegal activity, or it may be an integration mechanism. Either way, the SUA proceeds are going to be forfeitable, but courts have held that the entire amount involved in a transaction, whether the amounts are all derived from the SUA or are from some other source, can be forfeited; see United States v. Rodriguez, 53 F.3d 1439 (7th Cir. 1995).

This, too, is good news. Under the other federal forfeiture laws, only the money directly traceable to the illegal activity is forfeitable. For example, under the drug forfeiture statute, 21 U.S.C. 881 (a) (6), only the proceeds of the drug sales can be forfeited. The approach in the money laundering provision is pretty logical, if you think about it, because money laundering schemes so often involve funds from varied sources and business entities.

Another category of property “involved” in a transaction is that exchanged for the SUA proceeds. If I spend my drug money on a new Ferrari, that money is long gone, but the car is still around, and it can be seized. Again, this line of thought can be good for law enforcement, because the entire asset is considered to be “involved” if it is exchanged. What if I spent my $100,000 on stocks instead, and they appreciated in value before they were seized? The entire amount would be forfeited, even if the government got $150,000 for the stocks.

What about the question of facilitation in money laundering cases? Property used to facilitate drug trafficking, such as cars, boats, and airplanes, has always been a big part of those cases. The money laundering forfeiture statutes do not use the word facilitation, so is property that is used to facilitate money laundering transactions considered involved? Most agents would say yes, but the courts do not see things quite so clearly.

In United States v. All Monies in Account No. 9036173, 754 F.Supp. 1467 (D.C. Hawaii 1991), where the government asserted that the account was used to facilitate money laundering operations for a Peruvian drug trafficking operation, all of the funds in a New York bank account were found to be forfeitable. This was found even though §981 does not expressly include the words facilitate or facilitating, because the statute covers property “involved in” illegal money laundering transactions, and legislative history makes it clear that “property involved in” includes property used to facilitate money laundering offenses.

If the property makes the money laundering offense easier or makes it more difficult to detect, it is probably involved (and facilitating). A business used as a front for some illegal operation, without which the financial transaction could not have occurred, would be facilitating property. A car used to drive to the bank to make a currency deposit probably would not. See United States v. One 1989 Jaguar XJ6, 1993 WL 157630 (N.D. Ill. 1993).

If the facilitating property was used to conceal or disguise the transaction, the connection or involvement is clearer. As with magic tricks, many money laundering schemes rely on props to perfect the illusion. The props, whether they are cars in false names or business fronts, are more likely to be seen by the courts as being involved.

This situation comes up in cases involving bank accounts. In one such case, an Immigration Department employee who pleaded guilty to accepting bribes in exchange for fraudulently issuing “green cards” was forced to forfeit contents of two bank accounts to the government under 18 U.S.C. §981, even though some funds in accounts were income from his employment and other legitimate sources. The court agreed with the government that the entire balance of commingled accounts is subject to forfeiture, ruling that it is precisely this commingling of tainted funds with legitimate money that facilitates laundering and enables the schemes to be successful. See United States v. Contents of Account Numbers 20806070 and 2080606812, 847 F.Supp. 329 (S.D.N.Y. 1994).

For another example, consider a video rental business. We already know that if the SUA proceeds are mixed into the daily deposits with those from legitimate rentals, the funds are forfeitable. The business itself may be forfeitable as well since the scheme could not take place without it. See United States v. All Assets of G.P.S. Automotive Corp., 66 F.3d 483 (2d Cir. 1995), in which a business used to sell stolen auto parts and launder proceeds was forfeited under §981. The inventory of videotapes could be considered involved if it can be shown that they were acquired with commingled funds, or if the “dirty” tapes are mixed with the “clean” ones. (I’m referring to how they were bought, not the content!) The whole inventory could be forfeited. See United States v. All of the Inventories of the Businesses Known as Khalife Brothers Jewelry, 806 F.Supp. 648 (E.D. Mich. 1992).

Real property has been forfeited under this theory, such as when SUA proceeds were used to put up a building on some “clean” land. See United States v. Real Property in Mecklenburg County, 814 F.Supp. 468, (U.D.N.C., 1993),aff’d sub nom. United States v. Marsh, 105 F.3d 927 (4th Cir. 1997).

As a general rule, if a “clean” asset is merely incidental and does not do anything to conceal or disguise the activity, it generally is not forfeitable. Section 1957 has no “conceal or disguise” element, so the clean money probably cannot be forfeited under any of the preceding theories—just the dirty.

Let’s analyze why and when you would want to use civil rather than criminal forfeiture. Here are some good reasons to use the civil version:


	You do not need a concurrent criminal case, so assets can be civilly forfeited even if the launderer has not been criminally charged. This is especially useful when the launderer is dead, missing, or a fugitive. Considering the number of false identities or fronts that are used in money laundering schemes, this occurrence isn’t all that uncommon.

	The property was involved in money laundering generally, but specific financial transactions cannot be identified.

	You’ve got property held in the name of a nominee for which insufficient evidence exists to convict, but you can prove money laundering activity.

	In a multiple-count case, you do not need the money laundering conviction, but the interests of justice would be served by forfeiture of the property.





CIVIL FORFEITURE


What Can Be Seized?

The statutory language for the civil forfeiture provisions has undergone some changes over the years as Congress has tinkered with the statute.


Title 18 U.S.C. §981 (Civil Money Laundering Forfeiture)

Any property, real or personal, involved in a transaction or attempted transaction in violation of 18 U.S.C. §1956 or §1957, or 31 U.S.C. §5313 (a) or §5324 (a), or any property traceable to such property, may be seized.



Title 18 U.S.C. §984 (Civil Forfeiture of Fungible Property)

In any in rem forfeiture action, under Title 18 U.S.C. §984, in connection with a violation of Title 18 U.S.C. §1956, §1957, or §1960 or Title 31 U.S.C. §5322 or §5324 (§5324 violations after 9/23/94), initiated within 1 year of the violation, in which the subject property is cash, monetary instrument(s) in bearer form, funds deposited in an account in a financial institution (as defined in Title 18 U.S.C. §20), or other fungible property:


	It shall not be necessary for the government to identify (trace) the specific property involved in the offense that is the basis for the forfeiture.

	It shall not be a defense that the property involved in such an offense has been removed and replaced by identical (untainted) property.






Procedures for Civil Seizures Under §981 (b)

Now that we’re perfectly clear on what can be seized under these statutes, exactly how do we go about seizing it? Most criminal investigators are familiar with the process. Seizures of property involved in a transaction or attempted transaction in violation of Title 18 U.S.C. §1956 or §1957 or of Title 31 U.S.C. §5313 (a) or §5324 (a), or any property traceable to such property, may be accomplished using any of three methods prescribed in §981 (b). These methods are as follows:


	Seizure incident to lawful arrest or search: Title 18 U.S.C. §981 (b) (2) (A)

	Seizures made with a seizure warrant issued pursuant to the Federal Rules of Criminal Procedure (F.R.Cr.P.): Title 18 U.S.C. §981 (b) (2) (B)




Seizure Incident to Lawful Arrest or Search

Property may be seized incident to a lawful arrest or search warrant, or incident to an otherwise lawful search. Most, if not all, federal agencies recommend that their agents obtain a seizure warrant, if only to protect themselves, but some situations may require action without a seizure warrant. Some examples are


	Property that is contraband

	Property that is known to be subject to prior judgment(s) in favor of the United States

	Property that is forfeitable, but that the agent has probable cause to believe will be destroyed, concealed, or removed if it is not immediately seized

	Property that is abandoned and is taken into custody for safekeeping



Money laundering cases usually provide substantial lead time during which agents and prosecutors have advance notice that property may be seized. After all, assets are what they are looking for. This lead time permits us to obtain a seizure warrant that should protect us from civil and criminal liability growing out of seizures that go bad. Do yourself a favor: Plan ahead and get a warrant.



Seizure Made with Seizure Warrant

Title 18 U.S.C. §981 (b) (2) (B) provides that seizures may be made with a seizure warrant issued pursuant to the Federal Rules of Criminal Procedure. This is the most common method used to seize property for civil forfeiture.

Seizure warrants are issued pursuant to Rule 41 of the Federal Rules of Criminal Procedure. As with search warrants, seizure warrants are based upon the probable cause affidavit of a law enforcement officer and issued ex parte by a federal magistrate judge or a district court judge.

If the seizure involves real estate, however, the government must give all potential owners notice and an opportunity to be heard prior to the issuance of a seizure warrant; see United States v. James Daniel Good Real Property, 510 U.S. 43 (1993). Congress specifically included this requirement in CAFRA. You are going to have to have a hearing before you can take somebody’s home.

In money laundering cases, the probable cause for seizures will consist of information about both the financial activity and the Specified Unlawful Activity. Both types of information must be included in the affidavit in support of the seizure warrant.

Remember, though, that much of the information obtained in financial cases comes as a result of grand jury subpoenas and that there are legal restrictions on using this information in civil forfeiture cases. This is an area that should be thoroughly explored with the assistant US Attorney before the seizure warrant is sought.




Administrative Forfeiture Proceedings

Federal law allows for the forfeiture of some property without any judicial involvement, a process known as administrative forfeiture. In this process, the seizing agency is responsible for properly handling the matter, using procedures set forth under the Customs laws and federal regulations. The Customs laws under Title 19 U.S.C. §1602 et seq. are incorporated into Title 18 U.S.C. §981 and provide the statutory basis for the administrative forfeiture process.

Under these procedures, the seizing agency is responsible for notifying any claimants or interested parties of the government’s intent to forfeit the seized property. Those parties are entitled to file a claim for the property; the claim must be accompanied by a cost bond. If this occurs, the administrative forfeiture action is automatically transformed into a judicial proceeding, since the claimant has essentially requested judicial intervention.

If no claim is made, a Declaration of Forfeiture is issued, which has the same force and effect as the Final Decree and

Order of Forfeiture in a judicial case. Title to the property is transferred to the United States of America.

Keep in mind that not all property involved in money laundering offenses can be forfeited through this administrative process. Effective August 20, 1990, under the authority of amendments to Title 19 U.S.C. §1607, the following property may be forfeited through the administrative forfeiture process:


	Any monetary instrument, defined within the meaning of Title 31 U.S.C. §5312 (a) (3), including currency, regardless of its value

	Personal property that has an appraised value of $500,000 or less



Real property forfeitures must always be handled as judicial forfeitures.




SECTION 982 CRIMINAL FORFEITURE

Up to now, we have been talking about seizures that are handled under the civil rules. As we have said, there are advantages to using civil procedure in some cases. There are also advantages to using the alternative—criminal forfeiture under Title 18 U.S.C. §982. Criminal forfeiture requires that the government prove its case beyond a reasonable doubt—the highest standard of proof—and, unlike with civil forfeiture, you have to (a) have a criminal defendant, and (b) convict him or her.

The most significant advantage of criminal forfeiture relates to the substitution of assets. This makes special sense in money laundering cases, since the whole investigation essentially centers on identifying the income and assets of the defendant. At the conclusion of your case, there may very well be one list of assets for which you have probable cause to seize and a second list for which you don’t. Under §982, you may still be able to get the assets in your second list if the defendant has hidden or transferred the forfeited assets.


Criminal Forfeiture Statute: IB U.S.C. §982

Under Title 18 U.S.C. §982, the federal district court, in imposing sentence on a person convicted of a violation of Title 31 U.S.C. §5313 (a), §5316, or §5324, or of a violation of Title 18 U.S.C. §1956, §1957, or §1960, “shall order that person to forfeit to the United States any property, real or personal, involved in such offense, or any property traceable to such property.” The term “traceable to” in 18 U.S.C. §982 (a) (1) has been held to mean that the government must prove by a preponderance of the evidence that the property that it seeks in satisfaction of the amount of criminal forfeiture to which it is entitled has some nexus to property “involved in” the money laundering offense. See United States v. Voigt, 89 F.3d. 1050 (3rd Cir. 1996).

Some property, however, is protected from forfeiture: namely, that involved in a “case of a violation of Title 31 U.S.C. §5313 (a) by a domestic financial institution examined by a Federal bank supervisory agency or a financial institution regulated by the Securities and Exchange Commission or a partner, director, or employee thereof.” This provision essentially means you cannot seize an entire bank just because one of its accounts, or even one of its officers or employees, was involved in a money laundering activity.



What Property Is Subject to Criminal Money Laundering Forfeiture?

The list of offenses for which property is subject to criminal money laundering forfeiture has become extensive. Property that was involved in one or more of the following offenses can be forfeited under Section 982:


	18 U.S.C. §1956

	18 U.S.C. §1957

	18 U.S.C. §1960, effective 10/28/92





The Criminal Forfeiture Process

In criminal forfeiture cases, the property is first indicted, just as a criminal defendant would be. The property is described in a separate forfeiture count in the same indictment that charges the defendant. Because of this marriage with the criminal case, all criminal forfeitures are governed by the Federal Rules of Criminal Procedure.

At the time the property is indicted, it may already be in the government’s possession, having previously been seized civilly, or you may now have to go out and restrain or arrest the property. In either case, the rules for handling the property are somewhat different from those in civil actions.

The authorities for gaining control of the property for criminal forfeiture include:

Temporary restraining order (TRO)—Title 21 U.S.C. §853 (e) (1) provides for a TRO prior to the conclusion of a criminal investigation. You would get a TRO to make sure the property will still be available for forfeiture later. The TRO prevents or restrains anyone from transferring title or encumbering the property with loans or liens. TROs are public records and involve a hearing in court, which may result in premature disclosure of your criminal case.

Seizure warrant—A criminal seizure warrant will be issued upon (a) a showing of probable cause to forfeit the property, and (b) a showing that a temporary restraining order may not be sufficient to assure that the property will be available for forfeiture.

Once you have gained control of or restrained the property, the case must be resolved through a plea or verdict. The ball is very much in the US Attorney’s court at this point, but the investigator should consult on the forfeiture question.

Obviously, in any plea agreement, the forfeiture count plays a part. Negotiations with the defendant will invariably involve the assets and how much or how little he or she will agree to forfeit. Federal law allows for the pursuit of parallel civil and criminal forfeiture actions, something else that must be approved by and coordinated closely with the Assistant US Attorney. In many US Attorneys’ offices, responsibility for these cases is split between the criminal and civil sides of the house, so more than one Assistant US Attorney may be involved.



Substitution of Assets

Another question that will be the subject of consultation with the US Attorney’s office will involve the substitution of assets. Since this is one of the main reasons for employing criminal forfeiture in the first place, it bears a closer look.

The idea behind asset substitution is the fact that the convicted defendant in a criminal case is being punished for his or her actions. One form this punishment can take is separating the criminal from his or her ill-gotten gains. For example, a drug trafficker makes $100,000 from selling cocaine. The government is able to prove this amount, to the satisfaction of a jury, through the defendant’s own records, the statements of coconspirators, and the records of the bank through which the funds were laundered. This money may be forfeited as drug proceeds or as property involved in money laundering under §981 or §982.

If the $100,000 were still in the bank, ripe for the taking, we might get a seizure warrant and go with the civil option. If not and the money is nowhere to be found, the criminal forfeiture option begins to look more attractive. Why? Because once we have an order forfeiting the $100,000, we can forfeit substitute assets. If we can’t find that specific $100,000, no problem—we can substitute any other property the defendant owns (including legitimately owned property), up to the amount of $100,000.

In order to make this scenario possible, Title 18 U.S.C. §982 (b) was revised to incorporate Title 21 U.S.C. §853 (p). Under §853 (p), a substitution of assets can take place if, as a result of any act or omission of the defendant, property subject to forfeiture


	Cannot be located upon the exercise of due diligence

	Has been transferred to, sold to, or deposited with a third party

	Has been placed beyond the jurisdiction of the court

	Has been substantially diminished in value

	Has been commingled with other property that cannot be divided without difficulty



Keep in mind that these actions have to be taken by the defendant; you cannot substitute assets just because you don’t feel like looking for the particular asset that was ordered forfeit.

Members of Congress had some problems with this provision, mostly because it did not strike them as being fair to forfeit the assets of some low-level smurf who handled millions of dollars for somebody else, none of which can now be found. It was conceivable that this person could be convicted of money laundering and ordered to forfeit a couple of million dollars that he or she never really had. So, the substitute assets provision now allows for forfeiture of those assets from a defendant who acted as an intermediary for the money launderer if he or she conducted three or more separate transactions totaling $100,000 or more in any 12-month period.

During the course of your investigation, you will be identifying assets that are owned or controlled by the defendant. Some of these may be traceable to an SUA or involved in the money laundering transactions. This property will be listed in the indictment as property the government is seeking to forfeit.




SPECIAL FORFEITURE ISSUES

Forfeiture law and procedure are constantly evolving. Congress continually studies major reforms or changes to the law and makes minor changes frequently. Case law can be confusing, too, because the law on money laundering forfeitures varies from circuit to circuit.

Because hundreds of millions of dollars in forfeitures take place in the United States each year, this subject has implications for people on both sides of the issue. Many cases, especially those involving money laundering and BSA violations, are hotly contested, in part because the perpetrators may be otherwise “respectable” business people, bankers, attorneys, or citizens.


Preseizure Planning

It is always a good idea to plan ahead, but this is especially true in forfeiture cases, which often involve a lot of people and agencies. Since the enactment of the Civil Asset Forfeiture Reform Act, with its various deadlines and time limits, preseizure planning is even more critical.

Many investigations involve on-the-spot decisions and seizures of property without a warrant or other process. Sometimes agents may have little or no advance notice of the existence of the property or the basis for its seizure. This is not so in most money laundering and financial investigations. Some of these cases may begin with a seizure, as when a courier is apprehended at the bank, but for the most part the agent should have weeks, if not months, to get ready to seize the assets.

One purpose of a financial investigation is to identify assets and link them to their owner. As this process is ongoing, the analysis of financial records will disclose the existence of bank accounts, real property, and other assets. Frequent review of the evidence, in consultation with the prosecuting attorney, will permit decisions to be made about whether to seize the assets now or wait until later.

This review is part of the preseizure planning process. You know you are going to encounter property as a result of the investigation, and you know the law allows you to seize certain property. Why not get ready now?

There is really no excuse for not being ready. More and more agencies are formalizing this whole effort, requiring consultation early and often with a number of interested individuals. At the IRS Criminal Investigation Division, preseizure planning is mandatory, with the involvement of all those who will be handling the seizure, forfeiture, and management of the property.

In federal judicial forfeiture cases, either civil or criminal, the US Attorney’s Office will be responsible for making sure that preseizure planning is complete and timely. In some districts, a forfeiture Assistant US Attorney is designated as soon as a case that might result in forfeitures is brought to the office’s attention.

In administrative forfeiture cases, the agency’s asset forfeiture coordinator, its seized property officer, or the case agent will be responsible for coordinating the preseizure planning. Also included in the planning process are the property management specialists, counsel, and the Assistant US Attorney.

Some seizures are more complicated (and expensive) than others, such as those involving real property, commercial businesses, and anything that eats. In these cases, the preseizure planning will be more comprehensive because arrangements for specialists may be necessary.

Having all this planning done in advance will ensure that when it comes time to take the property into custody, all of the preliminaries will be done and the seizure and forfeiture can be completed as quickly as possible. (This is a good idea because storage costs and other expenses reduce the value of the asset.)



Grand Jury Information in Forfeiture Cases

As a general rule, if information is obtained via the grand jury process or if it is obtained as a result of the grand jury’s authority, the criminal forfeiture provisions under 18 U.S.C. §982 should be used. Obviously, this requires a criminal indictment of the responsible party for violation of 31 U.S.C. §5313 (a) or §5324 (a) or of 18 U.S.C. §1956, §1957, or §1960.

It is possible to use grand jury information in civil cases, but this requires an order under Rule 6 (e). If you are not planning to indict someone immediately, but the property is in jeopardy of being lost, this may be the only alternative.

According to the IRS Asset Forfeiture Manual:


While 18 U.S.C. §981 (b) (1) states that seizures may be made pursuant to a lawful arrest or search, the secrecy provisions relating to grand juries cannot be ignored. It follows that before the property is seized for civil forfeiture, the Grand Jury information justifying such seizure will have to be made public in some fashion that would be sufficient to sustain a civil forfeiture, i.e., an indictment, complaint, Rule 6 (e) order, etc. If grand jury information has been used to obtain an arrest or search warrant, then any seizure of property pursuant to the warrant based upon this information must be seized as evidence of a crime, and not for civil forfeiture purposes. (See Section 9.7.4.5.)



Your Assistant US Attorney will be very cognizant of the need to preserve the secrecy of grand jury material and should be consulted about the need to use this information in an administrative case apart from the criminal investigation. Penalties for abuse of Rule 6 (e) are severe, and a challenge by the defendant’s attorney can be expected.



Non-Grand-Jury Information

So much in a financial investigation is developed through the use of grand jury subpoenas that it may be difficult to separate what is not material covered by Rule 6 (e). The problem is that while any non-grand-jury information can readily be used in a civil forfeiture, little of this information may be available to you.

If you know that you are going to be seeking civil forfeiture of some assets, then administrative subpoenas, summonses, or subpoenas issued under the authority of Title 31 can be used to perfect a civil forfeiture. The problem here is that some agencies have rules against using administrative subpoenas after a grand jury investigation has been initiated. In other cases, agency procedure may require that a second agent, who has no access to the 6 (e) material, be designated to work on the civil forfeiture aspects of the case.

Another option is the use of a financial search warrant. There are drawbacks to this procedure, including the prospect of unwanted disclosure of the investigation. Still, it is something to consider if the information is not readily available otherwise.

Title 12 U.S.C. §3401 et seq. includes some procedures under which law enforcement agencies may obtain records from financial institutions without a grand jury subpoena. These records are required to be “relevant to a legitimate law enforcement inquiry” (e.g., civil forfeiture). The procedure for obtaining information under this section is as follows:


	A formal request is made by the agency head or his or her delegate requesting production of the records from the financial institution. (Note: The definition of “financial institution” is narrower in Title 12 than that in Title 31, but it does include banks, savings and loans, and credit unions.)

	A copy of the request is served on the customer whose information is requested. There are forms for this notification.



If there is reason to believe that the customer notice will jeopardize the investigation, the notification can be delayed upon a showing of good cause. This requires that the case agent prepare an affidavit describing why the investigation would be “seriously jeopardized” by disclosure.

After consultation with the civil Assistant US Attorney, the agent presents the affidavit, application, and any order delaying notification to a US Magistrate Judge or District Court Judge. If approved by the judge, the formal request and any delay of notice order are served on the financial institution. The delay of notice order will prevent the financial institution from disclosing the request for 90 days, and it must be renewed every 90 days. This is something you will want to keep track of, because as soon as your order expires, notification will be made.



Seizure of Real Property

The seizure of real estate is not an uncommon event in money laundering cases. The object of many money laundering schemes is, after all, the acquisition of houses, condos, businesses, and so forth. Not only are these forfeitures more complicated, but they are also controlled by special procedures that have been imposed by the Supreme Court to protect real property ownership rights.

A Supreme Court decision in a Hawaii case, United States v. James Daniel Good Real Property, 510 U.S. 43 (1993), mandated certain procedures in cases involving real property. The Good decision requires the government to give notice to the owner of real property and to afford that person a meaningful opportunity to be heard before the property is seized and taken into government custody.

An alternative to this preseizure hearing is the filing of a lis pendens. The lis pendens is filed in conjunction with a forfeiture complaint or indictment and is a legal notice that advises of a lien or pending action against the property. Because the government has not actually taken physical control of the property, the requirements of the Good decision are not applicable. The forfeiture complaint and lis pendens are supposed to protect the property from being transferred. (In fact, a lis pendens does not prevent the owner from selling the property, but it makes getting clear title much harder for the buyer, which is something that discourages interest in the sale.)

With a lis pendens, no preseizure hearing is required, since the property remains in the control of the owner. This saves the government from having to disclose evidence about its case prematurely, and it has the added benefit of saving the costs that otherwise would be paid for securing the property before it was actually forfeited.

The forfeiture complaint and the lis pendens should be filed as contemporaneously as possible. Your preseizure planning should include determining who will serve the lis pendens, usually the agent or a Deputy US Marshal. Other potential claimants are notified by publication in a newspaper. Some claimants may be identified as a result of a title search, which should precede any real property seizure. This is an essential element of your forfeiture case and should be done professionally early on. The title report will reflect any liens or encumbrances on the property.

Additional considerations in seizing real property may include hazards on the property. Lead-based paint, the presence of hazardous chemicals, and use of the property as a drug laboratory may prevent forfeiture and in any event will cause delays in processing the matter. This should be factored into your preseizure planning.

Real-property seizures are more trouble than other types of seizures, but they are usually worth it. These are very big-ticket items and the objects of many laundering schemes. Your investigation should aggressively seek out any properties owned or controlled by the defendant and attempt to link this property to either the SUA or the money laundering activity.




EQUITABLE SHARING

Assets forfeited in money laundering cases may be disposed of in several ways. One of these involves the sharing of forfeited property with law enforcement agencies that participate in money laundering investigations.

This ability of federal agencies to share the results of forfeiture cases provides a powerful incentive for participation by state and local law enforcement, which may not have their own money laundering or forfeiture provisions in state law. In many cases, state and local agencies provide invaluable assistance, without which money laundering schemes could not be fully explored.

Both the Department of Justice and the Department of the Treasury maintain asset forfeiture funds into which the proceeds of money laundering cases are deposited and from which equitable sharing payments are made. The amounts distributed in this program have increased each year. A high percentage of money laundering cases are task-force or multiagency investigations.

By law, the amount of money distributed after a forfeiture as part of the equitable sharing process is governed by actual participation. The agency that is applying to share in the proceeds of a forfeiture case must have been an active participant in the investigation. Contributions generally involve employee hours, but other considerations include special resources or information that the contributing agency brought to the party.

Application for equitable sharing must be made within 30 days of the date of seizure and must be made to the lead federal agency in the case. The Justice and Treasury Departments have different forms to be used in the equitable sharing application. The agency applying to receive funds must also be registered with the Justice and Treasury Executive Offices for Asset Forfeiture (EOAF and TEOAF, respectively) before the sharing request will be approved.

Equitable sharing is a good way to draw other law enforcement agencies into money laundering investigations, which can be time consuming and require the resources or abilities of several different agencies.

Whether or not assets are shared, the forfeiture is an essential ingredient in a money laundering case. It simply stands to reason that if criminals have enough money to launder, it is money we should be trying to take away from them.

The forfeiture provisions of 18 U.S.C. §981 and §982 may be found in Appendix E.






6 Related Federal Statutes


No brilliance is needed in the law. Nothing but common sense, and reasonably clean finger nails.

John Mortimer, British author (and lawyer)



The American anti-money-laundering effort rests on the three pillars of regulation, compliance, and enforcement. The foundation for these pillars is not just the civil and criminal provisions of the money laundering laws we have already examined. A number of other laws and regulations create the basis for a comprehensive attack on money laundering that aims not only to capture and punish those who violate the law but also to prevent lawbreaking in the first place.

When this chapter was first written in 1999, the American model was almost unique. In the intervening years, governments around the world have used that model as the basis for their own anti-money-laundering regimes, many of which are as comprehensive and effective as the original example. Other nations have some distance to go, and a few are largely part of the problem rather than the solution, but the overall trend is clear.

The network of statutes that combine in America to create a comprehensive anti-money-laundering package is centered on the Bank Secrecy Act (BSA), which we have already looked at to some extent. Other laws provide for record keeping and reporting and set out criminal penalties for acts that money launderers typically incorporate into their various schemes. It is important for investigators to recognize that all of these various statutes can play a part in any money laundering probe, and we should have a clear understanding of how the laws and regulations can help in our investigations.

In the period immediately after the September 11, 2001, terrorist attacks, Congress took a number of steps to enhance the government’s ability to combat money laundering and terrorist financing. A review of the legislation enacted in the wake of 9/11 reaches the surprising finding that most of the changes came not to the criminal money laundering statutes in Title 18, Section 1956 and Section 1957, but rather in such laws as the Bank Secrecy Act. By addressing gaps or holes in the regulatory and compliance components of the antimoney-laundering effort, Congress strengthened the entire structure. Terrorism-related offenses and other crimes were added as Specified Unlawful Activities, but much more mundane issues, such as how and when certain types of financial transactions would be reported, dominated legislation such as the USA PATRIOT Act.

The overall effect has been to increase the role of the private sector greatly—specifically, the financial services industry—in the anti-money-laundering effort. Today, prompted by federal legislation, every bank has at least a BSA compliance officer, if not a fully staffed office. An entire industry has developed to supply financial institutions with the personnel, training and, especially, the computer software to monitor compliance with the BSA and other statutes effectively. In addition to providing employment to a large number of former IRS, FBI, and other federal agents, these compliance programs have made life much more difficult for the would-be money launderer and much easier for the investigator.

The money launderer’s goal is to hide illegal activity and conceal the source and disposition of criminal proceeds. The BSA and related statutes combine to narrow the criminal’s options and complicate the money laundering schemes. The net effect for the investigator is to provide new avenues for investigation, better sources of reliable financial information, and improved methods of tracking the flow of dirty money. Although we have already covered some of these changes in the chapter on the Patriot Act, we need to look at the overall package to get the best idea about how to use these laws to our advantage.


BANK SECRECY ACT

What has become known as the Bank Secrecy Act, Titles I and II of Public Law 91508 (October 26, 1970), was passed by Congress in an effort to assist federal law enforcement agencies in the investigation of illegal activities such as drug trafficking and tax evasion. As the Supreme Court wrote, “Congress recognized the importance of large and unusual currency transactions in ferreting out criminal activity, and desired to strengthen the statutory basis for requiring such reports”; see California Bankers Association v. Shultz, 416 U.S. 21 (1974). Simply put, criminals deal in cash, and because cash leaves no paper trail, Congress created one.

The BSA consists of two major “titles”: one requiring certain records to be maintained by financial institutions and one requiring certain reports to be made by designated parties to the Secretary of the Treasury. In typically complex government fashion, these two titles were placed in different parts of the United States Code.

Title I of the BSA is found in 12 U.S.C., with §1829 (b) and §1953 giving authority to the Secretary of the Treasury to issue regulations requiring certain records to be maintained by financial institutions. The Treasury Secretary also has the opportunity to define “financial institutions,” and this definition has come to include far more entities than banks. Most investigators would never have anything to do with these provisions, except that the law and its regulations describe the records that banks and other entities must maintain. These are exactly the records that we will need to do a money laundering or financial investigation.

Title II of the BSA is found in 31 U.S.C., with §321, §5313 (a), §5314, and §5316 giving authority for the Secretary of the Treasury to require reports of currency and foreign transactions. These reports, such as the Currency Transaction Report (CTR) and Suspicious Activity Report (SAR), provide important leads to illegal financial transactions and document some of the large cash transactions conducted by criminals in their money laundering schemes.

The Internal Revenue Service and the Bureau of Immigration and Customs Enforcement (ICE) share primary responsibility for enforcement of these provisions, but a number of other federal agencies—notably, the Financial Crimes Enforcement Network (FinCEN)—are also involved in regulatory activity. FinCEN has a critical role in collecting the BSA information and in disseminating it to law enforcement.

The IRS is charged by 31 CFR §103.46 (b) (8) with the authority to examine all of those financial institutions that are supposed to be complying with the BSA, except those that are (a) currently examined by federal bank supervisory agencies or (b) brokers or dealers in securities. This includes money transmitters, casinos, and other nonbank financial institutions (NBFIs) or so-called money services businesses. There are quite a few of these. The regulatory breakdown is something like this:




	Responsible Agency

	Number of Institutions (2008)

	Types of Institutions




	IRS Examination Division

	>200,000

	Money services businesses




	US Postal Service

	37,000

	Post offices




	FDIC

	 

	 




	NCUA

	 

	 




	Federal Reserve

	 

	 




	OCC OTS

	16,664

	Banks, credit unions, savings and loans




	SEC

	5,500

	Securities brokers




	Casinos

	350

	Casinos and card clubs






350 Casinos and card clubs

Title 31 is all about reports to the government—who makes them and when and how and under what circumstances. The penalties in Title 31 are all about not filing the reports, and they range from a couple of years in jail to a “death penalty” for financial institutions. Title 31 is several score pages long, and the regulations in 31 CFR are a couple of hundred more. We are not going to delve very deeply into this material. If you are really interested, the law and regulations are available in libraries.

What the title boils down to is those required reports, which number only six:




	Currency Transaction Report

	FinCEN Form 104




	Currency and Monetary Instrument Report

	FinCEN Form 105




	Currency Transaction Report—Casinos

	FinCEN Form 103




	Foreign Bank Account Report

	Treasury Form TDF 9022.1




	Suspicious Activity Report (two versions)

	Treasury forms: TDF 9022.47 and 56




	Report of Cash Payments over $10,000 Received in a Trade or Business






Thousands of report forms required by the BSA are submitted to the Treasury Department every day. Most are the Currency Transaction Report. Far fewer of the other forms are turned in, but the numbers are growing. Table 6.1 sets out the totals for four of the forms from FY 2009.

Sample copies of all of these forms may be found in Appendix D. Before we discuss each one and how it relates to a money laundering investigation, we will examine some definitions to find out who is supposed to be doing the reporting. Bear with me for a couple of pages while we sort this out.

The following are defined in the statute or under Title 31 CFR:

Bank

Each agent, agency, branch or office within the United States of any person doing business in one or more of the capacities listed below:


	(1) A commercial bank or trust company organized under the laws of any state or of the United States;

	(2) A private bank;

	(3) A savings and loan association or a building and loan association organized under the laws of any state or of the United States;

	(4) An insured institution as defined in section 401 of the National Housing Act;

	(5) A savings bank, industrial bank or other thrift institution;

	(6) A credit union organized under the law of any state or of the United States;

	(7) Any other organization chartered under the banking laws of any state and subject to the supervision of the bank supervisory authorities of a state;

	(8) A bank organized under foreign law;

	(9) Any national banking association or corporation.



Broker or dealer in securities

A broker or dealer in securities registered or required to be registered with the Securities and Exchange Commission under the Securities Exchange Act of 1934.

Financial institution

Each agent, agency, branch, or office within the United States of any person doing business, whether or not on a regular basis or as an organized business concern, in one or more of the capacities listed below:


	(1) A bank (except bank credit card systems);

	(2) A broker or dealer in securities;

	(3) A currency dealer or exchanger, including a person engaged in the business of a check casher;

	(4) An issuer, seller, or redeemer of travelers checks or money orders, except as a selling agent exclusively who does not sell more than $150,000 of such instruments within any given 30-day period;

	(5) A licensed transmitter of funds, or other person engaged in the business of transmitting funds;

	(6) A telegraph company;

	(7)

	(i) Casino. A casino or gambling casino duly licensed to do business as a casino or gambling casino in the United States and having gross annual gaming revenue in excess of $1,000,000. The term includes the principal headquarters and every domestic branch or place of business of the casino.

	(ii) For purposes of this paragraph (7)(i), gross annual gaming revenue means the gross gaming revenue received by a casino, during either the previous business year or the current business year of the casino. A casino or gambling casino which is a casino for purposes of this part solely because its gross annual gaming revenue exceeds $1,000,000 during its current business year, shall not be considered a casino for purposes of this part prior to the time in its current business year that its gross annual gaming revenue exceeds $1,000,000.





	(8) A person subject to supervision by any state or federal bank supervisory authority;

	(9) The United States Postal Service with respect to the sale of money orders.





Table 6.1 BSA Compliance


	IRS Form 4789 (CTR)

	14,909,716




	IRS Form 8300

	180,801




	Suspicious Activity Report

	1,321,848




	Report of Foreign Bank and

	276,386




	Financial Account

	 






Source: FinCEN 2009 Annual Report.

Foreign bank

A bank organized under foreign law, or an agency, branch or office located outside the United States of a bank. The term does not include an agent, agency, branch or office within the United States of a bank organized under foreign law.

Person

An individual, a corporation, a partnership, a trust or estate, a joint stock company, an association, a syndicate, joint venture, or other unincorporated organization or group, and all entities cognizable as legal personalities.

Structure (structuring)

For purposes of section 103.53, a person structures a transaction if that person, acting alone, or in conjunction with, or on behalf of, other persons, conducts or attempts to conduct one or more transactions in currency, in any amount, at one or more financial institution(s), on one or more days, in any manner, for the purpose of evading the reporting requirements under section 103.22 of this part. In any manner includes, but is not limited to, the breaking down of a single sum of currency exceeding $10,000 into smaller sums, including sums at or below $10,000, or the conduct of a transaction, or series of currency transactions, including transactions at or below $10,000. The transaction or transactions need not exceed the $10,000 reporting threshold at any single financial institution on any single day in order to constitute structuring within the meaning of this definition.

Transaction in currency

A transaction involving the physical transfer of currency from one person to another. A transaction which is a transfer of funds by means of bank check, bank draft, wire transfer, or other written order, and which does not include the physical transfer of currency is not a transaction in currency within the meaning of this part.

Business day

Business day, as used in this part with respect to banks, means that day, as normally communicated to its depository customers, on which a bank routinely posts a particular transaction to its customer’s account.

Whew! That’s government for you. Two or three lines of verbiage to tell you what a “person” is.


Reports Required by the BSA


Currency Transaction Report

What exactly is the responsibility of all these “banks” and “financial institutions” with respect to this law? It turns out that they are required by the statute to report certain of those transactions in currency, to the Secretary of the Treasury within 15 days of the transaction, on the FinCEN Form 104, formerly the IRS 4789. This form is known as the Currency Transaction Report, or CTR. The CTR is used to report all large cash transactions—anything over $10,000 in currency—every time they occur at the bank. (There are some exceptions for qualifying businesses that are exempt and for government agencies.)

A couple of key points: First, it is the financial institution, not the customer, who is required to prepare and submit the CTR. The bank, not the customer, will be held responsible if the form is not properly prepared and submitted.

Second, in order to complete the form, the financial institution is required to verify and record the name and address of the person presenting a transaction, as well as the identity, account number, and Social Security number or taxpayer identification number, if any, of any person for whom a transaction is to be effected. This verification must be made with some identity document, such as a driver’s license or passport, other than a bank signature card. The purpose, obviously, is to make sure of the customer’s correct identity, taking the anonymity out of cash transactions.

Similar rules apply to the purchase of bank checks, cashier’s checks, money orders, and traveler’s checks. In these cases, the institution is required not only to verify the identification but also to keep a record or log of all cash transactions between $3,000 and $10,000, even though they do not have to be reported.

Under 31 U.S.C. 5325 and 31 CFR 103.29 (revised September 20, 1994), commonly referred to as the “know your customer rule,” financial institutions are not even supposed to conduct these types of transactions unless the customer is known to them (has an account relationship) or information about the person is recorded and kept in the log.

These records have to be kept for 5 years, and multiple purchases on the same day are treated as one purchase. These regulations are aimed directly at smurfs, the money laundering couriers who use financial instruments such as cashier’s checks in amounts under $10,000 to avoid the CTR requirement. This “structuring” of cash transactions is also covered by the regulations and is the subject of criminal penalties as well. It should be noted that banks are getting very good at detecting this type of activity through the use of computer programs that “mine” all of the day’s bank transactions for any suspicious activity.

The effect of the regulations relating to reports by financial institutions is to restrict the use of banks and the like by money launderers. If they are going to do business at these institutions, the criminals will be forced to provide identification information and probably to maintain some sort of banking relationship.

Note that the statute does not prohibit large cash transactions; it just requires that they be recorded or reported, depending on their size. Also, the statute does not “care” where the money came from or whether it is clean or dirty— only that it be reported properly.



Report of International Transportation of Currency or Monetary Instruments

The second report required by the BSA is the Report of International Transportation of Currency or Monetary Instruments, which is made on a Currency and Monetary Instruments Report (CMIR; FinCEN 105, formerly Customs Form 4790). The CMIR is supposed to document every movement of more than $10,000 into or out of the United States, although banks and some other businesses are exempt from filing. All of the statutory provisions in this part of the BSA are enforced by the Bureau of Immigration and Customs Enforcement and the Bureau of Customs and Border Protection; the latter actually collects the CMIR forms from international travelers.

The statute and 31 CFR 103.23 require that each person who physically transports, mails, or ships, or causes to be physically transported, mailed, or shipped, or attempts to physically transport, mail, or ship, or attempts to cause to be physically transported, mailed, or shipped, currency or other monetary instruments in an aggregate amount over $10,000 at one time from the United States to any place outside the United States, or into the United States from any place outside the United States, must file a CMIR.

Additionally, each person in the United States who receives currency or other monetary instruments in an aggregate amount over $10,000 at one time, which have been transported, mailed, or shipped to the person from any place outside the United States with respect to which a CMIR has not been filed, whether or not required to be filed, must file a CMIR stating the amount, date of receipt, the form of instrument(s), and the person from whom it was received.

Note that in the case of the CMIR form, it is the individual conducting the transportation who is responsible for preparing the report, and Customs asks inbound passengers about United States or foreign currency they are carrying. If the amount goes over $10,000, the individual is supposed to fill out the CMIR.

Another noteworthy difference between this provision and that relating to CTRs is that the definition includes “monetary instruments” in addition to currency. These instruments could be any type of negotiable checks, traveler’s checks, or another bearer-type money equivalent. For example, a personal check, written to “cash” and endorsed, would be a negotiable instrument.

CMIR forms are kept by FinCEN and can be obtained by contacting your local ICE office or FinCEN.



Currency Transaction Report by Casinos

The next report is the Currency Transaction Report by Casinos (CTRC; FinCEN Form 103). As its name implies, this is a report prepared and submitted by casino, card club, and gaming operations throughout the United States. 31 CFR 103.22 (a) (2) requires that a casino file a CTRC when a person conducts a currency transaction of more than $10,000 with the casino. The report must be filed with the IRS Detroit Computing Center by the 15th day after the transaction date.

This provision applies to licensed casinos with gross annual gaming revenues in excess of $1 million. Those casinos with gross annual gaming revenues of less than $1 million have to report large cash transactions under §6050I of the Internal Revenue Code (Report of Cash Payments over $10,000 Received in a Trade or Business).

Interestingly, the Department of Treasury has allowed Nevada casinos to file their CTRCs and related records with the Nevada Gaming Control Board, which in turn forwards the reports to the Detroit Computing Center. Everybody else, including Atlantic City casinos, riverboats, and Indian casinos, is supposed to file directly with the IRS in Detroit.

Casinos have long been used for money laundering, and, of course, they do a lot of large cash transactions. One launderer’s technique involves going to a casino, buying a large amount of chips with the dirty money, playing a couple of hands, then cashing the chips in for clean money or even for a check from the casino. Coming in or going out, any transaction like this over $10,000 is supposed to be reported by the casino on a CTRC.

Again, it is the casino, not the patron, who is responsible for filling out and submitting the form. Identification is required, in the form of a driver’s license or passport, and most casinos have these transactions on videotape as well—something you should include in your subpoena.



Foreign Bank Account Report

The Report of Foreign Bank and Financial Accounts (Treasury Form 9022.1), also known as the Foreign Bank Account Report, or FBAR, is required of each United States person who has a financial interest in or authority, signatory or otherwise over one or more banks, securities, or other financial accounts in a foreign country. The report must be filed for each calendar year on or before June 30 of the succeeding year. Like the CMIR, it is the account holder who is responsible for submitting the report to IRS.

Note that a “United States person” is defined as a citizen or resident of the United States, as well as a domestic partnership or corporation or a domestic estate or trust. Persons required to file federal income tax returns must answer the question on the return as to whether or not they had a financial interest in a foreign account.

What this provision means is that any American who has an interest in a foreign bank account must report that fact to the IRS, an action that probably takes all the fun out of having something like a Swiss bank account in the first place. Failure to do so is grounds for criminal sanctions, however. If it comes to light in your case that your suspect has foreign interests, checks should be made to establish whether these interests have been properly reported.



Suspicious Activity Report

Perhaps the most important form, a catchall for suspicious activity of any kind, is known as the Suspicious Activity Report (SAR). Also known as “the form of a thousand numbers,” the SAR was created to replace multiple reports, all with different identifying numbers, filed by several different regulatory agencies, including the IRS, the Federal Deposit Insurance Corporation (FDIC), National Credit Union Administration (NCUA), and the Comptroller of the Currency. All of these agencies had forms that they used to report suspicious or criminal activity, and in a remarkable (for the government) display of unity, the agencies combined, through FinCEN, to create one standard form, the SAR. The report is now processed through FinCEN as the TD F 9022.47.

The purpose of the SAR is deadly serious for those required to file it because any suspicious financial transaction or activity must be reported to the regulatory agency. What is considered suspicious? This is largely left up to the filer, but some things, such as suspected embezzlement, theft by employees, and fraud, are definitely reportable.

The vast majority of SARs are submitted in connection with suspected money laundering activity. Transactions that are suspected of being structured to avoid a reporting requirement account for 80% of the reports made by financial institutions. In other cases, the bank might report a suspicious pattern of deposits and withdrawals or receipt of currency that smelled of marijuana. See Table 25.2 for a frequency distribution of SAR filings by characterization of the suspicious activity they concern, from 2000 through the end of 2009. The information in the chart comes directly from FinCEN’s 2010 report on SAR filings by depository institutions.

The law, as amended by the Patriot Act, provides that no financial institution or employee can be sued for filing an SAR, a policy that encourages suspicions to be reported. The law also treats SARs as confidential communications between the financial institution and the government, something that is to be taken extremely seriously by the criminal investigator. Title 31 U.S.C. §5318 (G) (2) (A) clearly states that disclosure of an SAR is prohibited, which means that it cannot be referenced in a report or affidavit in support of a search warrant, cannot be shown to a witness or to the subject of the report, and cannot be shared with anyone outside the investigation. The same section also prohibits the financial institution from notifying its customer that the SAR was made. Unauthorized disclosure carries a penalty of 5 years in prison and a $250,000 fine (31 U.S.C. §5322), so do yourself a big favor and treat these reports with the confidentiality and respect they deserve.

These forms can be extremely valuable in criminal investigations. Money launderers know that certain transactions will trigger the filing of a CTR or other report and will devise schemes specifically to keep that from happening. SAR filings may show patterns of activity and series of transactions that would otherwise not come to our attention and that may lead to a broader money laundering scheme. Because the financial institutions that file these forms do not tell the customer that they have done so, SARs provide a secret insight into ongoing activity and a great opportunity for the investigator.

Many federal districts now have SAR Review Teams comprising members from various federal law enforcement agencies who go over the SARs and collate them with data from other sources, such as other BSA forms. The results of the analyses may be shared with other law enforcement agencies. FinCEN and the IRS maintain a database for these forms, and they may also be sent to the FBI, the Secret Service, and the regulatory agencies. Much of the chapter on financial intelligence that follows is aimed at the exploitation of the SAR forms.



Report of Cash Payments over $10,000 Received in a Trade or Business

One other form, the Report of Cash Payments over $10,000 Received in a Trade or Business, known as the 8300 Form, needs to be covered. This report was designed to catch a type of large cash transaction that would otherwise have gone unnoticed—those that do not occur in financial institutions but rather in other cash-intensive businesses. This represented a big hole in the paper trail; the point where the dirty cash enters the financial system isn’t always a bank—sometimes it’s a jewelry store or a car dealership or a real estate broker. If the reporting system works properly, that cash is reported when the jeweler or the car dealer deposits it into a bank account, but the question of who provided the money to the merchant would be unanswered.

Because buying “toys” is one of the better parts of being a drug dealer, extortionist, or alien smuggler, large cash transactions involving these people are not exactly uncommon. After all, these criminals “worked hard” for that money, and if they want to spend it on a new Mercedes, well, they think, that’s what the money’s for. After some years of ignoring this phenomenon (pretty obvious, if you think about it), Congress fixed things by passing an amendment to the Internal Revenue Code in 1984 that required the reporting by trades or businesses of all large cash transactions.

Title 26 §6050I was actually recommended by the American Institute of Certified Public Accountants—not as a tool for criminal law enforcement, but rather as a means to identify taxpayers with large cash incomes. This is why it started out in the Internal Revenue Code, instead of the BSA.

The law requires that any person engaged in a trade or business who receives in the course of that business more than $10,000 in cash in one transaction, or a series of two or more related transactions, make a return to the Secretary of the Treasury. Regulations prescribed that this return be on IRS Form 8300 and filed within 15 days of the date of the transaction.

Notice the difference in terms used: §6050I uses “return,” whereas the BSA forms are “reports.” That’s because §6050I is a tax statute. The difference is important because of the confidentiality of tax returns, including 8300 forms. Basically, once that return got to the IRS, it could not be shared or disclosed outside the IRS, which meant a lot of good law enforcement leads—drug dealers’ buying cars with cash, smugglers’ paying for boats, and crooks’ paying for their lawyers—never led anywhere.

The 9/11 terror attacks put a stop to that situation. Recognizing the need for this type of information to be available more widely, Congress included in the Patriot Act an amendment to the BSA (31 U.S.C. §5331) that essentially duplicates the filing requirement in the tax code. Now, any transaction over $10,000 is reported on FinCEN Form 8300 and can be disseminated to law enforcement officers who need to know. This applies to any 8300 form filed after 12/31/2001.

What trades or businesses are required to file the return? The requirement applies to all trades or businesses that are not designated as financial institutions by the BSA. This includes car dealerships, pawnbrokers, dealers in precious metals, jewelers, travel agencies, boat dealers, real estate agents, escrow companies, aircraft dealers, loan companies, credit card systems, and attorneys, along with just about anybody else in the Yellow Pages that isn’t a bank.

If any of the preceding entities receives more than $10,000 in cash in the course of business, the firm is supposed to report that fact within 15 days. This applies only to regular business transactions. If I am a jeweler and I sell my personal car for $12,000 in cash, I don’t have to report that fact.

If multiple cash transactions are related, these are to be reported as such as soon as they go over $10,000. This provision kicks in if someone goes to a car dealership and makes an initial down payment of $7,000 in cash and then comes back a few days later with the balance of $5,000.

“Cash” can be not only coin and currency but also foreign money, cashier’s checks under $10,000, bank drafts, traveler’s checks, and money orders, if those financial instruments are used to buy travel, durable consumer goods such as cars, or collectibles.

Services are included, which is something that did not make the defense attorneys very happy. As things stand, they are not exempt from filing the 8300 form, even though they have claimed the attorney–client privilege protects this information. The court reaction to this claim has been generally negative. In United States v. Goldberger and Dubin, 935 F.2d 501 (2nd Cir. 1991), two New York law firms filed 8300 forms that withheld information about the person providing the money, claiming disclosure violated the privilege and the Sixth Amendment right to counsel. The court did not agree, saying the clients were free to pay by some means other than cash.

In another case, a Florida attorney was indicted on BSA violations after he structured deposits into his firm’s client trust account. The court emphasized the attorney’s duty to abide by the BSA regulations relating to the source of the funds. See United States v. Belcher, 927 F.2d 1182 (11th Cir. 1991).

The information required on the 8300 form is similar to that on a CTR. It includes the following:


	Name, address, and taxpayer identification number of the person from whom the cash was received

	Name, address, and taxpayer identification number of the person on whose behalf the transaction was conducted

	The amount of cash received

	The date and nature of the transaction



Not nearly as many 8300 forms as CTRs are filed with the IRS each year. This raises interesting questions. For example, what are we to infer if a bank reports $4 million in deposits from a car dealership on 200 CTRs, but the dealership does not file any 8300 forms? It is certainly possible that the dealership is receiving large amounts of cash from its customers and not reporting this fact as required. This example illustrates the original purpose of this statute: the completion of the paper trail for large cash transactions. The bank is doing its job and properly reporting the cash deposits, but the trail is not complete unless the dealership holds up its end.

Penalties for violation of this statute are linked to those in the Internal Revenue Code for failing to file a tax return (26 U.S.C. §7203) and causing a false return to be filed [26 U.S.C. §7206(1)], as well as to the Bank Secrecy Act. The penalty for each violation is up to 5 years in prison. Civil penalties can also be levied against violators, potentially taking the profit out of those big-ticket sales.

A number of cases have been made under this section, generally with the IRS as the lead agency. Businesses not in compliance have included car dealerships, jewelers, and attorneys. In the grand scheme of money laundering enforcement, these cases do not represent a big piece of the action, but two potential benefits should be considered. First, those conducting the transactions at the businesses are criminally liable for their conduct, which may well represent an incentive for them to assist in the investigation of the money laundering itself. Second, information from the 8300 form may be used in establishing wealth or income. Court decisions have held that evidence of unexplained wealth can be used, even when the money cannot be directly traced. See United States v. Magano, 543 F.2d 431 (2nd Cir. 1976), and United States v. Jackskion, 102 F.2d 683 (2nd Cir. 1939), cert. denied, 307 U.S. 683 (1939).




Business Registration

That’s it for the forms, but the BSA is also about regulating industries that engage in financial services. For example, the act contains some provisions for the registration of businesses that engage in money transmission.

According to 31 U.S.C. §5330 (September 23, 1994), any person who owns or controls a money transmitting business (licensed with any state or unlicensed) must register the business with Treasury by March 21, 1995, or within 180 days beginning on the date of being established, by providing


	The business name and location

	The name and address of each person who either owns or controls the business, is a director or officer of the business, or otherwise participates in the conduct of the affairs of the business

	The name and address of any depository institution where the business has a transaction account

	An estimate of the business volume in the coming year (to be reported annually)

	Any other information requested by Treasury regulation



Section 5330 also requires that a money transmitting business maintain a list of the names and addresses of all persons authorized to act as its agent and make the list available to any appropriate law enforcement agency.

Under §5330, “money transmitting business” means any business, other than the United States Postal Service, that provides check cashing, currency exchange, or money transmitting or remittance services; issues or redeems money orders, traveler’s checks, and other similar instruments; is required to file reports under 31 U.S.C. §5313; and is not a depository institution.

The term “money transmitting service” includes accepting the currency or funds of any country and transmitting such (or the value thereof) by any means through a financial agency or institution, a Federal Reserve Bank or other facility of the Board of Governors of the Federal Reserve System, or an electronic funds transfer network.

These businesses and currency exchanges, many of which are also regulated by the states, are considered nonbank financial institutions and are regulated by the IRS Examination Division. They are required to keep certain records of their business, just as banks are, and to report large cash transactions, just as banks would. Customer identification is required for transactions over $1,000. The business must record the customer’s name and address (and passport number or TIN unless the funds are received by mail or common carrier); transaction date and amount; and currency name, country, and total amount of each foreign currency.


Penalties Under Title 31

Punishment for violation of Title 31 includes criminal and civil penalties. Forfeiture may be an option in some cases as well. Violations of Title 31 are codified in Titles 12 and 31 of the United States Code, and 31 CFR 103.47 and 103.49 prescribe civil and criminal penalties. Title 12 is the civil and criminal statutory authority for the record-keeping requirements, and Title 31 is the civil and criminal statutory authority for the reporting requirements of currency and foreign transactions.

The criminal penalties for willful violations of the reporting requirements [31 U.S.C. §5322 (a) and (b)], except for reports required for foreign currency transactions (31 U.S.C. §5315) and “structuring” transactions to evade reporting requirements (31 U.S.C. §5324), are as follows:


	A fine up to $250,000 or up to 5 years in prison, or both

	A fine up to $500,000 or up to 10 years in prison, or both, when the violation is committed while violating another federal law or is part of a pattern of any illegal activity involving over $100,000 in a 12-month period



Structuring transactions to evade reporting requirements is dealt with in 31 U.S.C. §5324. The following are prohibited under 31 U.S.C. §5324 (a):


	To cause or attempt to cause a domestic financial institution to fail to file a CTR, or fail to make a log entry for purchases of bank checks and drafts, cashier’s checks, money orders, and travelers checks over $3,000

	To cause or attempt to cause a domestic financial institution to file a CTR, or make a log entry for purchases of bank checks and drafts, cashier’s checks, money orders, and travelers checks over $3,000, that contains a material omission or misstatement of fact

	To structure or assist in structuring, or attempt to structure or assist in structuring, any transaction with one or more domestic financial institutions




	31 U.S.C. §5324 (b) prohibits a person to fail to file a CMIR or attempt to cause a person to fail to file a CMIR; to file or cause or attempt to cause a person to file a CMIR that contains a material omission or misstatement of fact; or to structure or assist in structuring, or attempt to structure or assist in structuring, any importation or exportation of monetary instruments. CMIR violations are within the jurisdiction of the Bureau of Immigration and Customs Enforcement.

	31 U.S.C. §5324 (c) (1) and (2) exclude a “willfulness” requirement to show a violation under §5324 (a) or (b) and provide the following criminal penalties:




	A fine in accordance with Title 18, or up to 5 years in prison, or both

	A fine for twice the amount provided in 18 U.S.C. §3571 (b) (3) or (c) (3), or up to 10 years in prison, or both, when the violation is committed while violating another federal law or is part of a pattern of any illegal activity involving over $100,000 in a 12-month period



Failure to maintain records is covered in 12 U.S.C. §1956 and 1957. Penalties are as follows:


	Whoever willfully violates any regulation relating to records to be maintained under 12 U.S.C. Chapter 21, Financial Recordkeeping, shall be fined not more than $1,000, or imprisoned not more than 1 year, or both.

	12 U.S.C. §1957 increases the penalty to a fine of not more than $10,000, or imprisonment for not more than 5 years, or both, when the violation is committed in furtherance of the commission of any other felony under federal law.



In addition to criminal sanctions, civil penalties can be assessed for violation of the following sections:


	31 U.S.C. §5321 (a) (2): failure to file a CMIR, or filing a CMIR with a material omission or misstatement.

	A person who does not file a CMIR or files a CMIR with a material omission or misstatement may be assessed an additional civil penalty, in addition to a penalty under 31 U.S.C. §5321 (a) (1), up to the amount of the monetary instrument involved, to be reduced by the amount of any related forfeiture.

	31 U.S.C. §5321 (a) (3): failure to file a report related to foreign currency transactions. Anyone who does not file a report related to foreign currency transactions may be assessed a penalty up to $10,000.

	31 U.S.C. §5321 (a) (4): structuring of transactions. A person who willfully structures transactions in violation of §5324 (a) and (b) may be assessed a penalty up to the amount of the currency or monetary instruments involved, to be reduced by the amount of any related forfeiture.

	31 U.S.C. §5321 (a) (5): willful violations related to reports and record-keeping requirements for foreign financial accounts and transactions (excluding foreign currency transactions). A person who willfully fails to file a FBAR or files a FBAR with a material omission or misstatement, or does not make and retain records for interests in foreign financial accounts, may be assessed a penalty not to exceed the greater of the amount equal to the account balance at the time of the violation (up to $100,000) or $25,000.

	31 U.S.C. §5321 (a) (6): negligent violation of any reporting or record-keeping requirement of Title 31. A penalty of up to $500 may be assessed on any financial institution that negligently violates any reporting or record-keeping requirements of Title 31 and of up to $50,000 for a pattern of negligent activity by a financial institution.

	31 U.S.C. §5330 (e): failure to register a money transmitting business. A $5,000 penalty may be assessed for each time that a person fails to comply with the registration requirements for money transmitting businesses under §5330.

	12 U.S.C. §1955: willful violation of record-keeping requirements. Any person or partner, director, officer, or employee of a domestic financial institution who willfully or through gross negligence violates any regulation under 12 U.S.C. Chapter 21, Financial Recordkeeping, may be assessed a penalty up to $10,000.





Investigations Under Title 31

The two agencies that will have the most interest in these violations will be the Internal Revenue Service and the Bureau of Immigration and Customs Enforcement. Because it is their jurisdiction, any violations of these statutes should be brought to their attention and a joint investigation undertaken. This makes practical sense, too, because these agencies will have access to the computerized databases containing the various reports. Both agencies have developed profiles and methods of analyzing these data that can be used to further Title 31 cases.

The BSA is aimed at the placement stage of the money laundering cycle, where the launderer is most vulnerable to detection. It is here that the bulk of currency is reduced in size or changed in form. The BSA addresses every avenue by which this placement can occur, by requiring that reports of the activity be submitted.

The BSA has gotten stronger since 1970 and was further improved after 9/11. Although compliance was poor in the period up through 1985, things changed as Congress and law enforcement became more conscious of the money laundering threat. Banks, in particular, have developed a whole new attitude toward currency reporting, aided by provisions such as that enacted in 1994, which provided for revocation of a bank charter for violations of the BSA. This “death penalty” is a real threat that no legitimate banking operation can afford to ignore.

The IRS and other regulatory agencies spend considerable time and energy promoting compliance among the financial institutions required to file reports. This effort, along with enforcement actions, has forced launderers away from banks and toward NBFIs or to direct currency movement offshore. It seems likely that continuing law enforcement attention to the BSA will prompt other changes, but it is still incumbent on us to use the tools provided by this statute.

The information is certainly there. More than 14 million CTRs are filed each year, with the number increasing annually. The number of SARs—1,321,848 in 2009—is also growing, and investigators have observed trends in money laundering operations that indicate improved compliance by financial institutions and earlier detection of laundering schemes. New exemptions in the regulations will have the effect of decreasing the numbers of bank transactions in which the CTR is required to be filed, but you will probably agree that 15 million forms represent a lot of information about bank customers and transactions.

Obtaining this information and using it properly are the goals of Title 31 investigations. One important consideration is the possibility that a money launderer might qualify under this act to be a nonbank financial institution, a wire transmitter, or a money service business. If so, the BSA regulations and statutory provisions would apply to this person. Each scheme you encounter that deals with the movement, transfer, or transportation of funds should be examined to determine whether the operator is functioning as an NBFI or other enterprise that should be regulated.

The Bank Secrecy Act works as advertised. It puts a severe crimp in the ability of criminals to use the most efficient entities—banks—in money laundering schemes. It forces them either to expose themselves or to violate the law if they want to accomplish their schemes. It provides law enforcement with tools for detecting the placement of laundered funds, and it documents many of the large cash transactions that would previously have been anonymous.

When it is combined with the money laundering statutes, as Congress intended, and with laws against the underlying SUAs, Title 31 can be a real aid in your investigations.
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RACKETEER INFLUENCED AND CORRUPT ORGANIZATIONS ACT

Another federal statute relating closely to the money laundering laws is Title 18 U.S.C. Sections 1961, 1962, and 1963: the Racketeer Influenced and Corrupt Organizations Act (RICO).

As you might guess from the title, RICO is directed at organizations or, as the statute defines them, racketeering enterprises. Since its enactment, RICO has been used against many enterprises that do not fit the conventional notion of organized crime. The act defines an enterprise to include individuals, partnerships, corporations, associations, other legal entities, and any union or group of individuals associated in fact although not a legal entity (the Mafia, for instance) that is engaged in or the activities of which affect interstate commerce.

That’s painting with a pretty broad brush, which is apparently what Congress wanted, since the courts have upheld RICO convictions against gangs, syndicate leaders, corrupt public officials, drug dealers, labor unions, and a lot of other folks who got together to commit some crime.

The law addresses the enterprise affecting interstate commerce, rather than the criminal activity itself. This is an important distinction, especially in money laundering cases, because laundering schemes so often employ those legal entities just defined to affect their objectives. For this reason, you should look for any overlap between RICO and the money laundering statutes when you are putting your case together.

The enterprise can affect interstate commerce through what the act calls “a pattern of racketeering activity” consisting of at least two acts of racketeering activity within 10 years. (Note that this can extend the effective statute of limitations on federal crimes by quite a bit.)

Racketeering acts include the following:


	Any act involving murder, kidnapping, gambling, arson, robbery, bribery, extortion, dealing in obscene matter, or dealing in a controlled substance that is a felony under state law

	Specific violations of federal law, including money laundering, violations of the BSA, and mail and wire fraud, among others

	Labor offenses in Title 29 U.S.C.

	Securities fraud in Title 11, or narcotics crimes in Title 21



If an enterprise exists and the racketeering activity (also known as predicate offenses) is confirmed, RICO prohibits four types of conduct:


	Acquisition of an enterprise with illegal funds obtained through a pattern of racketeering activity or the collection of an unlawful debt

	Acquisition of an enterprise through a pattern of racketeering or the collection of an unlawful debt

	Use of an enterprise through a pattern of racketeering activity or the collection of an unlawful debt

	Conspiracy



In the first instance, dirty money is used to acquire the enterprise, as when drug money is used to buy a business front. In the second, illegal means are used to acquire the enterprise. This would occur when a business is acquired through fraud, extortion, or possibly through money laundering. The third conduct involves use of an enterprise in any illegal fashion. In a money laundering scheme, a RICO violation could occur if the business were used to launder the funds.

RICO is a very powerful statute because of its wide application. It carries potential 20-year prison terms for violations, huge fines, and forfeiture provisions as well. Because the list of predicate offenses is so long and the definition of “enterprise” is so broad, RICO will apply to many money laundering schemes. In fact, RICO and money laundering are practically joined at the hip, since money laundering is one of RICO’s predicate acts and the RICO predicates are all Specified Unlawful Activities under the money laundering statute.

Special approval may be needed to prosecute RICO cases, most of which are processed through Strike Force attorneys in the US Attorney’s Office. If you are investigating a money laundering scheme that involves an enterprise as defined by RICO, you may want to look into prosecuting this charge as well.



ILLEGAL MONEY TRANSMITTER BUSINESSES

Title 18 is another statute that underwent some radical changes with the passage of the USA PATRIOT Act. Title 18 U.S.C. §1960 (a) formerly stated that “whoever conducts, controls, manages, supervises, directs, or owns all or part of a business, knowing the business is an illegal money transmitting business, shall be fined in accordance with this title or imprisoned not more than 5 years, or both” (emphasis mine).

I emphasized the “knowing” part of the statute because proving this element turned out to be trickier than Congress anticipated when it included it. As you can imagine, those charged came in saying things like, “Gee, officer, I didn’t know my boss never registered” or “I thought for sure somebody filled out the proper forms.”

After October 26, 2001, however, “whoever knowingly conducts, controls, manages, supervises, directs, or owns all or part of an unlicensed money transmitting business, shall be fined in accordance with this title or imprisoned not more than 5 years, or both.” This change meant that the government could focus on what the person actually did: operate a business that was unlicensed.

We still have to show either that the business was not licensed in “a State where such operation is punishable as a misdemeanor or a felony under State law” or that it failed “to comply with the money transmitting business registration requirements under Section 5330 of Title 31, United States Code.” And it no longer matters whether or not “the defendant knew that the operation was required to be licensed or that the operation was so punishable.”

The government also has the option of showing that the funds transmitted were known to the defendant to have been derived from some criminal activity or were intended to be used to promote or support the unlawful activity.

In addition, the definition of “money transmitting” is pretty broad, including “transferring funds on behalf of the public by any and all means including but not limited to transfers within this country or to locations abroad by wire, check, draft, facsimile, or courier.” That last part is important because it may be possible in some cases to charge bulk currency shippers and others who are moving large sums of cash across state lines or internationally with violations of this statute.

The transmission of funds by wire is a common tactic employed by money launderers. Getting large amounts of dirty money placed with a business that can instantly move the funds anywhere in the world is a dream come true. Killing that dream is why Congress passed a law making sure those in the money transmitting businesses played by the rules.

The way things now stand, wire transmitters are supposed to be registered with the Treasury Department and regulated by the IRS, as are other nonbank financial institutions, such as currency exchange businesses and casinos. All are required to abide by Title 26 and Title 31 cash reporting requirements, as well as by regulations pertaining to record keeping and the identification of their customers.

Title 18 was aimed directly at such informal value transfer (IVT) systems as the Chinese fei chi’en, the hundi, and particularly the hawala, which are known to transmit very large amounts of money under extremely secret circumstances. Almost none of these IVT systems are actually licensed as the law requires, and all are potentially subject to Section 1960—if you can find them.

There have been some prosecutions under this statute, both stand alone and as part of wider money laundering or financial cases. The penalty of 5 years is not severe, but that isn’t really the point. The objective of the statute, when combined with the Bank Secrecy Act, is to regulate these businesses and make sure that they are reporting cash transactions in the placement stage of money laundering operations.

This section would be especially applicable in a case in which a professional money launderer was assisting in the transmission of money overseas and charging a commission for these services. That launderer would also be considered a nonbank financial institution by the BSA and would be subject to these provisions as well.



INVESTMENT OF ILLICIT DRUG PROFITS

Title 21 U.S.C. §854 prohibits the investment of illicit drug profits. This provision reads:


It shall be unlawful for any person who has received any income derived, directly or indirectly, from a violation of this subchapter or subchapter II of this chapter punishable by imprisonment for more than one year in which such person has participated as a principal within the meaning of section 2 of Title 18 to use or invest, directly or indirectly, any part of such income, or the proceeds of such income, in acquisition of any interest in, or the establishment or operation of, any enterprise which is engaged in, or the activities of which affect interstate or foreign commerce. A purchase of securities on the open market for purposes of investment, and without the intention of controlling or participating in the control of the issuer, or of assisting another to do so, shall not be unlawful under this section if the securities of the issuer held by the purchaser, the members of his immediate family, and his or their accomplices in any violation of this subchapter or subchapter II of this chapter after such purchase do not amount in the aggregate to 1 per centum of the outstanding securities of any one class, and do not confer, either in law or in fact, the power to elect one or more directors of the issuer.



The penalty for violation is a fine of up to $50,000 and a prison term up to 10 years, and the definition of “enterprise” is similar to that in the RICO act.

The purpose of this section is obviously to prevent drug traffickers from using their dope money as leverage to obtain control of businesses and corporations. This statute is quite similar to the money laundering statutes, in that you will have to prove two key elements: the investment or transaction, and the illegal source of the funds.

Also of note is the phrase “establishment or operation of, any enterprise.” This implies that if a drug trafficker were to use or invest drug money in the continuing operation of an enterprise, this, too, would be a violation. Thus, the creation of a front business or the operation of an established front would constitute a violation, even if drug money were being used only to pay the rent or utility bills.

Where the law differs somewhat from the money laundering statutes is that no intent to do anything is required, but merely the “use or investment” of the money in the first place. In contrast, in §1956 (a) (1), the launderer must intend to promote the SUA, evade taxes, conceal his or her interest, or avoid a reporting requirement.

Which statute to use? It probably depends on the facts. If none of the four intents can be proved and if drug sales are the underlying crime, this section might be the preferred alternative. It’s something to consider.



FALSE STATEMENTS

False statements are an essential part of money laundering schemes, thanks primarily to the BSA. Most criminals aren’t wild about the idea of putting accurate information into a report that’s going to the IRS or Customs. The statutes recognize this problem by making it a crime to cause the filing of a false report, but other statutes can come into play in money laundering cases as well.

One of these is Title 18 U.S.C. §1001, relating to fraud and false statements generally. This statute states the following:


	Except as otherwise provided in this section, whoever, in any matter within the jurisdiction of the executive, legislative, or judicial branch of the Government of the United States, knowingly and willfully

	falsifies, conceals, or covers up by any trick, scheme, or device a material fact;

	makes any materially false, fictitious, or fraudulent statement or representation; or

	makes or uses any false writing or document knowing the same to contain any materially false, fictitious, or fraudulent statement or entry;

	shall be fined under this title or imprisoned not more than 5 years or both.







All of the forms that are required under the BSA are exactly the types of “matter within the jurisdiction of the executive” that the law covers. For example, if a smurf used false identity documents to purchase cashier’s checks or to establish an account with a bank or NBFI, this act could be charged as a violation of §1001. It might also be a violation to make a false statement to a federal agent who was investigating a money laundering or BSA violation, such as a bank employee or wire transmitter agent.

A big brother of this statute is 18 U.S.C. §1005, which relates to fraud and false statements in bank entries, reports, and transactions. Where §1001 carries a 5-year penalty, §1005 brings an attention-getting 30-year sentence and $1 million fine. The section reads in part:


Whoever with intent to defraud the United States or any agency thereof, or any financial institution referred to in this section, participates in or shares in or receives (directly or indirectly) any money, profit, property, or benefits through any transaction, loan, commission, contract, or any other act of any such financial institution

Shall be fined not more than $1,000,000 or imprisoned not more than 30 years, or both.



A related provision, §1014, relates to loan and credit applications generally. It reads in part:


Whoever knowingly makes any false statement or report, or willfully overvalues any land, property or security, for the purpose of influencing in any way the action of.. . a Federal Reserve bank, a small business investment company, a Federal credit union, an insured State chartered credit union, any institution the accounts of which are insured by the Federal Deposit Insurance Corporation, the Office of Thrift Supervision, any Federal home loan bank.. . upon any application, advance, discount, purchase, purchase agreement, repurchase agreement, commitment, or loan, or any change or extension of any of the same by renewal, deferment of action or otherwise, or the acceptance, release, or substitution of security therefor, shall be fined not more than $1,000,000 or imprisoned not more than 30 years.



This statute essentially means that a false statement on a loan application can result not only in being declined for the loan but also in a long stretch in the federal joint. Both of these sections are designed to protect banks and the taxpayers who insure deposits at those banks. False statements are rather common on loan applications, however, as people adjust their income figures to whatever level they think will assure them of the loan.

Submission of false documents is also not uncommon in bank transactions. Many banks require copies of income tax returns for 3 years to accompany a mortgage loan application. These returns may be faked to show more income in order to qualify for the loan. Another scheme is the listing of a false source of income, such as an employer, when none exists. The applicant might even arrange with an associate to show the applicant “on the books” as an employee, in case the bank asks.

What is the relationship to money laundering? If the launderer has submitted false documents in connection with his or her activities, there may come a point in your investigation when you might like to direct the person’s attention to the 30-year penalty. This could have an effect on his or her willingness to cooperate in exposing other members of the organization or the higher-ups.






7 International Money Laundering Control


This is the night Mail, crossing the Border Bringing the cheque and the postal order.

W. H. Auden, British poet (from an ad for the British postal service)




For my part, I travel not to go anywhere, but to go. I travel for travel’s sake. The great affair is to move.

Robert Louis Stevenson, Travels with a Donkey



In the world of modern money laundering, Stevenson’s romantic view of travel has been somewhat superseded. The money getting laundered in today’s global economy can definitely take some long and roundabout trips, but not just for travel’s sake.

Money laundering has gone international in a major way. Capital flight, money from criminal enterprises, and the looted treasuries of nations join every day with the billions of dollars in international commerce. Separating the licit from the illicit has not always been a priority among all nations, but this situation is beginning to change.

If the change is slow, it is because the recognition that dirty money has immense power to corrupt has come slowly to places where laissez-faire capitalism is cheerfully practiced. In business and banking centers around the world, especially those that actively solicit international business, the prevailing philosophy has always been, as one banker put it, “There is no dirty money or clean money, only money.” This attitude, together with a desire to protect the privacy of banking customers, led to the creation of bank secrecy and tax havens around the world.

Times change, and as the technology has advanced to speed the transfer of funds between nations, governments have acted to put the brakes on. Ironically, much of this action comes as even more launderers seek out the shelter of foreign jurisdictions for their funds. As money laundering statutes and the threat of forfeiture increased the pressure on drug traffickers in the United States, anywhere offshore started to look better and better.

Certain places looked better than others. Switzerland, with its rock-solid stability and strict secrecy provisions, was the early favorite in the offshore money sweepstakes. Closer to much of the action in the Americas were Switzerland clones such as Panama, the Bahamas, the Netherlands Antilles, and the Cayman Islands. Money from ten thousand scams disappeared into these places, where the laws were specifically written to accomplish exactly that disappearance.

Attempts by American law enforcement to penetrate bank secrecy were met with a standard official response: “Our law forbids release of that information without the customer’s permission.” The unofficial response was that the problem was an American one and that the source of the money was of no concern to a banker in another country.

When the latter, unofficial view began to change, change in the former one followed, though not exactly at the speed of light. Bankers are pretty proud of both their status in the community and their reputations, which are almost never enhanced by close association with drug smugglers and fraud artists. One international institution, the Bank of Credit and Commerce International (BCCI), became known informally but rather widely as the Bank of Crooks and Criminals International. Not only did this association sting the bankers’ pride, but it caused governments, through their central banks and regulatory authorities, to take a much harder look at the activities of institutions like BCCI.

The unsurprising (from an American point of view) outcome was the conclusion that maybe dirty business wasn’t always in the best interests of the country receiving that business. This shift in attitude was helped along by two other factors. First, the United States, still the world’s largest economy and the source of a lot of legitimate offshore investments (along with some not so legitimate ones), began taking a greater interest in the offshore movement of drug money.

By the 1970s and 1980s, much more of the drug trade was being run from offshore havens, and that’s where the money was going. Government agencies, notably DEA and Customs, were being frustrated in their efforts to track this money and were making demands on the State, Justice, and Treasury Departments to secure more cooperation from foreign governments. Not always happily, the American government began diplomatic attempts to get more access to information from foreign countries. Some of these efforts resulted in Mutual Legal Assistance Treaties (MLATs)—bilateral agreements between governments to permit release of other-wise secret information in certain cases. Diplomatic pressure could get intense, and American displeasure with money laundering was cited in at least one instance in which diplomatic pressure gave way to military action: the 1989 invasion of Panama.

On the “carrot” side of the equation was the other factor that aided in the shift of attitudes: the increasing use of forfeiture in criminal cases and the willingness of the American government to give cooperative foreign governments a share of the assets forfeited from offshore locations. Since 1989, when the first international asset sharing took place, the United States has transferred well over $100 million abroad to foreign governments such as the Bahamas, the Cayman Islands, Costa Rica, Colombia, and the United Kingdom. Somewhat ironically, given its early role in the whole secrecy business, Switzerland has been the recipient of the most money shared in this fashion (over $25 million to date), and it is currently America’s biggest overseas forfeiture partner.

After a not always enthusiastic start, international cooperation in anti-money-laundering efforts has picked up steam. As we’ll see, this new attitude toward dirty money is manifested in many ways, such as treaties, bilateral and executive agreements, closer law enforcement cooperation, and the work of international organizations such as the United Nations and INTERPOL.

Most of this activity takes place at diplomatic levels far above the heads of the law enforcement officers laboring in the trenches on a financial case. Why even discuss something that we investigators have little power to control? Mainly because these activities are a sign that the landscape is changing, and that the old truism that, if your case went offshore, it was as good as dead is no longer so true.

We’ll look at some of the ways international cooperation has aided in money laundering cases in the past, and we’ll see how information can be obtained under a Mutual Legal Assistance Treaty.

Things aren’t as bad as they used to be, although almost nobody’s money laundering statutes are as effective as those in the United States (Australia’s, maybe, and the United Kingdom is catching up fast). The chances of obtaining foreign cooperation in your case are better than ever before.


INTERNATIONAL ORGANIZATIONS

Several international organizations have been created or assigned to deal with the money laundering threat. These groups tend to address the legislative or diplomatic questions relating to the issue, although at least one is more closely related to the law enforcement end of things.


INTERPOL

TheInternationalCriminalPoliceOrganization(INTERPOL), headquartered in France, functions as a means for exchanging information about crime and criminals among its 168 member nations. Each member state coordinates activity with INTERPOL through a National Central Bureau (NCB), which is where your request for INTERPOL assistance should be forwarded.

INTERPOL has taken an aggressive stance toward money laundering and asset forfeiture, developing model legislation for member states, assisting with the implementation of antimoney-laundering programs, and providing training in these areas to interested parties. INTERPOL also works with governments and private groups, such as bankers, to put effective money laundering control measures in place. Strategic and tactical intelligence on drug trafficking and related crimes is processed through subdivisions at INTERPOL.

The United States government is working through INTERPOL and other organizations to obtain an international agreement for the collection of information on large cash transactions—a sort of global CTR/CMIR system. The crisis of terrorist financing has definitely stimulated INTERPOL and governments around the world to faster action on this front.



United Nations

The United Nations Narcotics Convention of 1988, also known as the Vienna Convention, requires that signatory nations make money laundering a criminal offense, as well as an extraditable one. Article 7 of the Convention also requires that signatories provide assistance and cooperation in resolving such matters. There is no enforcement mechanism, but the Convention requires that the signing governments change their laws to comply with the agreement. Quite a few governments have not signed the Convention, including some that are major financial and bank secrecy centers.

In the article relating to mutual legal assistance, the signatories agree to provide “the widest measure of legal assistance in investigations, prosecutions, and judicial proceedings,” including the following:


	Taking evidence or statements from persons

	Effecting service of legal documents

	Executing searches and seizures

	Examining objects and sites

	Providing information and evidentiary items

	Providing originals or certified copies of relevant documents and records, including bank, financial, corporate, or business records

	Identifying or tracing proceeds, property, instrumentalities, or other things for evidentiary purposes



By signing the Convention, a government is pledging its cooperation in drug-related money laundering investigations, at least in theory. The United Nations has also used a number of expert group studies to evaluate global drug trafficking and money laundering patterns and to make recommendations about possible responses.



British Commonwealth

The British Commonwealth countries include a number that have historically been associated with money laundering activity. Some have deliberately created legislation to solicit flight capital or banking customers seeking the highest degree of secrecy.

In a series of Commonwealth initiatives, member nations have established a Commonwealth Scheme for Mutual Assistance in Criminal Matters, which directly attacks international money laundering activity. The individual members are pledged to assist each other in criminal investigations to include identifying, locating, and assessing the value of property believed to have been derived or obtained directly or indirectly from, or to have been used in or in connection with, the commission of an offense and believed to be within the requested country.

Forfeiture has become a major issue within the Commonwealth, and provisions for the confiscation of the proceeds of crimes such as drug trafficking are now on the books in many Commonwealth nations.



Financial Action Task Force

The Financial Action Task Force (FATF), an international organization formed in July 1989 by the G7, is composed of the seven largest industrialized nations (the United States, Canada, Britain, Germany, France, Italy, and Japan), the European community, and eight other nations.

The FATF has analyzed international money laundering and examined a number of alternatives or remedies that the member states could adopt to curb the activity. The task force has issued a series of reports recommending changes in legislation regarding criminal law, banking regulations, and international cooperation. Most recently, the FATF has concentrated not only on money laundering but also on terrorist financing, and it has made new recommendations concerning that activity.

The first task force report, FATF I, recommended that members do the following:


	Criminalize money laundering

	Include other offenses besides drug trafficking as money laundering predicates

	Require banks to “know their customers” and to identify people conducting bank transactions

	Adopt currency transaction reporting requirements to track cash transactions

	Develop mechanisms for reporting and tracking suspicious transactions



Following the September 11, 2001, terrorist attacks, the FATF issued eight Special Recommendations on Terrorist Financing. These complement the first 40 recommendations regarding money laundering, and suggest that countries do the following:


	Ratify United Nations conventions regarding terrorist financing

	Make provisions for reporting suspicious transactions that relate to terrorist financing

	Criminalize terrorist financing and make provisions for the seizure of terrorist assets

	Pass laws to license and regulate persons involved with so-called informal value transfer systems, which bypass normal wire transfer networks

	Review and, if necessary, strengthen laws that prevent misuse of the nonprofit and “charitable” organizations that have served in the past as fronts for terrorist groups



FATF has also sponsored regional cooperative efforts, including the Caribbean FATF, that have involved a number of governments with strong bank secrecy provisions in the area. The United States has been very active in FATF; its delegation is headed by the Deputy Secretary of the Treasury. The Financial Crimes Enforcement Network (FinCEN) also participates in FATF programs.

In its assessment of drug-related money laundering, the FATF made a number of interesting conclusions, based on what was probably the first really international assessment of the problem. The following is excerpted from the Report of the Financial Action Task Force on Money Laundering (Paris, February 7, 1990):


It would be impossible to list the entire range of methods used to launder money. Nevertheless, the Task Force reviewed a number of practical cases of money laundering.

It stated that all of them share common factors, regarding the role of cash domestically, of various kinds of financial institutions, of international cash transfers, and of corporate techniques. These common factors indicate clearly where the efforts of the fight against money laundering should focus...

The form of the money obtained through drug trafficking must be changed in order to shrink the huge volumes of cash generated: unlike the proceeds of some other forms of criminal activity, drug cash usually comes in the form of large volumes of mixed denomination notes, and at least in the case of heroin and cocaine, the physical volume of notes received from street dealing is much larger than the volume of the drugs themselves.



Drug criminals are faced with major difficulties when in possession of large amounts of cash and when large transactions cannot be performed in cash without arousing suspicion. A completely cashless economy where all transactions were registered would create enormous problems for the money launderers. Similarly, a rule that cash transactions were illegal above a certain amount for all but certain types of businesses regularly operating in cash would also create problems for launderers.

The report goes on to note that the role of banks is critical in money laundering schemes and that, in international operations, the use of unregulated banks or “letter box companies” provides launderers with opportunities. The report states:


Drug dealers must conceal the true ownership and origin of the money while simultaneously controlling it. To this end, they can use various corporate techniques:

Offshore companies can be used by launderers in ways other than simply as depositories for cash. Launderers can set up or buy corporations, perhaps in a tax haven using a local lawyer or other person as a nominee owner, with an account at a local bank. They can then finance the purchase of a similar business at home through a loan from their corporation abroad (or the bank), in effect borrowing their own money and paying it back as if it were a legitimate loan.

The technique of “double invoicing” can be used whereby goods are purchased at inflated prices by domestic companies owned by money launderers from offshore corporations which they also own. The difference between the price and the true value is then deposited offshore and paid to the offshore company and repatriated at will. Variants of the “double invoicing” technique abound.

All these techniques, however, involve going through stages where detection is possible. Either cash has to be exported over a territorial frontier and then deposited in a foreign financial institution or it requires the knowing or unknowing complicity of someone at home not connected with the drug trade, or it requires convincing a domestic financial institution that a large cash deposit or purchase of a cashier’s check is legitimate. Once these hurdles have been cleared, the way is much easier inside the legitimate financial system.

Hence, key stages for the detection of money laundering operations are those where cash enters into the domestic financial system, either formally or informally, where it is sent abroad to be integrated into the financial systems of regulatory havens, and where it is repatriated in the form of transfers of legitimate appearance



This analysis forms the basis for FATF’s understanding of the problem, and actions taken by the group in response are addressed to these factors. Because the member nations have such economic and political clout, the FATF has the potential to be a leader in international money laundering control efforts.



Organization of American States

The Organization of American States (OAS), formed in 1890, comprises 32 nations in North and South America and the Caribbean. A regional InterAmerican Drug Abuse Control Commission (CICAD) was formed in 1986 to examine measures that could be taken against the drug trade. These measures eventually addressed money laundering activity, and a series of recommendations were made for member states to use in drafting legislation and regulations.

One of the results of the OAS initiative was a set of Model Regulations on Crimes Related to Laundering of Property and Proceeds Related to Drug Trafficking. Within these model regulations are forfeiture provisions, a requirement that financial records be made available in criminal cases involving drug money laundering, and requirements that financial institutions report large and suspicious transactions.



The Egmont Group

The Egmont Group is an association of Financial Intelligence Units (FIUs) from countries around the world. FIUs are intended to be the collectors and custodians of information about suspicious financial transactions, money laundering activity, and terrorist financing. The group was created 10 years ago to promote the sharing of information between FIUs. America’s representative to the Egmont Group is FinCEN.

Over 100 FIUs are currently represented, and other countries are in the process of signing up. The FATF’s 40 recommendations state that countries should establish FIUs and take other measures to prevent money laundering and to cooperate in anti-money-laundering efforts. As the following list shows, quite a few countries that are often thought of as

money laundering havens are participating to some degree in the Egmont Group:

Afghanistan

Financial Transactions and Reports Analysis Center of Afghanistan

Albania

Drejtoria e Pergjithshme e Parandalimit ter Pastrimit te Parave (DPPPP)

General Directorate for the Prevention of Money Laundering (GDPML)

Andorra

Unitat de Prevenció del Blanqueig (UPB)

Money Laundering Prevention Unit

Anguilla

Money Laundering Reporting Authority (MLRA)

Antigua, W. I.

Office of National Drug and Money Laundering Control

Policy

Argentina

Unidad de Información Financiera (UIF)

Armenia

Financial Monitoring Center (FMC)

Aruba

Meldpunt Ongebruikelijke Transacties—Ministerie van

Financiën (MOT-Aruba)

Reporting Center for Unusual Transactions

Australia

Australian Transaction Report & Analysis Centre (AUSTRAC)

Austria

Bundeskriminalamt (A-FIU)

Bahamas

Financial Intelligence Unit (FIU)

Bahrain

Anti-Money Laundering Unit (AMLU)

Barbados

Financial Intelligence Unit (FIU)

Belarus

Departament Finansovogo Monitoringa Komiteta Gosudarstvenogo Kontrolya Respubliki Belarus

Financial Monitoring Centre

Belgium

Cellule de Traitement des Informations Financières/Cel voor Financiële Informatieverwerking (CTIF-CFI)

Financial Information Processing Unit

Belize

Financial Intelligence Unit (FIU)

Bermuda

Financial Intelligence Agency (FIA)

Bosnia & Herzegovina

Financijsko Obavjestajni Odjel (FOO)

Financial Intelligence Department (FID)

Brazil

Conselho de Controle de Atividades Financeira (COAF)

Council for Financial Activities Control

British Virgin Islands

Financial Investigation Agency (FIA)

Bulgaria

Financial Intelligence Directorate of National Security

Agency (FID)

Cameroon

Agence Nationale d’Investigation Financière (ANIF)

National Agency for Financial Investigation (NAFI)

Canada

Financial Transactions and Reports Analysis Centre of Canada/Centre d’Analyse des Opérations et Déclarations Financières du Canada (FINTRAC/CANAFE)

Cayman Islands

Financial Reporting Authority (CAYFIN)

Chile

Unidad de Análisis Financiero (UAF)

Colombia

Unidad de Informacion y Analisis Financiero (UIAF)

Cook Islands

Cook Islands Financial Intelligence Unit (CIFIU)

Costa Rica

Unidad de Análisis Financiero (UAF)

Instituto Costarricense sobre Drogas (ICD)

Côte d’Ivoire

Cellule Nationale de Traitement des Informations Financières de Côte d’Ivoire (CENTIF-CI)/National Unit for the Processing of Financial Information in Côte d’Ivoire

Croatia

Anti-Money Laundering Office (AMLO)

Curacao

FIU Curacao

Meldpunt Ongebruikelijke Transacties (MOT)/Unusual Transactions Reporting Centre

Cyprus

Unit for Combating Money Laundering (MOKAS)

Czech Republic

Financní analytický útvar (FAU-CR)

Financial Analytical Unit

Denmark

SØK/Hvidvasksekretariatet Stadsadvokaten for Særlig Økonomisk Kriminalitet/Hvidvasksekretariatet (HVIDVASK)

State Prosecutor for Serious Economic Crime/Money Laundering Secretariat

Dominica, W. I.

Financial Intelligence Unit

Egypt

Egyptian Money Laundering Combating Unit (EMLCU)

El Salvador

Unidad de Investigacion Financiera

Estonia

Rahapesu Andmeburo/Money Laundering Information Bureau

Fiji Islands

Financial Intelligence Unit, Reserve Bank of Fiji

Finland

RAP

Keskusrikospoliisi/Rahanpesun selvittelykeskus

National Bureau of Investigation/Financial Intelligence Unit

France

Traitement du renseignement et action contre les circuits financiers clandestins (TRACFIN)

Unit for Intelligence Processing and Action Against Illicit Financial Networks

Georgia

Saqartvelos Finansuri Monitoringis Samsaxuri

Financial Monitoring Service of Georgia (FMS)

Germany

Zentralstelle für Verdachtsanzeigen—Financial Intelligence Unit

Gibraltar

Gibraltar Co-ordinating Centre for Criminal Intelligence and Drugs/Gibraltar Financial Intelligence Unit (GCID GFIU)

Greece

Foreas Arthrou 7 N.2331/95 Hellenic Anti-Money Laundering and Anti-Terrorism Financing Commission (HAMLC)

Grenada

Financial Intelligence Unit (FIU)

Guatemala

Intendencia de Verificación Especial (IVE) Special

Verification Intendency

Guernsey

Financial Intelligence Service (FIS)

Honduras

Unidad de Informacion Financiera (UIF)

Hong Kong

Joint Financial Intelligence Unit (JFIU)

Hungary

Central Criminal Investigations Bureau of the Hungarian

Customs & Finance Guard Hungarian Financial

Intelligence Unit

Iceland

Ríkislögreglustjórinn (RLS)

Unit of Investigation and Prosecution of Economic and Environmental Crime in Iceland

India

Financial Intelligence Unit-India (FIU-IND)

Indonesia

Pusat Pelaporan dan Analisis Transaksi Keuangan (PPATK)

Indonesian Financial Transaction Reports and Analysis Centre (INTRAC)

Ireland

An Garda Síochána/Bureau of Fraud Investigation (MLIU)

Isle of Man

Financial Crime Unit (FCU-IOM)

Israel

Israel Money Laundering Prohibition Authority (IMPA)

Italy

Banca d’Italia—Unità di Informazione Finanziaria (UIF)

Financial Intelligence Unit

Japan

Japan Financial Intelligence Center (JAFIC)

Jersey

FCU-Jersey States of Jersey Police—Joint Financial Crimes Unit

Kyrgyz Republic

Financial Intelligence Service of the Kyrgyz Republic (FIS) Latvia

Kontroles dienests, Noziedîgi iegûto lîdzeklu legalizâcijas novçrsanas dienests (KD)

Control Service—Office for Prevention of Laundering of Proceeds Derived from Criminal Activity

Lebanon

Special Investigation Commission (SIC)

Fighting Money Laundering

Liechtenstein

Einheit für Finanzinformationen (EFFI)

Lithuania

Finansiniu Nusikaltimu Tyrimo Tarnyba Prie Lietuvos Respublikos Vidaus Reikalu Ministerijos Pinigu Plovimo Prevencijos Skyrius Financial Crime Investigation Service (FCIS) Under the Ministry of the Interior of the Republic of Lithuania

Luxembourg

Cellule de Renseignement Financier (FIU-LUX)

Macau

Gabinete de Informação Financeira (GIF)

Financial Intelligence Office

Macedonia

Ministerstvo za Finansii-Direkcija za Sprecuvanje na Perenje Pari

Money Laundering Prevention Directorate (MLPD)

Malawi

Financial Intelligence Unit (FIU-Malawi)

Malaysia

Unit Perisikan Kewangan, Bank Negara Malaysia (UPWBNM)

Malta

Financial Intelligence Analysis Unit (FIAU)

Marshall Islands

Domestic Financial Intelligence Unit (DFIU)

Mauritius

Financial Intelligence Unit (FIU)

Mexico

Unidad de Inteligencia Financiera (UIF)

Financial Intelligence Unit

Moldova

Office for Prevention and Control of Money Laundering

Monaco

Service for Information and Monitoring of Financial Networks

Mongolia

СанхYYгийн мэдээллийн алба

Financial Information Unit of Mongolia (FIU-Mongolia)

Montenegro

Administration for the Prevention of Money Laundering

Netherlands

Financial Intelligence Unit-Nederland (FIU-Netherlands)

New Zealand

NZ Police Financial Intelligence Unit

Nigeria

Nigerian Financial Intelligence Unit (NFIU)

Niue

Niue Financial Intelligence Unit

Norway

OKOKRIM/EFE—Enheten for finansiell etteretning

The National Authority for Investigation and Prosecution of Economic and Environmental Crime—The Money Laundering Unit

Paraguay

FIU—Secretaria de Prevención de Lavado de Dinero o Bienes (SEPRELAD)

Peru

Unidad de Inteligencia Financiera del Peru (UIF)

Financial Intelligence Unit of Peru

Philippines

Anti Money Laundering Council (AMLC)

Poland

Generalny Inspektor Informacji Finansowej (GIIF)

General Inspector of Financial Information

Portugal

Unidade de Informação Financeira (UIF)

Qatar

Qatar Financial Information Unit (QFIU)

Republic of Korea

Korea Financial Intelligence Unit

Republica de Panama

Unidad de Analisis Financiero

Romania

Oficiul Nacional de Prevenire si Combatere a Spalarii Banilor (ONPCSB)

National Office for the Prevention and Control of Money Laundering

Russia

Federalnaja Sluzhba po Finansovomu Monitoringu / Federal

Service for Financial Monitoring (FSFM)/ Rosfinmonitoring

San Marino

Agenzia di Informazione Finanziaria (AIF)

Financial Intelligence Agency (FIA)

Saudi Arabia

Wehdat Altahariyat Al Maliyah

Saudi Arabia Financial Investigation Unit (SAFIU)

Senegal

Cellule Nationale de Traitement des Informations Financières

National Financial Intelligence Processing Unit (CENTIFSENEGAL)

Serbia

Uprava Za Spreèavanje Pranja Novca

Administration for the Prevention of Money Laundering

Singapore

Suspicious Transaction Reporting Office (STRO)

Slovakia

Spravodajská jednotka finacnej polície Úradu boja proti organizovanej kriminalite (SJFP UBPOK)

Financial Intelligence Unit of the Bureau of Organised Crime

Slovenia

Urad RS za Preprecevanje Pranja Denarja

Ministrstvo za Finance

Office for Money Laundering Prevention (OMLP)

South Africa

Financial Intelligence Centre (FIC)

Spain

Servicio Ejecutivo de la Comisión de Prevención de Blanqueo de Capitales e Infracciones Monetarias (SEPBLAC)

Executive Service of the Commission for the Prevention of Money Laundering and Monetary Infractions

Sri Lanka

Financial Intelligence Unit

St. Kitts and Nevis

Financial Intelligence Unit

St. Lucia, W. I.

Financial Intelligence Agency

St. Vincent and the Grenadines

Financial Intelligence Unit

Sweden

Finanspolisen Rikskriminalpolisen (FIPO)

National Criminal Intelligence Service, Financial Unit

(NFIS)

Switzerland

Meldestelle für Geldwäscherei, Bureau de communication en matière de blanchiment d’argent, Ufficio di comunicazione in materia di riciclaggio di denaro

Money Laundering Reporting Office-Switzerland (MROS)

Syria

Combating Money Laundering and Terrorism Financing Commission (CMLC)

Taiwan

Anti-Money Laundering Division (AMLD)

Thailand

Anti-Money Laundering Office (AMLO)

Turkey

Mali Suçlari Arastirma Kurulu (MASAK)

Financial Crimes Investigation Board

Turks and Caicos Islands

Royal Turks and Caicos Islands Police Force Financial

Crime Unit (FCU)

Ukraine

State Committee for Financial Monitoring of Ukraine (SCFM)

United Arab Emirates

Anti-Money Laundering and Suspicious Cases Unit

(AMLSCU)

United Kingdom

Serious Organised Crime Agency (SOCA)

United States

Financial Crimes Enforcement Network (FinCEN)

Uruguay

Unidad de Información y Análisis Financiero (UIAF)

Information and Financial Analysis Unit

Vanuatu

Financial Intelligence Unit (FIU)

Venezuela

Unidad Nacional de Inteligencia Financiera (UNIF)



Other Initiatives

In addition to those cited in the preceding list, other regional international initiatives have taken place with a view toward money laundering control. Some of these are


	Gulf Cooperation Council

	European Community

	Caribbean Drug Money Laundering Conference

	Caribbean Community and Common Market

	Basle Committee on Banking Regulation and Supervisory Practices

	Asian Development Bank Money Laundering Initiatives






IMPACT ON LAW ENFORCEMENT

The impact of all this attention is that, as nations around the world become more aware of the problem, their laws and procedures for dealing with the problem change. Whereas, once, money going to the Cayman Islands may as well have been going to the moon as far as law enforcement was concerned, there are now mechanisms in place all over the world for information—and even the money itself—to be retrieved. Surprisingly, some of the biggest players in the money laundering arena are now on the law enforcement team—at least with respect to certain crimes. Switzerland, a model of bank secrecy for decades, has assisted in the recovery of financial information and the tracing of laundered proceeds.

As more nations pass laws against money laundering, the chances that your suspect will be prosecuted for that crime in a foreign country increase. And, with countries that have extradition treaties, the addition of a money laundering crime as an extraditable offense means that your chances of getting the launderer back are also improved.

Another possibility is that laundered assets seized overseas in a joint investigation with an American law enforcement agency could be equitably shared with that agency. So far, most of the international asset sharing, which is a part of almost all the agreements discussed before, has gone the other way. A typical case involves criminal activity in the United States that generates proceeds that are moved to a foreign country, such as Switzerland. When these assets are traced, the Swiss seize them on the American initiative. When the forfeiture case is concluded, the Swiss apply for a share of the proceeds—which, by agreement, is 50%—and the case is concluded.



OBTAINING INFORMATION FROM ABROAD

In another chapter we will discuss some of the means whereby information is obtained; however, because the emphasis in all of these international initiatives has been mutual legal assistance, this chapter is a good place to look at the Mutual Legal Assistance Treaty as a means for getting information.

The Mutual Legal Assistance Treaty, or MLAT, is a bilateral agreement between two countries to assist each other in specified legal matters. The United States has been most aggressive in pursuing these agreements and currently has MLATs with more than 50 countries:




	Antigua and Barbuda July 1, 1999

	France December 1, 2001

	The Netherlands September 15, 1983




	Argentina

	Germany

	Panama




	February 9, 1993

	Signed October 14, 2003 (not in force)

	September 6, 1995




	Australia

	 

	Philippines




	September 30, 1999

	Greece November 20, 2001

	November 22, 1996




	Austria

	 

	Poland




	August 1, 1998

	Grenada September 14, 1999

	September 17, 1999




	Bahamas

	 

	Romania




	July 18, 1990

	Hong Kong SAR January 21, 2000

	October 17, 2001




	Barbados

	 

	Russian Federation




	March 3, 2000

	Hungary March 18, 1997

	January 31, 2002




	Belize

	 

	Saint Kitts & Nevis




	January 7, 2003

	India Signed October 17,

	February 23, 2000




	Belgium

	2001 (not in force)

	Saint Lucia




	January 1, 2000

	Ireland

	February 2, 2000




	Brazil

	Signed January 18,

	Saint Vincent and the




	February 21, 2001

	2001 (not in force)

	Grenadines September 8, 1999




	Canada

	Israel

	 




	January 24, 1990 Colombia

	May 25, 1999 Italy

	South Africa June 25, 2001




	Signed August 20, 1980 (not in force)

	November 13, 1985 Jamaica

	Spain June 30, 1993




	Cyprus September 18, 2002

	July 25, 1995 Japan

	Sweden Signed December 17, 2001 (not in force)




	Czech Republic May 7, 2000

	Signed August 5, 2003 (not in force)

	Switzerland January 23, 1977




	Dominica May 25, 2000

	Korea May 23, 1997

	Thailand June 10, 1993




	Egypt

	Latvia

	Trinidad and Tobago




	November 29, 2001

	September 17, 1999

	November 29, 1999




	Estonia

	Liechtenstein

	Turkey




	October 20, 2000

	August 1, 2003 Lithuania

	January 1, 1981 United Kingdom




	European Union

	August 26, 1999

	December 2, 1996




	Signed June 25, 2003 (not in force)

	Luxembourg February 1, 2001

	United Kingdom (Cayman Islands)




	Finland

	 

	March 19, 1990




	Signed December 16, 2004 (not in force)

	Morocco June 23, 1993

	Uruguay April 15, 1994




	United Kingdom (Anguilla)

	United Kingdom (Montserrat)

	Venezuela Signed October 12,




	November 9, 1990

	April 26, 1991

	1997 (not in force)




	United Kingdom (British Virgin Islands)

	United Kingdom (Turks and Caicos Islands)

	 




	November 9, 1990

	November 9, 1990

	 




	Mexico May 3, 1991

	 

	 






In the United States, money laundering investigations that have international aspects are conducted by the Justice, State, and Treasury Departments, following all of the diplomatic and procedural niceties that laws or treaties prescribe. All official requests for information or assistance from overseas are supposed to go through proper channels, although several federal law enforcement agencies maintain an overseas presence in various locations to facilitate law enforcement matters that do not involve treaty requests.

These things take time, however, in addition to all sorts of paperwork, so don’t expect results on your request tomorrow. Still, things could be worse, and all of this international activity has made it more difficult for the money launderer to operate freely.

An exemplar for a Swiss MLAT information request, furnished by the Asset Forfeiture and Money Laundering Section, United States Department of Justice, may be found in Figure 7.1



[image: ]
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Figure 7.1 Swiss MLAT exemplar.








8 Introduction to Financial Investigation


I was planning, rather vaguely, but planning to do some serious money laundering.

Aldrich Ames, traitor




There is a strong family resemblance about misdeeds, and if you have all the details of a thousand at your finger ends, it is odd if you can’t unravel the thousand and first.

Arthur Conan Doyle, A Study in Scarlet



We have already seen that federal money laundering statutes require that we show both a Specified Unlawful Activity and a financial transaction or transportation. Most law enforcement officers are comfortable with the former. Proving that an unlawful activity took place and that the defendant did the crime is their job, after all. It is the financial side of things that may be somewhat intimidating. But this needn’t be so.

A financial investigation is a blend of the more traditional investigative techniques and those used by auditors for 3,000 years. The techniques are actually very similar. Knowing this may not make a financial case any more attractive to the law enforcement officer who has no background in accounting, but there is no getting around the fact that somebody is going to have to prove that second, financial half of the money laundering equation.

The good news is that the financial investigative techniques used in proving a money laundering case can be employed effectively in many other investigations. As we will see shortly, they are not very hard to learn, and they open whole new vistas to those who can apply them. Even if you would not want to do financial investigation full time, it is something with which all criminal investigators should at least be familiar.

In this text, I give a number of examples to demonstrate the value of the financial approach—not just in crimes such as drug trafficking but also in cases where most people would not ordinarily think it would be much help. Crimes such as piracy, kidnapping, murder, political corruption, campaign finance violations, bootlegging, alien smuggling, and, in this chapter, espionage are all used to illustrate the point. There are hundreds of other examples, but all involve the melding of financial and “traditional” investigative techniques.

What makes financial investigation any different from the other techniques used by law enforcement? The answer is probably “not as much as you might think.” People have been auditing the financial transactions of others for at least 5,000 years. The whole point of creating a paper trail in the first place is to enable someone to reconstruct what happened, to whom, and when. Audit techniques are also similar to those used by criminal investigators. Although much of an auditor’s time is spent reviewing financial documents, quite a bit is devoted to interviewing people and asking questions about the records and about specific transactions.

Auditors follow set procedures to look for violations of Generally Accepted Accounting Principles, which form a sort of statute book for accountants. The end result of an audit is a report—again, not so different from what the criminal investigator is used to.

But where the auditor is recommending changes for management or detecting problems that might cost the company money, the criminal investigator is concerned with narrower issues of guilt and proof beyond a reasonable doubt. There are enough similarities in the work that auditing translates fairly well to a financial investigation, and what we think of as “traditional” investigative techniques only make that case stronger.

Let’s examine a criminal investigation that relied heavily on financial evidence. As you read the story of Aldrich Ames, traitor and Russian spy (see Figure 8.1), keep in mind that Ames did both of the following:


	He initially called attention to himself by his unexplained wealth.

	He left a wide paper trail for the investigators to follow.




CASE STUDY: TREASON

You can’t read about Aldrich Ames and not get really angry. It is hard to know who to be madder at: Ames, whose coldblooded treachery sent at least 10 men to their deaths, or the incompetent superiors whose negligence allowed the spy to continue his espionage career for over 8 years.

It wasn’t as if Ames was a really good spy. Everybody agreed that he was spectacularly bad, in fact. He was lazy, drunk, careless, and indiscreet. You would think these character traits would have caused his undoing long before they did, but these little foibles were evidently not sufficiently outstanding at the Central Intelligence Agency, where Ames was employed, to arouse any suspicion.

Over an 8-year period, from 1985 to 1993, Ames received approximately $2.7 million in cash from the intelligence service of the Soviet Union, the notorious KGB. The KGB evidently feels it got its money’s worth: Ames provided information that led to the unmasking of at least 12 Soviet citizens who were spying for the United States. Most of these men were executed as a result.

It was this money that should have been Ames’s downfall. He was incredibly obvious in his spending of the cash he received from the KGB. In disposing of the money, Ames did everything to call attention to himself except wear a signboard reading, “Hi! I’m Rick, KGB mole.”


[image: ]

FIGURE 8.1 Aldrich Ames.



Ames began spying for the Russians in 1985 during a frustrating and disappointing career with the CIA. Although Ames held positions with tremendous access to classified material—at one point he was the head of counterintelligence operations against the KGB—he saw his career approaching a dead end. Ames had recently married a Colombian national, Rosario Casas Dupuy, who had expensive tastes but not much money. Ames, a GS14 civil servant, had little enough himself, and he wanted more.

Ames contacted the Russians and offered secrets they could obtain nowhere else. The KGB knew a good thing when they saw it and gladly met Ames’s demands for money. The pleased Russians paid their new spy in cash, ultimately forking over almost $3 million. (See Figure 8.2.)

Although Ames wanted the money up front, the KGB refused, so he was forced to accept frequent large cash payments, which he laundered himself. As the quote at the chapter head shows, he was aware of the need to do this and to do it discreetly. Ultimately, however, he failed at this, just as he had at so many other things in his life.

Ames knew he had to come up with some explanation for the tens of thousands of dollars he was earning and spending, and he actually developed several cover stories, mostly revolving around his wife’s “wealthy family” in Colombia. In fact, some of Ames’s associates in the CIA were aware that Rosario’s family was not wealthy, but nobody seemed too interested. Ames used this story to explain his purchase of an upscale home in Arlington, Virginia, for $540,000 in cash. He made similar allusions to explain the 1992 Jaguar he drove to work every day—again, paid for with $50,000 in cash.

Everything Ames did with his dirty money practically screamed for attention. During an overseas posting to Rome, he and his wife ran up phone bills of $5,000 per month, mostly for Rosario’s calls to her family in Colombia. Together, the
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FIGURE 8.2 Ames’s “W-2 form” from his Russian masters. FBI agents who searched Ames’s house found this account of the money paid by the Russians to Ames. The record says that as of May 1, 1989, “All in all we have delivered to you...1,881,811$ 51c.” This was the type of evidence that sent Ames to prison for life.



Ameses had credit card purchases as high as $30,000 per month, and they employed a maid at their Arlington home.

Ames made $1.5 million in cash deposits to his bank account, some of which were reported on Currency Transaction Reports (CTRs) to the IRS. Other deposits were structured to avoid the reporting requirements. He had two accounts at Credit Suisse in Zurich, into which he deposited $25,000 per month and as much as $950,000 during his tour in Rome. Wire transfers from this account replenished his account in Virginia.

In interviews after his 1993 arrest, Ames acknowledged that he had not handled the money very well. He told interviewers that neither the Russians nor anyone following in his footsteps would be likely to make that mistake again, but the fact is that Ames was not the first spy to have drawn attention to himself through careless spending, and he probably won’t be the last.

It is a rather chilling thought, but it is possible that if Ames had implemented a money laundering plan, he might have continued his double career until retirement. As it was, he faced the placement problem of converting large amounts of US currency. Although he made several cash deposits over $10,000, causing CTRs to be generated, many of his transactions were conducted in amounts under the reporting threshold. On August 1, 1989, Ames exchanged 28 million Italian lire to $22,107, which he deposited into his bank account in Virginia. He had previously deposited $13,500 (October 18, 1985) and $15,660 (February 18, 1986) into this account, shortly after he started his career in treason.

FBI agents investigating Ames learned that he had received $150,000 in cash at a meeting with his KGB handlers in October 1992, and he subsequently deposited $86,700 into his bank account in a series of transactions under $10,000. This was apparently Ames’s (not very impressive) solution to the problem of placement.

As for layering, Ames did open two bank accounts at Credit Suisse, a Swiss bank in Zurich. During the time he was stationed in Rome, Ames deposited $950,000 in cash, telling his banker that the funds were from the liquidation of property his wife’s family owned in Colombia. One of the accounts was held by Ames as a trustee for his mother-in-law, Cecilia Dupuy de Casas.

There was no layering at all between the KGB’s money and Ames’s purchase of a house at 2512 N. Randolph Street in Arlington, Virginia. Ames simply paid $540,000 for the place, and then he spent another $99,000 on renovations. He created some documents purporting to show that his mother-in-law had given Ames and his wife the money for the house, and at another time he said that his wife’s uncle in Colombia had bought the house as a birthday present for the Ameses’ son, Paul.

Integration of the laundered funds was solely based on the “wealthy family” cover story, which did not hold up to even casual scrutiny by the FBI (although the CIA bought it for years). Ames said he had originally planned to create a dummy corporation in Colombia, placed in his mother-in-law’s name, which could then have been used as an explanation for where she had gotten the money she was supposedly giving him. This would have been a much better plan from both the layering and integration perspectives, but Ames was either too lazy or too careless to carry it out.

Ultimately, Ames was sentenced to life in prison for espionage, conspiracy, and tax evasion. His wife received 63 months for conspiracy and tax evasion. This is not a happy ending to a case that should have been concluded much earlier—and would have been if only the financial signs had been read properly.

In its investigation of Ames, the FBI recognized the importance of the financial evidence. Whereas the CIA had assigned an untrained investigator to do the background check on Ames’s explanation for the money, the FBI assigned an accountant to the team that did the investigation. The accountant had lots to do. Ames had opened numerous bank accounts in Virginia and in Switzerland, and he had made deposits shortly after each meeting with his Russian handlers, leaving a paper trail a mile wide.

The FBI’s case is a perfect example of the integrated approach to these financial cases. The FBI agents had to prove the underlying activity; they needed to show that the money was coming from a foreign power, namely Russia. They also wanted to prove that this activity was the reason for Ames’s profligate spending and substantial net worth.

In proving the former, the agents relied on traditional investigative techniques, such as the following:


	Physical surveillance of Ames and his wife

	Electronic surveillance, including wiretaps of Ames’s home telephone

	Recovery of physical evidence by means of a search warrant

	Trash cover

	Interviews of witnesses and postarrest interrogation of Ames and his wife



All of these techniques paid off, providing the government with hard evidence of Ames’s treachery.

The financial case was equally productive. Ames’s own records were seized and examined, but the agents already had most of the information from the banks, credit card companies, and businesses where Ames conducted transactions. There were CTRs on file but no CMIRs, which should have caused some questions to be raised, given Ames’s story about getting the money from his in-laws in Colombia. See Figure 8.3 for a schematic of Aldrich Ames’s money laundering scheme.



THE IMPORTANCE OF CONTEXT

It was the marriage of the financial and the traditional approaches that made the case against Ames so strong. Why? Because each provided context for the other. The money all made perfect sense if you knew that Ames was selling secrets to the Russians. The spying made perfect sense if you knew about the money—Ames’s motive was certainly clear enough.

In this type of case, the financial approach is used to resolve several questions:


	Where did he or she get the money?

	How much money did he or she get?

	Where is the money going?

	How is the money moving?

	Is he or she keeping the money, or is he or she just a conduit to someone else?



These are the questions a financial approach is intended to answer, and the answers provide context for the investigation of the underlying criminal activity. In getting the answers, the financial investigator relies on documents and records and the analysis of these records in context with the rest of the case.

For example, let’s say a suspected drug trafficker makes a $20,000 cash deposit into a bank account. Does this tell us anything or answer any of the preceding questions? Not really, although it does provide some information. How can the context of this transaction be established? The answer is through further investigation, using both the financial and traditional approaches. The investigator will ask:


	What was the subject doing right before the transaction? (surveillance, informants, undercover, other documents)

	Was other financial activity involved, such as access to a safe deposit box or the sale of a vehicle? (analysis of financial records)

	Is the transaction part of a pattern that would indicate an ongoing scheme? (both approaches)
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FIGURE 8.3 Schematic of Aldrich Ames’s money laundering scheme.



With additional information, we are able to put the $20,000 deposit into its proper context. Standing alone, neither approach is as strong, but when the evidence from both is combined, we might have something much more conclusive, such as:


Three days after returning from a trip to Miami, the subject made a cash deposit of $20,000 into bank account A. In the 3 days prior to the transaction, the pen register on the subject’s phone disclosed numerous calls to individuals believed to be distributors of the subject’s cocaine. Informants … You get the picture.



We can also foreclose claims and defenses that might come up at a later time (“I won the money in Las Vegas” or “My uncle died and left me a lot of money”). Analysis of the financial records will tell us whether the transaction is the type of isolated incident consistent with some innocent explanation such as “I sold my car” or whether there is some ongoing pattern or scheme.



A "HOW-TO" GUIDE TO FINANCIAL INVESTIGATION

If we accept that a financial investigation isn’t all that different from the regular type and that it’s a good thing to do in connection with financial crimes, how can we use the technique in our cases? One way is to assign an accountant, auditor, or trained financial investigator to the case, as the FBI did with Ames. If you don’t have this luxury—not to worry; the concept isn’t that difficult. If things get complicated, you may want to have an expert check your work.

A financial case is about “accounting.” Not the really boring stuff you learned (or heard about) in college Accounting 101, but “accounting” in the sense that your investigation is trying to account for different events or facts. Where did the criminal get the money? How much money did he or she get? What did he or she do with the money? How do we account for that $20,000 deposit, for example, in the overall context of the case?

In performing this type of accounting, some of the same rules and the same terms from conventional accounting are used, such as:


	Asset: money or anything that can be turned into money

	Liability: an obligation or claim against an asset (Somebody’s house is an asset. The mortgage owed to the bank is a liability.)

	Net worth: what you’ve got after you subtract the liabilities from the assets; also known as equity or capital

	Income: money received for goods or services

	Expenses: costs of living or doing business



Just about everything in accounting starts with these five simple terms. Take Ames, for example. Investigators knew that his income was that of a GS14 civil servant, around $69,000 per year. His wife didn’t work, and he reported no other income. Investigators also knew Ames’s expenses because he charged a lot of purchases and paid those bills in cash.

From these two figures, an income statement, one of the two basic accounting reports, could be prepared:


Income Statement—Aldrich Ames, Jan–Dec 1992


	Income

	$69,000




	– Expenses

	– 110,000




	Net Income (Loss)

	$(41,000)






This means that Ames spent $41,000 more in 1 year than he could account for by his government salary. There are only two possible explanations for this situation. Either he had another source of income he was not disclosing or something was going on with the assets and liabilities. For instance, he could have sold an asset sometime during the year that brought him the extra $41,000.

Assets and liabilities form the basis for a balance sheet, the second basic accounting report. Where the income statement tracks activity over a period of time (a year, in the preceding example), the balance sheet is a snapshot of someone’s net worth at a given moment in time.

The balance sheet equation is

Assets – Liabilities = Net Worth

In Ames’s case, his assets were impressive. He owned a $540,000 home with no mortgage, a $50,000 Jaguar, a Honda, three properties in Colombia, expensive furnishings, and several bank accounts with huge balances. On the liability side, Ames had substantial outstanding balances with credit card companies and department stores. Because he paid cash for many of his purchases, Ames owed relatively little. His balance sheet might have looked like this:


Balance Sheet—Aldrich Ames, 123192


	Assets

	$2,300,000




	– Liabilities

	–50,000




	Net Worth

	$2,250,000






Like the income statement, the balance sheet also has to be taken in context. It is almost invariably combined with some sort of income statement. Look at the application next time one of those preapproved credit card mailings comes to your house. The form asks you to list all of your major assets and what you owe to others (liabilities). It also asks for your monthly income and sometimes for expenses. This is because a person’s financial picture isn’t complete without information about all four terms.

The income statement showed Ames was spending far more than he was making as a CIA employee. The balance sheet showed that he was worth a lot more than your average GS14. When balance sheets for several years are combined, it is possible to establish a much clearer picture of the subject’s finances. You will also have several of the answers to the questions we asked earlier:


	Where did he get the money? In Ames’s case, our financial analysis can’t say, but it can say that he (a) didn’t get it from his government salary, (b) didn’t get it from any relatives living abroad, and (c) got it all in cash. This combination of circumstances creates a powerful inference that the courts have said can be used in financial cases. Courts have held in numerous cases that evidence of unexplained wealth, especially large amounts of cash, can be evidence of criminal activity.

	How much money did he get? Again, we can’t be absolutely certain, but from Ames’s own records, including that “W-2” form from the Russians, and his own statements, the best evidence indicates at least $2.7 million. As we’ll see later on, this figure could also be arrived at indirectly.

	Where is the money going? Every asset acquired by Ames was tracked down, and most were seized and forfeited.

	How is the money moving? Ames made numerous deposits into various bank accounts, and investigators looking at the pattern of these transactions noted that many came within days of his return from an overseas trip or a reported contact with a Russian. Once in the bank, the flow of the funds to acquire other assets was easily tracked.

	Is he keeping the money, or is he a conduit for someone else? There wasn’t much doubt as to who was keeping the money in Ames’s case. In money laundering investigations, this question may be somewhat more difficult to resolve.



As you can see, we have been able to answer all of the questions using accounting/financial investigative techniques.



LOOKING AHEAD

The next chapters cover the types of accounting and financial investigative techniques you’ll need to resolve financial crimes such as money laundering. Because these techniques rely on analysis of books and records, they are explained in some detail, as are the banking operations that generate so much of the paper used in one of these cases.

If you have the subject’s records, re-creating his or her income or expenditures and tracing his or her assets is a fairly simple proposition. If not, you’ll need to recreate that income through indirect methods. This isn’t as hard as it sounds, and the courts have given their blessing to the use of these methods in criminal cases. Finally, the process of tracing the various assets that are acquired in the course of financial crimes is discussed. With the increasing emphasis on forfeiture, investigators and prosecutors have become much more conscious of assets and how they are acquired.

All of these topics combine to give you a more complete picture of the financial investigative technique—a different way to get answers to some old questions.





9 Introduction to Books and Records


“What is the use of a book,” thought Alice, “without pictures or conversation?”

Lewis Carroll, Alice’s Adventures in Wonderland




Perfection has one grave defect; it is apt to be dull.

W. Somerset Maugham, The Summing Up



There is only one place you will find any pictures or conversation in the kinds of books accountants keep: the annual report to shareholders of a corporation. Otherwise, and I’ll be right up front about this, accounting books and records are pretty dull. Perhaps this is because accountants try awfully hard for perfection, coming lots closer than most professions, such as doctors or lawyers.

In this chapter, we’re going to cover some basic accounting principles and examine some of those perfect books and records that accountants keep. Despite the fact that the material may be dull, it’s good to have an idea of how these things work. Later on, when you’re looking at the balance sheet of a corporation and wondering whether it’s a shell or some kind of a scam, you may be able to use some of this knowledge.
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Also, if you’re into investing, this chapter covers the basics of what you need to know to evaluate a company to make that investment decision. In fact, that’s exactly what those fancy annual reports are really all about. Why should you, the stockholder, buy or keep our stock? Here, check out our slick, full-color, multipage report. Lots of pictures and even some conversation: the “Message to Our Shareholders.”

Actually, the reports prepared by accountants, all of which follow a very rigid set of clearly defined rules, are used for a variety of purposes. Banks use them in making loan decisions; businesses use them in making all sorts of decisions— whether to buy or sell, whether to extend or refuse credit, whether to acquire or divest. Reports such as the balance sheet and income statement are used to track progress and to compare performance against other periods, divisions, or businesses. The accountants’ work is like a Swiss Army knife for business—it has a thousand uses.

Because the accuracy of their reports is so important, the accountants’ club, in this case the American Institute of Certified Public Accountants (AICPA), has set forth a long list of rules and regulations to be followed by all its members. These rules, known as the Generally Accepted Accounting Principles (GAAP), dictate how records are to be kept and results reported. Since everybody’s supposed to follow the same rules, you can look at the balance sheet of a car parts business in Florida and one from a timber business in Idaho and be fairly sure that they will allow you to make a reasonable comparison.

Everything leading up to the bottom line on that balance sheet is covered by those GAAP rules. All of the numbers on that sheet are traced backward to the original transactions that created them and always (at least in theory) in the same consistently reliable way. Again (in theory), an accountant should be able to walk into a corporation with the annual report and work backward from there, verifying every number along the way. They really do this, by the way; it’s called an audit.

An audit is made possible by something called an audit trail, and the GAAP rules dictate exactly how this path is to be laid. The trail is created with documents created in a set pattern and sequence, in which financial transactions are recorded, classified, summarized, and reported. Figure 9.1 illustrates this process.

Instead of starting at the bottom of the pyramid, we’re going to begin with the top, looking at the financial reports of a corporation, and work our way down from there. For our in-depth review of how everything flows to the preparation of these two reports, we’re going to use an example from real life: the books and records of Chicago gangster Al Capone. Al’s business, Alphonse Capone Second Hand Furniture, Inc., was selected to make things more interesting. Trying to put Al’s books together while retaining as much historical accuracy as possible was an enjoyable exercise. See Figure 9.2 for some notes about this process and the presentation of the information.

There are one or two things to keep in mind in reviewing the annual report of any publicly held corporation: First, the company is required by law to prepare these reports, to keep the owners (i.e., shareholders) and the government (i.e., Securities and Exchange Commission) informed about what’s going on with the company. After the recent scandals involving Enron and other big corporations, the government is paying very close attention to how these reports are prepared. The reports are required to be accurate, and they are invariably reviewed by an independent CPA firm, which will include a statement as to its opinion about the books.
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FIGURE 9.1 Notes on the books and the annual report of Alphonse Capone Second Hand Furniture, Inc.
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FIGURE 9.2 Notes on the books and the annual report of Alphonse Capone Second Hand Furniture, Inc



Second, annual reports must be compared in order to be useful. You compare them against another year for the same company and against another company for the same year; within the report, you can compare divisions or segments of the corporation to see how they are doing relative to each other. This comparative process gives you the real story of the company’s operations.

Third, although the pictures and the text may be unique, the financial reports, especially the balance sheet and the income statement, will always be structured in the same “generally accepted” way. To prepare the two statements, the company’s accountants first have to have some figures. As our chart shows, these figures come a long way to reach the bottom line of the balance sheet or the income statement. Along that way, the figures pass through a number of books, known as journals or ledgers, and they are documented with other bits of paper as well. Because licensed CPAs all follow GAAP, Al Capone’s accountants, if they had developed an annual report for Al Capone Second Hand Furniture, would have done those parts of their report exactly the same way as accountants at Ford or IBM.

Although Al Capone never produced the type of annual report we will examine in this chapter, he and his organization maintained a wide variety of books and records, extensively documenting the financial affairs of the organization. Before we look at how those books could have been used to make an annual report, let’s review a little (real) history on Mr. Capone.


THE CAPONE ORGANIZATION

Alphonse Capone (see Figure 9.3) moved to Chicago from Brooklyn in 1920, quickly rising to the top of the underworld in America’s second largest city. His ascent coincided with Prohibition, and most of the money made by the Capone organization came from the sale of bootleg alcohol. He also expanded his operations, getting into prostitution, gambling, and racketeering and building a base for organized crime in Chicago that persists to this day.

Capone’s operations were centered on the South Side of Chicago and in several of the small towns that were part of the city’s suburbs. Cicero was Capone’s headquarters for years, but he and other gangsters fought constantly for control over each other’s territories. Madison Street was the dividing line between Capone’s Southside gang and the Northsiders of Dion O’Banion and Bugs Moran, bitter Capone rivals. Capone’s boys killed O’Banion and almost got Moran on St. Valentine’s Day, 1929.

What set Capone apart from other gangsters before him was his wholesale corruption of the political and government processes in Cook County. It was estimated that bribes and kickbacks to politicians and law enforcement officials exceeded $30 million per year in Capone’s heyday—a full third or more of his gross revenues.

The Capone organization, like many groups operating illegal enterprises, kept very good records, tracking receipts and expenditures. Why? Because none of Capone’s underlings wanted to lose an argument over money with Al, who had been known to terminate such discussions with a baseball bat.

Many of these records, including the ledgers that would form a key part of the tax case against Capone, were seized in police and even vigilante raids against Capone-owned brothels, gambling joints, and liquor manufacturing plants. (For the sake of our study, we’ll pretend that these records were kept in double entry form, although the originals weren’t.)
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FIGURE 9.3 Al Capone. (National Archives.)



In September 1925, raiders from assorted law enforcement agencies searched a number of Capone establishments, including “The Barracks,” a dive in the Chicago suburb of Burnham. Among the items taken were ledger books that described the operations on the premises, including income and expenses. For the week of September 6, 1925, the ledger read:




	Slot machines

	$906.00




	Piano

	55.25




	Rooms (prostitution)

	5,891.00




	Bar

	2,677.10




	Tables (gambling)

	1,800.00




	Gross revenues

	$11,329.35




	Paid out 10% (protection)

	1,133.00




	 

	$10,196.35




	Expenses

	8,450.00




	Net

	$1,746.35






(Incidentally, this is an income statement and we’ll read more about these reports shortly.)

Capone had more than 25 of these “resorts” at the time. The Barracks was one of the smaller ones, and the weekly net to Capone was a tidy $75,000, or $4 million per year.

Looking back at the chart of the accounting cycle, notice that the top segment of the chart has the balance sheet and the income statement at the top. Now look at Al Capone’s annual report, in Figure 9.4. Sure enough, Al’s business uses two financial statements in its annual report: the balance sheet and the income statement. As the chart shows, five different segments or types of accounts make up these two statements. Assets, liabilities, and capital, also known collectively as equity or net worth, make up the balance sheet. Income and expenses make up the income statement. The two statements are different but related, and both are necessary to get a good picture of the business.

Basically, the balance sheet tells you what a business or individual has, and an income statement tells you what the business or individual is doing (and how well or badly). You will find variations of these statements all over the place. For example, as mentioned earlier, if you apply for a personal loan, you’ll be asked to list your assets and liabilities (balance sheet items), and the lender will also want to know about your income and expenses (income statement items). These reports are not limited just to corporations or businesses; for example, the parties in a divorce action prepare both of these statements. As we’ll see, in financial investigations we use the same information in the same format to track the assets we’re trying to seize and the financial activity the crook is trying to conceal.

So, how do these assets, liabilities, income, and expenses make it into the financial report? Rules govern the process.
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Figure 9.4 Annual Report of Alphonse Capone Second Hand Furniture, Inc. Annual Report of Alphonse Capone Second Hand Furniture, Inc. (Photos of Al Capone, Jack McGurn, Jake “Greasy Thumb” Guzik, Sam “Golf Bag” Hunt, Murray Humphreys, Tony Lombardo, Johnny Torrio, and Rocco Fischetti courtesy of United Press International. The photos of Ralph Capone, Frank “The Enforcer” Nitti, and the photo titled “Our Chairman” are courtesy of the Chicago Historical Society.)





ACCOUNTING PRINCIPLES

The accountant’s objective is to present a summary of the results of financial transactions. The accountant does this by using one of two accounting systems.

Single-entry bookkeeping is the older, simpler, and less precise system. As its name implies, one entry is made for every transaction, usually in a columnar form. The single-entry system is still used in small businesses and by individuals balancing their checkbooks. It is also the system of choice for the books of illegal businesses such as drug trafficking. Al Capone’s bookkeepers were instructed by Jake “Greasy Thumb” Guzik to use this system. Big business accountants don’t use it much because there is no way to “balance the books” or check the accuracy of the figures.

Double-entry bookkeeping operates on the theory that every financial transaction always affects at least two aspects of a business’s life. For example, if Al buys a barrel of beer for $55 in cash, he gained something (the beer), but he lost something too (the cash). In a single-entry system like your  check register, only one notation would be made of this fact: You subtract $55 from the previous balance and get a new balance. Under the double-entry system, an entry would be made in all of the accounts affected by the transaction. Numerous accounts are established in a double-entry system, and each transaction is classified as to how it affects the various accounts. In the beer purchase example, money would be taken from one account, called Cash, and something (the beer) would be added to another account, say, Inventory. Granted, we have to make twice as many entries in our books, but the double-entry system does do a better job of describing exactly what happened.

To make the system more precise, a fundamental equation is used. The first part of the equation holds that everything of value is owned or claimed by someone. Thus, the equation reads:

Items of Value = Claims

The items of value (on the left side of the equation) are called assets. These include cash, securities, real property, inventory, supplies, equipment, resources, and lots of other tangible items. Some assets are intangible, such as an I.O.U. or a copyright. If it has value to the owner, it’s an asset.


There are two kinds of claims against assets. In our beer example, Al is now claiming ownership based on the fact that he’s got 55 bucks invested in that asset. (And who’s going to dispute him?) His investment is also known as his equity or capital, or sometimes net worth. In this very simple example, Al’s equity in this item is $55.

The other type of claim against assets doesn’t apply to the beer example because Al used his own money (capital) to pay for it. If he had used someone else’s money, he would owe that person for the amount. He would be liable for the debt, which is why this kind of claim is called a liability.

Now the formula can be converted to the fundamental accounting equation:

Assets = Liabilities + Equity (or capital)

or

A + L + E

Keep in mind that this is an equation: The items on the left side of the equal sign must always equal those on the right. In a double-entry system, (at least) two entries are always made, one to each side of the equal sign, so that the total of assets always equals the total claims. In our beer example, the equation would look like this:

A = L + E*

$55 = 0 + $55

The transaction balances.

If only one entry is made, or if one entry is accidentally made twice to one side of the equation, or if an error is made in one of the entries, the equation will not balance. This "balance" is the perfection accountants seek. All kinds of changes can be made to the various accounts, but the changes must always be made according to a set of rules. How the changes affect the equation depends on the transaction. Table 9.1 outlines the ways these changes are to be made.

Clear? Not yet? Look at the beer example again. In buying the beer, Al decreased one of his asset accounts, Cash, by $55. This transaction, a decrease in an asset, means he has to offset another account. He chooses to increase

another asset account, Inventory, by $55, and the books balance.

The point, again, is as follows:


	All balance sheet accounts fall into one of three basic categories: assets, liabilities, or capital/equity/ net worth.
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	An entry to one account always affects another one.

	The entry must be balanced by a second, offsetting entry.




The Dreaded Debits and Credits

Debits and credits make everybody nervous. How do you know which is which and when to use either? Good questions. Most people, when they think of debits, associate the word with “debt”—owing something or paying something. When you “debit” your account, you’re taking money out of it, right? Try to forget this association, or it will make you crazy.

The explanation is a lot simpler than you'd think. Accountants had to figure out some way of keeping track of the increases and decreases to either assets or claims. They devised a system based on their equation that is represented with two columns and a line down the middle representing the equal sign. They had to give a name to each column, so they decided the one on the left would be the "debit" column and the one on the right, the "credit" column. See Figure 9.5 for an illustration.

The explanation is a lot simpler than you’d think. Accountants had to figure out some way of keeping track of the increases and decreases to either assets or claims. They devised a system based on their equation that is represented




"Debit" refers only to the left column and "credit" always to the right; the terms do not refer to adding or subtracting.

The rules dictating how increases and decreases to accounts are recorded are as follows:





	Asset Accounts




	Increases on the left (debit) Normal balance

	Decreases on the right (credit)




	Liabilities and Net Worth (Capital)




	Decreases on the left (debit)

	Increases on the right (credit) Normal balance




	Income




	Decreases on the left (debit)

	Increases on the right (credit) Normal balance




	Expenses




	Increases on the left (debit) Normal balance

	Decreases on the right (credit)






When you are looking at accounting transactions, you will follow the rules outlined above in the following situations:


	Determining which accounts are affected by the transaction

	Deciding how the account is affected—whether it is an increase or decrease

	Recording the transaction in the appropriate column as a debit or a credit



Remember that the system is an equation: Debits must equal credits. For each transaction, a debit must be accompanied by a credit.

How will the beer purchase fit these rules? Al decreased one asset account: Cash. Looking at the rules above, we see that a decrease to an asset account is a credit. We’ll post that entry to the right of the line, where it belongs. Now our equation is unbalanced. We have to put a corresponding entry in  some other account. Al already decided to increase another asset account, Inventory, so we find the rule about recording an increase to an asset account and, sure enough, it’s a debit. Figure 9.6 shows what our book entries look like now.

We’re not going to get more complicated than this, having already established that (a) accountants create accounts to account for things, with a system of debits and credits to do the actual accounting, and (b) in our example, the debits match the credits.

That is how the figures arrive on a balance sheet, which is always a statement of a condition as of a certain time. The date always appears somewhere in the report. In Al Capone’s case, the date is December 31, 1930. Many balance sheets are prepared as of the date of the company’s fiscal year end.

The other principal financial statement is the income statement, also called a profit and loss statement. This report covers a period rather than reflecting a condition as of a specific date. The accounts found in an income statement are different from those on a balance sheet, because they represent changes, rather than a fixed position. Accounts reported on an income statement are categorized as revenues or expenses. Once you have identified which is which, the rules as outlined in Table 9.1 can be applied to determine whether the entry will be a debit or a credit to those accounts.
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Figure 9.5 Debit and credit.
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Figure 9.6 Double-entry bookkeeping for a beer purchase. The asset account inventory increased by $55.00, a debit. The asset account cash decreased by $55.00, a credit.




TABLE 9.1 Transaction Changes


	The change

	the Result




	Increase in an asset

	Decrease in another asset, or




	Increase in a liability, or




	Increase in an item of net worth




	Decrease in an asset

	Increase in another asset, or




	Decrease in a liability, or




	Decrease in an item of net worth




	Increase in a liability

	Decrease in another liability, or




	Increase in an asset, or




	Decrease in an item of net worth




	Decrease in a liability

	Increase in another liability, or




	Decrease in an asset, or




	Increase in an item of net worth




	Increase in an item of net worth

	Increase in an asset, or




	Decrease in a liability, or




	Decrease in another item of net worth




	Decrease in an item of net worth

	Decrease in an asset, or




	Increase in a liability, or




	Increase in another item of net worth






In the middle of the audit trail pyramid, we find the journals used to classify transactions. This is where the determination is made about which accounts will be affected by a given transaction. Journals are the records maintained at or near the front line of the business. Certain journals are common to almost all businesses, and they have equivalents in our personal lives as well. The cash disbursements journal kept by a business is not much more than a check register like the one most of us maintain. In our chart, there are five journals. (See Figure 9.7.) Transactions entered into these journals are classified so that they can be accurately reported later on either the balance sheet or the income statement. Nobody actually sits around deciding this transaction goes here and that one there; this is all set up by the accountants beforehand, and nowadays computers do most of the work automatically.

At the bottom of the records pyramid are the source documents used to record actual transactions. (See Figure 9.8.)

Most illegal enterprises don’t keep these kinds of records, but we’re pretending Capone’s did. What kinds of source documents might we expect to find? Sales and purchases are the heart of the business, and they create the following source documents:


	Sales of either goods or services generate deposit tickets, customer receipts, and items such as checks and credit card slips for deposit into the bank. These transactions will affect accounts in both the balance sheet and the income statement.

	Purchases require that checks be written or that slips be made out noting the payment of cash. Again, both types of statements are affected.






ANALYZING THE BALANCE SHEET

So, transactions move through the system, documented at every stage, from the time money is first paid or received to the time the financial statements are prepared. What appears on the balance sheet?
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Figure 9.7 Journals and ledgers where transactions are classified and summarized for the financial statement.
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Figure 9.8 Source documents and their classification.



In the reports of most corporations, the assets category is subdivided further. In the current assets category, any asset that could be converted into cash within 1 year of the statement date would be listed. In the Capone balance sheet, current assets include:


	Cash: currency and coin, as well as money deposited in a bank

	Securities: stocks, bonds, and similar noncash items that can quickly be converted into cash

	Accounts receivable: money owed by customers for goods or services provided by the business, including credit sales not yet paid for (An allowance for bad debts is usually calculated into this account. In Capone’s case, he doesn’t allow bad debts.)

	Notes receivable: any debt owed to the business and documented by a promissory note; these are usually due within 1 year (not included on Capone’s statement)

	Inventories: the merchandise available to the business for sale to its customers; usually described in terms of raw materials, finished goods, and goods ready for shipment (The value of inventories is set at either the cost of the items or the market value, whichever is lower.)



Longer term assets include investments—assets held for longer than 1 year that cannot be converted quickly to cash— and property or fixed assets. These are the things used by the business to produce or sell its products. Capone’s property includes:


	Land: real property on which breweries, race tracks, brothels, or gambling joints are located

	Buildings: the buildings, not necessarily on land owned by the organization, that house operations

	Vehicles: vessels, trucks, cars, and any vehicle used to move raw materials or finished goods (Capone actually used tank trucks to move his beer from large breweries to warehouses and distributors.)

	Machinery and equipment: brewing and distilling equipment; equipment used to make gambling devices, and those devices themselves, such as slot machines; machine guns, and other tools of the trade



These assets are all subject to depreciation—the recognition that these items have a limited useful lifetime and lose value over time. Since all of these items are valued at their original cost, the depreciation is figured into the asset calculation.

Intangible assets are things that do not have a physical existence but still represent something of value to the company. Franchises and copyrights are examples. Capone’s intangible assets would have included the following:


	Patents: for example, Eddie O’Hare’s mechanical rabbit, used at greyhound tracks; these can be quite impressive income producers

	Goodwill: the company’s name recognition and position in the community; most corporations recognize that this is difficult to calculate, so they typically value goodwill at $1 (At $10 million, Capone was proud of his.)



On the other side, liabilities are also divided into current and long term. Current liabilities are usually those due within a year. They include the following:


	Accounts payable: amounts owed by the business to its regular suppliers and creditors for the materials used in producing the goods for sale

	Notes payable: money owed to a bank or other lender and documented by a promissory note; usually due within 1 year

	Other: commitments made but not yet paid, such as accrued vacation pay for employees or income taxes incurred but not due until April 15



Long-term liabilities are the debts due after 1 year from the balance sheet date. These might be long-term loans or corporate bonds issued. Nowadays, this category includes pension plans and postretirement benefits.

Once you know what you have (assets) and what you owe (liabilities), simple subtraction will tell you what you own (equity). If you have a home with a mortgage, you can subtract the amount you owe on the mortgage from the value of the property to find out your equity—how much you own, as opposed to what the bank or mortgage holder owns.

In the equity section of the statement, the shareholder’s interest is outlined. It includes the following:


	Capital stock: the shares of ownership issued by the company. Each stock certificate represents a share in the company; in the case of Al Capone’s business, a 1/100,000 slice. Stock is either common or preferred, a distinction that relates to the payment of dividends and voting rights

	Additional capital or capital surplus: the amount above par value paid by shareholders. If the par value for the stock is $10.00 and it is selling on the stock market for $15.00, the extra $5.00 is additional capital for the corporation

	Accumulated retained earnings: this is the amount left over each year after dividends are paid to the stockholders.



That’s it. Add it all together, and you know the financial condition of the company as of the date of the balance sheet (in Al Capone’s case, December 31, 1930). This figure can be compared with the one from the year before to see what trends might be developing, but in order to get a clearer picture, you need to see the income statement.



ANALYZING THE INCOME STATEMENT

Remember that the income statement is a statement of change; it describes what happened to the business during the reporting period. An example of a very tight little income statement is the one seized from The Barracks, in Burnham, covering the week of September 6, 1925:




	Slot machines

	$906.00




	Piano

	55.25




	Rooms (prostitution)

	5,891.00




	Bar

	2,677.10




	Tables (gambling)

	1,800.00




	Gross revenues

	$11,329.35




	Paid out 10% (protection)

	1,133.00




	 

	$10,196.35




	Expenses

	8,450.00




	Net income

	$1,746.35






The information on income statements is divided into two basic categories: revenue (or income) and expenses. As with the balance sheet, a standard formula is used to reach the bottom line, net income. This formula is

Revenue – Expenses = Net Income

At The Barracks, for the period in question, revenue from all sources was $11,329.35. Expenses, including payoffs and other costs, totaled $9,583. Applying the formula

R−E=Net

gives

$11,329.35− $9,583.00 = $1,746.35.

Capone’s annual report isn’t much more complicated; it includes categories (and subcategories) for revenue items and for costs and expenses. These include:


	Sales: Net sales, or operating revenue in the case of a service business, represents the primary source of money for the corporation. Bootlegging was Capone’s main source, so this figure is listed first. “Net” refers to the total sales minus returns and allowances for price reductions or discounts. Right off the bat you are able to compare 1930’s figures against those for 1929 and see that beverage sales were up by $7 million. This would be important information for the investor.

	Cost of goods sold: Usually the largest item and the first listed, this figure includes raw materials, labor, and overhead items such as rent and electricity.

	Cost of services: This category includes other costs associated with operating the business and making a profit.

	Selling, general, and administrative expenses: Salesmen’s salaries, advertising, promotion, travel, and entertainment, as well as executive salaries, are included in this category. In our example, Capone’s executive compensation was so large that it was given a separate heading.



At this point, an initial calculation is performed, subtracting costs and expenses from revenue and arriving at income before taxes. Income taxes are then subtracted to arrive at the bottom line, net income. In Capone’s income statement, his net income from 1929 to 1930 declined, which would be a big caution signal for investors. You would want to review the income statement further and compare its figures against those for previous years to determine the reason why the company didn’t do as well. Was it a drop in sales? Higher expenses? A really intense look at the company would involve going behind the income statement to the books themselves, to see how the change occurred. You would also want to look at the balance sheet and see how it was affected by the changes because, as we noted earlier, all of these accounts are related. Table 9.2 shows how the balance sheet accounts and the income statement accounts are related.

Looking at the books themselves means studying the journals—the books of original entry. Here, each transaction is  classified by type and by the accounts it affects. In the case of a beer purchase, the cash disbursements journal or check register would be the primary entry point. The journal has a number of columns, enough to cover all of the various accounts affected. Capone’s journal follows.


TABLE 9.2 Table of Relationships


	Balance Sheet Account

	Income Statement Account




	current Assets




	Cash

	Sales, cash paid out, expenses (any form of cash outlay)




	Notes receivable

	Interest income




	Accounts receivable

	Sales




	Allowance for bad debts

	Bad debt expense




	Inventory

	Cost of goods sold




	Prepaid expenses

	Assorted expense accounts (e.g., rent, insurance, supplies)




	Fixed Assets




	Furniture and fixtures

	Depreciation, interest expense, repairs, sales of furniture and fixtures




	Depreciation allowance

	Depreciation, sales of furniture and fixtures, machinery, building




	Machinery

	Depreciation, sales of furniture and fixtures, repairs, insurance, interest expense




	Building

	Depreciation, repairs, property taxes, insurance expense, sale of building, interest expense




	current Liabilities




	Notes payable

	Interest expense




	Accounts payable

	Various expenses and purchases




	Accrued expenses

	Payroll expense, payroll tax expense




	long-term liabilities




	Mortgage payable

	Interest expense, property taxes




	capital




	 

	Net profit and loss







Cash Disbursements Journal


	Date

	Payee

	check

	cash

	Inven.

	Accts.

Pay.

	Misc. Exp.




	#

	(cr)

	(DR)

	(DR)

	(DR)




	1930

	 

	 

	 

	(101)

	(102)

	(201)




	912

	Moran Brewing

	202

	500.00

	 

	500.00

	 




	912

	Lexington Hotel

	203

	125.00

	 

	 

	125.00




	913

	Jack McGurn

	204

	2000.00

	 

	2000.00

	 




	914

	Bob's Beer

	205

	55.00

	55.00

	 

	 




	2680.00

	55.00

	2500.00

	125.00






The transactions that we see here are as follows:


	On September 12, Capone pays Bugs Moran $500 for some beer previously delivered.

	On September 12, Capone pays the Lexington Hotel $125 for some broken chairs.

	On September 13, Capone pays Jack McGurn $2,000 on account.

	On September 14, Capone buys a barrel of beer for $55 from Bob’s Beer.



Note the following with regard to these entries:


	Al is happy to see that the credits to the cash account exactly equal the debits to all the others.

	For this journal, the asset account for cash is the only one being credited.

	Each account is assigned a number. Asset accounts start with 100, liabilities with 200, equity with 300, income with 400, and expenses with 500. Cash is 101.

	“CR” stands for credit and “DR” for debit. (I don’t know why.)



The journals most often found in a business are


	Cash receipts journal

	Cash disbursements journal

	Sales journal (accounts receivable)

	Purchases journal (accounts payable)

	General journal

	Voucher register



Ledgers, the next books up the ladder, are consolidation points for the information in the journals. This information is posted periodically to the general ledger, the book that contains total figures from all the accounts. A subpoena for accounting records should certainly include this item. Subsidiary ledgers contain more information about specific transactions by categories, such as accounts receivable.

Other ledgers include the corporate minute books and the corporate stock book. These should also be listed in a subpoena for corporate records because they will give you the information about who owns stock and who is calling the shots at the company.



USING BOOKS AND RECORDS IN A FINANCIAL CASE

Now that you have an understanding of how these things work, the next question concerns how books and records can be used in a financial or money laundering case. Start by assuming that the answer to your questions lies somewhere within the stack of paper now piled on your desk; it usually does. In Al Capone’s tax case, investigators reviewed more than two million separate records, looking for the documents they would use to convict him. The agents began to find the answers in some ledgers maintained by a Capone gambling operation—exactly the types of books and records we’re talking about here.

Acting on your assumption, you have to audit the records, just as an accountant would do, examining the individual pieces until the big picture becomes visible. An audit requires that the records be analyzed, scrutinized, and compared, as follows:


	Analysis: the dissection of the ledger balance into its component parts, checking to see if the amounts charged are compatible with the account to which they were charged

	Scrutiny: a review of all of the source documents used to arrive at the ledger balances, as well as any leads that might be identified through omission of information, alteration, absence of business purpose, or notations on documents

	Comparison: comparing the source documents against the book entries and your analysis to discover anomalies or leads



Certain indicators in the audit process may lead to a conclusion that some form of financial manipulation (fraud, embezzlement, money laundering) may be going on. The following indicators should be red flags that there is more here than meets the eye:


	Maintaining two sets of books and records

	Concealment of assets

	Destruction of books and records

	Large or frequent currency transactions

	Payments to fictitious companies or persons

	False or altered entries and documents

	False invoices or billings

	Purchase or sale of under- or overvalued assets

	Use of nominees

	Large company loans to employees or other persons

	Frequent cashing of checks received

	Frequent use of cashier’s checks

	Using photocopies of invoices or receipts instead of originals

	Personal expenses paid with corporate funds

	Payee names on checks left blank and inserted at a later date

	Excessive billing discounts

	Excessive spoilage or defects

	Double payment on billings

	Unnecessary use of collection accounts

	An individual’s negotiating checks made payable to the corporation

	Second- or third-party endorsements on corporate checks





CONCLUSION

The books and records of any business, legal or illegal, may be critical parts in your money laundering case. The importance of this evidence cannot be overstated. Nothing obtained from banks or other third parties will be as complete as the records prepared by your subject. You must make every effort to (a) obtain the subject’s records and (b) understand them. You are not likely to get an annual report like Al Capone’s in your money laundering investigation, but you may get the books and records you need to create one of your own. Then it’s just a question of whether you know what to do and how to do it.





10 Indirect Methods of Proving Income


There’s more than one way to skin a cat.

Anonymous




Income tax has made more liars out of the American people than golf.

Will Rogers



There was a time, a hundred years ago—a kinder, gentler time—when Americans didn’t have to worry about the income tax. The idea that the government wanted a piece of whatever you earned wasn’t a wildly popular concept, even though the tax rate for most people was as low as 1% initially.

Ah, progress. The government wants a lot more than 1% now, and it didn’t take long before the rates were high enough that people started to feel like cheating. Some of these people were already breaking other laws and weren’t inclined to pay any tax. This group included bootleggers, gamblers, and criminals of all stripes. Some things haven’t changed much over the years (although those tax rates surely have), and people with illegal incomes are still cheating on their taxes.

As you might guess, the government doesn’t care to lose the revenue this cheating represents and has taken steps to recover it. One of these steps was the passage of laws against tax evasion. The Treasury Department set up mechanisms to investigate violations of the statute, but the investigators quickly encountered a serious problem: Tax cheats didn’t go around advertising this fact. Instead, they concealed their activity by not filing returns, filing false returns, and hiding evidence of their (often illegal) income.

In response, the Bureau of Internal Revenue developed several methods of proving that a taxpayer had received income—even though the bureau might have no direct evidence of this income. These techniques, several of which were perfected over the years, became known as indirect methods of establishing income.

These methods worked quite well with any sort of income—legal or illegal—because they didn’t rely heavily on the books and records of the taxpayer, which were likely to be unavailable. As the investigators got more sophisticated, they perfected the techniques, eventually creating the ability to reconstruct income under almost any circumstances.

Because the indirect methods were used so often against criminals, investigators outside Internal Revenue also applied the techniques to proving that criminals had received income, and the courts permitted this evidence to be used at trials of individuals who were not charged with tax crimes. Investigators and prosecutors discovered that this type of evidence, when presented effectively to a jury, could be extremely powerful. It is, for example, one thing to say that a drug trafficker made a lot of money selling drugs, but quite another to demonstrate that, without being employed, he purchased a house, a Ferrari, and a yacht, and had a million dollars in the bank. Not only does this type of evidence convince jurors that maybe the defendant really is a drug dealer, it also might sell them on the idea that all of those goodies ought to be taken away from him.


INDIRECT METHODS

The first step in convicting a defendant and forfeiting those assets is proving the income. Your witnesses, informants, and undercover agents will establish the likely source of the money—drug trafficking, gambling, extortion, or whatever. Although this will be important information for the jury, it is of no concern to the financial investigator, who is only seeking to prove that the defendant received some income from some unknown source.

In a sense, the money laundering or financial investigator has an advantage over those who work the tax evasion cases that date back to Al Capone. In tax cases, the investigators have to prove that the income came from some taxable source and that taxes were not paid on it. The calculations are slightly different for those types of cases, and we’re going to ignore them for purposes of this book.

Over the years, several different indirect methods have been applied to proving income from criminal sources. The most common of these methods are


	Net worth

	Source and application of funds

	Bank deposits

	Unit and volume



Of these, the net worth method is the most widely known, and it adapts readily to nontax investigations of illegal income.

Before we detail the indirect methods, it should be emphasized once again that the direct route is better if you can use it. The direct method of proving income relies on the subject’s books and records, or those of third parties, documenting sales, expenses, and other financial transactions. This method is sometimes known as the specific items approach because it relies on proof of particular transactions to show income.

Let’s say that drug dealer Alex Bell keeps very good records of his sales and that you seize these in a search at his residence. Further, you have witnesses who can verify many of the sales recorded in the books and confirm that they were drug transactions. By adding up all of the sales described by your available sources (books and witnesses), you will know exactly what Bell made from his drug business (or at least exactly how much you can prove).

Again, the direct approach is always preferable to the indirect variety. Whenever possible, you should try to obtain the books and records of the subject and use these to make the most direct case possible. Even if you ultimately decide to go with an indirect approach, the subject’s records can be invaluable in supporting the conclusions reached in your net worth or bank deposits calculation.


Net Worth

The net worth method is devastatingly effective, though it is not always easy to perform. It also cannot be used in all situations, so it’s a good idea to take a little time profiling the subject before you start in with a net worth calculation.

As we saw earlier, net worth is simply the difference between a person’s assets and liabilities. You will recall from the chapter on books and records that the formula for calculating net worth is

Assets – Liabilities = Equity

Equity is the same thing as net worth. So, you take what the person owns, subtract what the person owes, and then you know exactly what he or she is worth.

Under the net worth theory of proof, an increase (or decrease) in net worth from year to year must be the result of some income (or loss). If I know what you are worth this year and it’s more than you were worth last year, then you must have had some income during the year. Simple.

The net worth method should be used when the subject’s books and records are unavailable (or the subject did not keep any) and several of the subject’s assets or liabilities have changed over the period under investigation. If he or she does not have any assets, you will want to try some other approach (or some other crook).

The formula for calculating net worth is elegantly simple:




	Assets




	Less:

	Liabilities




	Equals:

	Net worth




	Less:

	Prior year's net worth




	Equals:

	Net worth increase (decrease)




	Plus:

	Living expenses




	Equals:

	Income (or expenditures)




	Less:

	Funds from known sources




	Equals:

	Funds from unknown sources






Notice the resemblance of this statement to the balance sheet used in businesses. A net worth assessment is not much more than two (or more) balance sheets, side by side. Also, check the bottom line: funds from unknown sources.

Your corroborative witnesses and cooperating defendants provide the information that identifies those “unknown” sources. The calculation does not concern itself with the source of the money, but rather with cold, hard figures (see Figure 10.1).

A net worth investigation has several stages, the first of which is the identification of the subject’s assets, liabilities, and living expenses. You need to find out what the subject has and what he or she is spending before you go further through the calculation.
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Where will you find out about the assets, liabilities, and expenses? The same places where you’ll get all of the financial information in your case:


	The subject, and his or her records (first choice)

	Informants—cooperating individuals

	Real estate records

	Court records, judgments, and liens

	Bankruptcy records

	Motor vehicle ownership records

	Loan applications

	Financial statements

	Tax returns

	Credit card information

	Child support records

	Divorce records (one of my favorites)

	Employment records

	Bank records

	Physical surveillance

	Securities records



Use your imagination. People leave tremendous paper trails behind them—trails that get wider every day in the age of computers and cell phones—and there are clues to assets, liabilities, and expenses in many of these records. These clues lead to other documents until the picture emerges clearly.
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FIGURE 10.1 Net worth calculation: Alex Bell.



Some sources are particularly good for a net worth case. I like divorce records because both parties have to file income statements and asset/liability statements under penalty of perjury. These let you know exactly where the subject was financially at a given point in time, or at least what he or she claimed. In addition, you now know of at least one other person who (a) has knowledge of your subject’s finances and (b) disliked him or her enough to get a divorce. Bankruptcy records are good, too.

Don’t overlook traditional methods of criminal investigation. Physical surveillance can lead you to assets and informants, or undercover agents can establish ownership of property that the crook might have concealed in someone else’s name or otherwise tried to hide. This is the type of investigation in which your imagination and resourcefulness can be used to the fullest extent—the type of challenge that good investigators relish.

Once the assets are catalogued and the liabilities and expenses accounted for, the calculation can begin. Figure 10.1 gives a sample net worth calculation.

The rules in applying the net worth method have to be followed, or you risk losing the court’s permission to use it as evidence at trial. They are as follows:


	Assets are valued at cost. No adjustment is made for depreciation or appreciation.

	Accounting techniques should be the same ones used by the subject.

	All items relating to the calculation should be included, even if they don’t change from year to year.

	Consistency is important. If you class an item one way one year, it needs to be carried over that way to all subsequent years. If something changes, as did Bell’s cash on hand, it needs to be included and explained.



Problem areas in the net worth calculation usually involve either cash on hand or living expenses. These are the hardest for the investigator to identify, but they are critical to the calculation. Cash on hand is most difficult to calculate because, as we know, cash leaves no trail, especially in an illegal business like drugs. We have to establish this figure, though, because if we don’t, Mr. Bell is going to claim that in 2001 he had $500,000 cash on hand. He’ll say he’s been living on that money ever since and that every one of his purchases was made with money from the five hundred grand he kept under his mattress. This is the so-called cash hoard defense, which, although it’s almost always bogus, must be taken seriously.

A solid starting point is essential to the entire net worth calculation, and establishing cash on hand is the key to that starting point. Cash on hand refers to coin and currency that are in the subject’s possession, such as in his or her house, in a safe deposit box, or in the hands of a nominee. It refers only to cash—not to money in bank accounts or other places where a record of it is kept.

Because it’s difficult to prove exactly how much cash on hand a person has (How much do you have on hand at this moment?), the courts let us prove cash on hand by circumstantial evidence. Here are some of the ways we can do this, in order from strongest to weakest:


	A written or oral admission to investigators concerning net worth and cash on hand

	A financial statement, preferably made under penalty of perjury, made in connection with an attempt to get credit or in some court proceeding

	Bankruptcy in the period before your calculation

	Net worth or cash on hand established by the subject’s own books and records

	Prior year activity, including unemployment or low- wage employment, or indebtedness, foreclosure, checks returned for nonsufficient funds, repossessions, and so forth

	Low income reported on tax returns



The cash on hand calculation is so significant that you may be required to extend the entire financial investigation back a few years just to eliminate the possibility of a cash hoard. In Bell’s case, we’re only interested in 2003 and 2004, when our informants tell us he was in the dope business. He clearly didn’t have much going for him as of the end of 2002. Our financial investigation would use several methods to try to prove that he couldn’t have had a large cash hoard as of that date.

Proving a negative like that is pretty difficult, but it can be done. In Bell’s case, he may have made a statement on a loan application when he bought his Jaguar, or he may have made a statement about his cash on hand to investigators. This raises an important point: If the subject doesn’t know you’re doing a net worth calculation on him, you don’t want to mention this when you interview him. He probably won’t be aware of the cash hoard defense until his lawyer tells him he needs it, and most crooks, knowing we’re out to seize their ill-gotten gains, will deny ever having a large amount of cash on hand.

Living expenses can also be difficult to calculate, especially if the individual is using cash for his or her purchases. These living expenses exclude anything that can be classified as either an asset or a liability. They include such things as


	Household expenses

	Automobile service and repairs (and gas)

	Medical expenses

	Entertainment expenses

	Taxes paid

	Net gambling losses

	Gifts to others and contributions

	Losses on the sale of personal assets



In some cases, you can make an estimate of living expenses, but the court may not allow it at trial. If not, you’ll have to limit your list to what you are able to prove. Sources for this information include the subject’s own records, especially receipts and the like, that you seize from his or her residence with a financial search warrant. Bank records, checking account records, and the records of businesses frequented by the subject can also be used to document expenses. The investigators in the Capone case got big mileage at trial out of detailing his purchase of silk underwear and other items of expensive clothing at various stores in Chicago and Miami. Witnesses from the stores documented the transactions.

Another area that might cause some problems is funds from known sources. These include salaries, wages, profits from a business, insurance or lawsuit proceeds, public assistance, interest, dividends, tax refunds, and gifts. The investigator must make an effort to identify as many known sources as possible because this amount comes off the all-important bottom line—funds from unknown sources—that we really care about.


Defenses to Net Worth

Over the years, many creative and sometimes even effective defenses have been raised against the net worth method. Because the IRS has been using the technique for decades, criminals and their attorneys have gotten plenty of practice in court. The financial investigator has to anticipate the defenses that will be raised and prepare in advance to refute them. Some of the more common defenses are described next.


Cash on Hand

Alex Bell claimed that he had a large amount of cash in a safe deposit box before the period of your investigation. We’ve already looked at some of the ways in which this defense could be refuted with circumstantial evidence, but it’s important to note that if he’s going to use this defense, Bell will have to make the claim. This means that you or the government attorney may get to question him on this issue. If so, you should ask very pointed questions, such as the following:


	Where did this money come from?

	When was it received and from whom?

	Where was it kept?

	Who else saw or knew about it?

	Why wasn’t it kept in the bank?

	Where is it right now?

	How and when was the cash spent, and what was purchased with the money?





Loans, Gifts, or Inheritances

These sources of cash are claimed in some cases. This kind of claim can be difficult to overcome, especially if the source of the “loan” or “inheritance” is overseas. At any rate, your investigation needs to cover the possibility that this claim will be made.

Again, when the defendant makes the claim, he or she will have to identify some source, often a friend or family member. At the end of this chapter, in a study of the Lindbergh kidnapping case, we’ll see that this defense was raised by Bruno Hauptmann, who said a friend loaned him the money before going back to Germany.

Your investigation may have to be extended to the source of the “loan” to prove that this person didn’t have the funds to make any such transfer. In one of my cases, a claim was made that the money involved in large cash transactions had come as a gift from the defendant’s mother, who sold a piece of real estate in a foreign country. This claim was refuted when we examined the real estate records and found that the sale occurred after the large cash transactions took place.

Another possible counterpoint to this defense is to question the form of the loan, gift, or inheritance. Was it in cash? If so, why? This is not, after all, the way most loans or inheritances are made. Why wasn’t a check used? What documentation exists to support the transaction? What about Currency Transaction Reports (CTRs) or Currency and Monetary Instruments Reports (CMIRs)—do any exist? This is an especially effective approach to take in cases involving assertions that the money came in from overseas. If it came as a check or wire transfer, where is the piece of paper? If it came in cash, where’s the CMIR? Why wasn’t it reported to Customs?



Holding Funds or Assets as a Nominee

“It’s not my money. I’m just holding it for Joe.” This defense depends on Joe’s agreeing to go along, which he may not do—especially if the IRS is involved. It usually works with a specific asset, the claim being, for example, that the car you included in your calculation really belongs to somebody else; it’s just in the subject’s name for insurance purposes.

You may have to interview Joe, but records relating to the asset might help by proving a connection with the subject. Who’s paying for the gas or repairs on the car? Who’s driving it? Who’s paying for the insurance? The whole point of money laundering is to conceal the source, ownership, or control of the dirty money, so your investigation could involve going behind this concealment to find out the true source or ownership of the asset.



jointly Held Assets of Subject and Spouse

If assets included in the computation are jointly held by the subject and his or her spouse, the subject could say that the asset was acquired by the spouse using that person’s own funds: “Yeah, it’s in our names, but she bought it.”

You can deal with this by tracing the funds used to acquire the asset back to the subject, or by proving that the spouse did not have the means to conduct the transaction independently. In some cases, the funds of husband and wife will be so commingled that no tracing is possible. If so, the asset gets added into the calculation, and the spouse’s legitimate sources of income get subtracted.



Failure to Account for Other Sources of Funds

Under case law established 50 years ago, the government is obligated to investigate all leads provided by the subject and anything that can be reasonably checked. In Holland v. United States, 348 U.S. 121 (1954), the Supreme Court ruled: “Where the taxpayer offers no relevant explanation of the increases in his net worth, however, the Government is not required to negate every possible source of nontaxable income—a matter peculiarly within the knowledge of the taxpayer.”

So, we’ve got to be thorough, and this means viewing all of the records with an eye toward any income or transaction that might relate to another source of funds. This includes pensions and annuities, accident settlements, public assistance, and the like.




Conclusion

The net worth method can be a valuable part of your criminal investigation. You don’t want to use it in all situations, such as when the subject has few assets or when you have direct evidence of illegal income. Properly presented to a jury, the net worth calculation will lead them to an inescapable conclusion about the defendant’s income.




Source and Application of Funds

A close cousin to the net worth method, the source and application of funds technique is easy for investigators to use and easy for jurors to understand. It’s based on the concept that if a subject’s spending in a given period is greater than the money he or she earned from a known source, the difference is income from some unknown source. You can then trot out any information you might have about the subject’s illegal business to make the clear inference that the “unknown source” isn’t really much of a mystery.

Courts have accepted the source and application of funds method, also known as the expenditures method, commenting on its similarity to the net worth technique from which it is derived: “The two computations are merely accounting variations of the same basic method, the expenditures theory being an outgrowth of the net worth method”; see McFee v. United States, 206 F.2d 872, 874 (9th Cir. 1953), vacated and remanded, 348 U.S. 905, aff’d upon reconsideration per curiam, 221 F.2d 807 (9th Cir. 1955).

The same items or accounts are considered in both methods, but in the source and application of funds technique, only increases and decreases in assets and liabilities are considered, along with living expenses. Assets and liabilities that do not change in the period are not included in the calculation.

The formula for the calculation is the following:




	 

	Application of funds (expenditures)




	Less:

	Known sources of funds




	Equals:

	Funds from unknown or illegal sources






You’d want to use this method of proof when your subject is living high but not acquiring a lot of assets. He or she doesn’t have much net worth because it’s all been spent. This profile fits quite a few drug dealers and many other criminals as well, who frequently take an “easy come, easy go” attitude toward their money and don’t plan well for retirement.

Also, if the crook has assets and liabilities that don’t change much during the period, this would be another reason for using the expenditures method. It can also be used in calculating the starting point in a net worth computation or as a check against reported income.

Doing the calculation isn’t too tough. (It’s finding all the items to add and subtract that takes time.) First, you consider the application of funds or expenditures. Included in these are


	Increase in cash on hand or in banks

	Increase in personal or business assets

	Decreases in liability balances

	Personal living expenses



Next, you identify known sources of funds, such as


	Decreases in cash on hand or in banks

	Sale or exchange of assets

	Wages, salaries, or the profits from business

	Interest, dividends, and other investment income

	Tax refunds

	Loans, gifts, or inheritances received

	Unemployment, public assistance, and other income



Subtract the second batch from the first and, voilà, you’ve got the subject’s income from unknown or illegal sources. Figure 10.2 provides a sample calculation.



Bank Deposits

Another well-established indirect method for establishing income is the bank deposits analysis. As with the other methods, we are looking for funds from known and unknown sources. In this technique, though, we’re studying the subject’s banking activity rather than assets and expenditures.

The idea behind this method is that if you take all of the subject’s bank deposits for a given period, subtract any transfers between accounts, and then add any expenditures made in cash, you’ll know how much total income the subject must have had during the period.

The bank deposits method can be used only when the subject (a) has bank accounts and (b) makes lots of deposits into them. The nice part about the bank deposits calculation is that the whole thing relies on third-party records—those from a bank—which are very complete and all concentrated in one place. If the subject’s books and records are unavailable or incomplete or if he or she is not turning them over, this method will still work.

The bank deposits calculation is as follows:




	 

	Total deposits to all accounts




	Less:

	Transfers and redeposits




	Equals:

	Net deposits to all accounts




	Plus:

	Cash expenditures




	Equals:

	Total receipts from all sources




	Less:

	Funds from known sources




	Equals:

	Funds from unknown sources






Note that transfers between accounts and the money that is taken out and redeposited are subtracted because this type of churning doesn't represent income. Also, only expenditures made in cash are considered because this was money that wasn't deposited—it was spent instead. Expenditures made by check are ignored. A good example of a bank deposits analysis appears in the case study on the Lindbergh kidnapping later in the chapter.

A bank deposits case works best if the subject really does have a steady source of income and deposits this money into various bank accounts. It doesn't matter whether the deposits are in cash or some other form; a periodic pattern of deposits creates the inference that the monies came from a regular income-producing activity.

Cash expenditures are established using the following formula:




	 

	total outlay of funds




	Less:

	Net bank disbursements (checks)




	Equals:

	Cash expenditures






Defenses to a bank deposits case include some of the standbys we saw for the other methods:


	Deposits were loans, gifts, or inheritances.

	Deposits were not current income (money hoard).

	Deposits were the spouse’s or from some other person or entity.



Another defense to a bank deposits case is the claim that the deposits represent a duplication of current income. All of these defenses should be anticipated and leads followed up to negate them.




UNIT AND VOLUME

If you know how much an item sells for and you know how many items are sold, you can determine the total sales figure for that item. That’s the principle behind the unit and volume method of determining income. It works well for any type of income, including the illegal sort, whether the sales are in cash or otherwise.

The classic case involving the unit and volume method concerned a brothel operation in Atlantic City, New Jersey. The investigators knew that each customer was given a towel as part of the service, and they knew what the “service” cost. By going to the laundry, they were able to determine the exact number of towels used by the brothel. The calculation in this case was

Unit (towel) × Volume (# towels) = Total sales

To come up with a net income figure it would be necessary to account for expenses, such as the prostitutes' wages (and the laundry costs), but the gross income was established. The case agent was IRS Special Agent William Frank, who also did the net worth and bank deposits calculations in the Lindbergh kidnapping case.
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Figure 10.2 Source and application of funds calculation.



This method works quite well in drug cases, too. If you know what the dealer’s sales prices are and you can somehow establish the volume of sales, either through witnesses or the dealer’s own records, you can arrive at a gross income figure for the dealer.

This method is best used in situations where the business deals in a limited number of products. (Offering only one product is even better.) It can also be used as a check against the books and records of the subject or against another method, such as the net worth.



APPLICATION IN MONEY LAUNDERING CASES

Indirect methods of proving income work well in money laundering cases. The direct method, though always preferable, may not be as effective when laundering techniques are used to conceal income or assets. The whole point of a good money laundering scheme is to prevent direct tracing of (dirty) income back to the criminal who made it. Because indirect methods focus on things like assets, purchases, and spending, they’re better suited for situations in which secondary sources and circumstantial evidence are needed to put the money in the criminal’s hands.

The purpose of all of these indirect methods is to arrive at a bottom line: funds from unknown sources. Once the methods have proved that there are funds from some unknown source and given you an idea about how much money is involved, it’s up to the investigator to prove the rest of the money laundering case—that these funds came from a Specified Unlawful Activity.



CRIME OF THE CENTURY—LAUNDERING THE HOTTEST MONEY IN AMERICA

Before the white Bronco and the bloody glove, the details of another “Crime of the Century” captivated the American public. On March 1, 1932, somebody snatched the young son of aviator Charles A. Lindbergh from his nursery in the family’s Hopewell, New Jersey, home.

Kidnapping was a more common crime in this era, with great media interest, but the theft of the Lindbergh baby exploded on the American consciousness like a bomb. Indeed, the attention of the entire world was focused on the agony of the Lindbergh family and on the efforts of law enforcement to recover the child and bring the kidnappers to justice.

Although there were a number of leads and substantial physical evidence left at the scene, including a note and a homemade wooden ladder, police initially had little to go on. A ransom demand was made, followed by a lengthy, almost bizarre series of communications with the self-proclaimed kidnapper. A procession of do-gooders, frauds, intermediaries, and would-be sleuths complicated the payment of the $50,000 ransom, which was finally delivered at a cemetery in New York City on April 2, 1932—a full month after the child’s disappearance. Hopes for the baby’s safe return were dashed on May 12, when the child’s body was found a short distance from the Lindbergh home. The world’s attention and outrage immediately turned to finding and punishing the killer.
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FIGURE 10.3 Bruno Richard Hauptmann.



One wouldn’t ordinarily associate financial investigative techniques with a crime like kidnapping. Like most extortionists, kidnappers are caught most often at the ransom drop or at some other point where they are in contact with the victim or the authorities. In fact, as one law enforcement officer noted at the time, the Lindbergh kidnapping was the only one of the period in which the spending of the ransom money led to the suspect’s capture.

The police were under overwhelming pressure to solve the case, but the supply of viable leads dwindled quickly, although the media attention did not. Tips were received from around the world, but the investigation centered in New Jersey, where the crime occurred, and New York City, where the ransom was paid. Interagency disputes and jealousies arose, with the result that communications between the New Jersey police, who had all the physical evidence at the crime scene, and authorities in New York broke down.

Although they were fairly certain that the kidnapper lived in their jurisdiction, all the New York officers had to go on was the physical description of the suspect who had collected the ransom and the ransom money itself. Working with the New York Police Department were agents of the Treasury Department, who had assembled the ransom package, and the Department of Justice, who were about to be given federal jurisdiction over kidnapping cases.

These officers had a significant edge, which would eventually lead straight to the kidnapper. Before the ransom was paid, Elmer Irey, chief of the Intelligence Unit of the Bureau of Internal Revenue, had insisted that a number of gold certificates be included among the bills given to the kidnapper.  Irey knew that gold certificates would be more conspicuous than ordinary Federal Reserve or United States Notes. As a result, two-thirds of the ransom’s 4,750 bills were gold certificates (see Figure 10.4). Further, over the initial objections of Colonel Lindbergh and contrary to the instructions of the kidnapper, the serial number of every bill in the ransom package was recorded. Lists of the numbers were distributed to every bank in New York, and Treasury agents visited each branch regularly to remind tellers to check the bills they received against their lists.
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FIGURE 10.4 Gold certificate, series 1928. The Lindbergh ransom included more than 3,000 of these distinctive notes, each bearing a gold seal and declaring that the face amount was “in gold coin payable to the bearer on demand.” After the May 1, 1933, recall of these notes, they became increasingly conspicuous.



The kidnapper wasn’t making things easy for those following the money trail. As the bills began to trickle in, beginning shortly after the April 2 ransom payment, it became apparent that the money was being exchanged in small amounts—an average of only $40 per week. The kidnapper was also using the smaller denomination bills, rather than the gold certificates, so many of the early exchanges were not detected at all. It later became clear that the kidnapper was making small purchases, sometimes as small as six cents, paying with a $10 bill from the ransom and receiving the “clean” money as change.

The kidnapper was also being extremely careful in where he spent the money. On a pin map, agents recorded the location of every bill recovered. The pins were concentrated in Manhattan and in the Bronx, where the kidnapper was suspected to live. But the person passing the bills avoided exchanging the bills more than once in the same place or anywhere that he was known, and the case dragged on.

President Franklin Delano Roosevelt gave the investigators an important break a year later, on April 5, 1933, when he effectively took the country off the gold standard. Roosevelt made it illegal for any American to possess gold bullion, gold coins, or gold certificates. All these items had to be exchanged prior to the May 1 deadline. The investigators knew that the kidnapper still had over $30,000 in gold certificates; hence, an intensive surveillance of New York banks was undertaken by Treasury agents in the days leading up to May 1.

At first, this surveillance appeared to pay off. In the period leading up to the deadline, $15,000 in gold certificates from the ransom money was exchanged. In the largest transaction, a “J. J. Faulkner” of 537 W. 149th Street in New York exchanged $2,980 in gold certificates from the ransom for an equivalent amount of Federal Reserve Notes. After an intense investigation, “J. J. Faulkner” proved to be nonexistent. Because so many people were exchanging gold certificates, the bank employees who handled the transaction were unable to identify the person who had brought in the ransom money. After May 1, the trickle of gold certificates dried up.
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FIGURE 10.5 Searchers at Bruno Richard Hauptmann’s garage. Two and a half years after the Lindbergh kidnapping, agents and police finally arrested a suspect and searched his Bronx garage, recovering $14,600 in cash, all from the ransom.



A full year later, the notes started reappearing, and the investigators watching the pin map finally got their big break. On September 15, 1934, two and a half years after the kidnapping, a gas station attendant took a $10 gold certificate in payment for 98 cents’ worth of gas. As a precaution, he wrote the license number of the customer’s car on the bill. The serial number was on the ransom list. Investigators quickly traced the bill back from the bank to the gas station and then to the customer, Bruno Richard Hauptmann, a German immigrant and carpenter who lived in the Bronx.

Four days later, the police closed in, nabbing Hauptmann as he drove away from his house. On his person was a $20 gold certificate. It, too, was found to be from the ransom money. Back at Hauptmann’s house, investigators found more gold certificates—first, a couple that Hauptmann had given his landlady, and then a large stash of the notes concealed in a secret compartment in Hauptmann’s garage (see Figure 10.5). Physical evidence was also recovered, and Hauptmann himself closely resembled the description of the man who picked up the ransom. Investigators were convinced that the kidnapper of the Lindbergh baby had finally been caught. Unable to launder the extremely hot and dirty ransom money successfully, Hauptmann was finally identified through the spending of his loot.

Despite the evidence against him, Hauptmann denied he was the kidnapper, a position he maintained until the very minute New Jersey electrocuted him. The $14,600 in ransom money found in his garage posed a major problem for his lawyers, though; some explanation would have to be found to account for this direct link to the crime. Hauptmann had a simple explanation, a defense he used throughout his trial: A fellow German immigrant, Isidor Fisch, now conveniently dead, gave him the money before Fisch went back to Germany. Hauptmann said he was only holding the money for Fisch and didn’t have any idea how his late friend had gotten it.

Investigators decided to do the same type of analysis of Hauptmann’s finances that had recently put Al Capone in prison. Two separate indirect methods were used to prove Hauptmann’s income: a net worth analysis and the bank deposits method, both developed by the Treasury’s Intelligence Unit for use in income tax investigations. You’ll recall the simple formula for a net worth analysis:




	Assets




	Minus:

	Liabilities




	Equals:

	Net worth




	Minus:

	Prior period's net worth




	Equals:

	Increase in net worth from previous period




	Plus:

	Known expenses




	Equals:

	Total increase in net worth




	Minus:

	Funds from known sources




	Equals:

	Funds from unknown sources






In Hauptmann’s case, the Treasury agents wanted to find out whether the bottom line—funds from unknown sources— was anything close to $50,000.

A net worth analysis relies on a good starting point, and in Hauptmann’s case the agents had a couple of choices. They knew, for example, his exact net worth as of 1923, when he emigrated from Germany to the United States. They also recovered his diaries, in which he meticulously recorded even the smallest financial transactions. These extremely precise entries documented Hauptmann’s exact net worth up to the date on which the ransom was paid.

Agents then went about the task of verifying all of Hauptmann’s transactions, going all the way back to the day he arrived in America. His work records were examined, establishing all of his legitimate “funds from known sources.” In an interesting coincidence, Hauptmann was found to have been completely unemployed for two and a half years; he’d quit his job and hadn’t worked since the day the ransom was delivered.

In concluding his testimony at trial, Treasury Special Agent William Frank reported that since coming to America, Richard Hauptmann had spent or owned $49,950.44 over and above his income from “known sources,” as demonstrated by the net worth analysis. Hauptmann’s net worth increase from unknown sources was just $49.56 less than the Lindbergh ransom.

Hauptmann’s lawyers had no effective rebuttal for these figures and no explanation for the unaccounted wealth, although they tried to confuse the jurors about how the calculation was made. But if the net worth assessment was bad news, the bank deposits analysis was even worse. The standard formula for a bank deposits analysis is as follows:




	Total deposits to all accounts




	Minus:

	Transfers and redeposits




	Equals:

	Net deposits to all accounts




	Plus:

	Cash expenditures




	Equals:

	Total receipts from all sources




	Minus:

	Known sources of funds




	Equals:

	Funds from unknown sources






Investigators modified the formula slightly in Hauptmann’s case in order to account for the $14,600 in ransom money found in his garage; in performing the analysis on Hauptmann’s expenditures, Special Agent Frank reviewed only the period following the ransom payment. When Frank was finished, he concluded that in the two and a half years after the ransom delivery, Hauptmann had deposited or handled $49,986.00, getting to within $14.00 of the entire ransom amount. The actual calculations performed in the Hauptmann case appear in Figure 10.6 for anyone who might be interested in a practical application of financial investigative techniques in a capital case.

After Hauptmann’s trial, the jury foreman commented on the impact of this evidence on the jury’s thinking. Equally damaging was the effect of financial evidence on Hauptmann’s defense. Simply put, Hauptmann blamed everything on the dead guy. His friend, Isidor Fisch, had returned to Germany in 1933, but before he left he entrusted a package to Hauptmann’s care, Hauptmann said. Later, Hauptmann accidentally knocked the package down and found it contained money. These were the bills police found in his garage. He also claimed that he had kept a cash hoard of money he had earned before April 1932. The money for all of his cash purchases had come from this hoard.

The investigators knew in advance about what would become known as “Hauptmann’s Fisch story,” so they did another financial investigation on the dead Fisch. The probe didn’t take long. Fisch had died destitute in Germany, and they found no evidence that he had ever possessed any significant amount of money while in America. In fact, investigators found a letter from Hauptmann to Fisch’s family in Germany in which Hauptmann asked for repayment of $5,500 that Hauptmann had loaned to Fisch. This inconvenient disclosure caused the kidnapper considerable discomfort under cross examination.

In another demonstration of how critical was this evidence, Hauptmann spent 17 hours on the witness stand, 11 under cross examination. As much as three-quarters of his testimony related to the financial evidence against him. In the end, he could not explain away any of the damning testimony of the financial investigators or the presence of all those gold certificates in his garage.
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Figure 10.6 Bank deposits analysis: Bruno Richard Hauptmann.



 Hauptmann maintained his innocence to the very end. Recent books and a movie have questioned the jury’s verdict, but the financial facts remain utterly unchallenged. The money that Bruno Richard Hauptmann was unable to launder tripped him up and ultimately sent him to the electric chair.

The Lindbergh kidnapping case provides graphic evidence of the power of the financial investigative technique. Several key points are especially worth remembering: First, Hauptmann initially got away with the crime, successfully taking the baby and eluding authorities at the ransom drop. Second, Hauptmann was well aware of the need to launder the very distinct proceeds of his crime successfully. He developed a placement scheme that worked well for over 2 years, but ultimately he could not distance himself from the tainted funds. Third, although other investigative techniques failed, the financial investigation tied Hauptmann inextricably to the ransom—not just the $14,600 found in his garage, but also the bills that were placed into circulation. In a case in which eyewitness identifications and even physical evidence were shaky, the reliability of the financial evidence was absolute.

Finally, the financial investigation severely limited Hauptmann’s defense options and ultimately impeached the only defense he had. He was never able to offer any plausible explanation for his possession and use of those “funds from unknown sources,” and this failure cost Bruno Richard Hauptmann his life.

Perhaps the most telling comment on the quality of the financial evidence was made by the New Jersey Court of Errors and Appeals, which voted unanimously to reject Hauptmann’s appeal. Justice Charles W. Parker wrote:


Our conclusion is that the verdict is not only not contrary to the weight of the evidence, but one to which the evidence inescapably led. From three different and, in the main, unrelated sources the proofs point unerringly to guilt viz: (a) possession and use of the ransom money; (b) handwriting of the ransom notes; and (c) wood used in the construction of the ladder. (emphasis added)



Bruno Richard Hauptmann was executed at the New Jersey State Prison at Trenton on April 3, 1936, 4 years and a day after the delivery of the ransom money that would ultimately condemn him.
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FIGURE 10.7 “Wanted” poster for the Lindbergh kidnapper.



For anyone who might be interested in following in Special Agent Frank’s footsteps, the original Hauptmann analysis appears in Figure 10.6. Keep two key dates in mind: April 2, 1932, when the $50,000 ransom was paid, and April 5, 1933, when it was announced that all gold certificates were being called in by the federal government. Figures are taken from the original case, with some consolidation and editing for brevity’s sake. Steiner Rouse & Company was Hauptmann’s stockbroker, where he maintained an account and did as much as $50,000 per month in trades. Central Savings Bank was the Bronx institution where Hauptmann had a joint savings account with his wife, Anna, for about 8 years.






 11 Business Operations


He’s a businessman. I’ll make him an offer he can’t refuse.

Mario Puzo, The Godfather




A corporation is just like any natural person, except that it has no pants to kick or soul to damn, and by God, it ought to have both.

Anonymous



There are millions of businesses operating in America today. Some are fronts for criminals or money launderers, needing some pants to kick. Others are fine, upstanding organizations, chock full of useful information for the financial investigator. Some businesses are owned by one person, whereas others have literally hundreds of thousands of owners.

Why do we need to know about business organization and operation? Because businesses generate the records that allow us to do a financial investigation. We have to know where to go for these records, what they look like, and how we can pry them loose from their makers. The other reason is that one of the only two real money laundering scams that exist in the world today is based upon a business front or cover.

Law enforcement people (and the rest of the population generally) often don’t have a very clear conception of how businesses work. We know they exist by selling things, of course, but how they function internally and what legal constraints they operate under is something most people don’t know or care to know.

And why should we? After all, as long as the store’s open, do we care if its parent company is some corporation in Delaware or Hong Kong? It may not be important to Joe or Jane Customer, but in a money laundering case, the answer may be critical. The answer may dictate whether you get the records you need or whether the whole business entity can be charged with some substantive crime.

There are three basic types of business organizations that are recognized in the American legal system:


	Proprietorship

	Partnership

	Corporation




PROPRIETORSHIPS

Proprietorships, also known as sole or single proprietorships, are established, owned, and operated by one person. Responsibility for the legal and business decisions of the business rests with the proprietor, who answers only to himself or herself.

Although no laws specify the size or scope of a sole proprietorship, they tend to be small, localized, and less complex than partnerships or corporations. Today, 70% of businesses in America are small and operate as sole proprietorships. For that matter, most criminal operations fit this profile as well: Very few criminals run down to the Secretary of State’s office and incorporate their auto theft ring or cat burglary enterprise.

For income tax purposes, the law recognizes a sole proprietorship as the individual taxpayer. There is no tax on the business entity, only on the proprietor. After all, in this type of organization, all of the business profits are owned by the proprietor. That is one of the advantages of being a sole proprietor: Anything that comes in is yours.

The flip side, of course, is that you have unlimited personal liability for all of the business debts. This fact alone leads many sole proprietors to incorporate, putting a little distance between themselves and unlimited debt.

Other advantages include the freedom you have not to ask a bunch of shareholders or a board of directors for permission to do something. The business is very easily formed, a process that may be as simple as registering a trade name, and it is as easily dissolved. The proprietor just quits. Also, when the proprietor dies, so does the business.

Business entities are often associated with abbreviations characterizing their type, such as “Inc.” for “incorporated.” The abbreviation that designates a proprietorship is “dba” or “doing business as”—for example, “John Madinger, dba ML Services.”

From an investigative standpoint, these businesses present some problems. For one thing, if the business is the owner, he or she probably has some Fifth Amendment rights with regard to disclosing records. At the very least, the owner can claim this privilege as to the records he or she maintains that tend to incriminate him or her. We’ll look at some court decisions that address this claim; it can come up in your case.

The freedom that sole proprietors have can cause other problems. Because they aren’t answerable to partners or shareholders, they can be more flexible in their accounting methods. Their books and records need only be good enough to satisfy them and the IRS.

Anyone who enters into a business and doesn’t designate the type of organization is automatically considered a sole proprietor.



PARTNERSHIPS

Partnerships are the next step up in terms of complexity. As the name implies, two or more people agree to go into business together. Partnerships are usually formed because two heads—and two wallets—are better than one. Whereas a sole proprietor has only his or her own resources on which to draw, partners each bring capital, skills, or other resources to the business.

Like proprietorships, partnerships are easy to set up, although there is a legal framework in place, designed mostly to protect the partners from each other. An important part of this framework is the Uniform Partnership Act (UPA), which has been adopted by all of the states except Louisiana. The UPA defines a partnership as “an association of two or more persons to carry on as co-owners of a business for profit.” The UPA is the controlling authority for the establishment and operation of partnerships, and it sets the broad rules that partnerships will follow.

The rules governing a specific partnership are set by the articles of partnership, also known as the partnership agreement. This agreement is significant because it gives the partnership life, describes how it will be operated, and provides for the expiration or termination of the business (see Figure 11.1).

All of this is designed to prevent the disagreements that often accompany human relationships. The UPA is based on English common law, which in turn is based on Roman law, in which the concept of partnerships was understood. The Romans also understood the need to regulate their operations.

A partnership agreement establishes the relationship between the partners and their business. Each partner is a co-owner of the business, with a right to share in the profits and losses. Each has a voice in the management of the affairs of the partnership and co-owns the business assets. How much of a share and how much voice are specified in the agreement.
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Figure 11.1 Partnership agreement.



The partnership agreement is required to set out clearly what this business is, who is involved, what the responsibilities are, where the money comes from, and where it goes. In the agreement, an example of which follows, you will find the following:


	Name of the partnership

	Names of the partners

	Location and type of business the partnership will be conducting

	Effective date of formation and a termination date

	Agreement as to the assets initially contributed by the partners to start the business

	Duties and responsibilities of the partners with respect to operation of the business

	Provisions for compensation and the distribution of profits, losses, and liabilities



In each of these areas, there is flexibility, and the agreement can be broadened or narrowed to provide for the needs of one partner or another. For example, in a situation where one partner has a lot of money but no interest in making dayto-day decisions about the company, the agreement could allow for the income to be divided on a 50–50 basis, even though the other partner’s contribution was less. The agreement puts everything out front, so the partners know where they stand with each other.

Like proprietorships, partnerships are not taxed separately. The income distributed to the partners is reported by them and taxed according to their share of the profits. Partnerships, unlike proprietorships, do file returns with the IRS; however, these only provide information about the distributions.

Partnerships fall into one of two legal categories recognized by statute:


	General partnerships

	Limited partnerships



General partnerships are the more common type. They are less complicated, with the characteristics of the old commonlaw partnership entities. In a general partnership, the partners have unlimited liability for any debts or legal obligations. Each partner also has a fiduciary duty, like a trustee in a trust, to act in the best interests of the partnership and his or her partners. This implies some other restrictions on partners’ conduct. For example, partners cannot self-deal or profit at the partnership’s expense, operate in competition with it, or use partnership assets or resources for a personal, nonpartnership purpose.

All of these restrictions serve to establish the partnership as a legal entity, separate and apart from the individuals who agreed to form it. Those people get some rights, along with the responsibilities, such as the right to a share of the profits and repayment of their initial contributions. General partners also have an equal say in business decisions, unless the agreement says otherwise.

Depending on what the agreement says, decisions are made by voting, either on a majority or unanimous basis. By statute, some decisions, such as whether to admit a new partner, amend the agreement, or assign partnership property to a third party, require a unanimous vote.

Partnerships can be dissolved by agreement, or they may terminate automatically upon completion of the business purpose (e.g., sale of a piece of property) or upon the withdrawal or death of a partner.

Limited partnerships were created to limit the liability found in a general partnership. This type of partnership has two kinds of partners: limited and general. The limited partners come into the business with capital. In return for their money, they receive a share of the profits: their distribution. If the business loses money, the limited partners can lose their entire investment, but that’s it.

A limited partnership can have as many limited partners as the agreement (or state law) permits, but it has to have at least one general partner, who actually runs the business. This person still has potential for unlimited personal liability.

States pass laws governing these arrangements and outlining how much or little the partners can do. If a limited partner starts getting too involved in the business, he or she could lose limited status and become liable for any debts. This comes up when a partnership loses a lot of money and goes out of business and creditors go looking for a general partner, who can’t be found. Then the creditors go looking for a limited partner who was making decisions or acting beyond his or her role.

For investigators, the partnership is a little like a proprietorship and a little like a corporation. The business records of a partnership belong to the business, not the partners. Partnerships do not have Fifth Amendment rights like an individual, but the partners themselves can assert those rights. In most cases, production of records will probably be compelled over the objection. In fact, one partner can be compelled to testify about the others.

If you are looking for the records of a third party—someone with whom the partnership has done business, the subpoena needs to be served on a general partner because the limited partners are not supposed to be involved in operations to the extent of handing over records. Partnerships may have appointed officers or employees who are responsible for the preparation and custody of records. These people can also be served.

Partnership records are more complex than those for a proprietorship. Not only do the partners have to account for their actions to each other, but they also have to report to the IRS as well.

When you are looking at a partnership from the outside, as when you suspect it might be a front for money laundering, you will need to start with the partnership agreement. This will list all of the partners and their roles. It will also provide some idea about their contributions and outline the plan for distributions. Because limited partners are supposed to contribute the capital and general partners the management, if the agreement shows a limited partner contributing little or no capital but exercising a decision-making function or even a disproportionate voting share, something could be wrong with the picture.


General Record Information

Annual reports for the partnership may be on file with the state. Records of distributions made by the partnership are technically tax returns and can be obtained from IRS via an ex parte court order.

Some partnerships keep minutes of meetings and votes taken. The larger a partnership is, the more likely there will be some written record of this decision-making process. Also, larger partnerships may have their business audited independently every so often. The accounting firm conducting these audits could be a good source of information.

One of the big advantages for a partnership over a proprietorship is that getting credit is easier. The credit rating of a partnership is established by ratings services such as Standard & Poor’s and Dun & Bradstreet. Even if you’ve subpoenaed one of the credit bureaus that rates individuals, you may have missed the partnership’s credit information.



Terms Used in Connection with Partnerships

Partnerships are permitted to use several terms in their business name to denote their status as a partnership. The most common of these is “Ltd.,” as in Pacific Laundering Ltd. “Partners” is also used, as in Pacific Laundering Partners.

Other initials you’ll see are “L.P.,” which denotes a limited partnership. One of the most common of these is a real estate limited partnership, or RELP, which is formed to take advantage of some real estate transaction or property.




CORPORATIONS

Unlike proprietorships and partnerships, corporations are legal entities, recognized by law as fictional “persons” sanctioned by the state. The word “corporation” comes from “corpus” or body. And this is what it is—a completely separate legal body, distinct from its owners.

A relatively recent development in business, corporations have several advantages over the other forms of business. The biggest is that the owners of the company have no personal responsibility for the corporation’s debts—their liability is limited.

The first step in the creation of a corporation is the filing of articles of incorporation with the state in which the corporation is to be domiciled. These articles are filed with the Secretary of State or Registrar of Corporations for the state, who will then approve the creation of the new business. The state agencies registering corporations have various names, although most are found in the Secretary of State’s office. You can obtain a list of these offices or find out where corporations register in various states at the website of the National Association of Secretaries of State (http://www.nass.org).

The states that allow the creation of this new “person” have varying rules regarding liability and operation. Some states are more restrictive, while others, notably Delaware, have very favorable conditions for business. A large number of American corporations are formed in Delaware, even though they may do little or no business in that state.

The articles of incorporation set out how the company will be formed, what business it will do, where its headquarters will be, and who will own and run it. The articles also contain a phrase stating that the corporation will have perpetual existence—something that neither persons nor proprietorships nor partnerships can enjoy. All of this information, when accepted by the state, becomes public record and is available for review and inspection by anyone who cares to check it out. A document known as a corporate charter is issued, and the corporation officially exists.

The articles of incorporation are only the first of many documents the corporation will be required to keep. This is one of the disadvantages to incorporating: It is a far more complicated proposition than a sole proprietorship.

As a legal entity composed of its owners, the corporation is mandated to behave independently of those owners. If a business decision is made, it is the decision or action of the corporation—not the individual owners. Each of these owners has a share in the outcome, but it’s the corporation that reaps the benefits or takes the loss.

Owners of a corporation are known as shareholders, and they are given evidence of their share of the ownership in the form of stock certificates. Each of these certificates represents a piece of the corporation, with the owner’s total representing his or her share of the whole pie. The articles of incorporation specify how many shares are to be issued initially and the value of these certificates. If more shares are to be issued, a decision will have to be taken by the Board of Directors or the shareholders themselves, who meet to vote on this kind of move.

These features are unique to corporations. Shareholders have whatever voting rights are established for them in the articles of incorporation and another document of public record, the corporate bylaws. When the corporation is first created, the creators can appoint officers and directors. Directors can later appoint officers to run the corporation, but only the shareholders get to pick the directors. This may be done in an annual meeting, which is another requirement of state law.

Summing up, a corporation


	Is a legal entity, separate and distinct from its owners

	Has continuous or perpetual existence—again, apart from its owners

	Is owned by its shareholders, operated by the directors they appoint, and managed by the officers selected by the directors



Figure 11.2 shows a corporate organizational chart, and Figure 11.3 shows an organizational chart of a corporate accounting department.


Corporate Advantages and Disadvantages

The big advantage enjoyed by corporations is the limit to the owners’ liability for debts incurred by the business. Their liability is limited to the amount of money they invested. If I bought $100 in stock in a corporation and that business went bankrupt the next day, owing billions, I’d be out my $100, but somebody else—the corporation itself—would be responsible for paying the creditors.
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Figure 11.2 A corporate organizational chart.
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Figure 11.3 Organizational chart of a corporate accounting department.



Other advantages include:


	Corporations have a broader financial base and are more attractive to lenders than other types of businesses.

	Ownership is easily transferred.

	The business outlives the owners.



However, the corporate structure also has disadvantages. As a separate legal person, a corporation gets taxed like one—and maybe at a higher rate than its owners would pay. Although corporations can take advantage of all sorts of pension, profit sharing, and stock option plans to lower their taxes, not only must they file an annual corporate income tax return, but they also pay as much as 46% in taxes on their income. This has something to do with the fact that, unlike people, corporations don’t vote, but it’s also recognition that the state is giving the corporation a special status and expects something in return.

Those who might be considering forming a corporation face another concern. The government regulates corporations closely and imposes other legal restrictions on corporate operations. These have always been quite extensive, and after the Enron, WorldCom, and other corporate scandals of recent years, they have become even more restrictive. This is, once again, recognition that the corporation enjoys special legal status, so it has special legal responsibilities.



For the Investigator

A corporation gets to enjoy some of the rights of a real person, but not all of them. This is good news for a financial investigator because a corporation has no privilege against self-incrimination; the Fifth Amendment does not protect corporate records. Corporations large and small have challenged court rulings on this point to no avail. If you subpoena their records, they’re probably going to have to cough them up.

This applies even to small corporations established by individuals under Subchapter S of Section 1362 of the Internal Revenue Code. These so-called S corporations are small, and the law allows them to be taxed as partnerships would be. In many cases, an S corporation has only one or two stockholders.

In these corporations, the distinction between the owners and the corporation is very fine. The courts have ruled, however, that even if only one person owns all of the stock, the corporate records must be produced. In Braswell v. United States, 487 U.S. 99, 108 S.Ct. 2284 (1984), the court held that the collective entry doctrine prevented Braswell from claiming Fifth Amendment protection for his corporate records. Braswell was the sole shareholder of the corporation, as well as the custodian of records.

This is very significant because corporations, just like people, can be held criminally liable for their conduct. And remember that corporations are frequently used in money laundering schemes as fronts or instruments of the launderer. This means that you may be able to compel the corporation to produce records and then use them to indict that same business.



Corporate Criminal Liability

The question of corporate liability in criminal cases is really several questions because all corporations involve several persons or entities. You have to answer these questions because, while you can’t put a corporation in jail, a big fine or a multimillion dollar forfeiture may be at stake.

Another very significant point for an investigator in a money laundering case is that, although the corporation cannot take any actions on its own, the acts of its agents, executives, officers, or employees may be imputed or carried over to the corporation itself. The general rule is that if any of these people is acting on behalf of the corporation, the corporation may be liable. The higher the degree of control the corporate agent has, the more likely the corporation will be liable for his or her acts.

For example, say a car dealership, Cars Inc., is suspected of laundering money by selling cars to drug dealers for cash and not reporting the transactions. If an undercover investigation established that this was true, the actions of the employees could be imputed to the corporation itself. This would be less likely to happen if a lot boy or salesman were committing the crime on behalf of the corporation, but more likely if a manager, director, or officer of the corporation were doing so.

In deciding whether the corporation—as opposed to its employees—is criminally liable, the courts will look at whether the employees


	Were acting within the scope of their authority

	Had the purpose of benefiting the corporation

	Had the capacity to involve the corporation in the conduct, regardless of the employee’s status in the corporate hierarchy



If you don’t think this scares some corporate executives, think again. This is precisely why car dealerships and other cash businesses have set up training programs for their employees, and why banks have established extensive compliance programs to make sure that their employees understand and follow Bank Secrecy Act requirements. None of them want to follow in the footsteps of the Bank of New England, which was convicted for failing to file Currency Transaction Reports (CTRs) on cash withdrawals by certain customers. In this case, the jury found that the individual employees were acting within the scope of their employment for the bank in failing to report the transactions properly, and that they did so to benefit the bank. It also ruled that the corporation could still be criminally liable, even though higher level employees or executives didn’t know what their subordinates were up to.

In this decision, the appeals court wrote:


The acts of a corporation are, after all, simply the acts of all of its employees operating within the scope of their employment. The law on corporate criminal liability reflects this. Similarly, the knowledge obtained by corporate employees acting within the scope of their employment is imputed to the corporation. Corporations compartmentalize knowledge, subdividing the elements of specific duties and operations into smaller components. The aggregate of those components constitutes the corporation’s knowledge of a particular operation. It is irrelevant whether employees administering one component of an operation know the specific activities of employees administering another aspect of the operation.

(United States of America v. Bank of New England, 821 F.2d 844 (1st Cir. 1987))



In the example of the car dealership, let’s say that a salesman agreed to sell a car for cash and not report the transaction. He’s acting on behalf of the corporation and has the purpose of selling a car, which definitely benefits the business. He’s also acting within the scope of his employment. Already, Cars Inc. has problems.

These problems will be compounded if the next management level up either ratifies or acquiesces in the conduct. In this case, even if the salesman were acting outside the scope of his duties, the management, by not filing the required report, could be ratifying the salesman’s actions, making the corporation liable. See Continental Baking Co. v. United States, 281 F.2d 137 (6th Cir. 1960).

At this point, Cars Inc. had better have a pretty effective compliance program in place, and it should be taking it seriously because the courts have ruled against corporations that were “indifferent to the illegal practices of (their) employees” despite the existence of a criminal compliance program. See United States v. Beusch, 596 F.2d 871 (9th Cir. 1979).

You can see that this liability could extend to any number of criminal enterprises in which a corporation is involved. The use of a building or business as a drug distribution center could implicate the corporation if its agents are involved in the activity. Because corporations are used so often in money laundering schemes, they, too, are vulnerable to the filing of criminal charges and to forfeiture of corporate assets and even their corporate charters.

See Table 11.1 for a comparison of business organizations.




OTHER BUSINESS ENTITIES

Most of the other business types or entities you’ll encounter will be variations of the Big Three. Still, it’s nice to know what people are talking about when they mention some sort of business or other.

Holding corporation: A holding corporation is established to hold or own another business. This is a very common practice in the banking business, where bank holding corporations are allowed to do some things banks—even the one they own—are not. Holding corporations can be used in money laundering schemes to control other companies in a series of interlocking or networked entities. Tracing these sorts of connections can be difficult and time consuming, especially if some are the following:


TABLE 11.1 Comparison of Business Organizations


	sole Proprietorship

	General Partnership

	corporation




	 

	Advantages

	 




	Ownership of all profits

	Larger capital resources than sole proprietorship

	Limited liability of stockholders




	Ease of organization

	Better credit standing than single individual

	Very large capital resources




	Freedom of action

	More managerial talent than single individual

	Ease of transfer of ownership




	Minimum of legal restrictions

	Few legal restrictions

	Long or perpetual life




	Maximum personal incentive

	High degree of personal incentive

	Ease of expansion




	No tax on the business entity

	No tax on the business entity

	Some federal tax incentives




	Ease of dissolution

	Ease of dissolution

	 




	 

	Disadvantages

	 




	Unlimited liability for business debts

	Unlimited liability for business debts

	Tax on business income




	Limited capital resources

	Existence ends with death or withdrawal of partner

	Expenses of incorporation




	Business ends with death of the proprietor

	Restricted transfer of organization ownership

	Extensive legal restrictions and

regulations






Source: Internal Revenue Service. 1993. Financial Investigations: A Financial Approach to Detecting and Resolving Crimes, Washington, DC.

Foreign corporation: In the corporate world, “foreign” doesn’t always mean offshore. A foreign corporation is one with a headquarters outside the state in which it is operating. A domestic corporation is one that has its charter in the state where it operates. If I incorporate in Delaware, I am a domestic corporation in that state; I would register as a foreign corporation in Hawaii. Foreign corporations have to establish a registered agent and presence in the state, and many businesses, especially in Delaware, are set up to provide this service. You get an address, an agent, and a periodic reminder that your annual report is due. Some states actively solicit businesses to incorporate there, offering special deals, easy registration, and even some privacy or freedom from the sort of scrutiny other states might insist upon. Delaware is a good example, as are Nevada and Wyoming.

Offshore corporation: Anything outside the United States is offshore. Foreign countries have completely different laws with regard to company formation, and some have extensive provisions for secrecy in corporate formation. These may include nondisclosure of company officers, shareholders, or owners. In some cases, offshore corporations may be “bearer share”—meaning that whoever has possession of the shares is the owner. The registered agent for a bearer share corporation—an attorney or some other person—may not even know who the bearer is, making the tracing of this type of business very difficult. Certain jurisdictions are noted for the ease with which offshore corporations can be set up; these include the Isle of Man, Panama, Gibraltar, Bermuda, the Bahamas, the Netherlands Antilles, Hong Kong, Luxembourg, and Switzerland. Now that the Internet is here, much of this process can be handled from your home computer for a few hundred dollars.

Shell corporation: Shell corporations are a mainstay of money laundering schemes everywhere. The shell corporation has no assets and no liabilities, just a charter to operate. It is easy to set up, can be interlocked all over the place with other shells, and, if established someplace with secrecy laws, can make it almost impossible to identify the owners or directors. Being a shell isn’t always a bad thing; these corporations are sometimes established by big companies in order to do a specific business deal in a foreign location or to enable them to move quickly in a jurisdiction.

Nonprofit corporation: Nonprofits get special tax breaks because they are not in business to make money. Their employees are still taxed, but these charitable businesses are not. They undergo a lot of regulatory scrutiny, just in case they are treading too close to the “for profit” line. If so, they jeopardize their status. These entities have gotten a lot more scrutiny after 9/11, as the government has looked at, and in some cases even indicted, charitable foundations and other nonprofits that were alleged to be fronts for terrorist financing. You can’t use a for-profit corporation for an illegal purpose, such as money laundering or terror financing, and you can’t use a nonprofit that way either.

Cooperative: Cooperatives are based on shares, like a corporation, but the shares do not represent ownership. In a cooperative, a share of the profits is distributed based on the amount of business the shareholder does with the cooperative. Co-ops are set up to pool resources, and they typically exist in connection with farming communities, apartment buildings, and small businesses.

Syndicate: Yes, there is that kind of syndicate, but legitimate people form them too, creating an investment group to involve themselves in a specific venture or development. Very similar to a partnership, a syndicate often has a life span limited to the completion of the investment purpose. Often unregistered and unregulated, syndicates have to be closely held. If they offer the investment opportunity to the public, they may be required to register as securities dealers and to register the investment as well.

Joint venture: A joint venture is a partnership created for a limited venture or enterprise. Corporations can get involved in these, too, so you might see a joint venture composed of perhaps two corporations and a couple of individuals to develop a property or a computer program.

Mutual company: Used in the insurance industry, the mutual company is like a corporation, but it does not have stockholders. Rather, it is owned by its policyholders (or depositors, in the case of a mutual savings bank). Have you heard of Mutual of Omaha’s Wild Kingdom? Profits of mutual companies are distributed based on the size of the policy or deposit.

Franchise: A franchise is a business arrangement in which a big company, A, establishes a continuing relationship with another business, B, to sell A’s products or services. A, the franchisor, owns the product, service, or method and licenses B, the franchisee, to market it, in exchange for various considerations. These may include a franchising fee, a monthly royalty, and an advertising fee. In exchange, the franchisor provides training, equipment, expertise, supplies, and, most important, its name. It may also guarantee the franchisee exclusive rights to a certain territory or area. McDonald’s Corporation, king of the franchises and one of the world’s best known brands, charges a minimum initial franchise fee of $12,500, monthly royalties of 12%, and an advertising fee of 4%. This is a fraction of the cost of starting a McDonald’s restaurant, however, which is estimated at $500,000 to $1 million. An amazing number of businesses

are franchises, many of which are exactly the type of cash-intensive enterprises perfectly suited for the placement of currency. A money laundering scheme could make good use of a franchise fastfood outlet, service business, or even chain hotel property. The trick is to remember that the owner of a Pizza Hut may own everything in the building, but he or she is leasing the right to use the name from Pizza Hut (which is, in turn, owned by Pepsi Corporation). Any franchisor will have plenty of information about its franchisees and will be none too happy to hear that one is suspected in some criminal scheme.

Société anonyme: You would expect that other countries, with other legal systems, would have different business forms. The differences are mostly in name. One of these is the société anonyme (abbreviated as S.A.). Originally, this entity was a partnership in which all of the partners were anonymous but one, and their liability was limited. In England it was the equivalent of a chartered company or corporation. The “S.A.” suffix can be found after the names of many foreign corporations. It’s essentially the French equivalent of “Inc.” The Spanish equivalent is sociedad anónima, which in Spanish and Mexican law means simply a business corporation.



SUMMING UP

Businesses are tremendous sources of records of value to a financial investigation. Not only do businesses keep records relating to their own affairs, but they also have all sorts of information about third parties, one of whom might be the subject of your investigation.

Getting these records is the subject of another chapter, but for now, understand that no business today can function without generating massive amounts of data—on paper, and increasingly, in computerized form. The business may in fact have so much data that it will have a difficult time locating whatever it is you need. (Try asking for a copy of an airline ticket when all you have is the passenger’s name.)

Businesses are also used in money laundering schemes, and indeed in all manner of frauds and criminal activity. A business provides a perfect cover to explain illegal income; businesses exist to make money, after all. They are useful in the placement stage of a money laundering operation to infiltrate the criminal proceeds from the cash transaction system to the business or financial system.

Various business forms, such as corporations and S.A.s, can be used to layer laundered funds, concealing the ownership and control of the money via a series of financial transactions that are difficult to trace.

Finally, the laundered funds can be integrated back into the economy through a business controlled by the launderer, thus completing the money laundering cycle.





12 Domestic Banking


It’s where the money is.

Bank robber Willie Sutton, when asked why he robbed banks. (He later claimed that a reporter made up this quote.)




When Cato was asked what was most profitable in the way of property, he replied, “Good pasture.” And when the man who asked the question said, “What about lending at interest?” Cato answered, “What about manslaughter?”

Cicero, De Officiis,44 bc



Every day, a vast river of money flows throughout the United States, the world’s largest economy. Well over a trillion dollars in assets change hands in this country each business day. Many of these transactions are conducted in or facilitated by a bank, the cornerstone of civilization’s economy for centuries.

It is easy to take banks for granted. It sometimes seems like there’s one on every corner. They provide so many services that it is difficult to imagine what life would be like without banks. Surprisingly few people, even those who visit the automatic teller or use a charge card daily, have any idea how the banking system works or how critical the bank’s role is in our lives.

When a person writes a check, one small drop enters the river of money. The check passes through several banks for processing and payment before it is returned to the writer with the monthly statement. Whether the check is for a $10 grocery bill or a billion dollar corporate buyout, banks act as the locks on the river that let the check and the entire money supply flow in a constant, regulated manner.

A thorough understanding of the domestic financial system and the role banks and other financial institutions play is essential to the financial investigator. Knowing how banks, savings companies, credit unions, and other institutions work will help the investigator find information stored in the files of these businesses. Because banks are extremely conscious of their role as repository of other people’s money (and their own), the records kept by financial institutions are among the most complete and accurate of any on the face of the earth. The efficient use by law enforcement of these records has can, and in the future will put untold numbers of criminals behind bars.


MONEY AND BANKING

As Willie Sutton’s quote reveals, he had a clear if somewhat narrow view of the functions of a modern bank. Being a repository for money is, of course, only one of many services performed by a “full-service” bank. Nevertheless, the concept that money is at the heart of the banking business is so fundamental that we don’t need Willie to point it out.

But how does the money get into a bank? Why is a bank, rather than some other institution, the object of Sutton’s affection? And how did we come to a point where banks control such a large part of our lives, our economy, and our civilization itself? A short history of banking will answer some of these intriguing questions.

At an earlier point in this book, we discussed the background and concept of money. Remember that money evolved from the barter system, in which goods and services were traded for other goods and services. Money was developed to simplify the barter process, eventually maturing into a system all its own—one that was, coincidentally, ready made for banks.

In a barter system, there is no real need for a bank; everyone acts on his or her own. You bring your goods to the marketplace and trade directly with someone else. Several modern groups have established barter exchanges to organize trades among members, but especially in our complex society, where our needs are so diverse, it is impractical to have all the things needed for trade under one roof (although Wal-Mart comes pretty close).

One of the first issues to arise in one of those ancient markets must have been the question of credit. Perhaps some prehistoric farmer needed some tool or farm implement but had nothing to trade until his crop came in. The flint-hearted loan officer not yet having evolved, perhaps the farmer’s trading partners were willing to advance the needed item in return for a promise to pay later. It probably didn’t take too long for those trading partners to figure out that they could ask for a little more wheat in the fall in exchange for that plow today. The concept of interest was born.

Your attitude toward interest is probably dictated by which side of the transaction you are standing on. While you would expect a banker to be an enthusiastic supporter, moralists and theologians didn’t care for the idea at all. Usury, which is defined as the practice of lending money at excessively high interest rates, was never popular in early Christianity or Islam. Regarded as the antithesis of charity, lending at interest is still proscribed in the Muslim faith. Christianity has been slightly more accommodating; only those interest rates considered excessive are now proscribed. With interest rates on some charge cards over 20%, Christian bankers no doubt welcome this flexibility.

Francis Bacon described usury as the “certainest way to wealth... and one of the worst.” Nevertheless, credit and interest are the bedrock in the foundation of a bank. The concept of money meshes perfectly with the operation of a bank, ancient or modern. The first bank probably didn’t look like much; it may have just been a man in the marketplace, keeping track of transactions on a clay tablet. Whatever language was used, the basic concepts would be familiar to the presidents of Chase Manhattan, Bank of America, or any other financial institution today.

One cardinal principle was that financial transactions are written, inscribed, or in some other way recorded. Whether on a clay tablet or a computer disk, some permanent record is maintained of all the business of the bank. These records serve to protect the interests of both the bank and its customers. Even a banker’s vocabulary hints at the close link to records. Loans are documented as “notes,” payments are “recorded” with satisfaction, bad debts are (grudgingly) “written off.” If a question arises, the record can be examined for the correct answer. (This process must have been much more interesting, and probably more profitable to the bank, when only priests and money lenders could read.)

At a time when almost everyone owes somebody something and our government is running close to an $8 trillion debt, we should all have a fairly clear idea of how credit works. For those who might have been in suspended animation since 1930, credit can be defined as a system of doing business in which a person is trusted to pay at a later time for goods or services that are supplied now. Credit forms the core of any advanced economy, whether modern or ancient. It is the basis for commerce of all kinds, from agriculture to shipping, from frippery to money itself.

Credit is a temporary transfer of wealth from one who has to one who needs. Although it will occasionally work in a barter economy, credit works much better with money. Credit enables the businessperson to purchase stock, the sale of which generates the money to repay the loan. Credit enables the farmer to put in a crop, which can be sold months later to repay the banker. In both cases, with luck, the borrower will survive to make the loan payment and perhaps to make a profit as well. Credit is civilization. It is so ubiquitous that it may be what sets people apart from other animal species. Credit is so important that almost everyone on earth, including businesses and governments, is now engaged in both borrowing and lending.

Why is credit so important to the banks? Because it’s profitable. And it’s profitable because those loans to the farmer and the businessperson are not free. The lender is always going to charge a fee, large or small, for the use of its money. That fee—interest—is the main way banks make money. By charging some amount, usually a percentage of the total loan, the lender not only obtains repayment of the principal, but also receives an additional amount for providing the service. As we will see, all of the many other services in a full-service bank are small potatoes compared to the interest received on loans. In fact, interest on commercial, personal, mortgage, and charge card loans provides the means for banks to furnish their other services, such as savings and checking accounts for individuals or businesses.

Incidentally, interest works both ways. The bank needs money too. After all, it has to have something to lend, so the bank borrows money, some of which comes from you. It pays interest on that loan as well, although you have probably noticed that the amount the bank pays you is always somewhat less than what it would charge you to borrow the same amount. The banks can get away with this because they are so deeply entrenched in our lives and our economy and because they know that someday you’re going to need a loan. And where would you go to get it if there were no banks?

But there weren’t always banks. In fact, banks are a fairly recent development in human history, dating back only 500 to 1,000 years, although the Romans had bank-like institutions that issued letters of credit, made loans, and took deposits. How did people get by for so long without banks? Mostly because commerce had not developed to the point where banks could play an essential role.

In Europe’s Dark Ages, commerce was extremely limited. The Renaissance brought not only new interest in the arts but also an increase in international trade. One of the first innovations in this trade was private banking, which developed in the Lombard region of sixteenth-century Italy specifically for the purpose of facilitating international commerce. Banks expanded rapidly along European trade routes; traders recognized the need to have a bank at each end of the credit transaction. They controlled both ends by placing trusted relatives in what might be called branches of the main house. The Italians dominated European banking for centuries, and even today traces of this preeminence exist. In Germany, for example, a secured loan is still known as a “Lombard loan.” (See Figure 12.1.)
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FIGURE 12.1 Medieval guild members settling accounts, ca. 1465—a process that still takes place in banking today.



These private banks were the first elements of what was gradually becoming an interconnected financial system. The individual elements were linked by communication, which, with the increase in literacy brought by the Renaissance, became written. Paper joined credit and interest as important parts of the bank’s existence. Paper generally refers to documents, but the term carries additional significance in a bank. There, paper represents recorded credit transactions. In its simplest form, each paper is an I.O.U.—a promise to pay that loan back, usually with the terms, interest rate, and schedule included. Whether on a bank’s books, a computer disk, or a clay tablet, paper is an asset, just like the gold, coins, or bank notes in the vault.

There are many types of paper at a bank. One of the first invented was “four-name paper,” now referred to as a banker’s acceptance. As the original name implies, the paper bears the signatures of four persons: the importer, the importer’s banker, the exporter, and the exporter’s banker. The Italians were using this type of paper as early as the thirteenth century. We will talk more about this type of paper in the section on international banking.

Another type of paper is commercial paper: debts owed to businesses that banks buy at a discount. Commercial paper works like this: Let’s say you are a barrel maker and you need enough hoops for 500 barrels. Mr. Hooper, of the local “Hoops ‘R’ Us,” offers you 1,000 hoops for $1,000 cash or $1,100 in 60 days. (These are his terms.) You don’t have the cash right now, so you sign a promissory note for $1,100, (paper), which Mr. Hooper takes to the bank. The banker buys the note for $1,000 (a discount on its face value), and you now owe the banker $1,100. You have gotten the things you need now to stay in business, Hoops ‘R’ Us has $1,000 to pay its workers and make more hoops, and the bank—well, time and money really are its business. You can see how it would be possible for businesses to perform the bank’s role, making and holding their own notes; however, everything is so much easier with a bank involved, which is why they’re everywhere.

Early banks were mostly concerned with business and commerce. They did absorb some of the more public functions previously performed by business or trades people. Goldsmiths accepted deposits of coins, and pawnbrokers made personal loans secured by property. Many individuals were involved in the money exchange business. Banks evolved rapidly, eventually performing many of these services for the general public. One important service was the issuance of “bank money”: notes redeemable at the bank and representing deposits already in the bank. A customer could make a deposit of gold or currency (usually coins) into the bank and receive an equivalent amount in bank money. Merchants in town knew and accepted this money as a standard currency, guaranteed by the bank. (Sound familiar? It should because this is the basic principle of the traveler’s check—as well as the debit card, for that matter.)

This was critical because when coins were made of precious metal, few countries used a standard currency. Counterfeiting of coins was common, as was the practice of clipping or shaving the coins to remove some of the gold, silver, or copper. These were capital offenses, by the way. Once again, banks had taken steps to become more entwined in the economic life of their communities.

As banks grew in both size and influence, European rulers were coming to the uncomfortable realization that the other Golden Rule (“he who has the gold makes the rules”) might apply to them as well. On occasion, these “all powerful” monarchs found themselves a little short of the cash needed for wars, mistresses, or other essential government services. As one might expect, grubbing for a loan from a mere banker did not sit well with the high and mighty. One government response was the creation of central banks, which acted as bankers for the government. The Bank of Sweden and the Bank of England were among the first such central or national banks. They issue bank notes, arrange government borrowing, and manage the national debt.

The United States operates a somewhat different system of 12 regional banks that form part of the Federal Reserve System. Each of the Federal Reserve banks is actually composed of a network of private banks and government institutions, with the entire system functioning in the same way that a central bank would. Established by the Federal Reserve Act of 1913, the Federal Reserve controls money, credit, and interest rates, all of which are interrelated. The Federal Reserve is the bank of the United States Treasury, performing a number of functions for the Treasury, including the issuance of Federal Reserve Notes (paper money), issuing and redeeming government securities, and acting as a foreign exchange bank of the United States.

One of the most important functions of the Federal Reserve, known familiarly as “the Fed,” is to act as a bank for other bankers. In this capacity, the Federal Reserve produces money and lends it to banks, which in turn place the money in circulation. The supply of money is not fixed; the Fed can order more printed at any time, which, if you think about it, would be a really fun power to have. Increasing the money supply has the effect of lowering the value of the money, causing inflation. By tightening the money supply, through increases in interest rates or the printing of less money, the Fed can reduce inflation.

The Federal Reserve monitors the supply of money through a measurement of funds known as M1, or Money Supply 1. M1 includes the total amount of money that is readily available in currency, in coins, or in the form of so-called demand deposits at banks. These deposits are those that customers can access quickly for cash or the equivalent of cash—usually checking accounts. M1 is a rough guess by the Federal Reserve at the size of the river of money on a given date. As of January 2011, the M1 was around $1.853 trillion.

A second measurement, M2 or Money Supply 2, includes all of the elements of M1 but also includes time deposits— the money kept by depositors in banks that they are not as likely to “demand” quickly. Time deposits include savings accounts, passbook savings, and certificates of deposit, all of which are placed in the care of the bank by depositors and upon which interest is paid. In January 2011, the M2 was $8,837,700,000,000—almost $9 trillion, which is serious money in anybody’s book.


TABLE 12.1 Fund Measurements


	Monetary Aggregates (Daily Average in Billions) at the End of January 2011




	Money supply (Ml) sa

	1853.8




	Money supply (Ml) nsa

	1844.4




	Money supply (M2) sa

	8837.7




	Money supply (M2) nsa

	8840.7




	commercial Paper outstanding March 2011 (in Billions of Dollars)




	All issuers

	1063.8




	Financial companies

	566.8






The Federal Reserve supervises the M1 closely and also watches for anomalies in the money supplies within the 12 regions of the system. Investigators have used this monitoring process to observe the large excesses in cash that are handled by certain drug trafficking and money laundering centers such as Miami. In theory, it should be relatively easy to keep track of the M1 since the Fed knows how much money it has printed and it can ask its member institutions how much is on hand in the form of demand deposits. In fact, the river is so big, and money changes hands so quickly, that the M1 is hard to measure accurately. (See Table 12.1.)



BORROWING AND LENDING

As mentioned previously, the Fed controls interest rates by charging interest to the banks that borrow money from the Fed. The rate of interest charged by the Fed to commercial and member banks is known as the discount rate. Those banks will then loan money out to their customers, adding a bit to the interest rate to assure their profit. The banks’ best corporate or business customers are generally able to borrow at a special, preferred rate, known as the prime rate. The rest of us pay more for our mortgage, home improvement, or business loans. Obviously, when the discount rate is low, the prime and other rates will also be low. The prime rate is usually around two percentage points higher than the discount rate.

The control by the Fed over interest rates is only one way in which government regulation affects the overall supply of money. Another tool used by the Fed is a reserve requirement for its member banks. The reserve requirement mandates that the banks maintain a certain amount of their demand and time deposits as a reserve, either in the form of cash in the vault or as a deposit with their branch of the Federal Reserve Bank. The reserve requirement is expressed in terms of a ratio, and the Fed can alter the ratio to either increase or decrease the supply of money. If the ratio is increased, the supply of money decreases because the banks have to keep the money in the vault rather than lending it out. Bankers don’t like this.



BANK REGULATION AND CONTROL

In theory, it is pretty easy to become a banker in the United States. In order to call yourself a bank, you must meet certain conditions established by state or federal law, but these conditions are not especially harsh. A certain amount of capital is required to start a bank, but this may be as little as $50,000, depending on the state where the bank is located and the size of the community the bank is to serve. The bank is also required to have a certain number of directors, and the directors must each put up some of their own capital to found the bank. With these in place, other than some other supervisory controls, most of the major legal hurdles have been overcome.

That’s the theory. In practice, domestic banking is largely a closed community. To protect the banks that are already functioning and to prevent fraud or losses to consumers, state and federal regulators are extremely conservative about letting newcomers into the field.

Once in, banks are subject to many regulatory controls and are overseen by several governmental agencies. Federally chartered or “national” banks are members of the Federal Reserve System, but their charters are actually issued by the Comptroller of the Currency, an agency of the Treasury Department. The Comptroller of the Currency maintains a staff responsible for examining federally chartered banks. State-chartered banks that do not belong to the Federal Reserve System are examined by agencies of the state governments and often are not as strenuously regulated. Table 12.2 lists agencies with oversight responsibilities and those with enforcement responsibilities relative to financial institutions, including banks.

The Federal Deposit Insurance Corporation (FDIC) is an independent agency of the federal government that, as its name implies, insures the deposits of bank customers. For many years, all accounts were insured by the FDIC up to $20,000. Recently this amount increased to $100,000. Since the inception of the FDIC, no depositor has ever lost money in the failure of an FDIC-insured bank. Although it is a government agency, FDIC works like an insurance company, collecting premiums from the banks it insures. If there were a wholesale failure of banks in this country, these premiums would be consumed quickly, and taxpayers would be liable for the remaining amount, as was the case in the recent savings and loan debacle.


TABLE 12.2 Agencies with Oversight and Enforcement Responsibilities over Financial Institutions


	Oversight




	Federal Reserve Board




	Federal Deposit Insurance Corporation




	Comptroller of the Currency




	Financial Crimes Enforcement Network




	Internal Revenue Service




	Office of Thrift Supervision




	National Credit Union Administration




	Enforcement




	Federal Bureau of Investigation




	Internal Revenue Service




	US Secret Service






All banks are subject to regular examination, conducted at the bank’s expense. Both the FDIC and the Federal Reserve Bank accept the reports of the Comptroller of the Currency’s examiners. Contrary to popular belief, a bank examination is not an audit. The primary purpose of the examination is to establish what percentage of the outstanding loans is likely to become “bad.” When a bank has too many problem loans, it may be subject to more frequent examination. If the situation becomes too serious, the governing authority may replace the management of the bank. This alone is a powerful incentive for bankers to monitor their loan practices closely. (Federal law requires that the directors of banks have direct personal involvement in decisions about loans made by their banks. If they are later found not to have had this involvement, they may be personally liable for losses. This helps explain why bank loan officers have an unsympathetic reputation in some quarters.)



BANK MANAGEMENT AND OPERATION

Banking in the twenty-first century has evolved into a “fullservice” financial operation. Most banks provide a wide variety of services to their customers—far more than in the past. Most individuals conduct their business with full-service commercial banks, which differ substantially from other financial institutions such as savings and loans, finance companies, or credit unions.

There are, incidentally, a few things full-service banks cannot do. They are prohibited by law from selling insurance or dealing in securities such as stocks and bonds. They are also not supposed to operate a travel agency, one prohibition that probably doesn’t distress most bankers too greatly. These prohibitions are designed to keep banks from getting involved with higher risk activities. Since higher risk usually means larger returns, the banks are aching for the chance to move into some of these markets, and they lobby Congress intensely for the opportunity to do so.

The operation of these banks has become more complex as the number of services has grown, but most commercial banks are organized similarly. Typically they center on two management areas, sometimes known as the floor and the platform. Each of these areas is supervised by a bank officer, often an assistant vice president. The bank manager may also hold the title of vice president or assistant vice president. (You’ll discover that there are a lot of vice presidents in your average bank.) Figure 12.2 shows the organization of a commercial bank.

Operations of the floor are the responsibility of a senior bank officer, often a vice president who also has the title of operations officer. Floor operations include teller functions, safe deposit boxes, and notes and collections. A more complete description of the operations or branch administration function appears in Table 12.3.

The bank manager may be responsible for the platform, which may include loans and new accounts. If the bank offers more services, such as a trust department; an escrow department; or international, brokerage, or insurance services, each of these departments will be supervised by a separate management official.

In major banks with smaller branches, the head office maintains a large staff to support branch operations. Many of the functions conducted by smaller banks are consolidated in the larger institutions; this may make some records or documents harder to locate.

Financial institutions other than banks have a similar management structure, with supervisors overseeing different functions within the operation. Differences are largely a product of the unique characteristics of the institution. For example, a credit union is an association of its members, and those approving the loans are selected by those members. Credit unions and savings and loan associations offer fewer financial services than full-service banks do, but they have gradually expanded into territories formerly held exclusively by banks. Lending is still the key element of all of these businesses.


[image: ]

Figure 12.2 Organization of a commercial bank.





TABLE 12.3 Commercial Bank: Operations/Branch Administration Division


	Customer Service

	Opens checking and savings




	Department

	accounts, answers customer questions about accounts




	Tellers' Department

	Performs teller operations, accepts deposits, pays out withdrawals from checking and savings accounts




	Bookkeeping Department

	Maintains records and responds to inquiries about accounts




	Proof and Transit Department

	Proofs and sorts deposits and cashed checks, delivers to drawee banks




	Savings Department

	Maintains records of savings accounts, NOW accounts, super NOW accounts, and CDs




	Safe Deposit Department

	Rents safe deposit boxes to bank customers




	Data Processing Department

	Posts transactions daily for all bank departments




	Personnel Department

	Hires employees and maintains employee benefit programs




	Miscellaneous Operations

	Purchasing, security, maintenance, and mail








BANK FUNCTIONS

Almost all of a bank’s services, however extensive, are basically collateral to the main business of lending money and collecting interest. Banks do profit from their other services, but the other things banks do are mostly there to keep customers at the bank until they need a loan. If you are a financial investigator, you are almost always more interested in these other service areas; thus, knowing what a bank does, how it functions, and what records are generated is important.

The basic functions of a bank, in addition to making loans, are to receive deposits, pay checks, transfer funds, hold property for others, and collect financial instruments. Each of these functions or services will be addressed separately. The most important (to the bank)—that of making loans—is addressed first. Two of the most important to investigators—transferring funds and paying checks—are covered in detail later.



MAKING LOANS

Loans are the lifeblood and reason for existence of any financial institution, be it a bank, savings and loan, or credit union. As Mr. Sutton noted, banks are “where the money is,” and potential borrowers come daily to seek funds from their bank. Lending may take place in a commercial setting, in which the bank loans to a business, or it may involve personal loans, mortgages for real estate, auto loans for car purchases, or personal or signature loans to pay for college or for smaller purchases.

Banks have also developed a number of special loans with catchy titles, such as the “bill consolidation loan,” and loans that don’t sound like loans, such as “overdraft protection,” but the principle behind all of this lending is the same: buy low and sell high.

Banks obtain the money for their loans from the Fed or some other banking source. (Actually, most bankers do not like to borrow directly from the Fed, preferring to deal with each other when it comes to borrowing.) Very little of the money loaned out by a bank is actually offset by deposits in the bank. This is why bank examiners watch the percentage of “bad” or “problem” loans at each bank because a sudden increase can cause the bank itself to become a “problem.”

The banks pay a fee for the money they obtain, in the form of interest. Of course, the rate paid by the bank is lower, generally by around two percentage points, than the rate it charges its customers. Those two percentage points represent the bank’s profit on the loan, after bank operating expenses are subtracted. Incidentally, the difference can be much more than two percentage points. Bank credit card interest rates are often in excess of 18% or 20%, while the banks may be borrowing the money to support those loans at a rate of as low as 3% or 4%. This type of lending is obviously very profitable for banks, which is why you get a zillion credit card applications in the mail every month.

The lending process is probably familiar to you. Virtually everyone over 18 in the United States has obtained credit at some point, and many have dealt directly with a bank officer in acquiring a loan for a home, car, or other purchase. The first step is usually the completion of a loan application, in which the prospective borrower provides financial information about himself or herself. Some loans are approved or rejected based upon the application alone, whereas others, such as a mortgage loan, require additional work by the lending institution.

Most loans are collateralized; that is, they are secured by some piece of property with a value equal to or sometimes greater than the value of the note. In the case of a mortgage loan, the bank will hold the title to the property, which cannot be transferred without satisfying the mortgage. Auto loans are almost always secured by the car itself. The bank will mail you the title right after you make your final payment. If for any reason you fail to make your payments on a home or auto loan, the bank may foreclose on the note, take possession of its property, and sell it to satisfy the debt. This action is unpopular, not to mention expensive, and banks try to avoid it as much as possible. They, like the IRS, are much happier when everyone is paying on time and in the correct amount. The borrower, of course, wants to keep the bank happy because he or she may need a loan again sometime in the future.

The records kept by a bank in connection with its loans are extensive, and they begin with the loan application. If credit checks are performed, the results and other documents relating to the loan will all be kept in a loan file. For big loans such as mortgages, banks often ask for copies of 2 or 3 years’ worth of tax returns. The loan file will also include the complete record of payments made by the customer. These records are the ones reviewed by the bank examiners to determine whether the loan is bad or likely to go bad.



RECEIVING DEPOSITS

Taking in depositor money is another honored tradition of banks. People have always needed a safe place to hold their wealth. Most (though not all) people understand that banks are safer than their mattress or a can buried in the backyard. And there’s always the possibility that the bank will pay you interest on your deposit. Demand, time, and safe deposits are the main types of deposits.

Safe deposits probably should fall under the category of holding property for others because the bank is really just renting you some space in its vault. The bank has no way of knowing what you have put in the safe deposit box, and it isn’t interested as long as you pay the rent each year and the box contents don’t start to smell up the vault. Although the bank keeps no records of what is in the box, it does keep very strict records on access to the box. These begin with the box rental application and the signature card. The signatures of all the persons who will have access to the box must appear on the signature card, which is hauled out and checked each time someone signs in to enter the box.

Each of those entries is also noted, either on a separate card for each box, with entries for the date, person signing in, and the times in and out, or on separate cards, filed by date. The latter are much more difficult for investigators to use, since you will probably already know who has the box. What you want to know is when somebody accessed it. If the cards are filed by date, the bank is going to have to go through a year’s worth of cards, looking for your box number.

Time deposits are basically savings accounts. As the name implies, the customer is placing money on deposit with the bank for some time. In the case of passbook savings accounts, the time is open ended. The customer can leave it there forever, and the bank will be quite happy since it can use the money, either as part of its reserve or by lending it to some other deserving person. Because there is no fixed term and the customer can ask for his or her money at any time, these are known as “demand deposits.” Since the bank never knows how long it will be able to use the customer’s money before he or she demands it back, banks don’t like these deposits as much as the ones that have fixed terms, and they pay lower interest on them.

Other time deposits may be limited to a fixed period, such as a 6-month certificate of deposit. When the 6 months are up, the bank returns the principal, along with some interest. These fixed-period deposits generally pay slightly more in interest than open-ended deposits, since the bank has the knowledge that it will have the money for a set amount of time. Certificates of deposit (CDs) can come in varying lengths; several years is usually the longest time period. The expression “substantial penalty for early withdrawal” was designed for this type of deposit.

The records associated with time deposits vary slightly according to the type of deposit. Passbook savings accounts, as the name implies, involve a small book listing deposits to and withdrawals from the account. This is usually kept in the possession of the account holder. The bank, of course, will have some similar record, probably computerized, so someone can’t just walk in with a forged passbook and ask for a million dollars. There may also be deposit slips generated by the customer, deposit tickets generated by the teller, and copies of savings withdrawal slips. Entries relating to the account will also be noted on the paper tapes that are produced by the machines used by each teller.

CD customers who place their money on deposit with the bank receive a certificate documenting the transaction.



HOLD AND ADMINISTER PROPERTY FOR OTHERS

This function is commonly known as trust services, which are operated by the bank’s Trust Department. As the name implies, customers or clients of the bank are entrusting their property to the bank, usually through some legal arrangement. The bank may be nominated in a will to settle an estate or to administer a trust or guardianship. These functions can also be performed by an attorney, but bankers are often chosen by people who have used the bank for other services. You have probably heard of situations where trust funds are set up for minor children, paying them a small amount until they reach a certain age, when they get access to the whole fund. People know they can rely on the bank to follow the terms of the trust, keeping the money safe until it’s time to pay it out.

Another type of service involves the bank’s acting as the agent for a customer in a variety of financial transactions. Again, while others, including attorneys, brokers, real estate agents, and escrow companies, can also act as agents, it’s nice to have everything all in one place (although not all banks may perform all of these services). Acting as an agent, the bank may become involved in


	Safekeeping property

	Managing property

	Keeping legal custody of property

	Performing escrow services

	Acting as transfer agent in securities transactions



These areas are not especially profitable for the bank, but they all serve to keep the customer satisfied, hopefully long enough that he or she will come back for a loan. We don’t need to get into the services in depth, but it should be noted that each generates paperwork of interest to the financial investigator.

There are a number of other departments or divisions in a commercial bank, including places of interest to the investigator, such as the Legal Department and the Security Department. In this respect, banks are like most other large businesses, and important information may be found in these various locations.



NOT ALL BANKS ARE CREATED ALIKE

The institution we have been talking about so far has been the commercial bank, which handles most transactions involving business and the public generally. There are quite a few other types of banks out there as well, but we don’t have the time or the space to cover them in the same depth. Still, you will want to know what these are.

Offshore bank—This is any institution that operates outside the United States. Lots of American banks have offshore branches, taking advantage of various tax and banking laws in foreign jurisdictions. Going “offshore” isn’t necessarily a sinister thing, though it certainly complicates the investigator’s job. Many businesses maintain offshore banking connections to facilitate their international operations. Some countries, such as Switzerland and the Cayman Islands, do have strict bank secrecy laws, which protect their banks’ customers from investigative scrutiny. They may also permit numbered bank accounts or accounts held under pseudonyms. Some offshore banks have branches in the United States, in which case their records and practices must follow American law.

Investment bank—Not really a “bank” in the usual sense of the word, an investment bank exists primarily to underwrite the issuance of securities. There are big bucks in these operations, as well as some considerable degree of risk, which is why regular commercial banks are not allowed to engage in this type of activity. Basically, an investment banking firm bankrolls an initial public offering (IPO) or other new offering of securities. When a company decides to issue shares, it works through an investment banker to prepare all of the materials necessary to float the issue. A price for the shares is decided upon, and the investment banker buys all of the stock to be issued. Usually more than one firm gets involved, creating a syndicate and spreading the risk around a bit. The initial price is fixed, and everybody in the syndicate sells at that price initially. Afterward, the price floats with supply and demand. The company now has the money it needs to expand, and the bank has a lot of shares it can sell, hopefully at a substantial profit.

Federal savings bank—The line between commercial banks and federal savings banks (FSBs; also known as thrifts, savings and loans, or building and loans) has become much thinner lately as federal regulations have changed. These institutions started out to finance the purchase of real property by would-be homeowners, to take deposits from small investors, and to make loans to small businesses. Now FSBs offer a wider variety of services that closely resemble those at a full-service bank. The Federal Home Loan Bank Board regulates FSBs. Deposits used to be insured by the Federal Savings and Loan Insurance Corporation (FSLIC). A large number of these institutions got into serious trouble in the late 1970s and early 1980s, primarily because they were heavily into commercial real estate loans when real estate values were tumbling. Quite a few FSBs went under, and some folks even went to jail for abuses and mismanagement. Afterward, the FSLIC, which didn’t have enough money to cover all the failures, was merged with the FDIC, and most eligible FSBs are now members of the FDIC. Changing all those initials cost the US taxpayer billions of dollars. Because FSBs operate like regular banks, their structure is usually quite similar to that of a commercial bank, as are the records maintained.

Private bank—Private banks are exactly what the name implies: private. This privacy relates to both ownership and operation. Established by individuals or businesses to provide their operations with some of the benefits of a bank, private banks generally cannot serve the general public or take deposits, although some jurisdictions permit this. Most are established in jurisdictions where banking laws are somewhat more relaxed than in the United States, although many American banks offer “private banking” to special customers. How special? You’ve probably got to have at least a million, and sometimes 10 million, bucks to go through that door marked “Private.” Switzerland has a number of private banks, some of which are so private we can’t even be sure they are banks. In most cases, the funds in a private bank are those of the owner.

Central bank—This is the big enchilada of banking in any given country. The central bank sets, or is at least at the forefront of, the nation’s monetary policy and is responsible for protecting the currency from threats like inflation. In the United States, the Federal Reserve System acts as the country’s central bank, but in most countries this role is performed by a single institution, such as the Bank of England or Japan Central Bank. As you might expect, the head of the central bank is a fairly important person. For the most part, central bankers are going to be somewhat aloof from the issues facing the financial investigator or ordinary folks generally, though they are probably going to have all sorts of information about the commercial banks they govern.

Correspondent bank—Big banks always need more branches and need them in more places, but no bank is so big that it can be everywhere. Small banks may have only one location or a couple of small branches. In either case, a bank is going to need some help doing business in places where it doesn’t have its own branches. When this happens, bankers turn to correspondent banks, which will handle transactions on a sort of mutual aid basis. In the case of a small bank, possibly one in a rural area, it would secure a relationship with a correspondent, say a large bank in a city, by placing a substantial amount of money on deposit with the larger bank. This same arrangement works well for banks in international markets and foreign countries. Business people whose domestic bank has no overseas branch will be able to work through their bank’s correspondent, which aids the letter of credit/banker’s acceptance process, as well as other functions. One of the most important of these functions, as we’ll see in the next chapter, is check clearing, which can be, and often is, handled through correspondent banks.

Cyberbank—A new development with unsettling possibilities is the cyberbank or Internet bank. These institutions take advantage of the global reach of the Internet and World Wide Web to provide certain banking services. Although many regular banks have established themselves on the Net, the cyberbank exists only in that medium. As we have seen, the concept of money lends itself quite well to computerized transactions. People are becoming accustomed to dealing with computerized ATMs and even banking by telephone, so the idea that all of your banking business could be done from your home PC with a bank you’ve never seen before isn’t so farfetched. These banks can be anywhere, and they are extremely difficult to regulate, since their geographical reach far exceeds their physical presence. The possibility of fraud is very real, as are the security problems involved with the transfer and storage of financial data in this medium. There are indications that cyberbanks have already been used for money laundering, a trend that will likely continue in the future.

Credit union—Like FSBs, credit unions have become a lot more like “real” banks in their operations over the past few years. Prohibited by law from serving the general public, credit unions have members, usually individuals who work in the same business or industry. Established primarily to take savings deposits and make loans to their members, credit unions offer security, stability, and a level of personal service that may be lacking at a larger institution.

Auto finance corporation—Auto finance corporations are not banks, but they do lend money, extending credit to purchasers of automobiles and other big-ticket items. The General Motors Acceptance Corporation (GMAC) bankrolls dealerships that sell General Motors products, enabling them to offer favorable terms to customers on the spot. The states regulate these businesses. Although auto finance corporations do not accept deposits, individual investors can buy corporate bonds issued by these companies.

Bank holding company—Most banks are themselves owned by a bank holding company—a corporation that maintains the bank as a subsidiary. As we have noted, banks are prohibited by law from doing certain things, such as engaging in ordinary commerce—“nonbank” functions of any kind. The theory is that these other activities distract from the primary purpose of the bank and may weaken it financially. Another concern is that banks, which have all that money, might be able to use those funds to gain an unfair competitive advantage. Bank holding companies have similar restrictions and are regulated by the Fed, which tries to determine where the line between banking and commerce will be drawn. Typically, the bankers find some business they would like to get into, and the Fed decides whether or not the bank holding companies should be allowed to do it.

Securities brokerages—As another nonbank financial institution, the brokerage has a primary interest in the buying and selling of stocks, bonds, and other securities. Over time, brokerage activities have expanded into traditional banking functions. Not only are clients able to maintain funds on deposit in money market accounts, but the brokerage may also allow credit trading on margin. In this situation, the brokerage is effectively lending its money to an investor to make a purchase. The Fed keeps an eye on this activity and limits margin loans to one-half of the total investment. The client pays interest to the brokerage for the life of the loan, usually at a point or two above the prime rate. Brokerages make traditional commercial banks nervous because they usually loan at lower rates than banks offer and the stock market has traditionally been a better performer than savings accounts. Something that bankers like to point out is that there is more risk involved at a brokerage, although those same bankers are constantly trying to add these activities to their list of the services provided by a full-service bank. Meanwhile, some brokerages offer credit cards and provide for check writing.



RESOURCES ON BANKING

Suppose you want to know something about a particular bank and its operations. Maybe an officer or employee is suspected of some wrongdoing, or maybe you’d just like to know if your money would be safe there. The agencies that regulate banks are good sources of this information, much of which is available to the general public as well as the financial investigator. Three federal agencies have detailed information on bank operations:

Comptroller of the Currency

Administrator of National Banks

490 L’Enfant Plaza East, S.W.

Washington, DC 20219

Phone (202) 447-1810

Federal Reserve Bank

Board of Governors of the Federal Reserve System Federal Reserve Building

20th and C Streets, N.W.

Washington, DC 20551

Phone (202) 452-3000

Federal Deposit Insurance Corporation

550 Seventeenth Street, N.W.

Washington, DC 20429

Phone (202) 389-4221

For a “Report of Condition” for a given bank, with a description of its assets, liabilities, and nonperforming loans, write or call the FDIC:

Federal Deposit Insurance Corporation

C.S.B. Disclosure Group

Room F518

550 Seventeenth Street, N.W.

Washington, DC 20429

Phone (202) 393-8400

Several reference books provide information about domestic and international banks. One valuable work is the Guide to Routing Codes, put out by the American Bankers Association. If you are looking at the back of a check and trying to figure out where it was cashed or deposited, the routing code may provide the answer.

Another good source is the Thomson Bank Directory, published in June and December each year. According to the publisher, “this premier 5-volume bank reference directory provides information on banks worldwide. Data includes national bank codes, industry statistics and rankings, standard settlement instructions (SSI), credit ratings and a Resource Guide.” For many banks, this directory also lists their routing codes, MICR numbers, and SWIFT address, all of which will be of interest to us in the next chapter.

A companion to Thomson is the World Bank Directory, which comes out every September and, according to the publisher, “contains detailed listings for 10,000 international banks and their branches worldwide plus the Top 1,000 U.S. banks. Information includes world and country rankings, international and correspondent contact information, principal correspondent institutions and standard settlement

instructions (SSI).” This book is particularly important for investigators who need contact information in order to obtain records from offshore institutions.

Finally, current news about banking and finance may be found in “Moody’s Bank and Finance,” published every Tuesday by Moody’s Investor Service, a company of the Dun and Bradstreet Corporation. These reports contain very up-to-date financial statements, histories, and transaction information, such as name changes and mergers. The Internet address for Moody’s is http://www.moodys.com/fisonline.





13 Banking Operations


Let us all be happy, and live within our means, even if we have to borrow the money to do it with.

Artemus Ward, Science and Natural History




Money: An article which may be used as a universal passport to everywhere except heaven, and as a universal provider of everything except happiness.

The Wall Street Journal



By now, we have a pretty good idea of how important banks are to society and why. Just as banks are good at facilitating the everyday business of honest folks, so are they important to criminals and money launderers, and for the same reasons. As financial investigators, an understanding of how banks operate will give us a good perspective on the types of records they keep and how those records can be used in a money laundering or other investigation.

For starters, we can be certain that absolutely everything relating to the money that passes through the bank will be written down, often several times. The objective of the banker is to create a complete documented history of every penny that passes through the doors of the institution. This objective has been held by every bank and business dealing with money since the Babylonians began making their accounting records on clay tablets 5,000 years ago.

This record of all those transactions is the product of a grinding routine to which every bank employee strictly adheres. The routine extends to the bank’s branches, correspondents, the check clearinghouse, and on to every bank in the system. There may be small variations based on a bank’s size or location, but for the most part, a banker plucked from her desk at the smallest bank in Hawaii would fit in quickly at the biggest bank in New York. This routine also means that once a financial investigator has an understanding of the routine, that knowledge can be applied quite nicely to just about every financial institution he or she encounters. (See Figure 13.1.)

Let’s go through the various functions of the bank and examine the records accompanying each.


MAKING LOANS

The extension of credit is the profit center of the commercial bank. Over the years, banks have devised a large, even bewildering, array of loans tailored to meet the needs of almost every customer. In all of their various guises, loans consist of the principal (the amount actually borrowed), the interest, and the terms, which describe the method and time frame for the payback. For example, a mortgage loan for $100,000 might be made at a 7.5% annual percentage rate and might be payable monthly over 30 years. This loan would be secured with the property itself as collateral. Other loans might have shorter or longer terms, higher or lower interest, and, of course, principal ranging from a few dollars to a few billion dollars. Most domestic financial institutions (not just banks, but also credit unions and savings and loans) offer their customers a menu of loan choices.

Incidentally, most consumer loans are based on an installment plan, in which the borrower agrees to pay the loan back on a regular schedule, with the interest included in each payment. Some loans require repayment in one lump sum, with the interest included, but these are more common in business transactions. Some of the more common consumer loans are described here.


Consumer Loan Types


Mortgage Loans

Designed to finance the purchase of real property, a mortgage loan may be made by a bank or by another entity using a bank as the middleman. Mortgage loans are typically for relatively large amounts of money and for long terms; 15 years and 30 years are common. Although federal savings banks are frequent mortgage lenders, credit unions are not because their federal charters limit loan periods to 11 years.

Interest rates on mortgage loans are often lower than on others because the bank knows it will be getting paid more over a longer period of time. These interest rates will be fixed for the entire length of the loan or adjustable, going up or down with the market. Adjustable rate mortgages (ARMs) may have shorter periods, such as 1 year or 3 years, after which time they are renegotiated.

The banks are also players in a secondary market for mortgages. A bank may offer the loan and then sell it to a mortgage company or an association, such as the Federal National Mortgage Association, also known as Fannie Mae, or the Government National Mortgage Association, also known as GNMA or Ginnie Mae. As is the case with commercial paper, the bank may sell the mortgage, getting its loan amount back. The bank might even continue to collect the loan payments, forwarding these to the secondary buyer.



Secured Property Loans

Secured property loans differ from mortgage loans in that they are made for big ticket items other than real property. Cars, furniture, appliances, boats, RVs, and the like are good examples of the property purchased. As is the case with a mortgage, the loan is secured with the title to the property.  Also, the bank requires a hefty down payment so that the borrower has some equity in the property. An interest rate is set, usually a few points above the prime interest rate, and a payment schedule over a period of 1–5 years is established.
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FIGURE 13.1 Medieval bankers. Note that you do not see any actual money in this picture—only people and accounting records. The bench or table is the “banque.” (British Library.)



In the case of both mortgage and secured property loans, the loan payments almost always include the interest and a portion of the principal. At the beginning of the loan, nearly all of the payment is interest because the bank is making sure its fees are paid. Toward the end of the loan, most of the monthly payment is principal.


NOTE FOR FINANCIAL INVESTIGATORS

Where did the borrower get the item being used for collateral or to secure a loan? How did the borrower pay for that item? Once you’ve learned what assets are being used for security, you’ll want to trace the history of those assets, even though they might not be an obvious part of your case. This is especially true in money laundering cases.




Secured Cash Loans

Banks will loan cash, although this type of loan is more common at a credit union, where the loan is made against the member’s shares. Most secured cash loans use the customer’s deposited funds as collateral. While the loan is in effect, those funds cannot be removed. The bank will pay interest on that money, though, at a rate a few points less than the loan, so it’s not a complete loss.

Because secured cash loans require bank resources to establish and maintain, most banks have minimum amounts they will loan under this arrangement. If all you need is a couple of hundred dollars, the bank would prefer that you borrow it as a cash advance on another one of its loan services: the credit card.



Credit Card Loans

Unlike the secured cash loan, credit cards generate significant income for the issuing bank. No wonder, with interest on credit card balances at up to 25% APR. Credit cards are a form of revolving credit, a type of loan you can use as many times as you want up to a preset limit. Payment may be made in full each month, or the bank will accept partial payment with a finance charge (the interest) on the outstanding balance.

Although there are “secured” credit cards backed by a certificate of deposit as security, most credit cards are based on an application and the establishment of a set line of credit. These applications are the forms you get in the mail saying, “Your preapproved VISA card with a $5,000 limit is waiting for you.” People with bad credit histories or other problems don’t get these letters. Because of widespread fraud in this market, banks have to be somewhat cautious about offering credit cards, but the very high interest rates mean they can absorb some losses from fraud or default.

Incidentally, VISA and MasterCard are not banks, and they don’t issue credit cards. The card is issued by a bank that has an affiliation with one or both of these organizations. Currently, more than 300 million credit cards are on issue, and a quite astonishing $560 billion in credit card debt is outstanding—$11,000 per American household, much of which is owed to banks at interest rates above 20%.



Personal Lines of Credit

Similar to a credit card, the personal line of credit (PLC) offers an approved customer the ability to obtain cash quickly, just by writing a check. Customers usually apply for the PLC and, when approved, can then use it at any time thereafter should the need arise. The advantages are that this is a quick and easy way to get into debt and that the borrower is not required to post any security. The disadvantages are that PLCs can be quite costly, including an annual fee, high finance charges (which approach credit card rates), and often a fee just for making the application.



Overdraft Protection

Overdraft protection doesn’t sound like a loan, which might be the point. Overdraft protection is a lot like a PLC, although it is related to your checking account. The customer applies for overdraft protection, receiving approval for a certain amount of credit. The customer can then write checks for more money than is in the account, with the knowledge that the bank will cover the overdraft.



Student Loans

Designed to address the increasing cost of a college education, student loans have relatively long terms, with the payback coming after the student has left college and (presumably) gotten a job. Some college loan programs are backed by the federal government, which pays the interest while the student is still in school. Interest rates on these loans are generally lower than on other types of consumer loans.



Home Equity Loans

A home equity loan (HEL) is secured by a second mortgage on a property (or, in some cases, a deed of trust). HELs are quite popular because, like mortgages, the interest paid is, for the most part, tax deductible—a side benefit that other loans can no longer claim. Banks like them because, again, like a mortgage, they are secured by the property or at least the equity therein. In this case, the equity is the difference between the appraised value of the property and the amount of the first mortgage. The loan period for a HEL is usually 10 or 15 years.



Miscellaneous Loans

Banks have come up with some special-purpose loans with catchy titles—all part of being a full-service financial institution. An example of these loans is the bill consolidation loan, which lets you catch up on all your past-due bills at once and maybe restructure your debt at a lower interest rate. Home-improvement loans provide money for additions to, remodeling, landscaping, or redecorating a residence. Your bank may offer others, but they are likely to be personal lines of credit or some type of secured loan under another name.




The Loan Process

Since bank lending usually involves the handing of money to a total stranger, bankers can be fairly conservative about this process. Loans begin with two simple questions: “How much do you want?” and “How can we be sure you’re going to pay us back?”

All loans begin with an application. The would-be borrower tells the bank in writing that a loan is desired. Loan applications may be filled out either at the time the loan is sought or in advance and kept on file by the bank. The application may be quite simple, as in the case of a small secured loan, or very detailed and lengthy, as with a mortgage application.

All loan applications are judged by the bank on four main factors: capacity, character, collateral, and conditions. Capacity refers to the source and amount of income the borrower has to apply to the loan. Work history and stability are important, as is the amount of money available to address this particular loan. Character relates to the ability and willingness to repay the loan, generally evidenced by the borrower’s credit history. Collateral refers to whatever asset or property might be used to secure the loan. If the borrower’s capacity disappears (e.g., he or she gets fired) or his or her character turns out to be less than sterling (he or she skips out), is there something tangible the bank can seize, such as the car or the house? Finally, conditions such as the overall economy or perhaps the borrower’s employer’s condition might be a factor. The loan application will address all of these factors, seeking enough information to answer these questions to the banker’s satisfaction.


NOTE TO FINANCIAL INVESTIGATORS

It’s a common practice for banks to request a copy of one or more years of income tax returns to support various loan applications, especially home mortgages. No matter what the applicant turns in, these are not tax returns. Only the IRS has the original and “real” tax return, and the IRS doesn’t make copies available to banks. So it’s possible for people to make up whatever they want that looks like a tax return and attach it to a loan application. They frequently do just that, fiddling with the income figures to accomplish whatever little scheme they’ve concocted. The figures can be fudged in either direction: To qualify for a mortgage loan, they would want to show a higher income level, but for a student loan, the applicant might qualify only if the income level was lower. In either case, this constitutes making a material false statement on a loan application, a violation of Title 18 U.S.C. §1014, and carries an attention-getting 30-year penalty. This is a handy charge to keep in mind in any financial case, by the way. Under federal forfeiture provisions, the proceeds of the loan might be subject to forfeiture as well.


The loan application form is only the first entry in the file the bank opens for each loan. This file will bulk up quickly. In the case of larger loans, especially home mortgages, the bank will request a credit check. The report, obtained from one of the major credit bureaus, will be included in the file. The bank may also request verification of the income amounts reported on the application. The borrower may have to supply one or more pay stubs, as well as copies of 2 or 3 years’ worth of income tax returns. The bank may ask for references and check with these people or businesses. It may also request that a cosigner accept responsibility for the loan should the borrower default.

Once the bank is as confident as it can be under the circumstances, it will enter into an agreement to hand over the money. This agreement is documented in the form of a promissory note, a loan agreement, or, in the case of a home loan, a mortgage. All parties sign the note, the borrower agreeing to pay back the principal and interest within the agreed upon time period and under the conditions specified (the terms).

Loan agreements have become much simpler and easier to read in recent years, with some of the legalese replaced with plainer language. Still, some agreements, including mortgage documents, can be fairly complex. Even more complicated are the documents for corporate or business loans, which require a good going over by the lawyers for both sides. The signed loan papers go into the file.

The money is invariably provided in the form of a check— often a cashier’s check—drawn on the bank’s own funds. A copy of the check or at least the stub will go into the loan file. Also in the file will be the title to any collateral that is being used to secure the loan. In the case of a car loan, the title to the motor vehicle, which is registered in the borrower’s name with the bank as the legal owner, will be included. For real property loans, the original deed will be in the file.

Now the borrower has to start making payments, and a record of these is included in the file. This record may take the form of a liability ledger. There will be other references to these payments in the bank’s records as well: microfilmed copies of checks, deposit tickets, coupons from loan payment books, and so forth. As the loan is paid down, the bank keeps track of any late or missed payments. These may be reported to the credit bureaus, affecting the borrower’s future loan applications.

When the loan is paid off, the loan file is closed and may be moved to another part of the bank for storage. It is important for investigators to request both open and closed loan files in their subpoenas, since open files may be kept at a branch, while closed files may be stored in a records center and no longer tracked on the bank’s computer.

A subpoena for bank loan records (and this includes savings banks and credit unions) should be comprehensive enough to describe all of the documents that relate to the loan and its repayment, as well as providing leads to other accounts or financial activity. Money laundering schemes that involve financial transactions disguised as loans are quite common, and it is most important that these be examined very carefully.

Records relating to loans include:


	Loan application and supporting documents

	Collateral registers

	Loan or liability ledgers

	Loan disbursement documents

	Teller tapes

	Bank or cashier’s checks

	Credit memos

	Loan repayment documents

	Copies of checks

	Cash in tickets

	Debit memos





Receiving Deposits

Taking deposits is a starting point for much of a bank’s activity. After all, no checks get written unless the writer has funds on deposit to cover the face amount. No interest can be paid to savings account holders, and, most important from the profit perspective, no deposits received means there’s nothing to loan out.

Even before a deposit can be made, the depositor has to establish a relationship with the bank. Nothing can happen unless the customer first has an account with the bank. These accounts are opened with a signature card and an initial deposit.

The signature card bears the names, Social Security numbers, and signatures of every person who is giving the bank the authority to withdraw funds from the account. Although the bank will accept a deposit from anybody who has the correct account number, only those persons whose signatures appear on the signature card can authorize any transfer or withdrawal of funds. Establishing who has signature authority over an account is critical to a financial investigation. For one thing, these are the people who control the money you’re looking for. In a money laundering case, these are the people who are moving it around or causing it to be moved. A whole conspiracy might be found on one signature card.


NOTE TO FINANCIAL INVESTIGATORS

Under the Federal Right to Financial Privacy Act, certain financial and account information is confidential and cannot be released by the bank, except pursuant to a subpoena. This isn’t the case for “relationship information,” however. The bank can voluntarily disclose whether or not an individual has a relationship—holds an account or exercises signature authority. Although many banks might still prefer to get some official process for this information, a subpoena is not required by law.


In addition to personal information about the account holder, other information of importance on the signature card includes the account number, the date the account was opened, the identification used, and the opening balance. If the account was closed, that date and the closing balance will be listed.

In the case of corporations or partnerships, the articles of incorporation, corporate resolution, or partnership agreement is provided to the bank to authorize the signatories to access the account.

The signature card becomes an active part of the bank’s file for each account. If there is a question about a large check, the teller may check the signature against the card. (In some branches, probably not the very busy ones, every signature is verified against the card.) The cards are maintained in a file at the branch where the account was opened, but cards for closed accounts will be kept elsewhere, and a subpoena for bank records should always specify open or closed accounts, or both.

From the bank’s perspective, there are two kinds of deposits that are classified based upon the withdrawal terms of each:

Demand deposits are any deposits made to a checking account. These are subject to withdrawal at any time because the customer has a checkbook and is making use of these funds on a regular basis. Because banks never know how long they are going to have these funds, they usually do not pay interest on these accounts. (An exception may be made when a specified minimum balance is kept in the account.) Banks also levy all sorts of charges for these accounts, mostly because, as we will see, processing the checks is a complicated and laborintensive operation.

Time deposits are essentially savings accounts in which the funds are left on deposit for a relatively long period of time. Some savings accounts have a notification requirement and the funds cannot be withdrawn without penalty for a set number of days. Other accounts, such as certificates of deposit (CDs), are left on deposit for a specified period. The longer the period is, the higher the interest rate is. However, in all cases, a CD will earn more than a checking account simply because the bank has your promise to leave the funds there long enough for the bank to loan them out to somebody else and make some real money.
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NOTE TO FINANCIAL INVESTIGATORS

The phrase “substantial penalty for early withdrawal” was coined for investments like CDs. When funds are withdrawn before the maturation date, federal regulations require the depositor to provide some statement of hardship. This statement can be used in a financial investigation to rebut a later claim of a cash hoard or to establish a figure for cash on hand.


Banks won’t accept just anything for deposit; deposits are limited to cash or cash equivalents. These cash items include currency, checks, and bond coupons. Each of these items is handled differently, and the documentation supporting the deposit varies as well.

Cash, consisting of currency and coins, is received and transferred to the vault. The documents supporting the deposit of cash will consist of a deposit ticket, the teller’s tape, and possibly an entry on the teller’s daily proof sheet. There may also be a separate ticket showing the transfer to the vault. In the case of large cash transactions—those over $10,000—the bank will also prepare a Currency Transaction Report (CTR) for submission to the IRS. Incidentally, although the deposit ticket won’t show the denominations of the bills received, the teller’s tape will, so if this is an issue in your case, ask for the teller’s tapes in your subpoena.

Historically, checks were treated differently based on where they originate. There was a good (meaning profit-related) reason for the differences. The checks were accepted in four categories:


	Checks drawn “on us”—checks drawn on the bank where they are being deposited

	Local checks—checks drawn on banks within the local clearinghouse area

	Transit items—checks drawn on out-of-town banks

	Special items—things like cashier’s checks that require special handling



These checks were treated differently because of the time they were given to “clear” through the banking system. Checks drawn “on us” were credited immediately to the depositor’s account. Local checks may have been credited immediately or held for a day or so until the drawing bank provided verification that the funds were there. Transit items might have been held for several (as many as 9) business days, time in which the bank did not have to pay interest to the depositor. The time that it takes for checks to clear is known in the business as the float. When you’re talking about millions of dollars, the interest saved on a few days’ float can be quite substantial; where it still exists, the bankers take full advantage.

However, big changes have taken place in the banking industry in recent years that have basically eliminated the float, along with much of the entire check-clearing process. We’ll look at some of these changes in a bit. Investigators should keep in mind that as banks get deeper into the digital age, the types of records available will also change.

The supporting documents accompanying a check deposit include the deposit ticket, the teller tape, and a microfilmed copy of the deposited item. We’ll cover the check clearing and tracing process in detail in a moment.

Bond coupons are small potatoes compared to checks and cash—and getting smaller as zero-coupon bonds become more popular. The bond coupon represents the interest accumulated to the date printed on the coupon; on that date, the bondholder can clip the coupon and take it to the bank. After being deposited, the coupons are sent to the bank’s collection department because the issuer of the coupon now owes the bank, which already paid the bondholder.

Cash items—cash, checks, and coupons—will be credited to the depositor’s account when they are received from one of five sources:


	Regular teller transactions. These include both the walk-up and the drive-through variety—the old-fashioned way of doing banking business

	Armored car service, messenger service, mail, and express services.

	Wire transfers. We will cover these in a separate chapter. As money becomes more and more electronic, more types of wire transfers are taking place. In addition to the traditional bank-to-bank wires, customers may be able to perform a variety of electronic banking services over the telephone or via computer programs such as Quicken and Microsoft Money. Wire transfers are documented with credit memos, and the actual confirmation record of the wire transfer is kept in a separate file.

	Night and lobby depositories and automatic teller machines (ATMs). Businesses can be given key access to the night depository, usually a locked box outside the bank. The business’s receipts, in the form of cash, checks, and credit card slips, are deposited in envelopes or bank bags and retrieved the next morning by the bank staff. Lobby boxes perform the same function in the daytime for customers who don’t want to wait in line for a receipt. ATMs will also accept deposits, but the envelope has to be fairly small to get through the slot.

	Other departments of the bank may credit a depositor’s account when funds are collected by the bank on behalf of the customer. Loan proceeds would be one example.



All deposits are accompanied by a deposit ticket of some type, usually the one you fill out at the counter or take from the back of your checkbook. The deposit ticket lists the items separately: currency, coin, and checks. Typically, each check is listed separately, and a space is provided for the depositor to note the ABA number of the drawing bank or the name of the maker. There’s no requirement that these listings be accurate, except in the amount, and the bank won’t turn a deposit away if the deposit ticket shows the amount under the “checks” heading, when in fact it was cash. This is why the other records supporting the deposit have to be examined as well.

Deposit tickets can provide a number of leads for a financial investigation. Checks deposited can identify other bank accounts controlled by the subject or people doing business with the subject. Cash deposits can reflect patterns of activity or evidence of attempts to avoid cash reporting requirements.

The documents supporting a deposit ticket are, obviously, the deposited items themselves, such as the checks, as well as internal bank documents, such as the teller’s tape and credit memos. The transaction will also be recorded in the bank’s journal for that day. Another source of deposit information is the customer, who is provided with a receipt or copy of the deposit ticket. A notation will be made on the customer’s monthly statement or, in the case of a savings account, the customer’s passbook. These are obviously good leads for a financial investigator and should be examined closely if recovered in a search or pursuant to subpoena.

Deposits may be a key part of a money laundering investigation, and the investigator cannot assume that just because no “cash” is being deposited, laundered funds aren’t involved. Cashier’s checks, money orders, and financial instruments of all sorts have been and are being used in various money laundering schemes. Many of these are ultimately deposited into some bank account. For this reason, every deposited item needs to be examined, and many of them will have to be traced back through the banking system. This procedure is best covered in an explanation of the check paying and clearing process.



Paying Checks

Of all the functions performed by a commercial bank, this one is likely to be most valuable in a financial investigation. This is so because checks play such an enormous role in the American economy. Other countries, such as Japan, do not rely so heavily on personal checks, but in this country, trillions of dollars in checks are passed each year. Interestingly, debit cards are gradually replacing checks; according to a study by the Federal Reserve, electronic payment methods, including credit and debit cards, surpassed checks in the United States for the first time in 2003. The total number of electronic transactions—44.5 billion—easily topped the 36.7 billion checks written that year. We’ll look at some of the ramifications of this trend later on.

The banks have established an elaborate system to handle each one of these billions of items. This system is depicted in brief in Figure 13.2, but some additional description will aid in our appreciation of the value of checks in a financial case.

Once upon a time, some bright person, probably a banker, got the idea that instead of carrying all that money around, a piece of paper might do just as well. The check, or cheque, had been invented. The check is a promise by the bank to pay some money to the person who takes or receives the check— money that will be coming from an account in the bank. Usually this account belongs to the customer who is writing the check, but sometimes, as is the case with a cashier’s check, the bank’s own funds are used to guarantee payment.

A check has many nice features, such as portability, security, and fairly wide acceptance, but as money it isn’t perfect. For one thing, as people who’ve tried to cash an out-of-state check or any check at a bank other than their own know, checks aren’t as well accepted as cash. Wherever they are received, checks still have to be converted into a form more like the money they represent.

Let’s say I decide to buy a book at the local bookstore; rather than paying in cash or by credit card, I elect to write a check for the purchase. Let’s follow this check through the “clearing” process. As we know, I have first to establish an account with a bank, which I have done. I’ve also made deposits, so I have enough in there to cover this particular check, which looks like Figure 13.3.

Each check has certain elements, with which you are probably already familiar. The following elements may require additional explanation:


	101 is the number of this particular check. There should be no duplicate numbers in a checking account, and banks are now able to note checks out of the number sequence. This number will also be the same as item number 9.

	These are the codes that identify the issuing bank (in this case, the fictional First National Bank of Honolulu). The numbers above the line, 59202, are known as the ABA Transit Number. 59 is the number for the state of Hawaii, and 202 would be the code for First National Bank, if it existed. The numbers below the line, 1213, are the Federal Reserve Routing Code. In this case, the first two digits, 12, denote the 12th Federal Reserve District. The third digit indicates that the check is to be routed through the district’s head office in San Francisco, California. The fourth digit, 3, indicates that the check is available for deferred rather than “immediate” credit and that it originates in the state of Hawaii.

	The payee—the name of the business I’m paying with this check—is the name that will also appear on the endorsement on the reverse of the check.

	Here the check writer enters the amount or face value of the check. This is how much money I’m telling the bank to turn over to Borders. This number must always match that in item number 10.

	The bank that is going to pay this check with my money is printed here. This is also the branch where my account file and signature card are actually located. This check will eventually be routed back to this branch and possibly matched against the signature card.

	This number, along with item numbers 7 and 8, is a prequalification code, printed in magnetic ink character recognition (MICR, pronounced “Mike-er”) numbers. Special bank equipment can read these characters, automatically routing and processing the checks. The prequalification codes are put on the blank check at the time it is printed to aid in the routing process later.




	9 and 10. are postqualification codes—again printed in MICR characters, but this time after the check is deposited at the receiving bank. This printing is done on the proof machine, which also sorts the checks and makes a ledger of the various transactions occurring during the day. The MICR characters are machine readable, enabling the check to be processed almost automatically by receiving banks and the Federal Reserve.
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Figure 13.2 Flow of transactions within a bank.
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Figure 13.3 A check.
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I sign the check and hand it over, receiving my book in exchange. Although many merchants participate in some form of check verification system, such as TeleCheck or UniCheck, these only confirm that I have an account and that there’s some amount of money in it. The bookstore does not gain immediate possession of that money. The transfer of funds occurs only after the check has gone through the clearance process.

In order for the bank to cash or pay a check, first the payee must endorse it. In this case, Borders includes the check in its deposit, which might be picked up by an armored car or just taken to the bank by an employee. For the sake of this example, we’ll assume that Borders does its banking at another fictional bank, Second National.

Borders’ endorsement goes at the top of the reverse side of the check. It includes the account number at Second National where the bookstore wants the check deposited. The reverse side of my check now looks something like Figure 13.4.

At Second National Bank, the check is received in the Borders deposit and routed through a proof machine. This device performs several functions at once, including, in some cases, taking a microfilm photograph of the front and back of the check. (Even if it isn’t done here, every item going through the bank is microfilmed.)

The proof machine puts the post qualification codes on the check, makes the appropriate entries on the transaction ledger, and then automatically routes the check into one of several slots. The slots are set up based upon the type of item received (onus, outclearings, transit items, and internal or special). The objective is to get payment from the issuing bank as quickly as possible, so some proof machines have slots to route items to another local bank. My check is an outclearing, which will be routed to the slot for the local clearinghouse. If my check had been drawn on Second National, it would have been credited immediately to Borders’ account, since it would be considered an “onus” and therefore immediately available.

The proof machine prints a transaction number and the date on the check, and it stamps Second National’s routing codes on the check as well.

At the end of Second National Bank’s business day, the checks are gathered up from the various slots of the proof machine and bundled together according to where they are going. My check is going back to First National, which still doesn’t know that it needs to pay Second National and Borders.

The bundle of outclearings goes to a local clearinghouse, where, after settlement, they are routed to the drawing bank (in this case, First National). Here they go through another proof machine, which reads the information and makes some new entries, welcoming the check home. (See Figure 13.5.)
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Figure 13.4 The reverse of the check.



The individual check will be sent to the branch where my account file is physically located and placed in the file folder until it’s time for my monthly statement to go out. In the meantime, First National is finally aware that it needs to pay the check I wrote, so it debits my account and credits the amount for Second National Bank. The process is complete (assuming that I have the money in my account and the check isn’t returned for nonsufficient funds).

If my check had been written in Los Angeles, the proof operator at the receiving bank would have routed it as a transit item to the Federal Reserve Bank in San Francisco. There, it would have received an additional endorsement, which might look like Figure 13.6. (“P.E.G.” stands for “prior endorsement guaranteed”—confirmation from the Fed that this check has been processed correctly.)

A bank cashing an out-of-town check could alternatively go through a correspondent bank in the city where the account is located. In that case, the check would be shipped to the correspondent bank, which would clear the item through the local clearinghouse. The banks will use whichever option is quicker and more convenient, in the hope of reducing the clearance time and thus the float.

At the end of the month, the check will be pulled from my file at the branch and mailed with the monthly account statement back to me. (Some banks store the checks and mail a microfilm copy or just a summary of the month’s activity.) The monthly statement lists all of the transactions, checks written, deposits, interest paid, ATM transactions, and other debits and credits.


[image: ]

FIGURE 13.5 The reverse of the check after processing.
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Figure 13.6 An endorsement by the Federal Reserve Bank in San Francisco.





Check 21—Big Changes for Banks (Almost) Everywhere

On October 28, 2004, the Check Clearing for the 21st Century Act went into effect. Popularly known as Check 21, this law changes almost everything about check clearing that you just read. Banks hated the inefficiency of the clearing process, the shipping of all that paper hither and yon, and the need to microfilm the checks and keep them filed away somewhere for years on end. They also weren’t pleased that you and I could take advantage of the float by writing a check we knew wouldn’t clear for as much as 9 days.

Why, those bankers said, if computers let us process transactions instantly through a network of debit cards and ATMs worldwide, can’t we process checks just as quickly? Why not? Congress responded (the bankers have a swell lobby) and created this new statute to take advantage of modern technology.

The first thing that Check 21 did was to accelerate the clearance process to the speed of light. Using my earlier example, when my check comes into Second National Bank with Borders’ deposit, it immediately gets “imaged”—fed through a scanner that digitizes both sides. The information is entered into a computer and sent very quickly—usually the same day—to my bank, which pays—also digitally— immediately. The float is now history, as is the need to ship all that paper and store it, because the check is shredded right after the imaging is complete at the first bank it touches.

But what if I need a copy of my check to prove I made a payment? Or what if a financial investigator needs copies of all of a subject’s checks to help prove a case? Check 21 also provides that the digitized image can function as a “substitute check” that is legally valid as evidence. The substitute check has to contain a statement: “This is a legal copy of your check. You can use it the same way you would use the original check,” but that’s all that’s needed to make the digital version “real” enough for a court.

Paper checks will probably be around for a while longer, but they’re going to get scarcer and scarcer. As people increasingly turn to online and digital payment systems, the need for paper declines. Merchants now have the capability of scanning your check at the cash register, just as they would a debit card. In this case, the merchant takes the check, scans it into the reader, enters the transaction amount, and then hands you back your check. It won’t be long before businesses everywhere will be doing something similar, eliminating the need for paper checks.



Monthly Account Statements

The monthly account statement is an excellent jumping off point for a financial investigation. The signature card will tell you that an individual or business holds an account with the bank. The monthly account statement will provide a fairly detailed picture of the activity in this account, which can then be further documented by obtaining the actual items listed in the account statement (checks written, deposits made).

In a monthly account statement, transactions are listed as either debits or credits to the account. A debit in this instance means any withdrawal or subtraction of funds; a credit indicates a deposit or addition to the account. On some statements, such as those for savings accounts, these items are listed simply as “withdrawals” and “deposits.”

Monthly account statements are designed to be simple enough for the layperson to read and understand. Some codes are used to denote different transactions, but these are usually explained somewhere on the statement. If not, the investigator will have to contact the bank for an explanation, since these may affect calculations in the investigation.


NOTE FOR FINANCIAL INVESTIGATORS

A subpoena for bank records usually includes both the monthly statements and the items making up the deposits and withdrawals. It is often possible and sometimes desirable to specify that the account statements be turned over first, at which time the investigator can make a decision about which items should be obtained next (e.g., all deposit tickets and checks over $1,000). Many bank records custodians are familiar with this drill and will ask whether you want to wait for everything or start with certain items.

There is another way that a bank pays checks: by cashing them. Remember that my check to Borders was never actually “cashed” or converted to currency. I gave it to Borders, and the merchant deposited it directly into its bank account. If Borders had been unwilling to accept my check, I could have gone to the bank and written a check to cash, obtaining the money for my book in this more roundabout fashion.

Many banks use a different set of stamps for a check that is cashed as opposed to one that is deposited. Sometimes a code, such as “CC,” indicates that the check was cashed. These stamps are often applied to the face of the check at the teller window while you’re standing there—watch the next time you go to the bank. If so, the teller’s stamp will identify which teller handled the transaction, as well as the date. A symbol or shape, such as a square, may also denote a cashed check, while a diamond shape might identify a deposited check. A few examples of machine stamps are shown in Figure 13.7.
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Figure 13.7 Examples of machine stamps.



In addition to monthly account statements, records relating to deposits include:


	Teller tapes

	Deposit tickets

	Copies of items deposited

	Cash-in tickets

	Credit memos

	Currency Transaction Reports, if applicable



Records relating to withdrawals, in addition to the monthly account statement, include:


	Teller tapes

	Copies of checks

	Cash-out tickets

	Debit memos

	Currency Transaction Reports, if applicable






TRANSFERRING FUNDS

The transfer of funds is another traditional function of banks. In addition to wire transfers (something we’re going to cover in detail elsewhere), several instruments are used for funds transfer. These are known as exchange instruments or bank checks, and they include the following:


	Cashier’s checks, also known as treasurer’s checks

	Bank money orders

	Bank drafts

	Traveler’s checks

	Certified checks



All of these instruments have one thing in common: They are not backed directly by a depositor’s money; instead, they are backed by a bank’s.


Cashier’s Checks

Cashier’s checks have been the key element in many money laundering schemes. This is because they are extremely portable, are widely accepted (almost universally accepted in the banking community), have an indefinite shelf life, and—best of all from the launderer’s point of view—can be written in any amount. The only drawback, again from the launderer’s viewpoint, is that, unlike cash, cashier’s checks do leave a paper trail.

As its name implies, the cashier’s check is issued by a bank employee who is acting as a cashier of the bank’s own funds. This official will issue the check upon receipt of some payment from the customer. This transaction is really a purchase because the customer is providing funds to buy the paper. Cash is frequently used to purchase cashier’s checks, and the bank is required by federal law to log all cash purchases of cashier checks over $3,000, solely because money launderers like these checks so much. (This log may contain good leads, since the banks are supposed to view the customer’s ID and record identifying information.) Funds can also be withdrawn from a customer’s account to pay for the cashier’s check.

Cashier’s checks provide fabulous leads in a financial investigation because they are so often used for the acquisition of big-ticket assets such as houses, cars, boats, and businesses. Cash is nice, but legitimate individuals and businesses do not want the problems connected with accepting several hundred thousand dollars in small bills for a large purchase. Similarly, they may want more security than they can get from a personal check. The cashier’s check provides a perfect balance.

The other reason that cashier’s checks make good leads is that they are traceable. The tracing process is more complicated than with personal checks because the investigator must find a starting point. This may not be easy because cashier’s checks can be purchased at any branch of any bank and are not matched with the customer’s account records.

When a cashier’s check is purchased, at least four records are generated. First, the customer gets the original check. When this is cashed or deposited, it eventually returns to the branch where it was purchased, routed exactly as a personal check would be. Second, the bank gets a copy of the check or a receipt showing the purchase. Third, the customer gets a “flimsy” or carbon copy of the check, which he or she can use for personal records. Fourth, the bank makes an entry about the purchase on a log or ledger. If the purchase is made with cash over $3,000, that fact is noted on a log, and if the amount is over $10,000 in cash, a CTR is supposed to be prepared.

If the money for the purchase was withdrawn from the customer’s account, this will make your job much easier because there will be a debit memo noting this fact that will also appear on the customer’s monthly account statement. It will be a rather simple matter to go to the bank and find out to whom the check was written and where it went after it was purchased.

The big problem with investigating cashier’s checks is that they may represent a break in the paper trail, especially if they are purchased or redeemed for cash. These items can be investigated in several ways, depending on where you cut the trail. If a name is all you have as a starting point, you can ask for copies of all cashier’s checks purchased by your suspect. This request is not going to make you any friends at the bank because cashier’s checks are never filed by the customer’s name and are never centrally filed. At the very least, you will be asked to provide a date and the branch where the checks were purchased.

It may also be possible to examine the suspect’s account and look for indications that checks are being purchased: large withdrawals, debit memos, possibly a redeposit of a cashier’s check. Surveillance of the suspect or the execution of a search warrant that includes the flimsies or cashier’s check receipts might also be productive. At the other end, deposits to checking or savings accounts or the purchases of assets may lead to cashier’s checks used for those purchases or deposits.



Bank Money Orders

Bank money orders work exactly like cashier’s checks, but most banks limit the face value of bank money orders. They usually say something on the face like, “not valid over $300.” As instruments in a money laundering scheme, these aren’t bad, but they aren’t as popular as cashier’s checks. Incidentally, many nonbank financial institutions also issue money orders, notably the United States Postal Service, whose money orders are limited to $700, and the Western Union Corporation.



Bank Drafts

Bank drafts are also similar to cashier’s checks, except that they are drawn on an account the issuing bank is holding in another bank. Let’s say I want to buy some real estate in Vancouver, B.C. I don’t want to take cash up there, and the seller doesn’t want to take a check from the United States. My bank has an account with a correspondent bank in British Columbia, so I buy a bank draft just as I would a cashier’s check and take the draft to Canada. The tracing procedures for bank drafts and bank money orders are similar to those for cashier’s checks.



Traveler’s Checks

Traveler’s checks are also backed by someone else’s money; this gives them wider acceptance, especially abroad. The traveler’s checks are purchased at a bank that operates in connection with a major issuing company. Your local bank buys the checks from American Express Corp., First National City Bank, or another source. The checks are issued in preset denominations, ($10, $20, $50, $100, $500, and $1,000) and are purchased by your bank for resale. The customer must sign the checks at the time of purchase, and a sales order or purchase agreement is prepared.

Because traveler’s checks don’t come back to the bank where they were bought (they go back to the issuing company), they have to be traced by serial number. The bank should have a record of the numbers on the checks it has sold, and these can then be used to obtain the original checks from the issuer.

Traveler’s checks are popular items in some money laundering schemes because they can be purchased with cash or funds withdrawn from one account and then deposited into another account, leaving a break in the trail. For example: Withdraw cash from account at Bank A, take to Bank B, buy traveler’s checks, deposit checks into account at Bank C. This would be a pretty difficult scheme to trace. Traveler’s checks are also easily transportable and cheerfully accepted overseas; if purchased in small amounts, they don’t even require identification to obtain.



Certified Checks

Certified checks are a slightly different category in that the check is drawn on the customer’s account and looks just like a personal or business check. For a fee, the bank will certify or guarantee payment of the check from its own funds. The bank does this by printing “Certified” on the face of the check and immediately taking the money out of the customer’s account. Because the check is now a liability of the bank, just as a cashier’s check would be, the bank keeps the original after it is paid. A debit memorandum is issued when the funds are withdrawn, and this memo is sent to the customer with the monthly statement.



Exchange Instruments

Because the transfer of funds is such a critical element in any money laundering scheme, these exchange instruments must be clearly understood by investigators. Their use in a scheme will cloud the paper trail and complicate the investigation. Investigators must be alert to signs that exchange instruments are being used and seek to develop any information concerning that use, because these instruments will almost invariably lead to other banks, new accounts, or assets acquired with laundered funds.

Records relating to transfer of funds include:


	Copies of exchange instruments (bank checks, cashier’s checks, bank drafts, money orders, traveler’s checks, certified checks)

	Copies of application form

	Purchase documents

	Teller tapes (for purchase)

	Copies of items used to purchase instruments (checks)

	Cash-in tickets

	Memos debiting account

	Redemption documents

	Teller tapes (for redemption)

	Copies of items acquired at redemption (new bank checks)

	Cash-out tickets

	Memos crediting account






HOLDING AND ADMINISTERING PROPERTY FOR OTHERS

Banks have always been storehouses for other people’s money. Those big vault doors aren’t just functional—they’re a graphic illustration of the security offered by a bank to its customers. The renting of vault space isn’t a particularly profitable enterprise for the bank, but rather just another service; however, it is something banks do well.

This holding of property usually takes the form of the rental of a safe deposit box. These boxes are located in a special part of the bank’s vault—the only part to which the general public will have access. Safe deposit boxes are rented in periods of 6 months to 1 year, and they come in a variety of sizes.

The bank has utterly no interest in the contents of a safe deposit box and, in fact, cannot even access the box, which requires two keys, one of which belongs to the customer. People with a grudge against the bank have been known to store fish or some other noxious item in their boxes, with the predictable result.

It would be pointless for an investigator to ask the banker about the contents of a particular box, since the banker would have no way of knowing. What the banker does know is of serious interest to the financial investigator. When a box is rented, the customer is required to complete a safe deposit box rental contract, containing a signature and identifying information. Any co-renters are also listed, and their signatures are on the contract as well. This contract will be kept on file at the branch where the box is located, and most banks have centralized safe deposit rental records on computer.

The other information of interest relates to access. Investigators need to know not only who has access to the box, but also when the box was opened or accessed. Banks keep this information in two forms: on a ledger card, maintained for each box, or on separate cards, filed by date. The former is much easier for the investigator to use since all of the entries relating to a particular box are on one piece of paper. Naturally, few banks seem to use this system. Most keep a stack of small cards at the desk near the vault entrance. The box holder signs this card and writes the box number on the card. A teller then checks the signature against that on the rental contract before opening the box. The teller may also check the customer’s ID. These cards are filed by date. This means that if subpoenaed, some bank employee is going to have to go through all of the cards for all the boxes to pull the ones relevant to the box in question—much more cumbersome and time consuming than if the records are all on one card. (See Figure 13.8.)

This information is of importance in a financial investigation because the dates on which the box was accessed can be matched against other key dates, such as known drug transactions, cash deposits into savings or checking accounts, purchases of cashier’s checks, and the like. This is the type of information required to get a search warrant for the safe deposit box, which is what you’re going to need to get into it. A subpoena will get you the signature card, the contract, and the access records, but only a court order or a search warrant will compel the bank to drill the lock on the box for you.


NOTE FOR FINANCIAL INVESTIGATORS

Bank tellers, especially those who service the safe deposit box customers, can be good witnesses in your case. They frequently know their regular customers by name and face, and they may be able to identify associates or other accounts or boxes controlled by your suspect. There is also the possibility that the teller may disclose the existence of your inquiry or that a bank employee might be involved in the money laundering scheme, so precautions should be taken to prevent that type of damage to your case.


Records relating to safe deposit boxes include:


	Safe deposit box rental contracts

	Access cards

	Access ledgers





[image: ]

FIGURE 13.8 Safe deposit box access card.



In addition to safe deposit boxes, banks will rent vault space for the storage of larger items, such as art collections or furs. These rentals are usually handled by the same people who rent the boxes, so a subpoena for safe deposit records should turn up information about this type of rental as well.



COLLECTING AND PROCESSIN FINANCIAL INSTRUMENTS

So far, we’ve mostly been talking about the cash-like items that a bank accepts in deposits and stores in accounts. As we know, money can be almost anything, and banks know this better than anybody. Rather than get left out, banks have devised ways of handling those other items that don’t fit into everyday bank business. Again, this is all a part of being a full-service financial institution.

What else finds its way through a bank? Any item that needs “collection.” (Technically, checks are “collected,” too, but a different process is used.) These are instruments or documents that are, in effect, promises by the issuer to pay someone else. Credit card slips are a good example. A merchant in Hawaii will accept a credit card issued on a Maine bank because the merchant can be pretty sure the bank will pay for the charge. It’s impractical for the Hawaiian to take the slip up to Bangor for payment, so banks handle this collection.

Other instruments that banks will collect and process include:


	Bonds and coupons (Remember: we did say these would be routed to the bank’s collection department.)

	Stock certificates

	Drafts, bills of lading, warehouse receipts, and other documents

	Mortgages and real estate contracts

	Notes and acceptances



All of these items are just pieces of paper until they are actually “collected.” Only when the bank’s collection department gets an advice that the funds for the item have been received will the bank issue the credit memo that credits the customer’s account with those funds.

The operations of bank collection departments vary more widely than do some of the other functions. Some records typically generated by the collection department include:


	Correspondence

	Requests for payment

	Copies of the item to be collected

	Credit memos

	Copies of the check or item used for payment





OTHER SERVICES

As if all of the preceding services weren’t enough to keep a banker busy, a few other operations serve special customer needs. These include currency exchange, services for business, and trust department services.


Currency Exchange

A centuries old tradition for banks, foreign currency exchange operations flourish in banks near international borders and in major tourist centers. Large banks have international operations divisions that deal in matters relating to foreign countries and currency, and most banks monitor the exchange rates for various currencies. Although the bank will take a small percentage of each currency exchange as its commission, these aren’t big earners for all but the largest banks.

Banks may restrict the number of currencies they will exchange, finding the hassle of dealing in a few Swedish kroner every year or two to be too burdensome. Similarly, some banks will take the foreign currency and exchange it for American money but will not store baskets of foreign money on the chance that somebody wants some kroner this month.

Money launderers may use casas de cambio, or “houses of exchange”—small, nonbank financial institutions—to exchange currency. These casas frequently operate near a border, and they may also transmit funds by wire out of the country. Because the casas aren’t regulated like banks, concealing large cash transactions may be easier for the launderer. Other independent businesses, notably American Express–Thomas Cook, also operate in the foreign exchange business.

Banks will also exchange various denominations of American money for their customers, and money launderers, especially drug traffickers who take large quantities of small bills, may want to exchange these for larger denomination notes.



Services for Business

Banks recognize that a good part of their business depends on other area businesses, so, in addition to providing special windows in their branches for business transactions, the banks may assist with the collection of accounts and even maintain accounting records for businesses. A bank may also provide “lock box” banking, where creditors may make their payments to the bank instead of directly to the business.

The types of records kept in these situations vary widely. In some cases, banks may actually maintain all of the accounting, billing, and payment records of professionals such as doctors or lawyers. In other cases, the bank may only perform some of the collection activity and return all of the records to the customer. A subpoena should obtain this information.



Trust Department Services

Tax evaders and money launderers may use trusts to conceal income and assets from the government. In these cases, the trust department of the bank, which is responsible for the management of trust assets, may perform an important role in the laundering scheme.

A bank’s trust department performs three main services:


	Settling estates

	Administration of trusts and guardianships

	Acting as an agent or performing agency services



A trust is a legal concept that creates a fiduciary relationship in which one person, the trustee, holds title to property (known as the trust estate or trust property) for the benefit of another person (the beneficiary). Trusts are used extensively throughout society and, like everything else involving money or property, can be illegally employed in a money laundering scheme.

The settling of an estate need not involve an actual trust— just a deceased person. The bank may be appointed by the court or heirs or executors of the person’s estate to inventory the assets, pay debts and taxes, and distribute the remaining assets according to the will.

Administering trusts and guardianships does involve an established trust. In this case, the bank may be appointed to manage assets or make payments on behalf of the trustee or the beneficiary. In some cases, the bank may be named as the trustee, in which case its actions are based upon instructions in the trust agreement, living trust, will, or other legal document establishing the trust.

Agency services are a broad category in which the bank acts as an agent on behalf of an individual or corporation. Agent services include:


	Safekeeping—holding, receiving, and delivering property on the order of the principal

	Custodian—collecting and distributing income, as well as buying, selling, receiving, and delivering securities

	Managing—actively managing property (including securities or real property) to the extent specified in the agency agreement

	Escrow—acting as escrow agent in the transfer of property (or delegating this function to another company constituted for that purpose)

	Transfer agent—serving as an agent of a corporation in transferring shares of stock and registered bonds

	Registrar—maintaining records of the number of shares of stock issued and transferred, to prevent over issuance

	Paying agent—paying the dividends on stock or the interest on bonds—on behalf of a corporation, for example (This activity is one of the more common agency services that the financial investigator is likely to encounter.)



The records of the trust department are highly individualized because the terms of each trust are different, as are the requirements for the bank in its trustee or agency capacity.

The use of trusts to conceal assets, income, or the source of that income is not uncommon; these tactics are very common in tax avoidance/evasion schemes, and money launderers like them, too. Our problems increase when the trust is not held in the principal or beneficiary name and when the trust is formed offshore. Tracing assets under these conditions may be difficult.

Many years ago, I investigated a narcotics case in which five parcels of real property were placed in the names of three different trusts, all with catchy names not connected in any way with the drug trafficker, who was also the trustee. There was no legal requirement that trusts be registered and, since the trustee’s name didn’t appear as the owner on the title records, neither property tax nor land ownership records disclosed his interest. We only found out about the property when we searched his residence and found the trust documents.




BANK RECORDKEEPING AND REPORTING

As (rather heavily) regulated industries, the banks are required to keep certain records. They would probably do it anyway, but two federal laws and the banks’ charters make sure that enough records are made and retained to reconstruct everything that goes on. The Bank Secrecy Act (BSA) and the federal Right to Financial Privacy Act (RTFPA) are two statutes that provide guidelines for what must be kept.

Prior to Check 21, all banks were required to microfilm all checks over $100, as well as deposit tickets and account statements. The banks have found it actually easier and cheaper for them to microfilm everything that goes through the proof and microfilm machines, so they copy it all, front and back.

Records retention is for a minimum of 5 years, but most of these records are going to be kept somewhere for a lot longer, especially now that everything is being digitized and stored on disk. You will probably have statute of limitations problems before the bank sends the records to the “shredder.” Some items, such as loan files, will be active for more than 7 years; a mortgage loan file, for example, may be active for 30 years.

Items that are required under the Bank Secrecy Act to be kept for 5 years include:


	Signature cards

	Any records that record all deposits and withdrawals, including account statements and ledger cards or sheets

	Copies of customers’ checks (both sides), cashier’s checks, bank drafts, and money orders

	Records of extensions of credit over $5,000

	Records of any transfer of more than $10,000 outside the United States

	Records of any cash transaction over $10,000, including deposits, withdrawals, cashier’s check purchases, and currency exchanges



Additionally, banks are required to retain for 2 years all of the records needed to reconstruct a customer’s checking account, including deposit tickets, credit memos, and similar items. The information needed to trace every check deposited into the customer’s account must also be retained for 2 years. Again, most of these records will be retained for longer periods of time.

While the BSA and RTFPA restrict the information financial institutions can give out except pursuant to a subpoena, they also provide for certain voluntary disclosures. Banks are required, for example, to report any violation of statutes or

regulations, whether that violation involves a bank employee or a customer. Formerly, these violations were reported on one of several forms, known as Criminal Referrals or Suspicious Transaction Reports, which were routed to various agencies, ranging from the Comptroller of the Currency to the FBI. All of these forms have been combined into one Suspicious Activity Report, FinCEN Form TDF9022.47, with a more centralized distribution.

If the bank is not reporting a potential violation, it is not permitted to disclose account information, except pursuant to legal process, such as a subpoena, summons, court order, or search warrant. Warning! Federal law also provides that the bank must notify the customer that information from the account was disclosed and to whom, unless the bank is legally instructed not to do so. This can have serious implications for your case. In money laundering investigations, a protective order can and should be obtained preventing disclosure to the customer by the financial institution. Obtaining such an order should be considered a priority.






14 International Banking


In France, “rue” is street, and “chapeau” means hat. I mean, it’s like the French have got a different word for everything!

Steve Martin, American comic




All these financiers, all the little gnomes of Zurich and the other financial centers, about whom we keep hearing.

Harold Wilson, British prime minister



“International banking”—it even sounds intimidating. You get a picture of people with MBAs from Harvard and Oxford, doing all sorts of unusual, even unnatural things with money that normal people can’t begin to understand, let alone duplicate. There are people like that (a couple of whom provided insights for this chapter), but most international bankers are no different from, well, regular bankers.

Steve Martin is right: The French have got a different word for everything, but the language of banking is not English, French, or Japanese—it’s money. “Money spoken here” is the rule at banks all around the world, and as we’ve seen in earlier chapters, the rules about money are very rigid. One of those rules, probably Rule #1, is that once in the financial system, money doesn’t just get lost. This rule is strictly adhered to by banks everywhere and, in following it, they all use pretty much the same procedures.

If you think about it, this is a fairly logical approach, particularly in an international economy. The accounting procedures in a Swiss bank are going to be identical for all of its branches, whether they are located in Zurich or in New York City. The people at Chase Manhattan’s Hong Kong branch are using the same procedures as their colleagues in Chase’s New York operation. And the smaller banks, local operations in Togo or Turkey or Thailand, all deal with the larger banks, so they follow the same procedures, too.

The first international banks were Italian, branches of family-owned businesses. The idea was that you put a trusted family member in the distant location and then did business with him via correspondence. For example, “Guido, give Signor Minetti 100 florins by March 15 [signed] Luigi.” Since Guido and Luigi were cousins, working at different branches of the same family banking business, there was a high degree of assurance involved in these transactions.

It didn’t take long before people either ran out of trusted relatives or just decided that maybe banking could be even simpler. By the fourteenth century, “four-name paper” was in use. Now known as a bankers’ acceptance, this method of international payment is still a mainstay of modern commerce.

The principle behind these transactions was the same in 1400 as it is today: collection with confidence. Every party to the deal (and, as “four-name paper” implies, there are usually four parties) needs to be assured that it will be able to collect its end of the transaction. Over the years, the bankers have devised several different forms of payment to fit certain situations, but the general theme is that everyone involved (a) understands the entire process and (b) has a high degree of confidence that the transaction will be carried out as understood. There are differences in the payment methods, each of which involves at least one bank.


INTERNATIONAL TRANSACTIONS

It doesn’t matter where in the world you’re doing business; if you’re selling something, you want to know first and foremost if and when you’re going to be paid. If you’re buying something, you want to know when the goods are going to be delivered. All sorts of factors contribute to increased risk in international transactions, from something as traumatic as a revolution to something as mundane as a misunderstanding of local terminology. The objective of the various forms of international payments is to minimize the risk to both parties. Note that the risk isn’t eliminated—only reduced.

There are four common methods of international payment, each of which provides the parties with some degree of protection for getting paid or for receiving the shipment. Ranking the methods in order of security for the seller, these are


	Cash in advance

	Documentary letters of credit (L/C)

	Documentary collections

	Open account



Note that while banks play a role in all of these transactions, they are most heavily involved in documentary letters of credit and documentary collection, which are the most secure from both parties’ standpoint. It is the banks that provide this added measure of security, which in turn paves the path of international trade. Let’s examine each of these payment methods. We will discuss documentary letters of credit and documentary collections at more length later. Table 14.1 defines some terms used in international payments.


Cash in Advance

As you can well imagine, this method is the one most preferred by sellers everywhere. If you’ve bought or sold anything on eBay, you’re familiar with the concept. It certainly  provides the most security for the seller, but it puts the buyer at greatest risk. Needless to say, a very high degree of trust is required in the relationship, at least on the buyer’s end.


TABLE 14.1 Some Terms Used in International Payments


	Advice

	The forwarding of a letter of credit (L/C) or an amendment to a letter of credit to the seller or beneficiary of the L/C by the advising (seller's) bank




	Amendment

	A change in the terms of an L/C, usually to meet the needs of the seller. The seller requests the amendment from the buyer. If agreed, the buyer instructs the issuing bank to issue the amendment; the original L/C is not altered, but a separate document is created with the new terms, and all parties are advised of the change




	Discrepancy

	Some noncompliance with the terms of an L/C. This could be something little, like a misspelling, or something major, like a missing document or a failure to perform. The little things can be fixed easily, but the major ones could cause the invalidation of the L/C




	Forward foreign exchange

	One of the things the parties agree to in the L/C is the method of payment and the currency to be used. But currency prices fluctuate, which could cause the profits to be affected. As a hedge, buyers of merchandise may purchase foreign exchange contracts, essentially buying or selling currency on the future or "forward forex" market




	Validity

	The time period for which a letter of credit is valid. After receiving notice of a letter of credit opened on his or her behalf, the seller must act within the period of validity to meet all the requirements of the L/C






Some sellers can insist on cash in advance for smaller transactions and in initial transactions, where confidence is being established. (“Fronting the money” isn’t exactly a foreign concept in the drug business, either.)

A bank’s involvement in these types of transactions is limited to the foreign exchange and issuance of bank drafts or checks. (“Cash” doesn’t mean cash, although the payment will have to be in a form that the seller will accept, such as a local check.)



Documentary Letters of Credit

Letters of credit are the most common form of international payment, offering the highest degree of security for both seller and buyer. This security is provided by the involvement of the bank that is making a promise to pay a supplier on behalf of the buyer so long as the supplier meets the terms and conditions stated in the credit. The bank has nothing to do with the goods themselves.

Documents are the key to letter of credit transactions. The buyer specifies the documentation required from the seller before the bank makes the payment, and the seller has a solid assurance that he or she will be paid as long as the documentation is in order. We’ll look at this type of transaction, along with the banker’s acceptance, in some detail later.



Documentary Collection

Think “C.O.D.,” with an international wrinkle. The seller gets the order and ships the goods to the buyer. But the seller sends the documents on the transaction, including the title, to his or her bank. The bank sends the documents on to the buyer’s bank, along with payment instructions. The buyer’s bank will be told not to deliver the documents to the buyer until payment is made (known as Documents against Payment) or until a guarantee is given that payment will be made within a certain period (Documents against Acceptance). The buyer has to have the documents in hand before he or she can take possession of the goods.

If buyer and seller have an ongoing relationship, this method affords quite a bit of security. The transaction could still go bad from either end, however, if the seller ships unacceptable goods or if the buyer doesn’t pay for the documents.



Open Account

This alternative presents the most risk for the seller. The buyer agrees to pay for the goods within a designated time period after shipment; 30 days, 60 days, and 90 days are common terms. Again, maximum trust is required—this time on the part of the seller, who has to have a lot of faith in the buyer’s ability and willingness to pay. The seller had also better hope the ship doesn’t sink, rebels don’t take the capital, and the value of the local currency doesn’t plunge in the meantime.




BASIC DOCUMENTS USED IN INTERNATIONAL TRADE

The documents used in international trade have been standardized so that all the parties understand what they’re dealing with. When we talk about the documents that accompany the L/C and other payment forms, they include:


	Bill of lading—the document issued by the transporter or shipper acknowledging receipt of the specified goods for transportation to a specified place (The bill of lading is a title document; it can be issued to the order of a specific party or “in blank,” in which case the bearer of the bill of lading has the right to the goods.)

	Certificate of inspection—a written statement providing evidence of the characteristics of the goods, prepared by the seller or an independent inspector designated by the buyer

	Certificate of manufacture—a document in which the producer of the goods certifies that the production is complete and the goods are at the buyer’s disposal

	Certificate of origin—a signed statement providing evidence of the origin of the goods (e.g., “made in the USA”)

	Commercial invoice—a written account of the goods being sold, issued by the seller and charging the buyer for the purchase

	Draft—also known as a bill of exchange, a written order by one party, called the drawer, instructing another party, the drawee (such as a bank), to pay a specified amount of money to a third party, the payee (Drafts are essential elements in most methods of payment and may be either sight drafts, which are payable on presentation or demand, or time drafts, which are payable a certain number of days after sight or after presentation for acceptance. The number of days is specified.)

	Export license—a document issued by a government agency authorizing the export of certain commodities to specified countries

	Import license—a document issued by a government agency authorizing import of certain commodities into the buyer’s country

	Insurance document—a document certifying that the goods are insured for shipment



You can see that a buyer or seller might want any or all of these documents included in the package. Each adds its measure of security to a long-distance transaction.



LETTERS OF CREDIT

Letters of credit, also known as documentary letters of credit, commercial letters of credit, and international letters of credit, are the most common method of making international payments. The basic form of a letter of credit is established by the International Chamber of Commerce under a set of rules called the Uniform Customs and Practices for Documentary Credits, which assures that the form of the credit will be standard around the world.

There are a number of specific types of letters of credit and, of course, each transaction is different. However, the general terms of each credit must be standard so that the four parties to the letter recognize them. In Figure 14.1, we use an example of a car shipment to describe how an L/C works.

Here, Waikiki Auto of Honolulu (buyer) and Fuji Motors of Tokyo (seller) agree on a purchase contract for 200 new Fujis (1). Waikiki applies for and opens a letter of credit with North Pacific Bank (buyer’s bank). North Pacific is the “issuing bank” (2). North Pacific issues the letter of credit, forwarding it to the “advising bank,” Tokyo Commerce Bank (seller’s bank, 3). The advising bank notifies Fuji Motors of the letter of credit (4).

A key part of the deal is now done, but nothing has been shipped and no payment made. In order for these things to happen, the letter of credit has to be “utilized.” How this is done depends on whether the credit is revocable or irrevocable. Revocable credits can be changed by the buyer without notice to the seller. Because this makes things riskier for the seller—who usually calls the shots—this form is rarely used. Irrevocable credits are preferred because the issuing bank commits itself to honor irrevocably the provisions of the credit as long as the beneficiary complies with the terms. Preferred for its security, this credit cannot be changed without the consent of both buyer and seller. Irrevocable credits can be confirmed or unconfirmed. They’re confirmed if the advising bank adds its own guarantee to that of the issuer. The unconfirmed sort put the entire responsibility on the issuing bank.

Now it’s time to utilize the credit, as shown in Figure 14.2. Fuji Motors, having notification that the money is there for payment, ships the cars to Waikiki Motors (1). Fuji also sends all of the documents, as stipulated in the letter of credit, to Tokyo Commerce Bank. Tokyo Commerce Bank, after reviewing the documents, pays Fuji Motors for the cars (2). Tokyo Commerce Bank sends the documents on to North Pacific Bank, which reviews and accepts them. North Pacific then pays Tokyo Commerce Bank (3). North Pacific Bank forwards the documents, including title to the vehicles, to Waikiki Motors, and debits the letter of credit or account (4).

Again, the key in a transaction involving a letter of credit is the document, an example of which is reproduced in Figure 14.7. Note that neither of the issuing or advising banks has anything to do with the actual goods. As long as the documents are in order, they fulfill their obligations with regard to the transaction. This makes the letter of credit vulnerable to at least one type of money laundering operation. See Table 14.2 for descriptions of various types of letters of credit.


[image: ]

Figure 14.1 Issuance of a letter of credit.
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Figure 14.2 Utilization of a letter of credit.




A Money Laundering Scheme Involving a Letter of Credit

Two factors make letters of credit useful in money laundering schemes. First, all actions are taken on the basis of documents negotiated by the buyer and seller. Second, the bank-to-bank transactions that take place are capable of moving millions of dollars instantly between any two countries on the globe.

Put yourself in the money launderer’s position. Suppose he’s got $10 million he’d like to move from the United States to Hong Kong. If he can get Bank A to issue a letter of credit for that amount, then he’s just got to cook up some legitimate-appearing documents to satisfy the bankers, and he’s home free.

Why would Bank A issue the letter of credit? The key word is “credit.” Any type of letter of credit is essentially a loan by the bank. The bank will issue this credit just like it would for any other type of loan—if it thinks the money is going to be paid back.

If the launderer already has $10 million on deposit at the bank, the chances that the L/C would be issued are pretty good. And if the buyer and seller in the transaction are in collusion, as one would suspect in a money laundering scheme, the chances that the documents will meet with everyone’s approval are pretty good, too.

The launderer could set up a Hong Kong shell corporation and then use this corporation in an “overinvoice” scam or a paper shuffle. (See Chapter 22 for a description of fiendishly complex money laundering schemes.) The odds against detection of a scheme involving letters of credit are high.


Table 14.2 Types of Letters of Credit


	Revocable

	Can be changed without the seller's agreement




	Irrevocable

	Cannot be changed without the agreement of both parties




	Straight

	The beneficiary must present documents to the advising bank for payment




	Negotiation L/C

	The beneficiary may present documents to the bank of his choice for payment




	Advised

	The advising bank is not obligated to pay under the

L/C




	Confirmed

	The advising bank is obligated to pay under the L/C




	Revolving L/C

	Shipments and payments are made on a recurring basis




	Transferable L/C

	First beneficiary may transfer the L/C to another beneficiary




	Red clause L/C

	Advances under the L/C are allowed prior to shipment, allowing purchase of goods




	Standby or performance L/C

	A bank guarantee for payment involving no commercial documents




	Back-to-back L/C

	A new L/C opened in favor of another beneficiary on the basis of an already existing, nontransferable L/C









DOCUMENTARY COLLECTIONS

Another form of international payment that requires banks, the documentary collection (DC) also has four parties. (See Figure 14.3.) There are three types of documentary collection, all of which focus on the transfer of documents such as bills of lading rather than the actual goods themselves. DCs are easier to use than letters of credit, and they are cheaper as well since the banks don’t charge so much for their services.

The risk is greater for the seller because payment won’t be made until the goods are actually shipped. The banks do not guarantee payment, as with an L/C, so the seller is at risk while the goods are in transit and storage. (See Figure 14.4.) For this reason, DCs are used in transactions with established customers and when the goods are easily marketable.

The three different types of collections are


	Documents against payment (D/P): In this situation, the buyer only gets the title and other documents after making payment.

	Documents against acceptance (D/A): In this situation, the buyer gets the title after signing a time draft, agreeing to pay at a later date.

	Collection with acceptance (acceptance D/P): The buyer signs a time draft, agreeing to pay at a later date, but the documents are placed in escrow until payment is actually made.



The supplier’s protection in this situation is that the buyer can’t take physical possession of the goods unless he presents the bill of lading to Customs or the shipping company. And delivery of the bill of lading won’t take place until the document collection process is complete.


Document Collection Process

As with the L/C, there are four parties to this transaction, although the banks are referred to by different names. In Figure 14.5, we use the same characters as in the previous example to illustrate the process.

Waikiki Auto Sales enters into an agreement to purchase 150 new cars from Fuji Motors. Fuji ships the 150 cars, invoicing Waikiki Auto Sales for $1.5 million (1). Fuji forwards the agreed upon documents to its bank, Tokyo Commerce Bank, which in this transaction is known as the “remitting bank” (2).
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Figure 14.3 Document collection.
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FIGURE 14.4 Credit purchase (no bank).
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FIGURE 14.5 Banker’s acceptance.



Tokyo Commerce Bank forwards the documents to North Pacific Bank, which represents the buyer, Waikiki Auto, as the “collection bank” (3). North Pacific notifies Waikiki Auto and advises it of the conditions under which it can obtain the documents, which include the titles to the cars. To take possession of the documents, Waikiki Auto either pays cash or signs a time deposit to North Pacific (4).

Since this is a “documents against payment” deal, the collecting bank, North Pacific, with money in hand, gives the documents to Waikiki Auto (5). North Pacific then sends the payment along to Tokyo Commerce Bank, which pays Fuji Motors (6). The transaction is complete.

This process evens out the odds for all parties, spreading the risk around, thanks to the involvement of the banks, who charge for their services. The buyer is in a secure position because he or she doesn’t get actual ownership or responsibility for the cars until payment is made to the collecting bank.

Even though the goods have been shipped, the buyer will not be allowed to inspect or sample them before paying for the documents. This is protection for the seller, who has shipped the goods with no legal obligation on the buyer’s part to pay for them. The seller’s position in this transaction would be very shaky if it were not for the participation of the banks in the transaction.



Banker’s Acceptance

A banker’s acceptance is a time draft (also known as a time bill of exchange) drawn on and accepted by a financial institution. By accepting the draft, the bank commits itself to pay the face amount at maturity to anyone who presents it. Banker’s acceptances are extremely big in international commerce and investment.

Here’s how a banker’s acceptance works. Suppose the buyer, Waikiki Auto Sales, arranges the purchase of 150 new Fujis from Fuji Motors and arranges for payment of $1.5 million to be delayed for 90 days. Fuji gets a note, basically an I.O.U. for the amount of the purchase from Waikiki Auto. While this is certainly a swell deal for Waikiki Auto, which has 90 days to sell the cars and make some cash, it’s a much riskier proposition for Fuji, which might like a little more security. See Figure 14.6.

In steps a bank. The bank guarantees payment of $1.5 million to Fuji, transferring the risk from Fuji to the bank. However, the bank does not make payment right away, issuing a time draft payable in 90 days. The involvement of the bank creates some new stages in the process. See Figure 14.7.

Waikiki Auto contracts to buy 150 cars and the cars are shipped by Fuji (1). Fuji sends the documents, including the bill of lading, to North Pacific Bank (2). The bank accepts the documents and sends an accepted time draft to Fuji (3). Ninety days later, Fuji cashes the draft, Waikiki Auto sends payment for the cars to the bank (3), and the transaction is complete.

At this point, everybody’s happy, but what if Fuji needed the cash right away or couldn’t wait to cash the time draft? This is not a problem because it’s a valuable piece of paper, worth $1.5 million to whoever holds it in 90 days. Fuji could borrow cash against the draft, or it can cut a deal with North Pacific Bank. North Pacific and other banks will generally offer to discount the acceptance, paying less cash now as opposed to the whole $1.5 million later.

Suppose North Pacific discounts the acceptance for $1.4 million. Fuji has that amount on the day the cars are shipped. But where’s that valuable piece of paper now? The bank’s got it. North Pacific can hold onto it for 90 days or rediscount it and sell it on the secondary market for bankers’ acceptances. There, investors purchase acceptances in an investment opportunity comparable to a certificate of deposit. Banker’s acceptances are considered extremely safe, and the yield on a 90-day acceptance is similar to that of a 90-day CD.

These acceptances can be used in money laundering schemes as an investment of integrated funds or as a means of moving money internationally.




FOREIGN EXCHANGE

Welcome to the incredibly strange world where people buy and sell money: lots and lots of money—over a trillion dollars every day. This is an arcane and sometimes scary place with its own language, its own rules, and the possibility that your actions could lose your boss a billion dollars, destroy a 200-year-old bank, or even cause a run on a nation’s currency. We won’t be staying long.

Money, like everything else, has the value that people are willing to pay for it. Some money is worth more than others. As of March 2011, a unit of American money is worth exactly 0.7200 in European money and 82.86 units of Japanese money. That’s as of this morning; both of those numbers will have changed many times since then. This is because the values of the major currencies “float,” climbing or falling with demand.
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Figure 14.6 Documentary credit.



All of the world’s currencies are benchmarked or referenced against the US dollar, and they trade on either the spot or the forward market. The spot price is what the currency is selling for, in dollars, as of that moment. Don’t come back 10 minutes from now and expect to get the same price because things change quickly in the foreign exchange business. In the forward market, currencies are exchanged on an “outright” basis: Units of currency are bought and sold based on the anticipated value sometime in the future or as options or swaps.

The most important currencies in the foreign exchange market, besides the US dollar, are the British pound, the euro, the Swiss franc, the Canadian dollar, and the Japanese yen. The Chinese yuan is becoming fairly important, but it isn’t traded like the others, although it may be in the near future.

Some countries have restrictions on the exchange of their currencies. These are nonconvertible into the currencies of other countries and don’t trade in the major foreign exchange markets. These countries may also have currency controls, restricting how much of their money can leave the country. Both of these restrictions are usually due to the weakness of the local economy and the possibility that trading in the currency would devalue it.

Foreign exchange plays a major part in many money laundering schemes. American money generated in illegal businesses in this country can be moved offshore in the form of dollars, whether by being physically moved out of the country or by being banked and wired out. Once the money is offshore, most launderers try to get it into banks and businesses; this means that it must be converted to the local currency, something that is a factor in a number of laundering schemes, or deposited into dollar accounts in foreign banks.

These offshore dollar holdings are called eurodollars, even though most of them aren’t in Europe. In fact, more dollars are held offshore than in the United States, according to the Federal Reserve. This is particularly true of $100 bills, which are kept offshore in great quantities, often in the vaults of foreign banks.

Why don’t people just change their money for the local stuff? Because of the security that US dollars, backed by the “full faith and credit” of the US government, bring. Like VISA and MasterCard, dollars are accepted anywhere you want to be.

An advantage to drug traffickers and other criminals is that their suppliers don’t mind taking dollars either, for the same reasons. This raises some interesting possibilities  for money launderers, who are regularly moving dollars offshore. One option is to move the dollars into a black market in the foreign country—for example, blue jeans in Paraguay or gold in India. The dollars are in big demand in these markets and may create a favorable exchange situation for the launderer. Another option is to take the money someplace like Panama, where, by law, US dollars are legal tender.
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FIGURE 14.7 Specimen—irrevocable letter of credit.



There have been some interesting proposals in recent years to create two distinct forms of US currency: “red seal” and “green seal.” In this system, money with a green Treasury seal could be used only in domestic transactions, and money with a red Treasury seal could be used only overseas. Because the green seal money would essentially be worthless in Colombia or elsewhere, this plan would definitely put the brakes on bulk currency smuggling. It probably. won’t happen, however, because the government doesn’t like the idea of its money being “worthless” anywhere.



INTERNATIONAL BANKING

You have to admit, there’s a certain air about having a foreign bank account, especially one of those Swiss versions. The whole process is redolent of mystery, sophistication, and above all money. The reality is a little more mundane.
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If a subject has a foreign bank account, this should be a yellow light for the investigator, but we have to keep in mind that individuals and businesses may have perfectly legitimate reasons for holding an account in a foreign bank. In the vast majority of cases, the reasons for holding such an account are completely legal and proper. In some instances, such as the ones we’re learning about here, the motivation may be more sinister.

Why do people bank offshore? Whether they are money launderers or legitimate business people, offshore banking is popular for the same reasons:


	Privacy: Banking in a foreign jurisdiction can provide a measure of privacy that might not be attained at home. This is especially true if the offshore location is a bank secrecy or tax haven.

	Security: Keeping your money in a bank in Switzerland might be preferable, from a security standpoint, to keeping it in Sierra Leone. Some offshore banking centers are extremely stable, economically and politically, offering a safe place to store your wealth.

	Convenience: If you or your business is active in international trade, you may want to have accounts in the places where you do business. Even frequent travelers to Paris or Rome might find it convenient to have accounts in those cities.

	Financial benefits: You may be able to make more by taking the money offshore. Interest rates on savings deposits in Japan are very low. An investor there might move his or her money to the United States, where an account would yield more in interest.



Where do people bank offshore? All around the world, but certain places are favored over others. Offshore investors are looking for certain things in their banks, including those we just talked about. Another factor is service—something else an offshore bank may be able to provide that the local bank can’t or won’t. Certain areas of the world are known as offshore banking centers because they provide the benefits that customers are seeking. These are usually places with one or more of the following attributes:


	Laws regarding bank secrecy or requiring confidentiality in the banker–customer relationship

	Low or no taxes on foreign investment or deposits (which is not always the case because some countries have fairly high taxes)

	Banking regulation or money laundering controls that are weak



Which countries fit this bill? Places like Switzerland, Austria, the Cayman Islands, Panama, Hong Kong, Vanuatu, the Cook Islands, and the Bahamas, although money laundering controls have been beefed up in some of these places.

What kinds of banks are in the international arena? From an American perspective, the field shapes up like this:


	Commercial banks operating in the same country in which they are chartered (e.g., Credit Suisse, Zurich, Switzerland)

	Foreign banks operating in a country other than where they are chartered (e.g., Credit Suisse [Switzerland] in Nassau, Bahamas, or Sumitomo Bank [Japan] in Los Angeles

	American banks operating offshore (e.g., Citibank, Cayman Islands)

	Private banks, brass plate banks, exempt banks, class II banks, and so forth (different names for, generally, the same animal), which are banks organized for the benefit of an individual or corporation that do not take deposits from the general public—a type of operation that certain countries permit, issuing licenses and regulating the licensees, though not always with great efficiency or enthusiasm





INTERNATIONAL BANKING SERVICES OFFERED BY US BANKS

Many American banks provide international services for their customers. This is a logical extension for larger banks, which are, as always, trying to furnish the widest possible services to existing and potential customers. If they did not do so, Americans wanting to do business overseas would be forced to turn to foreign banks licensed to operate in the United States. But service isn’t the sole reason. There is money in foreign exchange transactions—payments and collections like those we just discussed, loan syndication, and offshore lending.

American banks provide a number of services to their international customers. Among these are


	Letters of credit

	Banker’s acceptances

	Collections, both paying and receiving

	Acceptance financing



In the lending field, US banks may make loans for international projects, or direct and syndicated loans. Although American bank deposits are kept in dollars, banks may handle foreign exchange transactions for customers and may manage international investment opportunities, including Eurodollar holdings, and securities accounts.

The international operations of a US bank are carried out through one or more divisions within the bank. There may be some overlap among the activities of divisions, but many international operations are conducted by or through the bank’s International Banking Department. Generally located in the headquarters or main branch of a major bank, the international banking group maintains accounts for foreign customers and deposits in other institutions on behalf of the bank’s customers. International loans will be handled through this department.

International payments involving letters of credit, document collections, or banker’s acceptances will be handled by a commercial section, which will have credit information on international customers. Quite a bit of handy information will be available in this department.

One type of international banking is correspondent banking. Remember that correspondent banking involves a relationship between two banks in different locations. If a bank is big enough to have a branch in that distant city, it won’t need a correspondent bank there. Smaller banks rely on correspondents in order to deliver international services to their customers without actually having to be a full service international bank.

The key to correspondent banking is deposits, which the banks keep with each other. Because these funds are on deposit, each bank can be confident that the money will be available to provide the services requested by its correspondent. The two types of demand accounts into which the deposits are made are known as vostro and nostro accounts.

Vostro accounts, also known as “due to” accounts, are the funds, in US dollars, deposited by a foreign bank into a demand account in the US bank. It’s called “due to” because the funds are payable to the foreign bank on demand.

Nostro accounts are also known as “due from” accounts: The US bank has deposited those monies with the foreign bank, and they are “due from” that bank on demand by the US bank. These deposits are usually in the foreign currency.

These deposit accounts provide the security for many international banking transactions, including the international payments we discussed.

Another international operation is the shell branch office. A shell, as we know, isn’t much more than a name and a bank account, which is how banks use them. Operation of the shell branch is conducted from the main office, and all of the books and records are maintained there, even though the shell is ostensibly located in some tax or secrecy haven such as the Cayman Islands. Banks like shells because they can say to a customer, “We’ll deposit these funds with our Cayman Islands branch,” which sounds good to the customer, and the bank has the added benefit of not having to meet reserve or insurance requirements on the foreign deposits.

A foreign branch of an American bank operates like a domestic branch, only under the laws and regulations of the foreign country in which it operates. Businesses prefer to deal with banks that have foreign branches because they are all part of the same (usually very large) entity. Depending on the location, the foreign branch may be able to compete with its local counterparts for domestic business, or it may just deal in international trade. Major American banks contrive to have a branch in most of the important banking centers of the world.

Under American law, the records of these foreign branches are subject to the same disclosure provisions as their domestic counterparts, so a subpoena for account information for John Doe’s Hong Kong account at Citibank–Hong Kong would have to be honored by the bank. After all, Citibank was an American bank first.



FOREIGN BANK ACCOUNTS

Americans can hold accounts in foreign banks. There is no restriction on the amount of funds that can be held offshore by Americans, but individuals are supposed to fill out the Foreign Bank Account Report (FBAR) if they control more than $10,000 in a foreign account during the year. They also have to answer a question on their income tax form each year about whether they have a foreign account. Because the Swiss accounts are the most famous and the most established, we’ll use these as an example of what types of services are available from a foreign bank and how you can go about setting up an account.

Banking has a long history in Switzerland, a country known for its neutrality. Switzerland’s international banking got a big and ironic boost from the remittances that Swiss mercenaries sent home from their overseas employment. Banking took off, to the point where Switzerland is now one of the most heavily banked countries in the world. This is because Switzerland is stable, secure, and legally very protective of its banks. Swiss law mandates confidentiality of banking transactions; however, as we’ll see in a moment, Swiss secrecy is not nearly as impenetrable as it was in years past.

Several different kinds of banks operate in Switzerland today. Those of interest to offshore investors are


	Cantonal banks

	Foreign-controlled banks

	Private banks

	Major Swiss banks



Other banks handle mostly local customers, getting little or no business from outside the country. These include regional, savings, and mortgage banks; finance companies; and two mutual credit associations.

Cantonal banks are the equivalent of savings banks in the United States. Switzerland is a federation of cantons, as the United States is made up of states. The 29 cantonal banks are chartered by the individual cantons, and they have a heavy emphasis on savings activity. Some are quite large—among the world’s 500 largest banks.

Foreign-controlled banks include a number of American banks that operate in Switzerland. At least 20 foreign banks have branches in Switzerland, and more than 100 other Swiss banks are controlled by foreign interests. Among the American banks that operate in Switzerland are

American Express Bank A.G.

Bank of America N.T. & S.A.*

Bankers Trust A.G.

Chase Manhattan Bank (Suisse) S.A.

Chemical Bank (Suisse) S.A.*

Citibank N.A.*

Citicorp Investment Bank

First National Bank of Boston*

First National Bank of Chicago†

J. P. Morgan (Suisse) S.A.

Manufacturers Hanover Trust Co.*

Morgan Guaranty Trust Co.*

Security Pacific Bank S.A.

State Street Bank (Switzerland)

Trade Development Bank

Private banks possess banking licenses and can operate as full-service banks, but they restrict their operations to select customers or activities. Private means extremely private; if the banks do not advertise for deposits, they aren’t required to file any financial reports or disclose their books. All of the 23 private banks are run as partnerships, with the partners equally liable for all debts of the firm. Thus, the depositors are “insured” by the private fortunes of the individual partners.

Major Swiss banks include the “Big Three” and a few others. The Big Three in Swiss banking are


	Credit Suisse, headquartered in Zurich

	Swiss Bank Corporation, headquartered in Basle

	Union Bank of Switzerland, headquartered in Zurich



These are three of the biggest banks in the world, with operations spanning the globe. All three have branches in the United States (you’ll see UBS ads on television, and you may also recognize the UBS name and brand from a recent court case that we’re going to discuss that cost UBS millions of dollars to resolve) and in other banking centers. Although some of the cantonal banks are quite large, as are the other major banks, most foreign deposits go to the Big Three.



TYPES OF ACCOUNTS

There are several forms of accounts in Swiss banks. As in the United States, the banks attempt to provide whatever services the customer desires.

Current accounts are the equivalent of demand or checking accounts in the United States. Checkbooks may be issued, and funds can be withdrawn at any time. One wrinkle is that the Swiss will set up this account in one or more currencies other than the Swiss franc, including US dollars. Only Swiss residents can receive interest on these accounts, and they don’t get much—between 0.25% and 0.5%. Maintenance of an account costs about 100 Swiss francs per year.

Savings accounts can be of the passbook type, an investment savings account, or one of a “private” type. Withdrawal of funds from these accounts is restricted. A certain amount can be withdrawn each month without notification, but larger amounts require 30 days’ notice to the bank. Fees are low, but so is the interest paid, and taxes are withheld from the interest paid. Most of these accounts are held in Swiss francs.

In addition to these two types of accounts, Swiss banks will set up securities accounts consisting of a portfolio of stocks, bonds, or other investment types; precious metals accounts, which invest in and store precious metals designated by the customer; and fiduciary savings accounts, which allow the banker to function as an investment broker on behalf of the customer. There are lots of options for the customer.



OPENING A SWISS ACCOUNT

The potential customer is required to fill out an application form, which is subject to the bank’s approval and acceptance. The Swiss are now requiring personal contact with a banker in order to open an account. They also like to receive banking references or letters of recommendation from other bankers.

Depending on the bank, you may need to bring some serious money to the table. Minimum deposits at some banks could be 200,000 Swiss francs. Cantonal banks require less: 10 to 100 Swiss francs at some, well within the average money launderer’s reach.

The banks ask for a power of attorney form giving the bank the power to make decisions and take action on behalf of the account holder. The customer may also want to appoint an avocat or representative to deal with the bank. This is expensive and would probably be done only on large accounts.

If the customer is accepted, statements and correspondence will be handled according to the instructions of the customer. Swiss statements are mailed out two or four times each year, not monthly as are the American versions. If the customer asks for it, the statements will be mailed in plain envelopes without bank markings, mailed to the avocat, sent to a post office box under a pseudonym, or mailed from a country other than Switzerland. The bank will also hold the forms for pickup on the customer’s next trip to Zurich.



ACCOUNT IDENTIFICATION

The Swiss still have those famous “numbered” accounts. A number–letter combination is used to designate the account, with the identity of the holder known only to a few employees in the bank. Although personal identification is required to open an account, deposits can be made without a verification of ID. Withdrawals may be a different story since, as we’ve seen, there are restrictions on large withdrawals from savings accounts.

The number–letter code, rather than a signature, is used in all transactions, with most orders made in writing, using the code. If an avocat has been appointed, the transactions will be arranged through this person, who may be known to the banker.

Confidentiality is the byword of these relationships, extending even to having the bank issue its own checks on request, so that the customer doesn’t have to put his or her name on one of his or her own. (Swiss law requires true signatures on all checks, and you wouldn’t want to put your secret number on something like this anyway.)



DOCUMENTS AVAILABLE FROM FOREIGN BANKS

If your MLAT request is approved and you have the ability to look into a Swiss bank (or any other foreign bank, for that matter), you could ask for the following documents:


	Letter of inquiry to establish account

	Application to open account

	Power of attorney

	Contract between bank and customer

	Instructions concerning operation of the account

	Instructions concerning the handling of correspondence by the bank

	Correspondence

	Account statements

	Signature cards of account holders

	Copy of acknowledgment by customer of the rules, conditions, and regulations pertaining to the account

	Instructions concerning avocat designation

	Deposited items

	Checks drawn on account

	Wire transfer information



Now that you know how to open a Swiss account, you should know that other places offer more or at least comparable secrecy, including Austria, Hungary, Panama, and the Cayman Islands. Still, “he’s got a Swiss account” does have a certain ring to it. See Figure 14.8 for an example of an application for a Swiss bank account.



UBS AND THE CRACKING WALL OF SWISS SECRECY

You’ve probably read about UBS in the news recently, and it wasn’t the kind of publicity that this bank—or any Swiss bank—wants or needs. For decades, the US government has known that banks like UBS harbored billions of dollars in American assets, all safely hidden away from the IRS behind the wall of Swiss bank secrecy laws. That’s the way the Swiss and the American tax cheats liked it, and, until recently, that’s the way the game was played.

The IRS had a hole card, one it rarely plays in this game and had never played very successfully before. The “John Doe summons” is a request for bank records that essentially calls for the bank to identify customers and provide their account information. In the past, a Swiss bank, handed one of these summonses, would advise the IRS that Swiss banking laws precluded this type of disclosure and that would be the end of that. Not anymore. The IRS and the Justice Department, taking note of the fact that UBS had substantial operations in the United States, argued essentially that UBS and other foreign banks should play by American rules if they wanted to do business in the United States, and the IRS asked UBS to disclose all of its American account holders and their secret account information.

UBS fought the summons, but ultimately lost the battle because the American courts sided with the government on this one. Although they probably could have played even harder ball at this point, the government cut a deal with the bank, agreeing to accept disclosure of only those accounts with balances of one million Swiss francs or more held by American citizens. There were some other conditions, too, that broadened the impact, but UBS agreed to provide information on 4,450 accounts, which held $18 billion at the time. At one point, it appeared that UBS was going to be forced to report as many as 52,000 names, which caused considerable consternation in the class of people that can afford Swiss bank accounts.

This all took place in plain view, with tens of thousands of concerned tax cheats watching, nobody knowing exactly who was going to be turned in by his or her bank. The IRS took advantage of the ensuing panic by setting up a “voluntary disclosure program” for anybody who wanted to come in and report the hidden assets. At least 7,500 taxpayers took advantage of the one-time opportunity, which did not absolve them from the requirement to pay the taxes and penalties due, but did allow them to avoid prosecution for tax fraud and evasion or for failing to report their account on the Foreign Bank Account Report form we talked about earlier.

Meanwhile, UBS, which had facilitated all of this tax evasion, was the subject of a criminal investigation that it wanted very much to go away. One of its executives, Raoul Weil, was indicted, and it looked like the bank was going to be next. “UBS executives knew that UBS’s cross-border business violated the law,” the Justice Department said. “They refused to stop this activity, however, and in fact instructed their bankers to grow the business... This was not a mere compliance oversight, but rather a knowing crime motivated by greed and disrespect of the law.” With an indictment looming, UBS settled the case, agreeing to pay a $780 million fine and to provide the information requested.

Nobody inside or outside the IRS thinks that UBS will be the last offshore bank to face one of these John Doe summonses, or that the UBS taxpayers suddenly forced to cough  up billions in taxes, fines, and penalties will be the last to have their secrets revealed by a reluctant bank. In fact, the word at this writing is that Credit Suisse, HSBC, LGT, Julius Baer, Leumi, Deutsche Bank, Basler Kantonalbank, and NZB are next on the hit parade. If so, the UBS case vividly demonstrates that an offshore bank is not the haven it used to be and that bank secrecy—Swiss or otherwise—is not as secret as it once was. Money launderers will hear this message as clearly as the tax evaders did and will make alternative arrangements. Fortunately for those of us on the law enforcement side, there are only so many alternatives out there that don’t involve a bank, foreign or domestic.
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FIGURE 14.8 Application for a Swiss bank account.





* Branches in Switzerland.
† Bin Switzerland.




15 Money Transfers


Hello my honey, hello my baby, hello my ragtime gal. Send me your love by wire.

Popular song of the early 1900s




A billion here, a billion there—pretty soon it adds up to real money.

Everett Dirksen, US senator



Senator Dirksen was talking about the federal budget, but he could have been marveling about wire transfers. In today’s global economy, the transfer of wealth by wire dwarves or any other means. Trillions of dollars are moved every day on the strength of little more than some electronic impulses.

Although the amounts involved are quite mind-boggling, equally astonishing is the variety of means used to send money by wire. Not only are banks shipping electronic money to each other, but stock exchanges, brokerages, commodities dealers, businesses of all types, credit card companies, money remitters, arbitrageurs, governments, telegraph companies, and even private individuals are also on the wires, busily sending money here and there.

The three major electronic funds transfer (EFT) systems— CHIPS, SWIFT, and Fedwire—handle around $2 trillion in transfers daily, raising the questions like, “Where is all this money going?” and “Why doesn’t any of it ever stop in my account?”

Actually, some of it does (though I’m sure it’s not nearly enough) if you have direct deposit. Twice each month, your employer tells its bank to send your salary to your account at a local bank. Just like magic, your account is credited with some money, and everybody’s happy. Your paycheck becomes another blip in the electronic flood of EFT transactions conducted every day.

As the world becomes more wired, this system of electronic transfers is only going to grow. Even now, bankers are figuring out new ways to use this technology. Cyberbanking and smart cards are only two of the new techniques that are coming on fast. It is quite possible that cash as we know it may well become obsolete. Don’t think so? Consider the possibilities of the smart card, on which any amount of money can be deposited onto a chip embedded in a piece of plastic. I could deposit $200 onto my smart card and then go out and buy some clothes and a hot meal or two before I had to go back and reload the card. Or I could deposit $2 million onto my card, get on an airplane, and fly to Colombia or Hong Kong and unload the card there. Farfetched? The technology is here now, and if you’ve made long-distance calls using a phone card that you bought at 7-Eleven or bought merchandise with a gift card from a merchant, you’ve already used it. Tomorrow, in EFT terms, is here today.

Phone cards and even smart cards are the small potatoes in EFT right now. We’ll look at how the system works today as operated by the big players, the really big players, and the megaplayers. And we’ll look at the backroom folks using new technology to transfer money the same way their ancestors did a thousand years ago.

Senator Dirksen was right; at this point, it all adds up to real money. To find out just how much and how it (almost) unerringly gets where it’s going, we’ll use another money laundering case example. (This one is fictional, though it uses components from several real cases.) Figure 15.1 provides the schematic of this scheme.


Case Example

Drug trafficker Alex Bell had perfected a sweet little money laundering scheme he figured would see him into retirement. Bell had a firm rule: No cash, no dope. His distributors dealt in both, of course, but Bell no longer handled either. He had arranged, through much planning and at great expense, to run his entire operation by remote control.

His secret was wires. Bell moved all of his money by electronic funds transfers. In fact, he used EFT in the placement, layering, and integration stages of his operation. The scam started with the cash his distributors took in. Rather than accepting it in that form, Bell insisted that all of the cash be converted to either Western Union money orders (1) or a wire transfer from another licensed transmitter. In Bell’s area of operations, Caribbean Money Transfer Corp. (CMTC) had numerous agents operating out of stores in the neighborhoods served by Bell’s organization (2).

Bell’s dealers spread their money around, never making any transfers larger than $750. At Western Union, you can obtain a money order that can be cashed anywhere on the system using only a code phrase. The Western Union money orders can be picked up at various outlets in Las Vegas, Nevada, which is close to Bell’s source of supply for methamphetamine. There, these transfers could be cashed or deposited as checks into the bank account of Bell’s Nevada corporation, Desert Chemistry, at First Pacific Bank (3). At CMTC outlets, the dealers wired the money to the account of a front  company, Panama Produce, at the Banco de Darien in Panama City (4).
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Figure 15.1 Alex Bell’s money laundering scheme.



In the next phase, Panama Produce wired the collected transfers from Banco de Darien to the account of South Shore Shipping, at Jersey National Bank (5). (In real life, Bell would probably layer it a little before this.) Bell now had all of his money back home in the United States. If he decided to buy some asset or transfer the funds abroad, he could do so from the Jersey National Bank account (6) or from the other banks.

When Bell decided to buy a condominium in Honolulu, the full purchase price of $1 million was transferred from First Pacific Bank to Honolulu Bank and Trust Company for payment to the escrow company (7).


All of this activity involves wire transfers in a variety of forms. Each transfer uses a different system, each transaction joining millions of others in a constant flow of money transfers occurring every day. The sheer volume of transactions makes it highly unlikely that Bell’s scheme is going to be detected through the transfers. Nevertheless, there are some weak points, and the government has gone to some lengths to make Alex Bell’s life a little more difficult.


STARTING SMALL: LICENSED MONEY TRANSMITTERS

In the placement phase of Bell’s operation, his distributors are making numerous wire transfers from two different licensed money transmitters. Federal law requires that all transmitters of money by wire be licensed. They must also register with FinCEN as money services businesses (MSBs) and provide FinCEN with information about their agents. To find out whether a transmitter is registered with FinCEN, go to http://www.msb.gov/guidance/msbstateselector.php, where you’ll find a complete listing of the current MSBs; FinCEN registered 41,100 MSBs as of February 2011.

Some of these money transmitters operate in a limited geographic area and have only a few outlets, while others, such as the giant Western Union Corporation, operate all over the place and have thousands of outlets and agents.

Some pretty big names are in this business, including American Express, Deak International, Citicorp, and Bank of America. How many transactions do these transmitters conduct? Millions upon millions, and many of these involve laundered funds, though it’s hard to know the full extent of the illegal activity. Drug dealers and others like them, though, for the same reasons that the general public uses them: speed and convenience. Funds are here today and there... today. Also, the agents of the transmitters are everywhere: in supermarkets, convenience stores, hotels, travel agencies, foreign exchange outlets, and a variety of other locations. As long as the transmitter has a representative at both ends of the transaction, the money can flow. Western Union, still the biggest player in this field, has 18,000 agents in the United States and 6,000 more overseas.



OPERATION

Licensed transmitters use a messaging system—one that hasn’t changed a whole lot from the days when everything was done on a telegraph using Morse code. A customer walks in to an agent, plunks down some cash, and fills out a message form with the information about the transfer. The customer can designate a recipient and a specific location where the money is to be sent, or, in the case of Western Union, the message is posted on the system and the money can be picked up anywhere by the recipient. The customer is charged for the transaction, usually on a percentage basis, depending on the amount being transmitted. These fees can run as high as 10%–20% of the total, so sending money this way can get expensive.

The funds to be transferred are not actually wired by the agent who’s doing the transaction. The money is deposited into a bank account maintained by the licensed transmitter, and the agent sends a message by telex, fax, or even telephone describing the transaction amount and the person designated to receive the money. As you can see, it wouldn’t take much equipment to become an agent for one of these companies.

In money laundering operations, any transmitter’s system can be used, but the launderer will be looking for a few attributes. The transmitter should have a convenient location (or multiple locations) for sending the transmission. Discretion, if large amounts of cash are involved, and security are also pluses.

The transmitter should have the ability to move the funds to the desired location. This may be close to the supplier or to some location where the money can be discreetly passed further along. Major drug trafficking syndicates may arrange for a money broker or other business in a foreign country to receive wire transfers from the United States, but smaller operations rely on wire transfers directly to the source of supply.

Speed is often a factor. Money launderers like to move quickly, but they have to convert their cash into wire transfers, and this usually means many wire transfers. This requires the launderer to go to more than one outlet or send his employees around to multiple outlets.

A high comfort level is also nice. Many of the licensed transmitters have roots in certain ethnic communities— Haitian Transfer Express Company or Remesa Universal Corp., for example. Many people in the ethnic communities of the United States remit money back to their homeland or to family members back home. Some of these people are more comfortable with the agents of the transmitters who speak their language and deal extensively within their neighborhood or community. Those remitters will likely have more outlets back home, too.

At Western Union, hundreds of thousands of messages are sent over their system each day. Many of these are traditional telegram-type messages—people “sending their love by wire.” Others are EFTs. Once the cash is received at the sending location, a message to this effect is posted to Western Union’s system. The designated recipient can be at a certain location—Las Vegas, for instance—or anywhere in the world. How will the system know the right person is picking up the money at the other end? The recipient has to present identification or know the specifics of the transaction, including a code word or phrase. For transactions under $1,000, neither the sender nor the recipient is required to give a real name, provide identification, or do anything else to help figure out who conducted the transfer. If “Mickey Mouse” wants to send $750 by Western Union to “Daffy Duck,” Daffy can pick up that money anywhere in the world as long as he or she knows the answer to the test question, “What’s up, doc?” Western Union will provide the funds to the recipient in the form of a check or in cash. Cash received will be available for remittance within a day on the Western Union system.



RECORDS

As is the case with any business dealing with large amounts of cash, the transmitters keep certain records. Some of these records are maintained because there needs to be a proper accounting for the funds passing through the system, while others are required by the government. These records start with a copy of the customer’s message form and the actual record of the wire. The former can come in handy because, for smaller cash transactions (under $3,000), the transmitter isn’t required to obtain any identification from the sender, who can  give any name he or she wants. The handwriting on the message form might be the only clue to the sender’s identity. As a matter of company policy, Western Union is now requiring identification for smaller cash transactions ($1,000 and up).

In the case of larger cash transactions (those over $10,000 in cash), the transmitter is required to file a Currency Transaction Report (CTR) with the IRS. The IRS Examination Division, by the way, is the regulatory agency for these MSBs and will conduct examinations to check on compliance.

Licensed transmitters and remittance corporations generate thousands of CTRs, most of which are prepared by the banks that receive the deposits from the company agents. If an agent in a busy location receives 30 orders for money transfers, each averaging $500, a total of $15,000 in cash will be deposited into the remittance corporation’s account at the end of the day. Although the bank will prepare a CTR identifying the agent, this will not provide us with any information about the individual wires.

A record of each transaction is also preserved somewhere in the transmitter’s computer system, which maintains a chronological log of everything that transpires. At Western Union, a money transfer control number is assigned to each transaction to assist in tracking the funds. In practical terms, finding one of these transactions among all those conducted is going to be difficult unless the requesting agency has more information, such as the sending or receiving location, date, sender’s name, or recipient’s name. Figure 15.2 is a Western Union money transfer slip.

Subpoenas for information about Western Union wire transfers can be mailed to

Western Union Financial Services, Inc.

Central Accounting Office

13022A Hollenberg Drive

Bridgeton, Missouri 63044

Attn: Chief Compliance Officer


Use of Remittance Corporations in Money Laundering Schemes

In a scheme like Bell’s, the individual agents of the money transmitter or remittance corporation serve as the collection points for the funds to be laundered. These agents, whether they are clerks at a grocery store Western Union counter or the operators of a travel agency representing CMTC, are under no obligation to know anything more about their customer than the fact that he or she has the money to send and the fee to pay for it.

In our example involving Mr. Bell, cash from methamphetamine sales is converted to wire transfers at Western Union and CMTC in a series of small, anonymous transactions. See Figure 15.3 for a schematic. In the case of Western Union, the money transfers bought in New York at locations A-E are picked up in Las Vegas (1). At CMTC, the recipient is designated as Panama Produce. CMTC agents F-J deposit the amounts into CMTC’s account at a local bank (2) and then let CMTC know by fax that the money is supposed to go to Panama Produce (3).
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Figure 15.2 A Western Union money transfer slip.
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Figure 15.3 Alex Bell’s system for handling cash proceeds of drug sales.



The next round of wire transfers involves movement of funds via an entirely different and much bigger system—that of the world’s banks.




MAJOR ELECTRONIC FUNDS TRANSFER SYSTEMS: FEDWIRE, CHIPS, AND SWIFT

In the world of EFT, the megaplayers number three. These are the largest and most complex of all the systems, and they move the most money. The Clearing House Interbank Payments System (CHIPS) is operated by the New York Clearinghouse System and serves as this country’s main EFT system for processing international transfers of dollars among international banks. CHIPS handles $900 billion in transactions among its 132 banks in 33 countries every day. Of all international interbank transfers, 95% go by CHIPS wires, at a rate of 150,000 each day.

The Society for Worldwide Interbank Financial Telecommunications (SWIFT) is an international message service by which banks and other financial institutions worldwide send the messages that initiate funds transfers. Over 80% of CHIPS transfers are initiated with a SWIFT message. Securities brokers, securities exchanges, and clearing institutions can also belong to SWIFT, which is a cooperative society located in Belgium. SWIFT has more than 2,600 member institutions, including almost all of the world’s major banks, and they send a million messages a day through the system.

Where CHIPS and SWIFT are international in scope, the main domestic EFT system is Fedwire, operated by the Federal Reserve System. Fedwire links all of the Federal Reserve Banks and almost 12,000 domestic financial institutions that participate in the system. In 1993, Fedwire handled an average of 277,000 wire transfers every day, with a monetary value of $824 billion. At the domestic level, Fedwire combines both the actual movement of the funds (CHIPS’s function) and the electronic message traffic that initiates those movements (SWIFT’s function).

In addition to these three systems, Telex, an international communications network, also can be used as a means of initiating financial transfers. Telex differs from SWIFT in that businesses as well as banks worldwide can subscribe, and Telex messages are not as rigidly structured as SWIFT’s. The precision of SWIFT’s messages allows for maximum speed and accuracy in the execution of transactions, which is why banks use it more frequently than Telex.

Table 15.1 summarizes the major EFT systems, giving a quick view of a major problem confronting investigators: the sheer volume of traffic. Finding a few “dirty” wires among the 1.5 million or so zipping around the world every day is going to be a little difficult—and this is just the banks.

All wire transfers begin with a request by the customer to transfer the funds. This may look like Western Union’s money transfer form and will contain similar information. Banks thoroughly document wire transfers because the amounts of money involved can be quite large and the banks don’t want to misplace any of it. Actually, when you consider that there are an estimated 700,000 wire transfers and millions of messages sent every day, remarkably little money goes astray.


Following the Money

For the purposes of this exercise, we’ll follow a couple of specific transactions relating to Mr. Bell’s operation. The first of these is the movement of $1 million from Nevada to Honolulu, where Bell wants to buy a condominium. Since this is strictly a domestic transfer, the appropriate system for his banker to use is Fedwire. Both First Pacific Bank, where Bell has $1 million on deposit, and Honolulu Bank and Trust, which will be paying the escrow company, are members of the Fedwire system. See Figure 15.4.

Bell could get a cashier’s check from First Pacific, but he decides he wants the money there more quickly, so he makes a request for a transfer of funds from First Pacific. His first step is to fill out a funds transfer request at the Las Vegas branch of First Pacific Bank. The form authorizes the bank to transfer $1 million by wire to payee bank Honolulu Bank and Trust. The other information on the form identifies Bell and his account. He did this transaction in person, but it could have been done by mail or by fax.

Because the account is held in the name of a corporation, proper authorization in the form of a resolution is required. Bell provides this as well. When everything is verified and double-checked, the bank prepares a message to the Federal Reserve Bank in San Francisco to be sent via Fedwire. This message is pretty brief and contains all the information needed by the Federal Reserve to route the money properly.

A copy of these data is maintained at the sending or originating bank, and the transaction is logged a total of three times: once at First Pacific upon sending, once by the Federal Reserve Bank, and once by Honolulu Bank and Trust, the receiving bank.

Back at First Pacific, the bank debits the account of Desert Chemical, Inc., to the tune of $1 million, plus the charge for the wire transfer. This information, in the form of a debit memo, will be included on the statement that Desert Chemical will receive at the end of the month. Fedwire transactions are “real time,” so the debit takes place immediately.


TABLE 15.1 The Major EFT Systems


	EFT

System

	1 1 Operated by

	Primary Function

	Daily Wires

	Daily Dollar

Volume




	CHIPS

	New York Clearinghouse

	International transfers

	150,000

	$900 billion




	SWIFT

	S.W.I.F.T.

	Initiating

messages

	1 million

	—




	Fedwire

	Federal Reserve System

	Domestic transfers

	277,000

	$824 billion




	Telex

	Telex

	Initiating

messages

	—

	—






This particular transaction involves only one Federal Reserve district. Had Bell’s bank been in New York, it would have routed the message through the New York branch of the Federal Reserve, which would send the message to San Francisco. At each Federal Reserve Bank, the transaction is indexed and every transfer placed on microfiche. These records are kept for 7 years, but they’ll be hard to locate unless you can provide information such as the date, names of the sending and receiving banks, and the exact dollar amount of the transfer. All transactions are indexed by these fields and a journal kept, which is in turn supported by the microfiche records.



Records Generated in a Fedwire Transfer

Numerous records are produced in connection with every Fedwire transfer. Figure 15.5 lists the records and where they can be found.



Forms Used in Wire Transfers

The forms used by banks and the Federal Reserve include the advice statement or confirmation of wire transfer (Figure 15.6), the debit memo (Figure 15.7), the internal log of outgoing wire transfers (Figure 15.8), and the journal (Figure 15.9).

The advice statement reproduced in Figure 15.6 would be interpreted as follows: On January 7, 1998, First Pacific Bank sent $1 million on behalf of the ordering customer, Alex Bell of Desert Chemical, to Honolulu Bank and Trust in Honolulu.

The symbols that appear on the advice statement have the following denotations:


	Reference #: number assigned to the wire transfer by the bank

	ORG: the ordering customer

	BNF: the beneficiary of the wire transfer

	AC: the beneficiary’s account number

	BBI: bank-to-bank information pertaining to the wire transfer

	SEQ: a particular sequence number assigned by the bank to the wire transfer
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Figure 15.4 Wiring money domestically.
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Figure 15.5 Documents relating to wire transfers.



The debit memo in Figure 15.7 is fairly self-explanatory.

The bank’s internal log of outgoing wire transfers (Figure 15.8) will contain the following elements:


	Sequence number: an internal reference or sequence number assigned by the source bank to the wire transfer

	Source bank: the originating bank initiating the wire transfer (i.e., the bank that maintains the internal transaction log on the wire transfer—in this case, First Pacific Bank)

	Target bank: the bank that is to receive the wire transfer, either the beneficiary’s bank or an intermediary bank (in our example, Honolulu Bank and Trust)

	ABA: the particular bank’s ABA number

	Wirekey: a code indicating the particular type of wire transfer (e.g., FWOF signifies outgoing Fedwire funds transfer)

	Tran type: the type of transaction

	Caller name: the person calling in the wire transfer request to the bank’s wire transfer operations division (for example, the customer himself or herself or an employee from the customer’s particular bank branch)

	Credit acct.: a Federal Reserve ledger account, maintained by the source bank, which is to be credited when there is an outgoing wire transfer to be sent through Fedwire

	Debit acct.: the ordering customer’s bank account to be debited by the source bank as a result of the wire transfer being sent out of the customer’s account

	Originator’s bank: the ordering customer’s bank

	Recipient bank: the bank receiving the wire transfer

	ORG: the ordering customer requesting the wire transfer

	BNF: the designated beneficiary of the wire transfer

	BBI: bank-to-bank information accompanying the wire transfer
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Figure 15.6 Advice statement or confirmation of wire transfer.
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Figure 15.7 Debit memo.



The log also includes the following transaction history information:


	Entry: the exact time the wire transfer request entered the bank’s wire transfer operations room

	Review/Release: the exact time the wire transfer was sent out of the bank’s wire transfer operations room

	Oper ID, Initials, and Term ID: the identification, initials, and computer terminal of the wire room operators who handled this particular wire transfer, respectively



Actual Fedwire transfers contain most of the information in the log, much of it in coded form. If we were to request information from the Federal Reserve on a specific transfer, the entry from the journal of transfers would consist of six lines of coded data (as in Figure 15.9) providing the following information:


	Information concerning the Federal Reserve Bank

	Receiving bank ABA number; type code; date

	Sending bank ABA number; sender reference number; amount

	Sender information

	Recipient information

	Information as to how the receiving bank can be contacted about the transfer and information about the purpose of the transfer



For a list of the various codes used in Fedwire transfers, go to www.frbservices.org. Two of these codes bear special mention. OBI, or other bank information, is transaction data from the sender to the recipient. It may contain an explanation of the purpose of the transfer, as it does in Bell’s case. This information and that in BBI (bank-to-bank information) can provide leads to suspicious or money laundering activity.

To obtain information from Fedwire by subpoena, contact

Electronic Funds Transfer Product Office

Federal Reserve Bank

Atlanta, Georgia

(404) 521–8384

When requesting information, remember that this system carries almost 300,000 messages each day. In order to find  the transfer(s) you want, you’re going to have to be fairly specific by providing information about the date, amount of the transaction, originator, sending bank, beneficiary, receiving bank, and the account numbers involved. The Federal Reserve Bank retains wire transfer records for 180 days. Requests for information older than this will probably have to be made to the sending and receiving banks.
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FIGURE 15.8 Internal log of outgoing wire transfers.
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FIGURE 15.9 Journal of transfers entry for a wire transfer.






CHIPS AND SWIFT*

Whereas Fedwire is designed to handle domestic transfers of funds, the CHIPS and SWIFT systems are set up for international transactions. In Bell’s case, his transfers to Mexico are going to be processed on the CHIPS and SWIFT networks.

The two systems perform different functions. SWIFT is not a transfer system per se; it resembles a big e-mail network among the world’s biggest banks—2,600 banks in more than 65 countries. Almost all of the world’s largest banks participate, sending 1.6 million messages to each other each day.

It was this volume of traffic that led to the creation of SWIFT in 1973. The banks recognized several needs—standardization, accuracy, authentication, and secrecy—which they addressed with this cooperative system. A standard message format, consisting of 10 message categories covering the 120 possible types of messages, was one response to the need for standardization across national, cultural, and language barriers.

The system uses a fixed format with set codes to maximize accuracy, and encryption is used to prevent security breaches during the transmission of the data. Authentication is performed through use of an algorithm that permits detection of any changes in the transmission. Figure 15.10 is a sample SWIFT message using only required fields.

If no funds are actually transferred by these SWIFT messages, how then does the money get moved? Mostly over the other system, CHIPS. Over 80% of the more than 150,000 daily CHIPS transactions—$900 billion worth— are initiated with a SWIFT message.

CHIPS handles 95% of the international interbank dollar transfers. Operated by the New York Clearinghouse Association of 12 New York banks, CHIPS is the system preferred for use in moving US dollars offshore. About 145 banks participate in the CHIPS system, which functions, as its name implies, like one of those clearinghouses used by banks for checks. In the check clearinghouse, all the various checks are brought to a central location, where they are “settled” and cleared for payment. In this settling process, each bank totes up what checks it has that are drawn on its accounts and what checks are payable to its accounts. The difference is the settlement between the two banks. Don’t leave the room just yet, because the banks will continue the settling process with all the other banks present, until everybody has a net settlement, moving as little money as possible.

CHIPS works like this, except that instead of checks, everybody’s using electronic funds. Unlike Fedwire, CHIPS is not a real-time system. It takes a while to add up everybody’s incomings versus everybody’s outgoings and to come to a settlement, so all transactions are accumulated during the day and the net settlement occurs at the end of the day. Fedwire transfers are effective immediately upon entry. (Fedwire, incidentally, is the means used to settle up the accounts among the banks at the end of the day.)

Michael Rosenberg of FinCEN describes two types of EFTs: “book transfers” and those involving correspondent banks. Both can be used in connection with the CHIPS system. Here’s how Mr. Rosenberg outlines the book transfers:
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FIGURE 15.10 Sample text of a SWIFT message containing only required fields. Codes used: 20—transaction reference number assigned by the sender to identify the transaction; 32A—value date, currency code, and amount of the transaction; 50—customer ordering the transaction; 59—party designated to be the ultimate recipient of the funds.



Most funds transferred electronically among banks are paid through “book transfers.” Essentially, “book transfers” refer to the accounting process that actually moves the funds from one account at a bank to another account at the same or another bank. For example, if both the ordering party and the beneficiary maintain accounts at the same bank, the ordering party can send funds to the beneficiary by simply instructing the bank to make an internal book transfer of the funds from the ordering party’s account to the beneficiary’s account. The “book transfer” method can also be employed by banks which have a correspondent relationship (i.e., when one bank maintains an account at another bank for the purpose of clearing transactions). For example, a customer may order its bank, which is located in Chicago, to transfer funds to a beneficiary whose bank is located in New York. If the ordering party’s Chicago bank maintains a correspondent account at the New York bank, the Chicago bank, on behalf of its ordering customer, may instruct the New York bank to transfer funds out of the Chicago bank’s correspondent account to the account of the beneficiary.

Mr. Rosenberg describes the role of correspondent banks in wire transfers as follows:


A correspondent bank holds deposits owned by other banks and performs banking services (such as wire transfer payments) for these other banks. Banks using correspondent banks maintain an account there for carrying out and clearing transactions. For example, a bank in San Francisco may maintain a correspondent bank account at a particular bank in New York City which is a participant member of the CHIPS system. By maintaining this correspondent banking relationship, the San Francisco bank will be able to enjoy access to CHIPS and therefore effectuate wire transfers on behalf of its customers through the CHIPS system.



CHIPS transactions, like those on Fedwire, begin with an application by the customer to transfer funds. After the transfer request has been checked and the funds verified, the message transferring the funds is sent via the CHIPS computer. We will look at an example involving Mr. Bell to follow the system’s operation in Figure 15.11.

In the placement stage of Bell’s operation, his dealers were using agents of the Caribbean Money Transfer Corp., buying wire transfers of $750 each; the recipient was a Panamanian company, Panama Produce, in Panama City. The money from CMTC’s New York account is wired to Panama over CHIPS. Bell did nothing (transfer request, etc.) to initiate this transfer, and he probably doesn’t even know how it is taking place. His company, Panama Produce, will get a credit memo and an advice letting them know the funds have been received at Banco de Darien.
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Figure 15.11 The placement stage of Alex Bell’s operation.



Bell repatriates his money directly back from Panama (though, again, in real life he would layer the transactions) in Figure 15.12. He instructs Panama Produce to wire $250,000 to South Shore Shipping, a front company he owns in New Jersey. Messages initiating this transfer are sent via SWIFT, and the funds are transferred using the CHIPS settlement process because both of the banks involved, Banco de Darien and Jersey National Bank, are, for the sake of our example, members of the system. Had they not been, they would have used their correspondent banking relationship with one of the 142 or so banks that are CHIPS members.

In our scenario, Panama Produce instructs its bank, Banco de Darien, to pay South Shore Shipping $250,000 for shipping a load of peppers. (These would be Bell peppers!) Banco de Darien sends a SWIFT message to its New York branch, which initiates the payment via CHIPS. That payment is made to the Jersey National Bank, which credits the account of South Shore Shipping. This transaction generates a number of messages on both SWIFT and CHIPS, including confirmations and instructions. Telex traffic between Panama Produce and its bank or between Panama Produce and South Shore Shipping might also take place. Retrieving these messages will be a lot easier at the participant banks than from SWIFT.



INFORMAL BANKING SYSTEMS AND UNLICENSED TRANSMITTERS

Operating right alongside the big players, but just out of sight, are two other financial systems of interest to the investigator. The first has been around for centuries, long before wires, and the other is a child of electronic funds transfers.

The first system, sometimes referred to as a parallel or underground banking system, is known as hawala or fei chi’en. Originally part of a support system for immigrant groups, these networks provide financial services for people unable or unwilling to trust the world’s banking system. We’re going to get into hawala operations more extensively in a later chapter.

Although they are unregulated and for the most part undocumented, these networks are efficient, effective, and capable of moving large amounts of money quickly in near total secrecy. Surprisingly little is known about the operation of these networks, as the participants are generally reluctant to discuss their roles. For the most part, the system is based on trusting relationships, almost invariably within a single ethnic group.

To illustrate how this system works, let us assume that a Chinese merchant in Hong Kong wishes to transfer $50,000 to a relative in San Francisco. He contacts a businessman in Hong Kong who is part of the fei chi’en (which means, literally, “flying money”) network. The merchant gives the businessman $50,000 plus a commission and the name of the relative to whom the money is to be given. The businessman calls his associate in San Francisco and asks that the money be given to the relative. The associate gets the money from funds already in the United States and provides these to the relative. Later, the associate will be conducting a similar transaction with another client who wants to move money from San Francisco to Hong Kong, so everything will eventually wind up approximately even. No money has actually moved across international boundaries, but transfers have unquestionably occurred.

In a similar arrangement, the customer in Hong Kong is given a piece of paper with an identifying mark or sentence, along with instructions on where to present it for payment. When presented, this paper is honored without question. Though it is not technically a wire transfer, confirmation of the validity of the paper may take place by phone or fax.

The money laundering implications are obvious. Not only are criminals able to move their own funds quickly and in complete secrecy, but this system also allows the fei chi’en operator to make use of the criminal’s funds for other transactions. Since the entire operation is usually conducted on a cash basis, a paper trail is nonexistent. Law enforcement sources believe that much of the money from the sale of Southeast Asian heroin, long dominated by ethnic Chinese groups, is laundered via this underground banking system.

The hawala is a similar operation, which originated in Southwest Asia from the same fundamental distrust of banks and the government. Like its Chinese equivalent, hawala is frequently used by expatriates to send money back to India or Pakistan, or by Indians and Pakistanis to send money to their relatives abroad. Although legitimate business people use the system, it can also be used to launder money and, more important, it can be used by terrorists to fund their operations. One method involves exchanges of drug money for gold. The hawala system is believed to be very active in Europe, including England, Holland, and parts of the former Soviet Union.
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Figure 15.12 Alex Bell repatriates his ill-gotten wealth.



Tracing transactions in this underground banking system is next to impossible without inside information. Penetrating such an operation is always difficult, not least because of the emphasis on trust that permeates the entire scheme. Investigators can watch for telephone and fax transmissions between participants, however, which may indicate illicit transactions. The fact that hawala operators, known as hawaladars, keep no written records definitely complicates matters.

The other type of transmitter is the unlicensed sort (which technically includes those in the hawala and fei chi’en networks as well). Under federal law, operation of an unlicensed wire transmission business is a crime, a felony violation of 18 U.S.C. §1960. Despite their illegal status, unlicensed money transmitters have proliferated, largely because the field is easy to enter. All you really need are a place to receive the funds, someone on the other end to receive them, and a telephone. Bank accounts are useful.

Many of these operations are centered on a single ethnic group. The business where the money is taken in is commonly located in one of these predominantly (fill in ethnic group) neighborhoods. Not coincidentally, the receiving parties are typically from the same ethnic immigrant group. The transmitter may function just like a licensed operation, with a bank account at the local branch of the Bank of “St. Martin.” Back in “St. Martin” itself, the transmitter may have a storefront or just a contact person to whom people can go for their money. The bank account will be used to receive the funds, which can then be disbursed in accordance with the wired instructions.

State agencies that attempt to regulate these businesses are aware of many fly-by-night operations, but it is likely that the unlicensed businesses will continue to operate. The USA PATRIOT Act substantially changed 18 U.S.C. §1960, making prosecution of persons engaged in illegal money transmitter businesses somewhat easier, and the charge should be considered whenever you find a situation where a crook is using questionable means to transfer funds or when a seemingly legitimate business person is transferring funds for the crook.



MONEY LAUNDERING AND WIRE TRANSFERS

Wire transfers are an integral part of many money laundering schemes. The benefits are obvious: Your money is where you want it instantly; the cost of this movement is usually low, as is the risk; and the chances of your hot wire being detected in the cascade of messages are remote.

The Congressional Office of Technology Assessment (OTA), trying to come up with some way of detecting some of the dirty money being wired, has estimated that there are about 250,000 transfers of dirty money every year. That is a lot, but then, according to the OTA, there are 700,000 wires per day overall. In other words, less than 1% of all wires are potential money laundering violations.

Wire transfers can be used in the placement stage of an operation, to get cash into another form or to move it from one place to another. Licensed money transmitters are frequently used in this fashion, even though their fees are higher than those for interbank transfers.

In the layering stage, few devices used by the launderer are more effective than wires. Funds can be shifted from account to account, bank to bank, and country to country in a matter of minutes. Tracing such transactions is extremely difficult, and the use of shell corporations in bank secrecy countries complicates the problem even further.

Integration of the illegal funds is easily accomplished with wire transfers from a legitimate sounding company via a completely legitimate bank. Because all of these activities are simplified with wire transfers, it is essential that the investigator have an understanding of the processes and the means by which information can be retrieved.



INVESTIGATING WIRE TRANSFER SCHEMES

The most logical focal point of an investigation involving wire transfers is at the beginning of the entire process. The originating bank may handle a couple of hundred transfers a day, but those are easier to deal with than 1.6 million. If you get into the scheme at the beginning, you are more likely to be able to get information about the relevant transfers without having to sort through thousands of irrelevant ones.
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Figure 15.13 Sources of information on wire transfers.



The customer’s account statement, which will show all of the incoming and outgoing transfers, is the best source of wire transfer information. An example is shown in Figure 15.13.

As of January 1, 1996, federal rules were put in place to assist with the investigation of wire transfers by law enforcement. The banks didn’t like these rules, but they also don’t want any more (even more stringent) rules, so they seem to be pretty good about following these. The new rules relate to any transfer over $3,000, and they require that the bank obtain and retain original, microfilm or other copy or electronic record of the following information relating to the payment order:


	Name and address of originator

	Amount of the payment order

	Execution date

	Any payment instructions

	Identity of the beneficiary’s bank

	Name and address of the beneficiary

	Account number of the beneficiary

	Identifiers pertaining to the beneficiary



If the originator and beneficiary are not established customers, then the bank also must record the following:


	Identification and Taxpayer Identification Number (if the order is made in person)

	Taxpayer Identification Number (if the order is not made in person)



Starting at the beginning, the investigator should be looking for a chain of documents linked to a transaction or set of transactions. (See Figure 15.13.) The tracing of many wire transfers will begin with the customer’s account statement, but some cases may involve surveillance or informant information that reveals that a subject is making wire transfers. It will then be necessary to establish whether that individual has an account at the bank(s) in question. From there, the account statement can be used to determine who the beneficiary of the transfers is and how much money is being sent.

Banks prefer to do wire transfers with established customers, but it is possible to wire money if you’re not an account holder. In that case, the transaction would resemble an electronic cashier’s check, in which funds from the bank’s own account are used—after, of course, the originator “buys” the transfer with some money of his or her own. These are difficult transactions for an investigator to locate.

It is also possible that the beneficiary may not be an account holder and will be collecting the funds in person. In that case, banks use a PUPID (pick up with proper ID) form to verify that the person standing there is really the intended recipient.

Because large transactions—at least those larger than $3,000—are now better documented, the use of wire transfers is a somewhat riskier proposition for the launderer. The crooks respond by reducing the amounts of cash being transferred in a given transaction; if they know the transmitter asks for ID on every transfer over $1,000, they’ll do their business in multiples of $900.

The government has another option in this case, called a Geographic Targeting Order (GTO). GTOs are directed at transmitters in a certain area and might require that all transactions over a lower amount, say $750, be reported. GTOs are burdensome for the transmitters, so they are supposed to be in place for limited periods of time. The information they yield can be extremely valuable.

The transmitter should not be overlooked as a source of information. Wire transfer data from banks is available by subpoena or search warrant, and the agents of licensed transmitters may also have valuable knowledge of money laundering and structuring activity. Cooperative agents of licensed transmitters have identified individuals engaging in suspicious transactions and trends that led to structuring or money laundering cases.

Informants familiar with the operation of an illegal enterprise should always be questioned about any transfer of funds, by wire or otherwise, and your antennae should immediately go up if you find copies of wire transfers or money orders in a search warrant. In all cases, the investigator should remain alert to the possibility that these methods are being used to move the proceeds of crime out of sight and out of reach.




* Much of the information and all of the examples relating to SWIFT and CHIPS in this text are from two FinCEN publications written by Michael Rosenberg. Key Electronic Funds Transfer Systems: Fedwire, CHIPS, SWIFT and Investigative Guidelines to Wire Transfer (see Bibliography) are excellent resources on this subject and examples of the superb work done by FinCEN in this area.




16 Real Property


Land is the basis of all wealth.

Anonymous




The meek shall inherit the earth but not the mineral rights.

J. Paul Getty, American oil magnate



In 1986, the Statistical Abstract of the United States reported that three-fourths of the combined value of all assets in the country was in the form of real estate. When you consider how much of what Americans own is in the form of cash, bank accounts, stocks, bonds, and other investments, that’s a pretty amazing total.

On the other hand, if you look at the average person’s net worth, the largest numbers by far—in both the assets and the liabilities columns—are going to relate to real estate. Real property is the basis of even more wealth, however, because many investments, such as stock and bonds, are themselves valuable because of the land and buildings the issuer owns.

Even the name “real property” gives you the impression that everything else you can buy, own, hold, or sell is illusory or unreal. Land is permanent. Land is solid. Land can be acquired for the next generation and passed along with assurance.

Land, along with the buildings on it, represents the hopes and aspirations of countless people around the world, including more than a few criminals and money launderers. Schemes involving real property are hardly uncommon, as the number of forfeiture cases with titles such as “United States of America v. One Parcel of Property Located at... ” demonstrates. Real property not only is an objective in money laundering schemes but also can be the means by which a scheme itself is affected.

As we’ve seen in several of the case examples, real property was one of the assets acquired with the proceeds of the illegal activity. Aldrich Ames, Russian spy, purchased a $540,000 home in Virginia and three pieces of property in Colombia. Al Capone bought an estate in Miami and at one point was trying to buy an entire island in the Bahamas.

When it is part of a money laundering scheme, real property offers challenges and opportunities for the investigator. As a very big ticket asset, the real property could well be the heart of your forfeiture case. And nothing, not even bank transactions, creates the type of documentation that accompanies real property transfers. Real estate leaves a paper trail that is, in some cases, hundreds of years old. Some real estate records in this country go back for over 300 years, still carefully preserved in county courthouses around the country. Knowing who owned the place in 1765 may not help much with your current case, but you can at least be assured that the subject’s records relating to that same property are going to be in the same place and in the same complete and accurate condition.

Why are real estate records so comprehensive? The law recognizes that real property is the key to wealth. Meticulous records are kept to avoid disputes that can interfere with the use of this wealth in commerce. Without assurances that the titles to real property are complete, no one would be able to buy, sell, or will a home. No business would be able to borrow money against its property. The security that makes land ownership so appealing would be gone. So, government agencies keep the land records—some dating back to the Louisiana Purchase, Spanish and English land grants, or the founding of the Jamestown Colony. Those records will be there when you need them for your case. Finding them is what this chapter is all about.


REAL ESTATE TRANSACTIONS: BASIC ANATOMY

Every real estate transaction follows a precise pattern— each step along the path creating a set of documents and records. Unlike some transactions relating to personal property, real estate deals almost invariably involve several parties. In fact, a real estate transaction that doesn’t need several outsiders to complete is unusual enough that it should get a second look from the financial investigator. We’ll work our way through a real estate transaction from beginning to end, introducing some of the terms investigators need to know.


Authorization to Sell

There are always two parties to every real estate transaction: the buyer and the seller. In legal terms, these are the grantee and grantor, respectively, so known because the seller is granting title to the property being transferred.

The very first step in a real estate transaction is a decision to sell. The property owner decides either to sell the property himself or herself or to introduce the first outsider to the deal, a real estate broker. Brokers are licensed by the state to act as agents on behalf of the buyer or the seller.

If the seller decides to appoint a broker, a form is prepared—essentially, a contract between the two. The seller agrees to pay a commission to the broker upon sale of the property. The form used is an “authorization to sell,” and it gives the broker the power to advertise the property and take whatever steps are necessary to sell the property at the price and terms authorized.



Advertising

At the broker’s office, a file is opened on the property, which will eventually contain records of everything that transpires in the transaction. The broker will also advertise the property. This is known as “listing.” Many areas of the country use the Multiple Listing Service (MLS), which gives brokers who subscribe to the service computerized access to information about properties for sale all over the area. If you know a broker, the MLS book or a computer with MLS access can give you some basic information about the property in question.



Deposit Receipt Offer and Acceptance

At the time a buyer actually appears and makes an offer on a property, the broker prepares a form that acknowledges the offer and documents the receipt of the deposit. This form is one of the key parts of a transaction because it brings the two parties together for the first time.

The Deposit Receipt Offer and Acceptance (DROA) is known by other names, such as the Deposit Receipt and Agreement of Sale or the Uniform Agreement of Sale and Deposit Receipt, but the document itself is standardized in a specific area or state.

The buyer, who is representing that he or she can produce the financing to purchase the property as long as the seller can produce clear title, initiates a DROA. It establishes the following elements:


	The parties to the contract

	The conditions of the contract

	The form of the payment

	The total price



Although the DROA is preliminary to the main event of the transaction, it contains quite a bit of useful information.



Seller Approval

The ball now goes back to the seller, who has to decide whether or not to accept the offer, which may be lower than the price he or she originally asked. If the seller likes the offer, an acceptance form is prepared. This creates a binding contract: The buyer has made a good faith offer and the seller has accepted; neither can now back out without good cause. The transaction can now “go into escrow,” where the title is delivered to the buyer and the money delivered to the seller.

At this point, at least three parties are already involved in the transaction. If the buyer has retained a broker to represent his or her interests, there are four, all of whom have copies of the forms that have been exchanged.



Escrow Papers

The fifth party to the transaction is an impartial agent who acts on behalf of buyer and seller. Practices differ around the country. In some places, an independent escrow company is used in real estate transactions, while in others a title company acts as the agent.

Everything from both sides goes through the escrow agent, which creates an escrow file for the transaction. The escrow agent exchanges documents, holds moneys, and acts in accordance with its instructions. It is the clearinghouse of the transaction. The escrow file will contain every piece of paper relevant to the real estate transaction; this file must be obtained in a financial investigation.

Two important deposits are made to the escrow company. The seller deposits the title to the property, and the buyer deposits those funds that he or she will be supplying to pay for the property. This is the down payment. Both items will be held until the transaction “closes,” at which time the escrow agent will deliver them.

While the buyer is arranging to obtain the balance of the purchase price, a title company is doing research to assure that title to the property is unencumbered or “clear.” Any liens that are found or any problems arising with respect to prior ownership could cause a delay in the transfer.

At this stage, most buyers are seeking the assistance of yet another outside party, a lending institution that will make a mortgage loan on the property. The process of obtaining a mortgage loan entails even more paperwork—this time at the bank or mortgage company, where the buyer will be preparing financial statements, submitting 3 years’ worth of tax returns, and generally providing a wealth of financial information.

Once the mortgage is approved, the buyer is required to deposit the note for the amount of the loan, along with a trust deed on the property that secures the note. This trust deed essentially secures the loan for the bank that wrote the mortgage.

If the title search comes up clean, the deal is ready to close. The escrow agent pays the seller the purchase price, usually subtracting the broker’s commission, which is paid directly to the broker. The note is sent to the lender. The escrow agent sends the deed and the trust deed to the government agency that records property transfers—in most cases, the county recorder. After it is recorded, the deed is sent to the buyer and the trust deed to the lender. The title company issues a title report and a title insurance policy, which assures the buyer that he or she has a good, “clear” title and the lender that it has a good lien.

At this point, the following activities have taken place:


	The seller has received a check for the purchase price, less commission to the broker.

	The buyer has received a deed proclaiming him or her to be the owner of the property.

	The lending institution has received a note from the buyer promising to pay back the loan. Just in case he or she doesn’t, the lender has a lien on the property, documented by the trust deed.



Everybody’s happy, and there is paper on this transaction all over town. What records now exist and where can we find them?





	Seller

	Deed, bank records reflecting receipt of the purchase price, contract with broker




	Seller's broker

	Copies of the major documents in the case, DROA, acceptance, record of payment




	Buyer

	Deed, copy of note, trust deed, mortgage loan file, mortgage payment records




	Buyer's broker

	Copies of buyer's records, DROA, counteroffer and acceptance records, commission payment




	Escrow company

	The full package: broker documents, DROA, acceptance, mortgage loan information, copies of checks used for payment, title information, copies of deeds, a complete chronological recitation of the entire transaction, records of the escrow fees and charges




	Title company

	Records of the title search, lien information




	Lending institution

	Mortgage loan application, credit check, title report, mortgage loan information, note, trust deed, copy of cashier's check




	Buyer's bank

	Bank records, canceled checks, cashier's check for down payment




	County recorder

	Recorded and filed copies of deed, trust deed, mortgage, and title information






It’s an embarrassment of riches for the investigator. And it could get even more complicated. If the seller has an outstanding mortgage, that has to be released before the title transfers, so yet another party gets involved in the transaction.

Your best source for information about the transaction is the escrow company. They package everything nicely and keep track of everything that happens and everyone who’s involved.



Real Estate Ownership

As you can see, buying real property is not as easy as going out and picking up some groceries or adopting a dog. It turns out that owning real property isn’t simple either. In fact, there are numerous different ways in which an estate, which is what an ownership interest in real property is called, can be held.

There are two major types: freehold and nonfreehold. A freehold estate continues for an indeterminate period, with title to real property held for the lifetime of the owner and then passed to an heir. Nonfreehold estates, also called leasehold, endure for a limited time (the length of the lease). Nonfreehold estates are considered personal property, as opposed to real property. If your subject is a leaseholder on some property, that lease may well have a lot of value, but he or she doesn’t own the property, only the lease.

The question of whether the ownership is “complete” or not also comes up. A person who owns the property absolutely and without condition is known as a fee simple owner. He or she can do anything (legal) that he or she wants with the property, including willing it to someone. The fee can be split, as when an owner sells something like the air or mineral rights to the property.

Qualified fee estates have limits imposed by the owner. One example would be if property were willed to the city with the proviso that it only be used as a public park. If the city later tried to use the property for some other purpose, the grant of the original deed could be revoked by the grantor’s heirs and the title reclaimed.

In a life estate, ownership is limited to the lifetime of a person. The owner of a life estate is a life tenant. Ownership transfers to someone else upon the life tenant’s death.

Two or more people can own the same piece of property in fee simple. This fact can play havoc with forfeiture and money laundering cases because the ownership interest of the criminal may be complicated by other, possibly innocent ownership interests. This type of ownership or tenancy falls into several categories:


	Tenancy in severalty refers to the case when one person owns all of the interest in a property—sole ownership.

	Tenancy by the entirety is the term for when a husband and wife own property as one person. If either one dies, the other becomes the sole owner. This method of ownership is not recognized in community property states.

	Community property applies only to property held by a married couple. Community property states are modeled on old Spanish law, which looks at ownership of marital property based on when it was acquired. Property acquired during the marriage is community property, and what was acquired before the marriage is separate property. Community property is held equally by each of the spouses, and each has full ownership of the separate property. The community property states are

	Arizona

	California

	Idaho

	Louisiana

	Nevada

	New Mexico

	Texas

	Washington





	Joint tenancy refers to ownership of an undivided interest by two or more people not related by marriage, but with rights of survivorship. This means that if one of the joint owners dies, title passes to the survivor. Some states have banned this type of ownership.

	Tenancy in common refers to ownership by two or more people without rights of survivorship. The share of ownership may be equal or unequal, but the survivor doesn’t get the deceased’s share. Under this arrangement, each owner is responsible for expenses in proportion to his or her share, and income from the property is divided the same way. If your case involves a property with this type of ownership and the defendant’s interest is forfeited, you may have to force the sale of the entire property and then distribute shares of the sale price to the other owners.

	Tenancy in partnership is the name for ownership by a partnership, as established under the Uniform Partnership Act. The property is owned by the partners in proportion to their interest in the partnership.



Another common form of ownership is the condominium, in which an individual owner holds a fractional interest in a larger property. Condominium co-ownership is frequently found in large, multifamily dwellings, but other property can be subdivided in the same way. The arrangements that accompany condominium ownership also provide for a centralized association of owners to make joint decisions about common interests.

How does this diversity in ownership methods impact a money laundering investigation? If the intent is to conceal ownership or control of an asset, a spouse, relative, or associate may be placed on the title as the owner in one of these various forms. If this person’s true role cannot be fully established, the property may not be forfeitable.

Some court decisions have held that merely titling property in the name of a relative may not be sufficient to show intent to conceal or disguise the transaction; see United States v. Sanders, 929 F.2d 1466 (10th Cir. 1991). The presence of multiple owners on a title or the holding of property in joint tenancy or tenancy in common is going to complicate your case.

There are two other ways in which property can be owned, both of which frequently come up in money laundering cases: corporations and trusts.



Corporations and Trusts

Remember from our earlier discussion of business operations that corporations are fictional persons, created by the state. Corporations can own property just like real people, and the placing of real estate in the name of a corporation is a popular way to conceal the ownership interest of a criminal money launderer.

As we’ve also mentioned before, trusts are fiduciary arrangements in which property is turned over to a person (or an institution, such as a bank or trust company) to be held and administered for the benefit of a person or organization. The key parties in a trust are the trustor or creator, who establishes the trust; the trustee, who acts for the trust; and the beneficiary. Trust agreements set out the identities and roles of these people.

Two types of trusts are common in real estate activity. The real estate investment trust (REIT) functions like a corporation; investors acquire shares of the trust, and the corporation then acts on behalf of the investors. An express private trust usually involves only a small number of beneficiaries—most often the creator’s immediate family. These trusts can be established to operate during a person’s lifetime or to take effect after the person’s death. This type of trust can be used as a device for concealment in money laundering schemes because the title at the county recorder’s office will show the name of the trust as the owner of the property, not the beneficiary or the trustee.

In one of the author’s cases, six different properties were titled in the name of three different trusts, none of which contained the defendant’s name. A check of the land ownership under the defendant’s name would have disclosed that he owned nothing.



Researching Real Property Records

Establishing an undisclosed interest in real property or determining true ownership and control of real estate may well be a key to your money laundering investigation. Computers have made this job easier, although the criminals have found new ways of hiding even something as big as a ranch or an apartment complex.

One problem that investigators face is the decentralization of land ownership records. Although these records are public in every state, properly researching ownership means visiting county recorders in every county of every state. Since there are several thousand counties in the United States, this could take a while.

Computer services that consolidate these records make searching public records much simpler. Not everything is in the databases yet, but services like LexisNexis and ChoicePoint are making headway. For example, LexisNexis now has records from county courthouses in more than 40 states. Now, a nationwide property search can be conducted through one of these services in a matter of minutes. You can also find out about property ownership by looking at tax records, since most real estate is subject to some form of property tax. These records are usually kept by another government agency, often the county assessor, and they will show at least who currently owns the property and is paying the taxes. This can raise some interesting questions if your money launderer is paying the taxes on a piece of property he or she apparently doesn’t own.

In Hawaii, real estate records are centralized at the State Bureau of Conveyances. A search of the records here or in any county recorder’s office begins with the grantee–grantor index. Real estate records are filed by the names of the grantee (seller) and the grantor (buyer). Two indexes track these names alphabetically, enabling the researcher to determine in a moment whether the subject of the inquiry has bought or sold property in the area.

Figure 16.1 focuses on one particular transaction, which we will study as an example. Here, John Joe and his wife have purchased a property from Jane Smith. “Class of instrument” describes what type of document was recorded. In this case, it was “D” for “deed.” Mortgages, liens, leases, assignments, and other legal documents are also recorded, so you’ll need a key to the codes used in the office that holds your records.

The document number is assigned by the recorder. Having this number will enable you to look at the copy of the document on file. “Date of record” refers to the date on which the document was recorded at the office, and this is the official date on which the event, John Joe’s purchase, was legal.

“Description” refers to the legal description of the property involved. Legal descriptions are lengthy and extremely precise, containing information provided by surveyors that, in some cases, goes back a hundred years.
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Figure 16.1 One transaction in the grantor index.



Land in the United States is surveyed based on a grid system of meridians and base lines. Within these grids, the land is sliced up into quadrangles, townships, tiers, ranges, sections, and quarters. This system works fine out in the country, but in town, where hundreds or even thousands of small parcels could fit in a single township, a system of plats was devised. There are plats for subdivisions and plats for condominiums. The subdivision plat map shows the locations of all the properties in that area, along with the owner’s name and some data about each lot. A condominium map relates only to condominium properties and describes ownership by apartment number. In Joe’s case, he bought lot 160 in a subdivision plat.

With the information from the grantor–grantee index, you can find out whether the subject still owns the property and what other documents are connected with the purchase, ownership, or sale. You must check both the grantor–grantee and the grantee–grantor indexes, though. If you only look at one, you may be missing important data.

In our example, the grantor’s name is the one indexed alphabetically. That’s fine if you’re looking for information about John Joe. If you want to know about Jane Smith, you’ll have to go to the grantee–grantor index. There, her name will be filed alphabetically, and you’ll know that on June 12, 1997, she deeded a piece of property to John Joe.

To learn more about a specific real estate transaction or ownership interest, you can go from the recorder’s office to other public records, or to the escrow company, title company, or real estate brokers who handled the transaction.

Building permits are another good source of public information about real property. Plans, permit applications, inspection data, and other records relating to a property will be on file with the county building department, the city building inspector, or the permits branch. These, too, can be useful in establishing true ownership because the applicant may be different from the owner of record.

Other government services available to property owners include sewer, water, and trash collection. The public records of these services can be checked to establish ownership or at least who is paying the bills.

In the private sector, the escrow and title companies, real estate brokers, and others involved in the transactions will have information about real estate transfers. Condominium owner associations have information about their members, fees paid, and the residents of apartments that aren’t occupied by the owners.



Finding Hidden Assets

You wouldn’t figure something as big as a house would be easy to hide and, of course, it isn’t. What is easy to hide is a connection to the property. People who don’t want their interest in an asset to be known can hide it in a number of ways; nominees, corporations, and trusts are the most popular. (Aliases and false identification can be used, but passing title upon death is a problem under these schemes.)

Assorted investigative techniques can be used to locate hidden assets, no matter what method is used to conceal them. Because the asset owner wants to retain control over the property, he or she can be counted on to have some information about the property. Finding communications related to this information should be a focus of the financial investigation. Investigative techniques that can be used to locate assets include:


	Mail covers—Look for mail from county assessors, real estate management companies, escrow companies, brokers, utility companies, insurance companies, or contractors.

	Pen registers—Look for calls to or from real estate management companies, brokers, real estate investment trusts, and utility companies, or periodic calls that might relate to rental property.

	Document search warrants—A warrant at the subject’s residence may turn up deeds, title information, escrow records, or other leads to undisclosed assets.

	Bank records—Look for canceled checks to county assessors, real estate brokers, utility companies, property managers, or contractors. Financial statements provided by the subject for loan applications and so forth may disclose other assets.

	Tax returns—Depreciation on business property can be deducted from income, so the tax return may list assets not disclosed elsewhere.

	Informants—Debriefings should always include questions about real property ownership. Even questions about other locations where the subject might own property could narrow your search of county recorders’ offices.

	Court records—Records of divorce and child custody cases are especially useful. These cases require submission of accurate financial statements, and the other party, who is likely to know about hidden assets, may set forth this information in his or her own affidavit.



Every document you encounter should be viewed as a potential lead to assets acquired by the subject. Does the subject have correspondence from a condominium owners’ association? Why? Does she make payments to a county assessor in another state? Why?

If you become aware that the subject is using a corporation, trust, or nominee in any capacity, you have to assume that this entity is also being used to hold and conceal ownership in real property. All of those checks then need to be performed again, looking under the new name.

It’s a tedious process, but it can be very rewarding because land is the basis for all wealth—even the dirty kind of wealth.


NOTE TO FINANCIAL INVESTIGATORS

When title to real property is conveyed, the state requires payment of a conveyance tax. This tax is usually based on the dollar amount of the sale. Because the amount of the tax is shown on the recorded deed, the purchase price can be established (roughly) from this figure. For example, in a state where the conveyance tax is $1.00 per $1,000, and the tax is $250, you know the property cost $250,000.







17 Securities


May. This is one of the peculiarly dangerous months to speculate in stocks in. The others are July, September, April, November, October, March, June, December, August, and February.

Mark Twain




Gentlemen prefer bonds.

Andrew Mellon, banker and Treasury Secretary




Investments involve people putting their money to work for them. As one observer said, “How do you make a million? You start with $900,000.” And where do you get the $900,000? Some inherit, some invent, some work for a living. Some sell dope. But no matter how people make the money in the first place, if they’re smart, they’re going to invest the proceeds. If the proceeds are from an illegal activity, they may be laundering money. If they’re really smart, they’re laundering their money in the markets.

Securities are defined as “evidence of debt or of property, as a bond or a certificate of stock.” On an average day, $700 billion worth of stock is bought and sold on the floor of the New York Stock Exchange. Over at the American Stock Exchange, they might do another $50 billion and NASDAQ may do another $800 billion more. Volume is, as they say on TV, “heavy.” Trillions in currency, stocks, bonds, mutual fund shares, commodities and futures contracts, and other securities are changing hands 24 hours each day in markets all around the world—a quite mind-boggling universe of money.

“The markets” are a big part of the world economy. Everything is interconnected; distress in the Hong Kong stock exchange recently reverberated throughout other markets around the globe. What happens to bank stocks in Tokyo can affect wheat prices in Argentina and Treasury Bills in New York, not to mention hotel occupancy in Honolulu.

If it seems like everybody is involved in the investment markets in some form or another, it’s because they are, even though they may not be aware of it. Take a humble police officer who keeps all of her money in the bank. No interest in the market? Not if the police department’s pension fund invests in stocks or bonds. Many public and private pension plans are heavily involved in securities. What about the bank? Chances are that its stock is listed on an exchange and that some of its investments are in some market or another.

Buying savings bonds for your child’s college education? Have some shares in a mutual fund? You’re a bit more involved. Others play the game regularly, under rules that make it easier every day. Electronic trading via the Internet now enables investors to make trading decisions from their home computers. The Internet also puts a vast amount of information into the investor’s hands—something that would have required expensive subscriptions and volumes of printed material only a few short years ago.

But what are all these people doing, and how are they doing it? In this chapter, we’ll examine the world of securities and how they fit into the money launderer’s portfolio.



STOCKS: OWNING A PIECE OF THE PIE

Stocks are also known as shares because each one quite literally represents a “share” of a company. (See Figure 17.1.) A corporation, the only business entity issuing stocks, has as many owners as there are holders of the shares outstanding. In the case of AT&T, it has more than 2.4 million shareholders, and the company has 1.34 billion shares outstanding. Each one of those shares is a fractional piece of the entire company. This piece is the shareholders’ equity, or ownership interest, which you’ll find on the corporate balance sheet. (You can go back and look at Al Capone’s Annual Report for a look at how some of these terms are used in corporate filings.)


Types of Stock

There are two types of stock: common and preferred. Common stock represents an ownership share in the company. The corporation sells common stock in an initial public offering (IPO) or in subsequent offerings. After the company sells the shares, they are traded publicly among investors in various markets.

An investor can make money from common stock in two ways. First, the shares pay dividends: periodic payments— usually quarterly—made by the corporation to shareholders that are typically a small percentage of the share’s value. The dividend can go up or down each period, depending on how well the company is doing. The second way also depends on how well or poorly the company is doing, as well as what the stock is doing on the market. If the price of the stock goes up, the investor can sell it and make a profit. If it goes down, the stockholder is a loser. Common stock is a total gamble, but the odds are on your side; over long periods of time and on average, stocks consistently outperform other investments. And, like in Las Vegas, you can always get jackpot lucky with a stock like Microsoft that takes you through the roof.

There are two other items of good news on common stock. Unless you’re trading on margin, you can only lose everything, but no more. Unlike investments in commodities futures and similar gambles, you can’t lose more than your investment because shareholders in a corporation aren’t  responsible for the debts of the company. And, you get a vote in how things are done.
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FIGURE 17.1 A stock certificate.



It’s not much of a vote. In most cases, you get to vote your shares, so if you’re holding one of those shares of AT&T stock, you’ve got a 1.34 billionth say in where the company should build its next assembly plant. Still, the corporation is giving away some control to its stockholders, in return for which those people give it money to do something useful, like paying exorbitant salaries to its executives and building new factories.

The other type of stock is “preferred.” Although preferred stock is also considered an ownership share, the owner in this case doesn’t get to vote. Why is it called preferred then? Mostly because if the worst happens, you’d prefer that you had this stock, rather than the common stuff.

The dividends on preferred stock are guaranteed, but they do not go up when the company is doing better. If the company starts tanking, the dividends will keep getting paid on preferred shares, whereas they will be deferred or postponed on common stock. If things get really bad and the company goes under, the preferred shareholders will recover their investments before the other stockholders.

In addition to the types of stock, there are classes, such as “Preferred A,” that may be issued by a company for some specific investment purpose or subsidiary. The class is usually designated by a letter suffix.



Making Money on Stock

“Buy low and sell high.” It doesn’t get any simpler than that. The trick, of course, is knowing when to do what. Once you’ve got your piece of the corporation, you can do a number of things with it. Some of them might even make you some money in the big Wall Street casino.

One option is to sit back and wait for the money to roll in. Usually, this will take the form of those quarterly dividends. Some investors (those who are in for the long haul) buy stocks that have a high dividend yield over time. The yield is expressed as a percentage of the purchase price and is calculated by dividing the annual dividend amount by the amount you paid for the stock.
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FIGURE 17.2 Yield calculations.



In the calculations in Figure 17.2, we bought the stock at $50. If the company pays four quarterly dividends of $0.50 each, the annual yield would be $2, or 4%. If all goes well and you hold this stock for 25 years, at the end of the period, you’ll have gotten your purchase price back in dividends and have the share to boot. Stocks that pay dividends regularly are known as income stocks and are usually issued by established, mature companies.

Dividends don’t always have to be made in cash. Sometimes a corporation will issue shares of stock or other property as a dividend:

Cash dividends are paid either by the corporation or by a dividend disbursing agent, usually a bank. If the subject of an investigation had income from cash dividends, the disbursing agents or the corporation itself will have a record of the payments and the checks issued.

Stock dividends are paid in the corporation’s own stock. This is a good news–bad news deal: Plus—you did get some more shares in the corporation, so your net worth increased; minus—everybody else got some more shares too, so your proportionate share of the ownership of the company didn’t increase. The other good news is that a stock dividend, unlike the cash kind, is usually not taxable.

Property dividends are paid in the form of stock from some other company.

Some companies don’t pay dividends of any kind. These are usually newer companies that need the cash to expand their operations, so instead of giving it to their shareholders, they reinvest the money in the business. Stocks in such corporations are known as growth stocks. Investors in these issues are not counting on the dividend income; instead, they’re hoping that as the company grows, the stock price will go up.

Investing in income stock is a long-term strategy. There are investors who look for the stocks with the biggest and most consistent yields. The quicker way to big money is in the actual trading of the shares, which is where the “buy low, sell high” maxim comes into play. Predicting a stock’s performance is a chancy business, which is why the really good analysts make a lot of money at it.

A number of factors will determine whether a stock’s price will go up or down after it is first issued. The biggest factor is whether anybody wants the stock or not. The investor is obviously looking for somebody willing to pay more for the stock than he or she did. Whether there are any such people out there at the moment will depend on what the corporation’s profits are like, on whether it is paying dividends or deferring them because it needs the cash for operations, and on factors not necessarily under the company’s control. If your company is very big in the snow removal business, but this year’s winter was mild with little snow, sales may be affected. The stock price may reflect this problem by going down because fewer people are willing to pay a higher asking price for the stock.

Market prices will drive a stock higher or lower, but where is this “market”? As noted, there are a number of stock markets around the world where traders can buy or sell securities. In fact, there’s one open somewhere every minute of the day. The biggest American markets are located in New York—two on Wall Street in Manhattan. The New York Stock Exchange, or NYSE, is the oldest and most prestigious. The American Stock Exchange, or AMEX, was founded some years later. The exchanges are private associations, and the members or traders buy “seats” on the exchange. A seat on the NYSE has sold for as much as $1.1 million.

In order for a stock to be listed on an exchange, it has to meet certain requirements. On the NYSE, a company has to have pretax earnings of $2.5 million annually, 1.1 million shares outstanding, and a value of at least $18 million. The requirements are lower for the AMEX, which has two different sets of listings or categories of stock.

Another element of the stock market, though it is not technically an “exchange,” is the NASDAQ, an electronic marketplace run by the National Association of Securities Dealers. Almost 5,700 companies are listed on the NASDAQ, all of which are required to have $4 million in assets, at least 400 shareholders, and $750,000 in pretax income. Some very big companies, including Microsoft, trade on the NASDAQ, which has two types of listings: its National Market Issues and Small Cap Issues. The smaller, emerging companies are listed in the Small Caps.

Some lower priced stocks are traded in the over-the-counter (OTC) market. Most of the 28,000 companies trading over the counter are newer and smaller, and there are no minimum requirements for income or shareholders, as at the other exchanges. OTC stocks are not listed in the financial pages because they don’t trade as regularly, and there’s no exchange like the NYSE or AMEX. Some of the more active issues are summarized on a “pink sheet” for brokers. If you’re hot for a Canadian gold mine or some emerging software developer, and it is trading publicly, you can find it here.

There are also several regional stock exchanges, where trading in shares from all of the major markets can take place. These include the Pacific Stock Exchange in Los Angeles and exchanges in Boston, Philadelphia, Chicago, and Cincinnati.

Individuals cannot trade directly with any of these exchanges; they have to go through a licensed broker. What with trading on the Internet and over the phone, the stock market is getting to be less of a closed society, but the restrictions are still there.

The item that all of these exchanges are “exchanging” is, of course, a stock certificate. These certificates are unique to the company issuing them, although they all contain some common features. (See Figure 17.3.)

Stock certificates contain a number of safety features to prevent theft and forgery. The Committee on Uniform Securities Identification of the American Bankers Association issues the CUSIP number. Every publicly traded stock or bond will have a CUSIP number, as well as one issued by the Securities and Exchange Commission (SEC) and one by the company or its transfer agent. The number of shares is repeated in several places on the certificate. Note that the owner of the shares is clearly identified. Bearer shares may be legal in some parts of the world, but not in the United States. A record of this owner will be on file with the corporation and its transfer agent, who will mail out the dividends and the ballots according to the information in its records.



Market Operations

A corporation elects to sell shares to the general public in order to raise cash for its operations or expansion. Most businesses and small corporations don’t trade publicly; they are closely held by the original owners. In fact, most states have laws regarding how many stockholders a company can have. If a corporation chooses to offer shares to the general public, the securities must be registered, and special procedures for the offering will be required. This is primarily to prevent fraud and loss of investor confidence.

In the case of major corporations, stock offerings are made through an initial public offering. The IPO is coordinated through an investment banker or group of bankers who agree to buy all of the issued shares for a prearranged price. The shares are then traded on the open market. At this point, the company has all of the capital it wanted to raise, and its shares are now being publicly traded. The price at which the shares are traded will depend on how much people are willing to pay. Some shares go right up on the day of the IPO.

The shares are now listed in one of the three major exchanges (except for OTC stocks), and their activity is tracked in the financial pages of major newspapers such as The Wall Street Journal. Most newspapers carry at least some of the listings.

Every stock listed on an exchange is identified by a symbol. On the NYSE and AMEX, these letter combinations have one to three characters. NASDAQ issues have four or five. There may also be an extra character or two to identify special categories, such as preferred shares.

Stocks are traded in lots and priced in points or dollars, with fractions in decimals. The standard unit of trading is a round lot consisting of 100 shares of stock. An odd lot is anything less than 100 shares. It trades at the same price as the round lot, plus an odd-lot differential.

As orders to buy or sell come into the exchange from brokers, the transactions are posted on an electronic board, which is still known as the “tape.” The sales are conducted on an auction basis, with the buyer making a bid for the stock at the price quoted or offered. As demand for the shares rises and falls, the sellers will change their prices.

Each transaction will be reflected on the tape, in a short synopsis that contains the ticker symbol, the number of shares traded, and the price per share. Round lots are reported with a number 2 through 9 and sales of 1,000 or more shares with the actual number exchanged. In Figure 17.4, the tape reflects three transactions, as follows:
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Figure 17.3 Features of a stock certificate. (Photo courtesy of UPI.)




	100 shares of Quantum, a NASDAQ stock, sold at $24.25 per share

	4,000 shares of Dole Foods, an NYSE issue, sold at $63.00 per share

	200 shares of AT&T Preferred, an NYSE stock, sold for $78.50 per share



(These are hypothetical examples. In reality, you would not see NASDAQ and NYSE transactions on the same tape.)

The total number of shares exchanged and their dollar values are calculated at the end of the day, a figure that is watched with great interest and reported widely. Also reported are several “averages,” such as the Dow Jones Industrial Average (DJIA). These averages are made up of groups of selected stocks—30 industrial issues in the DJIA, for example. The average used to be computed by dividing the total price of the selected issues by 30, but now a more complex formula is used.
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FIGURE 17.4 A transaction from a ticker tape.






BUYING AND SELLING STOCKS

The corporation got all the money it was going to get in the initial public offering. After that, the shares are being bought and sold by investors on the open market, in a process that benefits the company only indirectly. This trading is conducted through brokerage houses licensed to do business with the exchanges. These brokerage firms operate much like banks, in that they offer a form of credit and will hold and invest your money for you. Over the years, real banks have gotten nervous about how closely the operations of brokerage firms resemble banking—generally with higher and more attractive rates of return.

The brokerage house is an exchange member and is subject to extensive regulation by the Securities and Exchange Commission. Brokers or stockbrokers act as agents to conduct your transactions, executing the buy and sell orders. Traders are people who are buying or selling for their own accounts. Some are employed by brokerage houses and others by institutional investors.

The first step in a stock transaction is an order by the customer. Suppose I decide I want to get a piece of Al Capone’s publicly traded corporation. I study the financial pages, maybe look at some newsletters, or perhaps just act on the advice of my stockbroker, and then make the decision to purchase some shares.

I have a couple of options in placing my order. First, I could make a market order, which instructs the broker to move immediately to get the best price possible now. If I thought that the price of the Capone stock was going to go down, I might place a limit order, which would have the broker buy when the stock reached a certain level. If I were selling the stock, I could also place a stop loss order, which would prevent further losses by selling when the stock fell to a specified level. Stop loss and limit orders can also be time sensitive, automatically canceled at the end of the day (a “day order”), or good till canceled (GTC). This is what Martha Stewart claimed she had in the transaction that landed her in trouble over insider trading allegations. The government said she got inside information that the stock was going to tank and acted on it. She said the trade happened as a result of the stop loss order. The jury decided she’d lied.

Once the order is placed, the brokerage firm passes the order to a floor broker, who actually does the buying and selling. In a barter-like process that would probably be familiar to an ancient Egyptian, the floor broker contacts another floor broker who is looking to sell Capone stocks, and the two see if they can come to some agreement. If so, the order is filled and my purchase recorded. If not, the floor broker holds onto the order until he or she gets a deal.

Brokers charge commissions depending on how much work they have to do. Full-service brokers charge substantially more than the discount or deep discount brokers.

I got lucky and was able to get 100 shares of Alphonse Capone Second Hand Furniture, which was selling for $40 per share. I now owe my broker $4,000 plus his commission of $50. The broker can get this money from me in the form of cash or a check, or I could authorize him to take it from the cash management account I maintain at the brokerage house.

Another alternative is buying on margin, which is essentially a credit transaction. Once I’ve established credit at the brokerage, I may be able to use some of its money to buy stocks. I first have to deposit at least $2,000 in cash or securities with the brokerage, and then I can conduct all the margin trades through this account.

Margin trading can be very exciting because it can be very risky. In the case of my Capone stock, I could have done a margin trade by borrowing $4,000 from my broker, adding it to my $4,000, and using the full $8,000 to purchase 200 shares.

The good news is that if the stock went up in value by, say, $20, my investment would now be worth a cool $12,000. If I sold at this point, my broker would get his $4,000 back, and I’d get to keep everything else. (That is, $8,000 on my initial $4,000—a 100% return on investment!)
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The bad news is, if the stock went down, the brokerage would be required to make a margin call as soon as the stock fell to a certain level—75% of the investment price. I would then have to pump more money into the investment. If, for whatever reason, I can’t meet the margin call, I’ve got to sell the stock, pay the broker his $4,000, and keep the balance. Margin calls are mandated by law; there’s no chance to “wait and see” if the stock is going to go back up again. Margin trading complicates a financial investigation because, while you might see big investments in securities, they may not be composed solely of the subject’s money. Some of it may be the broker’s.

In addition to straight buying and selling transactions, brokers can handle some other activity for you. Two of these are selling short and issuing stock warrants.

Selling short is another credit type transaction. This time, you’re borrowing the shares from the broker and betting that the price of the stock is going to go down. For example, let’s say I know Al Capone’s going to lose his tax case and I think his stock is going to slip as a result. I establish an account with my broker and borrow or “sell short” 100 shares of Capone at $40 per share. A month or so later, the guilty verdict comes in and the stock drops to $20 per share. I now buy 100 shares of Capone at $20, give these to the broker to repay the original loan, and pocket the $2,000 difference, subtracting the broker’s commissions and the interest it charged for the loan.

The risk, of course, is that the stock might go up, in which case I’d have to pay back the loan with shares that cost more than I received from the sale.

Stock warrants are bought by people who are guessing that the price of the stock is going to go up. For a fee, an investor can buy a “warrant” that guarantees the right to buy a stock at a certain price for a given period. The fee involved is usually a small percentage of the share price. Warrants are issued by the corporation, just like the stock itself, and they are listed on the tape with a “wt” suffix after the stock symbol.

On my Capone stock, I might purchase an available warrant if I believed the Big Guy was going to beat the rap, causing his stock to soar. For $4 a share, I get a warrant that allows me to buy Capone stock for $40 per share for 5 years. If, in that time, the price of the stock doubles to $80, I can exercise my warrant, buy as many shares as the warrant allows at $40, and sell them immediately for a major profit. All of these activities will be described in the brokerage account statements maintained for your subject.

Brokerages may maintain stocks for their customers, usually in margin transactions. In other words, instead of having the certificates actually issued to you and kept in your possession, the brokerage firm can have the stock issued to it and kept in a “street name” in its possession. Your account statement will reflect this fact. Note, though, that an inquiry of the corporation would not disclose your ownership of the shares. Only the brokerage would have that information. Any dividends are paid by the corporation to the brokerage, which passes them along to you.

The accounting term for securities that are held by the brokerage in a street name is segregation. Within the brokerage, securities held in this fashion are separated into segregated files. A related service is called safekeeping. In this case, the securities are issued in the customer’s name, but the certificates are held by the brokerage for safekeeping. The dividends are paid directly to the customer.


Information about Stock Transactions

Corporations register their securities and keep records of the people who are holding their shares, but much of this work is done for the company by others, either brokers or transfer agents. Also active in stock transactions is the dividend disbursing agent, who may or may not be the same entity as the transfer agent.


Information at the Brokerage House

The best source of information is the brokerage house, through which every transaction must flow. Not only will some individual broker or account executive be familiar with the subject and his or her trades, but also quite a bit of financial information will be on file. This is especially true if the subject maintains a margin trading account.

Some of the information available from the brokerage firm includes:


	Account application form/signature card

	Name

	Address, telephone number

	Social Security number

	Financial references

	Date opened

	Type of account

	Initial transaction

	Special instructions





	Account executive’s customer card

	Name

	Address, telephone number

	Business address

	Investment goal

	Special instructions

	Personal knowledge





	Securities receipts, including certificate numbers and number of securities sent from the customer to the broker

	Cash receipts, including the amount and form of all payments by the customer to the broker and possibly photocopies of checks received by the brokerage

	Confirmation slips

	Identification of securities bought or sold and the number of shares or bonds

	Identification of the price per share or bond and the total price to be paid by the customer

	Trade date (date on which order was placed)

	Settlement date (date on which the purchase amount is due to be paid or the date on which certificates sold must be received by the broker)





	Canceled checks

	Forms 1087, summarizing dividends paid by the broker to the customer for stock held in street name

	Monthly statements

	All transactions during the month

	Full description of all trades, including securities purchased, sold, delivered, or received

	Market price of all securities purchased or sold

	Amounts debited or credited to the account as a result of trades

	End-of-month balances, in both money and securities

	Margin interest charged for the month





	Identification of account executive



The confirmation slip is a key form in the securities business. This is the central billing document used to record all transactions. It is generally mailed on the same day on which the securities are bought or sold, and it contains information about the customer’s account as well as details of the trade. (See Figure 17.5.)

Another key form is the monthly account statement. Much of the information from the confirmation slip is also contained in this monthly summary. In a financial investigation, such as that involving Bruno Richard Hauptmann, analysis of these documents is required to establish the nature and extent of the activity in the account. Hauptmann had tens of thousands of dollars in trades each month, but his monthly balance might have been only a thousand dollars.



Information at the Transfer Agent

The transfer agent is an individual or entity, often a bank, appointed by a corporation to handle matters relating to its stock. The transfer agent maintains a record of each stockholder containing the person’s name and address and the number of shares owned. If stocks are received from the customer, the transfer agent makes sure that they are properly canceled and that new certificates being issued are properly transferred and recorded.
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Figure 17.5 Confirmation slip for a securities transaction.



Records of the transfer agent include:


	Stockholder ledger card

	Stock certificates



Information in these cards and certificates will include:


	Stockholder identification

	Stockholder position (what he or she owns)

	Stock certificate numbers

	Number of shares represented by the certificates

	Dates certificates were issued or surrendered

	Evidence of returned certificates

	Names of transferees and transferors





Information at the Disbursing Agent

Dividend disbursing agents are, as their name implies, the people who distribute the corporation’s dividends. Sometimes the transfer agent acts in this capacity. Dividend disbursing agents are usually banks.

The records kept by dividend disbursing agents include:


	Canceled checks

	IRS Forms 1099



These records will contain information relating to


	Stockholder identification

	Stockholder position

	Amount of dividends

	Form of dividend (cash, stock, property)

	Dates on which dividends were paid

	Evidence of payment



Each corporation will be able to furnish the names of its transfer agents. The broker may have this information as well. Other sources of information about transfer and disbursing agents include:


	Financial Stock Guide Service (an extremely comprehensive reference on securities)

	Moody’s Investor Service

	Standard and Poor’s

	Local brokerages



Hundreds of millions of shares of stock are transferred every day—not just in the United States but also in markets around the world. Although the volume is immense, stocks are not the only securities to be traded. The markets for bonds, currency, and commodities also provide opportunities for investors.





BONDS: OWNING DEBT

A bond is an instrument of debt. You’ve heard the expression “my word is my bond,” which people use when they’re promising to do something. In the case of a bond, the financial instrument issued by governments or corporations, they are promising to pay you something.

There are a number of ways that corporations can obtain the money they need for their operations. One way is to issue stock. This does have the effect of diluting the value of the shares already owned by investors. The corporation could also borrow the money from a bank or another lender. A third option is a bond issue.

When a corporation decides to borrow money for a set period (generally for more than 5 years), it may sell a bond issue. Each of the bonds is a certificate of the debt; they are usually issued in denominations of $1,000. When a bond is sold, the corporation or “issuer” now owes the purchaser a set amount (the par value) as of the maturity date (the date on which the loan is to be repaid).

Several factors will go into setting the conditions for the bond. First, how long does the company need the money? Short-term bonds are generally issued for a year or less, intermediate term bonds for 2–10 years, and long-term bonds for periods of 30 years or more.

Second, how badly does the company need the money? This will dictate the yield—essentially, the amount of interest the company will be paying on the loan. The higher the yield is, the more attractive the bond is to investors and, of course, the more it costs the company in interest.

Bonds are known as fixed income securities because, once you buy them, you know exactly what you’ve got and when you’ll get it. When inflation is low and interest rates are fairly steady, bonds do provide reliable income on a regular basis. However, because bond interest rates are fixed, inflation can leave the holder with a security that pays less over time.

Bonds are initially sold by the corporation at par value. The purchaser might get a certificate, just as he or she would in a stock purchase, but these days many bonds are registered and stored electronically as book entry bonds. These certificates can be sold on a secondary market; the price depends on the bond’s yield as compared to other bonds on the market. If a newer issue comes along that pays a better yield, the older bond is going to be less attractive. Bonds issued when interest rates are high gain in value as interest rates fall because they are still paying off like clockwork at the higher rate.

As you might have guessed, there are different kinds of bonds out there, each of which is designed to fill a particular need of the issuer. Some of the terms used with bonds are


	Asset-backed bond—This type of bond is secured by specific assets of the corporation.

	Debenture—This is the traditional and most common form of corporate bonds. Debentures are not backed by assets, but rather by the credit of the issuer. Ratings services “rate” or evaluate these bonds to establish risk; you might hear about a bond rating being “downgraded.”

	Mortgage backed bond—This type of bond is also based upon credit—this time by a pool of mortgage loans.

	Convertible bond—This type of bond provides an option allowing the bondholder to exchange or convert the bond to corporate stock.

	Bearer bond—Whoever holds this, owns it. Bearer bonds are no longer issued in the United States, but they are still legal elsewhere. Bearer bonds have coupons attached, which are clipped periodically and taken to a bank, where they can be redeemed for the interest due. Since most bonds are no longer issued in certificate form, there are no coupons to clip.

	Zero coupon bond—“Coupon” in bond language means “interest.” Zero coupon bonds pay no interest until maturity, at which time the bond is redeemed at full value. “Zeros” are purchased at deep discount. For example, a zero might be sold for $500 and redeemed at maturity for $1,000.

	Municipal bond—This type of bond is not issued by a corporation, but rather by some governmental agency, though not always a municipality. The big attraction to a “muni” is the fact that the interest paid is free of federal and most state taxes. The bond’s yield is usually a little lower than for its corporate cousins.

	Agency bond—This type of bond is issued by a government agency, such as the Government National Mortgage Association, for such purposes as financing mortgages or flood control projects. Agency

	bonds pay better interest rates than other government bonds and are almost as safe.

	Treasury bond—Issued by the US government to fund its operations, treasury bonds are backed by the “full faith and credit of the United States” and are as safe as any investment in the world. All that security comes at a price, expressed in terms of lower yields. The Treasury issues a number of different bonds, including the “benchmark 30-year bond,” against which all other bonds are measured. Two others are

	Treasury notes, T-bills, and strips—Strips are zero coupon bonds sold at deep discount. T-bills are short-term, zero coupon bonds with maturity dates of 13 weeks or 26 weeks.





	Savings bonds—Savings bonds are US government bonds sold at a discount (a fraction of face value) and redeemed at maturity for full value. Savings bonds differ from other bonds in several respects. First, they are bearer bonds, even though they are registered with the Bureau of Public Debt in the name of the purchaser. Second, unlike other zero coupon bonds, they are tax exempt until maturity. Finally, they are not marketable. Savings bonds aren’t traded, as are other bonds.




Information about Bondholders

If your subject has invested in bonds, this information may be available through his or her broker. Although bonds are issued by a corporation or government entity, they are sold, like stocks, through brokerages. The broker will know when the bond was purchased and will have records, such as the monthly account statements and confirmation slips, to document bond holdings.

The interest on bonds is paid through an authorized agent of the issuer, usually a bank, that will have a record of the interest paid. Because this interest has to be paid properly, all bonds other than the coupon or bearer type are registered with the issuer in the name of the bondholder. Interest payments are made by check by the authorized agent.

Records available from the authorized agent include:


	Canceled checks

	IRS Forms 1099



These records will contain information relating to


	Bondholder identification

	Bondholder position (what he or she owns)

	Amount of interest payments

	Dates on which interest was paid

	Evidence of payment (canceled checks)






MUTUAL FUNDS: POOLING YOUR MONEY

With all sorts of investment choices out there, it makes sense for investors to spread their money—and their risk— around. This often means having a mix of stocks, bonds, or both. In this way, an investor is protected against sudden fluctuations in the price of certain securities.

This investment strategy dilutes the purchasing power of an investor who can’t go as deeply into a security as he or she might like. The solution for many is the mutual fund, which pools the money of many investors to buy large blocks of many investments. The risk is spread, but the purchasing power is still there.

Mutual funds are set up by investment firms, also known as mutual fund companies, as well as brokerage houses and sometimes banks. Currently, in the United States, there are more than 350 different such companies, offering more than 4,000 different mutual funds.

Most mutual funds are open end; this means that investors can buy as many shares in the fund as they want. This continues until the fund gets too big, and then it is closed to new investors, but not to people already in the fund who want to buy more shares. Closed-end or “exchange-traded” funds offer a fixed number of shares and, as their alternative name implies, are traded on an exchange or over the counter.

Some mutual funds specialize in stocks, some in corporate bonds, and some in tax-free municipal bonds. Further specialization may involve growth stocks, income stocks, or stocks from certain industries. Very popular now are mutual funds made up of stocks from “environmentally friendly” companies or stocks relating to minority-owned businesses. Along this line, some funds exclude certain stocks, such as tobacco. These are called “green” or “conscience” funds.

Of particular interest to the financial investigator are money market funds, which operate very much like a bank account. In fact, investors can even write checks on money market accounts, which might explain why your subject doesn’t have a bank checking account.

Money market funds operate on the same principle as a savings account: For every dollar invested, the investor gets a dollar back, plus the interest earned while it’s in the hands of the investment firm. These funds are very low risk, they don’t pay much interest, and they can be either taxable or tax free, depending on the type of investments made by the funds.

If you are buying shares in a mutual fund, you will either be paying a commission, or load, or not. “No-load” mutual funds charge no commission to buy shares, but there may be a “back-end load” to sell the shares. No-loads are an added incentive to invest and are a cheaper way to go.

There are two big questions to ask about a mutual fund: “How is it performing?” and “What are the fees?” Performance is the thing the investment firms want to talk about in their ads. Performance is a factor of time and the success or failure of the securities that make up the fund. If the investment firm picked some winners, the total return for the fund is likely to be good. If not, investors making a comparison with other funds are likely to put their money elsewhere.

Because mutual funds are generally regarded as longer term investments, performance is rated over relatively long periods—3 years and 5 years are benchmarks. The Wall Street Journal publishes performance information for thousands of mutual funds. Investors are obviously looking at

this information for the highest yields—but remember that, as the ads say, “Prior performance does not guarantee future results.”

The second factor, fees, relates to expenses connected with investing in the fund. The fees include the loads or commissions at the front or back end, but there are other periodic charges that the investment firm makes to pay for operating the fund. If these fees are high, the fund may be unattractive for an investor, even though the performance might be solid. The fees are capped by law at 8.5%, and most average between 3% and 5%.



INFORMATION FROM INVESTMENT FIRMS

The investment firm will have up-to-the-minute information on all of its funds, much of which is available via automated telephone systems. Information available from the investment firm includes:


	Account application form/signature card

	Name

	Address, telephone number

	Social Security number

	Financial references

	Date opened

	Type of account

	Initial transaction





	Cash receipts, including the amount and form of all payments by the customer

	Confirmation slips

	Canceled checks

	Monthly or periodic statements

	Summary of share purchases and sales, balance, interest, and money-market fund activity



Some of these statements can take a little getting used to because they may be written in terms of shares rather than dollar amounts. A key usually appears somewhere to help you figure it all out.



FUTURES AND OPTIONS: BETTING THE RANCH

The last investment category we’re going to cover involves futures and options. These investments are more complex, but at the same time simpler, than the others. Unlike stocks, futures and options do not represent ownership, nor do they signify debt, like bonds. They are more like big bets, placed on which way the price of something is going to go.

Futures are traded in contracts, which are basically an agreement to buy or sell something in a given time period. Futures contracts can involve almost anything, from corn and cattle to shares in a Fortune 500 company. Win or lose, however, there’s little chance that on the day the contract is due, somebody’s going to deliver a thousand cows to your door.

Futures are also very risky, and this kind of gambling is something Al Capone would have understood and appreciated—especially since he operated from Chicago, home to three of the eleven largest futures exchanges. As a way of explaining how these markets work, we’ll use beer as an example, although this isn’t a commodity traded on the exchanges. We’ll assume that it’s February 1930, and we’ll also pretend that beer is one of the items traded on Chicago’s Midwest Commodity Exchange.

Most people who are in the beer business, such as Al Capone, buy and sell their product on the cash or spot market, so-called because payment is made in cash on the spot. The spot prices for beer are posted daily in The Wall Street Journal and other financial publications, so everyone interested knows the current rates for the commodity. A newspaper summary on February 1, 1930, might look like that in Figure 17.6.

This table summarizes the commodity, the exchange, and the quantity in which it is measured (bushels, gallons, tons, etc.), along with the current and historical prices. The chart lets you know that beer is currently selling on the spot market for $0.50 to $0.52 per gallon, down from last year’s level of $0.57.

You know that beer is subject to seasonal fluctuations in demand: More people like a nice cold brew in the hot summer months, even with Prohibition in full swing. You decide to bet that the price of beer is going to go up substantially in June or July.

Futures contracts are made for set amounts, the size of which varies with the commodity. A wheat contract is 5,000 bushels. Gasoline contracts are 42,000 gallons. Our fictional beer contracts are 5,000 gallons.

You contact your broker and order him to buy 10 July beer contracts. In futures parlance, this is known as “going long in beer.” The July contracts are selling on the floor of the exchange for $0.50 per gallon, so each 5,000-gallon contract will cost $2,500, or $25,000 for the lot.

Futures trading is heavily leveraged. This means that, as in margin trading in stocks, the commodities broker puts up some of the money. Your initial investment is only 10%, or $2,500; the rest is leveraged.

Now you sit back and wait. Futures can be extremely volatile, with large price swings, depending on external events, supply, and demand. By April 1, the price of beer has risen 10%, to $0.55 per gallon. The value of your contract went up accordingly, and it is now worth $27,500, giving you a cool 100% return on your initial $2,500 investment. At this point you could go “short” and sell, but you decide to hold on at least until June, when you think you’ll do even better.

In May, however, beer stocks rise due to new production coming on line and beer buster Eliot Ness going on his annual vacation. Prices fall, and your profits are wiped out. In addition to that, the price drops all the way to $0.40 per gallon, a full 20% decline.

Your investment is now worth only $20,000 and you’re $2,500 under your initial margin amount. Your broker makes a margin call, and you’ve got a decision to make. If you stay in, you’ll have to keep pumping in cash to stay above the margin level. If the price keeps going down, you could lose substantially more money. This is how it’s possible for commodities investors to lose much more than their initial investment in a big hurry—not a place for the faint of heart. (See Figure 17.7.)

Estimates are that 75%-90% of all commodities investors lose money each year—and most investors stay in the market for only 11 months or less.

Anyway, you decide to cut your losses by selling all 10 July beer contracts. This cancels your original promise or contract to buy. (This offset is how you keep somebody from delivering 50,000 gallons of beer to your home on the third Friday in July.) Your broker subtracts his commission from whatever money is left, and you flee with the rest to some other, more sedate investment opportunity.

Traders try not to let things get this bad by buying and selling offsetting contracts to balance out the potential losses. Some safety devices, such as “hedges,” allow the risk to be spread a bit. This type of investment requires extremely close attention.



SECURITIES AND MONEY LAUNDERING

Securities can be a major part of a money laundering scheme, either as instruments of the money laundering crime or as the fruit or object of that crime. As instruments, securities may be used in the actual manipulation of the dirty money. For example, stock certificates represent ownership of a corporation. If I had 100% of the outstanding shares of a corporation, I would own that company—lock, stock, and barrel. Such corporations, especially the “shell” or bearer share variety, are used to layer money laundering schemes. The shares used in such schemes are seldom those of publicly traded corporations—the type that are listed on the major exchanges.
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Figure 17.6 Newspaper summary of spot prices for commodities on February 1, 1930.
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Figure 17.7 An example of futures trading in beer.



There are also money laundering schemes that involve the use of securities to obtain loans. We’ll look at these in another chapter. And because securities are, by their nature, oriented toward investment, they are expected to produce income that appears legitimate. This allows securities to be used as integration mechanisms and for other laundering purposes.

For example, let’s suppose that I am a businessman who wants to influence a politician on some zoning matters and that the politician is open to being influenced. My scheme might have a couple of steps. First, an “investment opportunity” would be created, possibly in something like, say, cattle futures. As we’ve seen, this type of venture allows for a potentially huge payout on a relatively modest investment.

I have the politician put up a small amount of money, or maybe I put it up for him, and then I manipulate the contract so that the politician gets back the investment plus the big bribe—er... contribution—that I promised in the beginning. (What I’d probably do is invest in several contracts with different positions, short or long, and report the big winner as being the one that the politician’s money happened to be in.) It looks like he just got lucky in the market, and I’ve concealed the true source and nature of the funds.

In the second category—fruits of the crime—securities may be the object of a money laundering operation. The scheme may involve the conversion of dirty cash into clean securities. Securities of all sorts, including those of “blue chip” companies, are ideally suited for this purpose. Because the volume of trading in stocks, bonds, mutual funds, and options is so heavy, suspicious transactions can be difficult to detect. Some brokerage firms are now much more cautious in the handling of currency from their customers, especially after a couple of them got hammered for assisting in money laundering schemes. Recent legislation has compelled securities brokers to report suspicious transactions, just as banks do, and to implement other anti-money-laundering controls.

If an investigation discloses that a suspect is involved with securities, it is essential to locate the broker or brokers who are working the trades. This brokerage firm will be the source of much of the information relating to the suspect’s activity. Furthermore, the broker may have personal knowledge of the customer. On occasion, the relationship may be extremely close, so use caution in developing these leads.

In conducting the financial investigation, the case agent should be alert for checks to or from brokerage firms, mail from such firms, and the records themselves, if encountered in a search warrant.

Because many securities transactions are reported to the IRS, an ex parte order for tax return information may be useful in identifying brokerage accounts or other activity. Such a request should be written to include “information returns,” such as IRS Form 1099.

In the case of securities issued by corporations that are not publicly traded, the companies themselves may be the best source of information. However, the possibility that the subject of the investigation is directly involved in the operation of these corporations is strong. Caution is urged.






18 Obtaining Financial Information


We have learned the answers, all the answers. It is the questions we do not know.

Archibald MacLeish




Knowledge advances by steps, and not by leaps.

Lord Macaulay



In his book The Anderson Tapes, the late best-selling author Lawrence Sanders described a crime, every detail of which was recorded somewhere on someone’s surveillance tape. Sanders was commenting on the loss of privacy in our modern society and exaggerating the intrusion of surveillance, but he was also describing a situation wherein the investigators had so much data, from so many sources, that they were unable to see the forest for the trees. Not until after the crime had been committed did they realize what they already knew.

As the police officers in the infamous Rodney King beating case discovered, those video cameras are everywhere these days; however, the really comprehensive information is financial. People today leave tracks wherever they go—an amazingly detailed trail of paper extending from birth to death. Much of this information is documentation of the things people buy, sell, and own. Other information may provide leads to financial data, and financial data may provide leads to nonfinancial evidence.

In fact, there may be so much information that simply managing the sheer volume of evidence becomes a problem. Before you get to this point, however, the evidence must first be obtained. Since it will be coming from a variety of sources and acquired in a number of different ways, it’s a good idea to be flexible in your approach.

One of the themes of this book is that a money laundering or financial case is just a regular investigation that employs some additional analytical techniques. Financial cases provide some opportunities that may not exist in other criminal matters, though. For one thing, there is that wide paper trail out there, just waiting for somebody to get onto it.

The records that make up the evidence in a financial case will ultimately come from two basic sources:


	Subject records

	Third-party records



It cannot be stressed strongly enough that every effort must be made to acquire the subject’s own records. These are the primary and best source of information on the activities of the subject and his or her organization. You must try to get the subject’s records.

Whether a person is a small-business person, the president of a Fortune 500 company, or a low-level drug dealer, there will be some records. Leads to the subject’s records, or to those kept by a third party, may come from a variety of sources, including many techniques that have been used by criminal investigators for centuries. The investigator must keep in mind that the financial information is critical to a money laundering case and must take pains to develop it.


RISK VERSUS REWARD

At this point, you should be convinced that financial evidence has value to your case. Before you can exploit the information, you first have to get it, a process that has some bumps. Some of the bumps are legal, placed in the investigator’s way to protect the privacy of individuals. Other potential problems are practical, relating to the speed or direction that an investigation will take.

One big consideration for investigators of money laundering or financial crimes is premature disclosure. The disclosure might be broad—the discovery by the subject that he or she is under investigation—or narrow—that the agents have found a bank account, safe deposit box, or other asset that the subject thought had been successfully laundered. Neither one of these situations is very attractive, and proper planning of the case is necessary to prevent unpleasant surprises. Because so many of the methods used to acquire financial information involve legal processes, such as subpoenas or search warrants, the participation of the US Attorney or the prosecutor in this part of the case is rather important.

Decisions will have to be made about who will be subpoenaed and when. Will a gag order be required for the subpoena? Would a search warrant or a subpoena be a better tool, or should both be used?

All of these decisions should be thoroughly explored by the agents and the attorneys. They should be weighed or evaluated on a scale measuring the potential risk of disclosure against the value of the information sought. Figure 18.1 provides a graph of this process.

At the very low end of the risk scale, computer checks often provide important financial leads. Thorough checks of public and law enforcement databases should always be the foundation of a money laundering investigation. A more complete discussion of some of these databases appears in the next chapter.
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Figure 18.1 Risk versus reward: determining when and how to use a source of financial information.





TRADITIONAL SOURCES OF INFORMATION

There’s really no way to distinguish a financial investigation from any other criminal case, except that you are concentrating on acquiring information of a financial nature. In many cases, the sources of this information will be the same ones who are providing information about the unlawful activity underlying the money laundering transactions.

Informants, cooperating defendants, undercover agents, and surveillance are all key elements of criminal investigations involving financial crimes. Although some caution must be used in employing these techniques in financial cases, the leads produced can substantially advance an investigation.

“Traditional” sources can be used to establish facts or to refute defenses as well. For example, a confidential informant who has bought drugs from your subject in the past can also be asked about the records kept by the subject, any assets the subject owns, and any banks the subject uses. These leads could save a lot of time and cut the risk of exposure that might accompany some of the other methods.

Similarly, if the subject were to claim that all of his or her wealth came from the operation of a video rental business, the informant could refute this claim by testifying that the subject rented the tapes at a loss to blend the drug money into his or her bank deposits.

Although the traditional sources of information might be valuable in locating and identifying the subject’s records, their main value may well be in helping to identify people or businesses with whom the subject is conducting financial transactions—one of the objectives of a money laundering prosecution.

Where is that subject banking? A mail cover should disclose the addresses of the financial institutions, but a pen register on the telephone, a well placed informant, or physical surveillance might also produce the same information.


Informants

Informants have been one of law enforcement’s most effective tools almost forever. For purposes of this discussion, an informant is someone who is actively cooperating in a law enforcement operation or investigation. In a money laundering case, a well placed informant may be the only way to penetrate a scheme that has been effectively layered and the proceeds integrated. If the launderer himself or herself turns against his or her employers, the impact on a criminal organization would be massive.

Because the value of this inside information is so high, investigators should always seek to identify and develop potential informants; they can do so in the financial community as well.

Caution: One of those “bumps” we mentioned earlier relates to the use of informants. Federal law covers the type of information financial institutions can provide to law enforcement and the conditions under which it can be provided. Law enforcement officers are not supposed to evade these statutes (the Bank Secrecy Act and the Right to Financial Privacy Act) by using bank tellers or employees as informants.

Another no-no is obtaining an individual’s credit report from an informant who is employed at a car dealership or other credit bureau subscriber. If you want the credit report, get a grand jury subpoena.

These cautions aside, confidential sources can come in a couple of categories. They could be criminal informants who also have financial information, or they could be “pure” financial informants, possessing information only about financial transactions, not criminal activity.

In the former category, the informant debriefing must be conducted to develop fully all of the information possessed by the informant. He or she will be asked not only about specific illegal activity but also about financial matters within his or her knowledge. Does the informant know of any assets? Can he or she describe the flow of money through the illegal business? How many customers does the subject have? What is the volume of business? A complete informant debriefing guide, obtained from the Department of Justice’s Financial Investigations Checklist, is included in Appendix B.

One area that you should emphasize in a debriefing of a criminal informant relates to the subject’s records. Fully explore any knowledge the informant may have as to how or where these records are kept. This information will be of significance in the affidavits for document search warrants.

The other type of informant is one who has knowledge only of financial transactions. This person could be an employee at a car dealership, real estate agency, or brokerage firm. Typically, this informant would know about placement activity by the subject, possibly large cash transactions or suspicious financial dealings. Interestingly, Title 31 U.S.C. §5323 provides for rather substantial awards to persons providing information about violations of these statutes, something that might motivate individuals to come forward with whatever they know.

It’s well established in the law that an informant cannot do anything that an agent cannot legally do. This means that if you can’t go to a foreign country without permission, neither can you send an informant to do so. If you can’t use a ruse to get around an attorney–client privilege, neither can an informant.

Something else to remember is that informants cannot conspire with the subject, although they can be used in connection with the “attempt” provisions of Title 18 U.S.C. §1956 (a) (3), the so-called “sting” provision. Even with these restrictions in place, a good informant is one of the best resources possible to penetrate a money laundering scheme.



Undercover Agents

Undercover agents have been used extensively in money laundering investigations, with often astounding results. Some of the largest money laundering cases and seizures have been made in undercover stings. Some of these cases will be discussed in another chapter, but we’ll look briefly here at some of the legal implications of using undercover agents to acquire financial information.

First of all, the same restrictions on informants apply to undercover agents. It would be improper to send an agent to work in a bank just to get access to customer account information. Second, the undercover agent can have only restricted contacts with people who are represented by counsel. Still, an undercover agent is often the best witness in a money laundering case and can provide direct testimony—not just about the criminal activity but also about the disposition of funds and the statements of the principals.



Interviews

Interviewing is a staple of any criminal investigation; it is no less important in a money laundering case. You may be interviewing a broad spectrum of individuals, from people who are intimately connected with the suspect to business people who conducted financial transactions.

The format of interviews in money laundering cases will vary, but they will generally be directed at either the Specified Unlawful Activity or the financial transaction elements of the money laundering offense. In some cases, the interviewee may have knowledge about both, as would be the case if the person had engaged in multiple drug transactions with the subject. The disposition of the cash, the amount paid, the price of the drugs, the method of payment, and any records kept of the sales would all be of interest to the investigator.

Witness statements must be corroborated, and in financial cases this is often accomplished by documenting financial transactions described by the witness. For example, a drug trafficker arranged for deliveries by taking calls from his supplier at a gas station pay phone. The supplier’s phone records documented telephone calls to the pay phone, but how could it be established that the trafficker was the one on the phone? A witness said so, and the trafficker’s gas company credit card records showed he had bought gas at that location on the same dates as the phone calls. This type of corroboration involved only one small part of the huge paper trail left by this particular trafficker, but it illustrates how even the smallest financial transaction can help document a money laundering crime.

If an indirect method of proof will be used to show income to the subject, the number of interviews required will probably jump dramatically. In the government’s investigation of Al Capone, at least 1,500 interviews were conducted, many of which were with business owners or employees who had taken cash from the Big Guy. The statements made were then corroborated by some of the 2 million records reviewed by the investigators.

There are fewer “bumps” in the interview process. Some witnesses will not provide information unless they receive a subpoena. The shop book rule relating to business records is an exception to the general principle that hearsay testimony is inadmissible. Under this rule, the person who is the custodian of records at a business can testify to their authenticity if the books are maintained in the ordinary course of business. One of the functions of the investigative search for financial evidence will be to locate the person at a business establishment who is in charge of the records. An interview of this person has to cover the facts needed to allow the hearsay to come in under the exception.

Similar authentication is required for the subject’s records. This can often be done by witnesses who saw the records being prepared or who witnessed their use in the business. In the drug case already mentioned, ledgers were seized in a search of the trafficker’s residence. These ledgers contained what appeared to be coded records of drug transactions. A handwriting exemplar proved that the trafficker had written the entries, but one of his customers tied the knot by testifying that the trafficker used the records to document credit or “front” sales of narcotics and that several of the entries referred to purchases made by the witness and payments to the trafficker.

A legal consideration that applies to some financial records is privilege. Some records or testimony may be protected by the attorney–client privilege, something you should review with the government’s attorneys. No such privilege is enjoyed with respect to the records of accountants or bookkeepers, or employees or agents of the subject, however.

As for the Fifth Amendment privilege against self-incrimination, there are a couple of useful exceptions to that as well.



Surveillance Operations

Surveillance is another investigative technique as old as law enforcement. It has caught up with the times, however, and electronic, audio, and video surveillance techniques have made the investigator’s job both easier and harder. On the one hand, a video surveillance tape with full audio is certainly devastating evidence to put before a jury. On the other hand, with all the 60 Minutes types of shows on television, jurors come to expect this sort of evidence and may get a bit miffed if they don’t get it.

Unfortunately, this type of high-tech surveillance does not play a major role in most financial cases. If it’s available, it takes a backseat to the records of financial transactions that may have taken place years before. This isn’t to imply that surveillance doesn’t have its place—a very essential one in money laundering cases. Some of the major cases described in this book were advanced and even initiated as a result of surveillance techniques.


Physical Surveillance

Physical surveillance is the method that most people associate with law enforcement: two guys sitting in a car, waiting for something to happen. That’s exactly how it works in a money laundering case, too, except that the “something” they’re waiting for might not be what people expect.

The agents might be looking for links to financial institutions or to specific transactions. In our drug case example, surveillance was used to follow the subject to two different banks and to an apartment complex where the trafficker owned two apartments under a false name. At the time this was going on, none of this was particularly exciting to the agents, who were looking for drug transactions. The information later became very important when it came time to seize the apartments, however.

Is the suspect going from a drug meet to the bank? Safe deposit box records for that day might show the box being used to hold cash or drugs. Is the suspect visiting a mail drop location? He or she may be receiving monthly statements from bank accounts in another name or from another country. This is some of the seemingly routine or innocuous activity that may be of crucial value to a financial investigator.

Another technique involves “covers” on the subject’s mail, trash, or telephone. Because communications are so essential to money laundering activity, all three of these covers will reveal contact between the subject and places where financial transactions are taking place.



Mail Covers

Mail covers are arranged through the Postal Inspection Service and permit the recording of information from the outside (only) of mail being delivered to the subject’s address. Mail covers are made for a limited amount of time and need to be carefully justified. Figure 18.2 is a sample request for a mail cover. You only get the information on the envelope, but this can provide links to the banks, brokerages, lenders, and businesses with which the subject is in regular contact. You won’t know the contents of the envelope—what’s in the bank statement, for example—but you’ll know which bank is mailing it.

Even if there’s no return address, there should be a postmark. Articles postmarked in the Cayman Islands or Zurich might give some helpful hints because offshore banks may not put their name or address on the outside of the envelope. (Some will even mail correspondence from a third country in order to protect their customers’ privacy.)

Even though the information may be limited, the mail cover should be considered in every financial case. This cover should include all of the locations where the subject is known to have mail delivered, especially commercial mail drops and the addresses of associates used as mail drops. The post office should be able to identify any post office boxes held in the subject’s name.



Trash Covers

Trash covers are not one of the more pleasant jobs in law enforcement, but they can be among the most productive. People do discard a lot of important stuff, much of which can be used in a financial investigation. Credit card slips, bank statements, canceled checks, repair bills, tax assessment records, correspondence—a person’s whole life eventually gets discarded.

Under current federal case law, a person’s trash has been officially abandoned once it is put out at the curb for pickup or in some other way discarded. As long as the agent can get the trash from the curb or the Dumpster, anything in the rubbish is fair game.

Having done this a few times, I’ll attest to the nastiness involved in being this sort of G-man, but it certainly paid off. Among the items recovered were records of illegal gambling operations, drug records, and clippings from false identification that the suspect was manufacturing.

Trash covers provide direct leads to financial institutions, almost all of which mail statements regularly to their customers. Accounts and even specific transactions may be identified in this fashion, if the suspect is discarding checks or deposit tickets.

Another good lead from trash covers is just the information that the subject receives, maintains, and discards financial information at that location. This knowledge will be needed to obtain a document search warrant for the premises. This is especially true if the subject is discarding something incriminating, such as gambling records, or is shredding that type of document.

Great caution must be taken to avoid detection in the pickup of the trash. In the FBI’s investigation of Soviet spy Aldrich Ames, the bureau bought a duplicate trash can, made a quick substitution in the early morning hours, and returned the original can before dawn, with all the uninteresting trash included. This is a pretty good ystem.
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FIGURE 18.2 A request for a mail cover.



Some crooks know about this technique and take steps to prevent their trash from being examined. They may buy and use a shredder or burn their important papers. They may wait until the trash truck is at their door before putting the trash out. In one of our cases, an illegal bookmaking operation, the subject had a relative sit outside with the can until the trash was collected.

Anything collected in a trash cover should be treated as evidence, complete with chain of custody. These are the subject’s records and will require authentication before being brought into court.

Case law in some states does not allow for trash searches without a search warrant. You’ll have to check with your prosecutor to determine the case law in your jurisdiction. If it’s legally possible to include trash searches in your money laundering investigation, you should do so. It’s a dirty job, but it can be very rewarding.



Pen Registers

Another good source for leads is a pen register on the subject’s telephone. Dialed-number recorders (DNRs), or pen registers,

do not (usually) require a wiretap order. When they are placed on the subject’s telephone line, they will provide details of the numbers dialed for all outgoing calls. Combined with a “trap and trace,” the pen register will cover incoming calls as well.

You don’t get any voice, but you do know every number the subject is calling, including his or her bank, broker, jeweler, travel agent, and car dealer. This technology has reached the point where a computer does most of the work in organizing the data recovered. Other computer programs can analyze the traffic to permit some fairly sophisticated conclusions about what the subject is doing and why—all without ever hearing anyone’s voice on the line.


Pen registers require a court order to install and generally run for 30–90 days, although they can be renewed. Most of the newer models allow for the unit to be dialed from the office, downloaded, and the data analyzed—all from the agent's desk. If you are using the phone company to make the installation pursuant to the order, make sure a nondisclosure provision is included. This should be one of the items in your tickler file to stay on top of; renew all the nondisclosure orders until they are no longer needed.


A wiretap or a fax intercept order is much harder to get and much more complicated (and costly) to operate. Of course, the information received is likely to be far better—good enough that this method should be considered.

Money laundering schemes are communication intensive. There’s something about having all that money floating around, which is not closely identified with anyone in particular, that makes money launderers nervous. Like anybody else with lots of cash, they tend to be protective of it and to make at least some effort to keep track of all of it. This requires instructions to the bank, to nominees, and to front people or smurfs. Conversely, these people need to provide notifications to the subject that funds were received or transferred.

Many of these calls may be nothing more than the equivalent of “the check’s in the mail,” but those calls are made. When combined with other investigative techniques, the pen register/trap and trace can be a rather useful tool.

The foregoing are more traditional approaches to obtaining information. What follows are the methods investigators use to acquire the financial evidence they need to complete a money laundering investigation in court.





FROM THE HORSE’S MOUTH: THE SUBJECT'S RECORDS

You must attempt to get the subject’s records.

I know I’ve said it before, and I will again: The records kept by the subject are the best source of information about any money laundering case.

Imagine, for a moment, the most sophisticated money laundering operation in the world—one with false fronts and numbered bank accounts all over the place. You’ll never be able to reconstruct such a scheme from the records kept by third parties or the statements of witnesses. But, somewhere, the records of the money launderer exist, with a complete description of the whole scheme.

The chances of finding those records are admittedly slim; however, most money laundering cases don’t involve such sophisticated schemes. And everybody keeps records. If the subject is operating a business as a front, the business has to keep records. If the subject has any sort of relationship with a financial institution, he or she has some sort of records. You may not get the mother lode describing every detail of the money laundering scheme, but you may be able to get enough of the subject’s own records to figure out what’s going on and where the money went.

All that said, how can the subject’s own records be obtained? In the following four ways.


Just Asking...

One way would be simply to ask for them, taking the direct approach. This probably won’t work—definitely not if the subject’s lawyer has anything to say about it—and you’ll definitely alert the subject to the existence of the investigation.

Still, you never know, and if you’re at the very end of the string, with no chance to get the records any other way, there may be no harm in asking.



Obtaining Records through a Second Party

On occasion, a second party may provide the records you’re looking for. When I first went to work for the IRS, I was amazed by the number of people who came in with information about tax crimes, often bringing large numbers of documents with them. I referred to these people as “exes,” because they were all ex-wives, ex-husbands, ex-bosses, exemployees, ex-landlords, ex-tenants who had two things in common: some access to their ex’s business affairs and some motivation to give that person up.

The records provided in this situation are often very valuable. Accepting them poses a couple of legal problems. Remember that an informant cannot do anything the agent couldn’t legally do, so you can’t tell informants to go steal a bunch of the subject’s records. If an informant had already stolen them, however, before he or she ever came in contact with you, the government is under no obligation to turn the information away.

If the informant still has legitimate access to the subject’s records and can obtain a copy or even bring the originals to your office, this is probably going to be upheld as well, although the question will probably turn on what type of legal access the person really had. In this case, it may be better just to get a very thorough description of the records and their location and then to seize them with a warrant, but there is something to be said for keeping the subject in the dark, too.

The informant may be able to get copies of the records by asking for them—“I need a receipt for my records.” In this case, the subject would be generating a record and voluntarily providing it to a second party; there’s nothing wrong with that.

Caution should be exercised in using a witness to obtain records from the subject, especially if you can’t be sure how he or she is going to get them. You may want to speak with counsel or the Assistant US Attorney before proceeding.



Subpoenas and Special Exceptions

Can the subject of an investigation be compelled to produce the documents that (you certainly hope) will incriminate him or her? The average citizen and even most experienced criminal investigators would say no, but the answer, surprisingly enough, is maybe.

The Fifth Amendment generally prevents the government from forcing people to give evidence against themselves. Courts have ruled that this protection extends to the documents and records they have prepared or maintained.

Under some circumstances, this protection may not be as broad as the subject might like, and this may be of special interest to investigators in money laundering cases. The doctrine is expressed in two Supreme Court decisions, each regarding a different type of record and the circumstances under which those documents must be produced.

In the first case, Braswell v. United States, 487 U.S. 99, 108 S.Ct. 2284 (1984), the Court held that the collective entry doctrine prevented Braswell from claiming Fifth Amendment protection for his corporate records. Braswell was the sole shareholder of the corporation, as well as the custodian of records.

Other Supreme Court decisions have consistently distinguished the records of a corporation from those of the individual officers, employees, or shareholders—and found that corporate records do not enjoy Fifth Amendment protection. In Braswell, the distinction between Braswell, the individual, and Braswell, the corporation he owned completely, was narrow, but the Court still found that the records must be produced.

What about a sole proprietorship, a partnership, or another noncorporate entity? Somewhat surprisingly, the Court found a Fifth Amendment exception for these records as well, albeit a limited one.

In United States v. Doe, 465 U.S. 605 (1984), the government issued grand jury subpoenas for production of business records to Doe, a sole proprietor. He refused to produce the records, claiming a Fifth Amendment privilege. The Supreme Court ruled against this claim, saying that in some instances, the privilege might not apply to business records.

Specifically, if the government’s request for documents involved (1) business records that (2) were voluntarily prepared in the normal course of business and (3) there was no testimony by the person producing the records and (4) no authentication of the records by the producer was required, then the subject could be ordered to produce the records.

For purposes of the production, the subject is granted “use immunity”: The fact of the production cannot be used against him or her. As further protection, the materials are produced to the grand jury under the name “John Doe.”

Under this decision, the contents but not the act of production can be used against the subject. The government would have to find some other means of authenticating the records, such as a witness, handwriting analysis, and so forth, because the subject still cannot be compelled to testify to this information.

The implications in a money laundering case are significant. If you know that your subject kept records relating to offshore investment or transactions—the type of information that would not be available from those offshore locations—you might be able to force disclosure directly from the subject.

Whether the subject would actually produce such incriminating documents is open to question, but the subpoena and production order could be effective in a situation where the subject has employees working within a business who are familiar with the records.

The forms used to compel production under this doctrine are provided in Appendix C. Although this may be a technique of last resort, it is at least a tool that is available to investigators.



Financial and Document Search Warrants

The technique that does not rely on the subject’s cooperation is the good old-fashioned search warrant—with a twist. For the purpose of this discussion, we’ll break search warrants into two categories—financial search warrants and document search warrants, although both relate to financial records.

The financial search warrant is one directed at the premises of a second or third party. Although this type of warrant may be used to get the records of the subject, it is usually used to get third-party records. We’ll cover this more in the next section.

A document warrant is aimed right at the subject. The objective is to obtain relevant records in the subject’s possession. Like every other technique, there are advantages and disadvantages to using a search warrant. On the plus side, the subject won’t know you’re coming and won’t have time to conceal or destroy the records. Also, a document warrant allows for a more thorough search, and the agent, as opposed to the subject, third party, or a lawyer, makes the decision about what is covered by the warrant.

On the downside, the execution of the warrant generally lets everybody know you’re here and you mean business. If the location is wrong or the documents aren’t found in the search, the subject may well be busy destroying them somewhere else.

On balance, a document warrant is such a powerful tool that it should be used whenever the circumstances warrant. (No pun intended.) There are several legal and constitutional questions you have to address in the preparation and execution of the warrant, but, regardless, Congress and the courts have given us a very useful weapon.

The Fourth Amendment to the Constitution specifically states:


The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched and the persons or things to be seized. (emphasis added)



Document warrants are, as their name implies, strictly limited to “papers” (although these may be in electronic form nowadays). Over the years, the courts have defined what the document warrant can do and how it can be applied—again, with positive and negative implications from our perspective.

The good news relates to the “probable cause” part of the equation. In a series of appellate decisions, courts have held that a magistrate is entitled to draw reasonable inferences about where evidence is likely to be kept, based on the nature of the evidence and the type of the offense; see United States v. Angulo-Lopez, 791 F.2d 1394 (9th Cir. 1986). The courts have held that financial records are the type of item generally kept by individuals and businesses and that they may be kept for long periods of time. This finding has implications as to the timeliness of the probable cause.

For example, in 2011 an informant tells you that Alex Bell has been in the drug business from 2008 through the present. The informant hasn’t seen any records in Bell’s possession since 2010, but she knows that he kept them in prior years up to that point. When combined with other information, this knowledge may allow the judge to conclude that Bell currently maintains records at the location you want to search.

Another aspect of these warrants is that the expertise and experience of the affiant can be used to help in establishing probable cause. Although an agent’s conclusion is never a substitute for the facts and circumstances constituting probable cause, the conclusion can be a factor for the reviewing magistrate to consider.

Search warrant affidavits should contain a section describing the affiant’s expertise and experience, as well as a clearly labeled section containing the affiant’s conclusions about why he or she believes the records are relevant and will be found.

One consideration of importance in a document warrant relates to “particularity.” As the amendment states, the items sought need to be “particularly described.” Courts have ruled in a number of cases on search warrants that the defendants claimed were too broad in their descriptions of the items to be sought. The established principle is that the items must be described as best as they can be, to exclude items irrelevant to the matter at hand.

If a warrant “effectively tells the officers to seize only those records indicating” a specific criminal activity, it will probably not be considered overbroad, but the language should be as particular as the officers can make it. The Ninth Circuit allowed a warrant that authorized seizure of “records, notes, documents indicating the defendant’s involvement and control of prostitution activity including but not limited to photographs, handwritten notes, ledger books, transportation vouchers and tickets, hotel registrations, receipts, bank documents and records, toll records, bail bondsmen’s receipts, and medical billings” (emphasis mine). See United States v. Washington, F.2d 1461 (9th Cir. 1986).

A key feature in a number of court decisions has been the issue of time limits. The courts have ruled in the government’s favor when time limits were placed on the documents sought. These limits might be something like “for the period January 2009 through the present” or “for the years 2009, 2010, and 2011.” The agent should articulate why these specific time limits are relevant and make it clear that all documents not falling within the time limits are going to be excluded.

If you know the subject didn’t get involved in the illegal activity until 2010, don’t ask for records going back to World War II. (Exception: If you need to go back farther to establish the net worth starting point or if you have some other valid financial reason, articulate this clearly. You are showing good faith, and your request will probably be granted.) This isn’t all that hard to do, and if it’s something the appeals courts look for, you should give it to them.

Another aspect of document warrants deserving of our attention is the scope of the search. Because the warrant is limited to documentary evidence, only those areas in which such evidence could be located can typically be searched. If contraband or other evidence is encountered during the search, it can be seized on the spot or another warrant can be obtained, depending on the circumstances, but a document warrant cannot be used as a ruse or device to make a wholesale search of the premises for other evidence.

Document warrants are a good illustration of how other investigative techniques can be employed in a financial case. The objective of a document warrant is to obtain financial records, but in order to obtain the warrant, other, more traditional methods must be employed. Informants, surveillance, trash covers, pen registers, and financial information can all be used to help establish the probable cause needed to obtain a valid document search warrant.

An affidavit for a financial or document search warrant must include a number of elements:


	Affiant’s background and experience

	Facts and circumstances relating to probable cause—a description of the criminal activity

	Probable cause that the documents sought will be on the premises searched

	Evidence of financial activity

	Description of the place to be searched

	Description of the items to be seized



The affiant’s background and experience distinguish a document or financial warrant from the others. For a document warrant, the judge will be asked to consider the affiant’s conclusions in making a decision about probable cause. The affiant should include work experience, education, and training, as well as specific examples that relate to the question—for example: “I have participated in over 100 investigations involving money laundering and narcotics trafficking, and in the execution of search warrants on businesses or residences.”

A sometimes overlooked addition to this section is the experience of other investigators or informants as conveyed to the affiant. If you have participated in multiple debriefings in which the subject of drug records was discussed, then mention this fact in the affidavit if it is relevant and would help the judge make a decision.

A relevant case on this issue is United States v. Fannin, 817 F.2d 1379 (1987), a Ninth Circuit decision. The court held that in weighing the evidence supporting a request for search warrant, the magistrate may rely on the conclusions of experienced law enforcement officers regarding where evidence of a crime may be found. In the Fannin case, the probable cause was somewhat stale, but there was evidence that the criminal activity was ongoing. The affiant concluded, based on his experience and knowledge of drug trafficking operations, that documents of the type normally kept in such operations were still likely to be on the premises. The magistrate and the Ninth Circuit agreed. Your conclusions will not substitute for evidence of probable cause, but the magistrate should at least be able to consider them within the context of the overall showing of probable cause.

The section in the affidavit relating to probable cause is a detailed description of the criminal activity underlying the money laundering offense. The documents sought in the warrant are supposed to relate directly to this activity. This section will generally be the longest in the affidavit. It is the primary focal point for the magistrate’s decision, and it should contain sufficient information to allow a conclusion that (a) there is evidence that a crime is being or has been committed, (b) there is good reason to believe that documentary evidence of this crime exists and what this evidence would look like, and (c) the evidence described is likely to be found at the premises the officers want to search. Probable cause must be established for each.

Probable cause is not an especially hard burden for the government to meet, but there have to be sufficient facts within the “four corners” of the affidavit to make the case for the issuance of the warrant. In a money laundering or financial case, most of these facts will be similar to those you would be using to get a warrant in a drug or firearms case. Statements of informants, corroboration by surveillance, and public and government record information will all be used to establish probable cause. Not only will this be meaningful in showing the Specified Unlawful Activity underlying the money laundering crime, but it also lays the foundation for the contention that records of this activity are likely to be found on the premises to be searched.

Evidence of financial activity is the heart of the document search warrant. This information will take two forms: positive and negative:

On the positive side, you’re trying to show that (a) the subject has conducted financial transactions, and (b) records were kept or are likely to have been kept in connection with these transactions. Some of the financial transactions conducted by the subject may be of the illegal sort, such as drug sales or receipt of income from criminal activity. Perhaps you are able to describe the purchase of goods or the investment of the proceeds of the illegal activity. Other transactions may be completely legal, such as the expenditure of large sums of money or the possession of large amounts of cash.

On the negative side, you may be attempting to show that the subject had no legitimate source of income. This information should always be included when available because it is deeply relevant to the question of the source of unexplained wealth.

As we’ve seen, information about financial transactions can come from a number of sources, including informants, witnesses, surveillance, and other financial records. Because you want particularly to describe the records you’ll seek to seize, details about the books, papers, documents, or records should be included when they are available.

Any evidence of transactions with third-party record keepers, such as banks, should also be described. The subject’s records of these transactions should be sought, especially if they involve offshore institutions or businesses.

Finally, evidence of large amounts of cash and any unexplained major expenditures has consistently been held by the courts to be indicative of illegal activity. Sudden acquisition of money is admissible, even if it is not traced to an illegal source; see United States v. Jackskion, 102 F.2d 683 (2nd Cir. 1939). Evidence of a trip to Las Vegas shortly after a robbery was admissible; see United States v. Crisp, 435 F.2d 354 (7th Cir. 1970). “Evidence of the possession of huge amounts of money is highly relevant in an operation... the profits therefrom are astronomical”; see United States v. Barnes, 604 F.2d 121 (2nd Cir. 1979).

On the other side of the equation, evidence that the subject had no legitimate employment or income is equally persuasive when combined with descriptions of large cash purchases. How did that guy come up with the money for that new Porsche? Information on this line can be developed from the subject’s own statements, such as those made under oath on a tax return or in financial statements such as loan applications or divorce records.

Tax returns may be a problem, although they can be obtained in a federal investigation through use of an ex parte court order. If you are unable to obtain the returns in this manner, you may be able to get them from a state taxing authority or use copies attached to a loan application or provided in connection with a lawsuit, such as a divorce action. The fact that a subject appears to have a lot of unexplained wealth and doesn’t file tax returns is also information the magistrate would find interesting. Failure to file tax returns by someone with large expenditures is admissible to support an inference that he had no legitimate source of income; see United States v. Hinton, 543 F.2d 1002 (2nd Cir. 1976).

A description of the place to be searched must be accurate and complete, although court decisions have held that it is not necessary to specify the exact location within the premises where the documents are located. This gives the investigator some leeway in searching the location for items the subject might have moved or stored elsewhere.

The description of the items to be seized in a document or financial warrant is one of the elements of the warrant most likely to be challenged. Claims that the warrant was “overbroad” or allowed too much discretion by the searching agents are routine in cases involving documents or papers. For this reason, your description of the items to be seized should be as complete as possible and as limited as you can make it. Numerous court decisions provide guidance on this issue, and we’ll look at a few to get an idea about what to expect.

In the Supreme Court decision of Andresen v. Maryland, 427 U.S. 463, 96 S.Ct. 2737 (1976), the Court noted that “there are grave dangers inherent in executing a warrant authorizing a search and seizure of a person’s papers that are not necessarily present in executing a warrant to search for physical objects whose relevance is more easily ascertainable.”

Courts are concerned that descriptions may be so broad as to authorize a “general” or “exploratory” warrant because they recognize that the relevance of documents is difficult to establish. You don’t have this problem with other evidence; a sawed-off shotgun or a kilo of cocaine is pretty much going to be relevant every time you run into one. Certainly the language of a subpoena duces tecum—“any and all books, papers, documents, and records”—should be avoided in a search warrant. (I also tried to avoid “including but not limited to,” even though at least one court said that was okay. It just sounded like I was going fishing, even though I wasn’t.)

The affiant should make a determined effort to describe the records sought and their relevance within the affidavit. Restrictions can show a good faith effort on the part of the government to narrow the scope of the warrant. These restrictions might be by time frame: “limited to the years 2009 and 2010”; by subject matter: “records relating to the sale of controlled substances”; or by name: “relating to the below named individuals.”

Remember that any language that would convert the warrant into a general or exploratory one will void it, a risk that is greater in document warrants. Language that has been rejected by the courts includes:


“Any property or devices used or obtained through fraud”

“Miscellaneous jewelry”

“Stolen merchandise”

“Any other illegally maintained drugs or firearms of various descriptions”

“Any and all other records and paraphernalia” connected with a corporation



In the Fannin case, the court held that the description of the items to be seized must be specific enough to enable the officers who are executing the warrant to identify those items that may legitimately be seized. Sweeping language that would allow any items to be seized is forbidden.

In United States v. Kow, 58 F.3d 423 (9th Cir. 1995), the court held that the government’s descriptions were too broad and that “generic classifications” were not acceptable unless more precise descriptions were unavailable. In this case, the government was seeking the records of a corporation. Almost all of the items described in the warrant were documentary, but the language was generic, as in “ledgers or other records summarizing financial transactions.” The court felt that if these descriptions had been modified with some limiting features, the warrant might not have been overbroad. The descriptions could have been limited by describing the suspected criminal conduct to which the items related, by specifying a time frame, by specifically describing the items, or by advising where within the premises the items might have been located.

In light of Kow and other decisions regarding document warrants, officers should be extremely cautious in preparing the list of items to be seized. Whenever possible, this list should be as precise as possible, and it should contain evidence that the officer is acting in good faith to limit the warrant to only those items that can legally be seized.




PREPARING A LIST OF THINGS TO BE SEIZED

This is one instance when it’s okay to start at the end, rather than the beginning. When you are putting your search warrant together, start with the list of things you are proposing to seize. This is, after all, the bottom line.


	Make up a working copy of your list, including every item you would like to take, and then prioritize the list.

	Number the items, one through whatever, starting with the most important to your case. (For example, if your case involves a drug operation with credit sales, your “most wanted” records might be owe- pay sheets or records of credit sales.)

	Next, establish a time period to which that item relates and specify those dates next to the item description. Be as specific as you can be. If you know the account wasn’t opened until June 2008, don’t ask for any records before then.

	If there are any names connected with the item, write those in. If there are known business entities, note those.

	If you have exact descriptions, such as “ledger book with green cover,” include those.

	If you know of any location within the premises where these items are likely to be found, write that in.

	If you can exclude any records that you know you won’t need, write those in too. (This demonstrates a conscious effort to avoid unreasonable or unnecessary searches, and judges appreciate that effort.)



Your list has probably lengthened during this process, and you can now see which items are thoroughly described and which need a little work. If the latter are important, go do the extra work.

Now that the list is done, go back through the affidavit and make sure that somewhere therein is a paragraph or a sentence relating to the probable cause for each item on your list. Write that paragraph number next to each item on your list. Any list items without paragraph numbers from the affidavit need to get one, even if you have to put a new paragraph in the affidavit.

When everything is documented properly, make up a clean copy of your new list (without the paragraph numbers) and attach it to the warrant. That ought to do it.


“Permeated with Fraud”: A Useful Phrase

Courts have held that if you can show that the business you are seeking to search is “permeated with fraud” or tainted with illegality, all of the business records can be seized. Meeting this standard can be tough, but this may be something you want to prove in your affidavit. In United States v. Offices Known as 50 State Distribution, Co., 708 F.2d 1371 (9th Cir. 1983), cert. denied, 465 U.S. 1021 (1984), the Court upheld a broad search warrant based on a showing that fraud permeated the business and that “it was not possible through more particular description to segregate those business records that would be evidence of fraud from those that would not.” (See 708 F.2d at 1374.)




VALUABLE HEARSAY: THIRD-PARTY RECORDS

Because the subject’s records aren’t always available and because those of third parties almost always are, these documents become the lifeblood of a financial investigation. The law recognizes that business records are an inevitable part of modern life and makes provisions for the use of these materials in criminal investigations.


Legal Considerations

Production of business records for use in a criminal proceeding is based on a couple of legal principles. First, everybody with evidence of a crime is obligated to come forward with it if called upon. This obligation is fairly universal, with some privileges given to certain witnesses (spouses, attorneys, etc.). In financial crimes, those with evidence are often the banks or businesses that are somehow related to the scheme. The records of these “third parties” often play a major role in the resolution of financial crimes, something the law recognizes, so provisions are made to compel production and to require that the records be kept in the first place. The Bank Secrecy Act is a good example of this kind of requirement.

Second, third-party records are considered hearsay, but they are admissible under the previously discussed shop book rule. Finally, the law tries to obtain some balance between the privacy of the individual and the needs of the government. The Right to Financial Privacy Act and the Bank Secrecy Act are examples of this attempt at balance.

There are several means by which the government can legally obtain access to the private but often valuable financial information of an individual or business. In all likelihood, the records obtained in this process will form the very heart of a money laundering or financial investigation.



Request for Production

Third-party records come in all shapes, varying as widely as the businesses generating them. Federal or state laws, such as the Right to Financial Privacy Act (RTFPA), protect some. Others have no legal protection whatsoever, even though the record keeper may insist on being subpoenaed.

One means of obtaining third-party records is a simple request for production. Contrary to popular belief, there is no “Privacy Act” that prevents people from disclosing information about other people. A claim by some businessperson that “those records are confidential” generally has no legal basis whatsoever.

Practically speaking, this reluctance on the part of your potential witness is probably not going to be overcome by arguing with him or her, so you may have to get a subpoena. It doesn’t hurt to ask, however, and if you can get the information informally, assuming that the third party is not going to tell the suspect, so much the better.

Caution: Financial institutions are covered by the Right to Financial Privacy Act of 1978 and cannot legally disclose account holder or customer information, except under certain situations described by the RTFPA. If your “informal” request doesn’t fit one of those exceptions, you and the bank employee can be civilly liable and subject to disciplinary action. This is why having a bank teller as an informant isn’t as good an idea as it sounds. You can, however, ask for and receive “relationship” information from the financial institution. This includes whether or not the person has an account with the bank and probably the account number.



Administrative Subpoena

Again, in recognition of the need for government agencies to collect financial and other information relevant to their inquiries, Congress has provided for agencies to have administrative subpoena powers.

A subpoena duces tecum is an order compelling an individual or business to produce records. Although courts or grand juries issue many subpoenas, administrative subpoenas are also issued by agencies of the executive branch, such as the Drug Enforcement Administration (DEA) or the FBI.

The subpoena power granted to the DEA is a good example of how this process works. Title 21 U.S.C. §876 covers investigations of violations of the controlled substance laws within Title 21. This section authorizes the Attorney General or his or her delegate to subpoena witnesses, compel the attendance and testimony of witnesses, and require the production of any records (including books, papers, documents and other tangible things that constitute or contain evidence) that the Attorney General finds relevant or material to the investigation.

That’s a pretty broad charge, and the statute provides for “enforcement”—action to be taken if the person subpoenaed refuses to testify or make the required production.

Administrative subpoenas can generally be employed for any matter that falls under the jurisdiction of the issuing agency. Authority for the issuance of subpoenas gets delegated downward, sometimes all the way to the investigators themselves.

There may be some restrictions on these subpoenas. In some cases, law or agency policy requires that once a matter has been referred to the US Attorney or to a grand jury, the administrative subpoena can no longer be employed. This is the case with subpoenas and summonses issued under Title 31 and Title 26.

Another question relates to disclosure of the existence of the subpoena to the subject. Depending on the statute, federal law may not require disclosure, but some businesses will do so anyway. It may be possible to obtain an order preventing disclosure of the administrative subpoena, but it might be a better idea to get a grand jury subpoena with a nondisclosure order from the court.

One final consideration is the question of payment. Witnesses are entitled to “fees and mileage” for their appearance, and they may be able to bill the issuing agency for the expenses of producing the records requested. Financial institutions are able to obtain reimbursement for the costs of finding and copying records. Because this can be a very costly proposition, you should find out in advance whether (a) the subpoenaed party can or will charge for production, and (b) you have the money to pay for it. This factor may cause you to limit the scope of your subpoena.



Grand Jury Subpoena

The federal grand jury is the investigative mechanism used to initiate criminal cases in federal court. Grand juries have tremendous power, much of which is based on their ability to issue subpoenas for witnesses and their records. These subpoenas form the backbone of most financial investigations.

The subpoena duces tecum requires the production of records to the grand jury and allows for much broader requests for information than would a search warrant. Fourth Amendment claims against overbroad or unreasonable subpoenas have consistently been rejected, mostly because the subpoenas aren’t usually classified as a “search and seizure.” To be valid, a subpoena has to (1) be pursuant to a lawful investigation or inquiry, (2) be relevant to the inquiry at hand, and (3) include an adequate but not excessive description of the documents requested. These standards, set forth in the case of Oklahoma Press Publishing Co. v. Walling, 327 U.S. 186 (1946), leave a lot of leeway in the use of subpoenas duces tecum.

In the case of a grand jury subpoena, the best chance the subject has of getting it quashed is in the claim that the request is too broad or too burdensome. A request for all of the corporate records of the General Motors Corporation would definitely fit this category. The court, in studying a motion to quash the subpoena, will consider the relevance of the request, the cost to and disruption of the business for compliance, the volume of records requested, and whether production can be staggered or scheduled to minimize the impact on the business.

Important issues related to grand jury subpoenas are the records requested, method of service, time considerations, secrecy, and payment.


Records Requested

The material you’re requesting will vary, depending on the type of business. We have included model language for subpoenas for a number of businesses in Appendix C. Your list should be comprehensive but not excessive. Limit the inquiry by time period, if you are able, and by name, if you can. “All records relating to Joe Blow, for the period 2008–2011” is much better than “all records” because your subpoena has less chance of being quashed for being overbroad or burdensome.

Specify whether you want originals or copies. This will depend on what the prosecutor or the Assistant US Attorney wants, so consult with him or her.



Service

A grand jury subpoena for records can be served on the custodian or any person responsible for keeping records at a business. Officers or designated employees at a corporation, partners in a partnership, or employees of other businesses may be responsible for the production of records. When serving a federal grand jury subpoena, the server should make a note of who will be producing the records and get a phone number.



Time Considerations

You’ve got to give the recipient time to produce the records. There are some instances when a “forthwith” demand may be made, and the individual will have to produce the materials to you while you stand there or bring them directly to the grand jury. This is relatively rare and used only in cases when you think the records might be in danger of destruction or some other action that would make them unavailable.

In most cases, you’ll want to give the person sufficient time to compile the records and bring them to the grand jury all at once. (Banks sometimes like to drag things out, producing subpoenaed records in bite-sized pieces as they get them together. This isn’t necessarily a bad thing, but it can confuse your case file.)



Secrecy

Materials subpoenaed before a grand jury are covered by the same secrecy rules that govern testimony: Rule 6 (e) of the Federal Rules of Criminal Procedure. This means that extreme caution has to be taken in the protection of these records once they’ve been turned over to the grand jury. Usually, an agent is appointed as custodian of the records for the grand jury. This person will have to make sure that the records are protected from unauthorized access and that no one who is not on the 6 (e) disclosure list is allowed to view them.

The witness, however, is under no secrecy obligation and can disclose any information if he or she wants to, including to their customer. This disclosure can be a problem because the government may not want the fact that it has subpoenaed some records to be known to the subject of the investigation. In this case, the government will obtain a court order directing the recipient of the subpoena not to disclose the existence of the subpoena or the production of the material. These orders may cover a limited period, and you may have to renew the order periodically to keep your investigation confidential. This is something you definitely want to keep on top of.

Under the Right to Financial Privacy Act, financial institutions are required to notify their customers that information about them has been disclosed to the government in certain instances. If you have a grand jury subpoena, federal law prohibits notification of the customer under certain circumstances. Title 18 U.S.C. §1510 (a) (2) reads:


Whoever, being an officer of a financial institution, directly or indirectly notifies

(A) a customer of that financial institution whose records are being sought by a grand jury subpoena; or

(B) any other person named in that subpoena;

about the existence or the contents of that subpoena or information that has been furnished to the grand jury in response to that subpoena, shall be fined under this title or imprisoned not more than one year, or both.



So, the banker could be in some misdemeanor trouble for a violation. Under the statute, a “subpoena for records” means a federal grand jury subpoena for customer records relating to a violation of or a conspiracy to violate, among other statutes, Title 18 U.S.C. §1956 and §1957, as well as Chapter 53 of Title 31. The US Attorney can advise the financial institution in writing that the subpoena relates to one of these offenses, and the bank is on notice that it is not to notify the customer.



Payment

Federal law allows financial institutions, as well as individuals and small partnerships, to recover some of their costs in complying with subpoenas. This process is handled by the US Attorney’s office, but cost may be a consideration in the scope or breadth of your subpoena.




Financial Search Warrants

We are distinguishing between document warrants, for subject records, and financial warrants, for third-party records, although the terms are sometimes used interchangeably.

Financial search warrants are those that are used when a grand jury subpoena can’t be had. Search warrants are very intrusive, though subpoenas can be as well. A search warrant permits investigators immediately to obtain the records sought, preventing their destruction or concealment.

Federal law and rules (28 C.F.R. §59.5) govern this type of search warrant. In determining whether a subpoena or a search warrant should be employed, a number of factors can be considered. The most important of these is whether it appears that the use of the subpoena or another alternative that gives advance notice of the government’s interest in obtaining the materials would be likely to result in the destruction, alteration, concealment, or transfer of the materials sought.

To make this determination, you want to consider the following:


	Whether a suspect has access to the materials sought

	Whether there is a close relationship of friendship, loyalty, or sympathy between the possessor of the materials and a suspect

	Whether the possessor of the materials is under the domination or control of the suspect

	Whether the possessor of the materials has an interest in preventing the disclosure of the materials to the government

	Whether the possessor’s willingness to comply with a subpoena or request by the government would be likely to subject him or her to intimidation or threats of reprisal

	Whether the possessor of the materials has previously acted to obstruct a criminal investigation or judicial proceeding or refused to comply with or acted in defiance of court orders

	Whether the possessor has expressed an intent to destroy, conceal, alter, or transfer the materials



If the answers to any of these items make you nervous, a search warrant, rather than a subpoena, may be your preferred alternative. You also have to factor in the immediacy of the government’s need to obtain the materials. Is there some reason you need to have the documents now? Consider:


	Whether the immediate seizure of the materials is necessary to prevent injury to persons or property

	Whether the prompt seizure of the materials is necessary to preserve their evidentiary value

	Whether delay in obtaining the materials would significantly jeopardize an ongoing investigation or prosecution

	Whether a legally enforceable form of process other than a search warrant is reasonably available as a means of obtaining the materials



As long as you can demonstrate that less intrusive means are not suitable, the use of the financial search warrant will probably be allowed. Current Department of Justice (DOJ) policy, however, requires DOJ approval for the execution of a search warrant on a third party, and state and local prosecutors may have similar policies.

If the financial search warrant for third-party records is your choice, you are still bound by the same considerations regarding scope, particularity, and probable cause that apply to document warrants. This includes sufficient probable cause to demonstrate that a substantive crime has been committed and that evidence of this crime—consisting of financial records—is located at the premises you want to search. Your experience and the fact that business records are normally kept or retained at the place of business can form part of the basis of this probable cause.

One drawback to financial search warrants is that there is no hiding the fact of their execution. Once the warrant is served, no gag or restraining orders will prevent those at the business from telling anyone that you were there.



Tax Records

After Richard Nixon misused the IRS for political purposes— keeping an enemies list and the like—Congress tightened up on the rules under which tax returns could be disclosed to law enforcement. The general rule now is that they can’t. As with all good rules, however, there are exceptions.

Title 26 U.S.C. §6103 provides for disclosure of a couple of different types of tax information. One sort, known in typically confusing government fashion as “return information other than taxpayer return information,” includes the kind of material gathered in an IRS investigation but nothing reported by the taxpayer on his or her return. This kind of information can be given to federal investigators in written form by the IRS Criminal Investigation Division in nontax cases. For example, in the course of an investigation, IRS- CID develops information about drug trafficking. They aren’t doing a separate tax case on the subject, so CID can disclose the drug information to the appropriate federal agency.

You’re going to need a court order to get information from the IRS about somebody’s tax returns. This order will be ex parte, so there’s no requirement that the taxpayer be involved or even notified of the disclosure, but you’ll have to get the court to sign off before the IRS gives you a tax return. See United States v. Barnes, 604 F.2d 121 (2nd Cir. 1979).

Ex parte orders can be obtained through the Assistant US Attorney who is working with you on your case. Since the courts allow it and there’s a relatively simple process for doing it, there’s really no reason why an ex parte order shouldn’t be one of the first things you do in your financial case. Some good reasons for doing this are as follows:


	Income tax returns can provide a foundation or starting point for the admission of other financial information. See United States v. Falley, 489 F.2d 33 (2nd Cir. 1973).

	Failure to file returns by a defendant who made large cash expenditures is admissible to support the inference that the defendant had no legitimate source of income. See United States v. Hinton, 543 F.2d 1002 (2nd Cir. 1976).

	Unidentified “miscellaneous” and “other” unspecified income listed on a defendant’s tax returns was a “warning signal that the money came from a source which the recipients preferred not to disclose” and was admissible as probative evidence of a drug conspiracy and drug sales in United States v. Barnes, 604 F.2d 121 (2nd Cir. 1979).



Practically speaking, tax returns contain a wealth of information about assets, banking relationships, and business associations. Two points to remember: Tax returns only reflect activity from prior years, not what the taxpayer is doing right now, and this information is extremely sensitive, requiring special protection from additional disclosure.

Moral of the story: Do yourself a favor and get the returns to see what the subject had to say for himself or herself.




INFORMATION FROM ABROAD


Official and Unofficial Liaison

American law enforcement agencies maintain overseas posts to facilitate the exchange of information between governments. Overseas representatives from the FBI, DEA, ICE, IRS, and Secret Service also assist their own agencies with requests for information from abroad. These liaison officers will be very knowledgeable about the local laws and conditions and able to provide guidance as to how information can be obtained for use in American courts.

The Internet is a remarkably good source of information from foreign countries, many of which make their government websites available on the Internet in English. And the IRS produces a very comprehensive book for investigators, entitled Sources of Information from Abroad, containing descriptions of where information may be obtained in various countries around the world.

Currency controls are a potential avenue for exploration. A country with currency controls may require disclosure of currency movement. South Korea, for example, records large cash transactions in its citizens’ passports and maintains computerized records of inbound and outbound currency movements. If your subject has no Currency and Monetary Instrument Reports (CMIRs) showing movement of money to Korea, but Korean computer records show that he declared a couple of million dollars in inbound transfers, this information might be useful to your case.

Any informal liaison contacts may be very interested to learn of currency movement to their country—especially currency movement from the country. Since this is a rather common defense to tax and money laundering cases, you should establish what currency controls, if any, are in effect.

Caution needs to be used in disclosing information to foreign contacts, but such informal liaisons are nevertheless sought by law enforcement all over the world and developed through activities such as the International Asian Organized Crime Conference, professional organizations, and, of course, INTERPOL. Remember, though, that informal contacts are just that—informal. You can’t use information acquired from your new buddy in court; you’ll have to go the formal route for that, and this means going through the Department of Justice, Office of International Affairs (OIA).

OIA is another good resource, especially with regard to what information may be available by treaty or agreement with a foreign government. Formal legal requests for information are going to be processed through OIA. These things take a lot longer than a phone call to a friend in Hong Kong, but they do the job.



Compelling Production

The Fifth Amendment says people can’t be compelled to testify against themselves, but what about being forced to produce their records? Ordinarily, the government cannot make them do this, but an interesting exception appears to exist for some records, in some situations. This exception, which has important implications in money laundering cases, relates to the records of a third party that are maintained “offshore.”

A Supreme Court case, John Doe v. United States, 487 U.S. 201, 108 S.Ct. 2341 (1988), saw the government seeking Cayman Island bank records for a subject. (Note: This case is different from the Doe case discussed previously.) The banks refused to turn the records over, citing the secrecy laws of the Cayman Islands, which prohibited disclosure without the customer’s permission. The government then went to Doe and asked him to consent to release of the records. Doe refused on Fifth Amendment grounds, but in a case that went all the way to the Supreme Court, his refusal was ultimately rejected.

The Court ruled that the Fifth Amendment privilege could be claimed only to resist compelled or implicit disclosures of incriminating information and that the execution by Doe of the consent directive that authorized the Cayman bank to disclose his records had no testimonial significance. The Court also ruled that the contents of bank account records maintained by a foreign third party are not privileged and the banks cannot invoke the Fifth Amendment in refusing to turn over the records. As with the other Doe case, the act of producing the records can’t be used against the subject.

In this case, the investigators were aware of some Cayman Islands activities and knew that information was located at a certain financial institution, but the ruling was fairly sweeping. If you have information that your subject has concealed assets offshore or used foreign bank accounts to conduct financial transactions, this decision strongly suggests that you can insist on a signed consent directive from the subject, authorizing the foreign bank (or any other third party) to disclose the information to you.

Practically speaking, you have to have a pretty good idea where the accounts or information is located, but that’s what your money laundering investigation is all about.



Tax and Mutual Legal Assistance Treaties

The United States has entered into treaties with a growing number of countries around the world regarding the exchange of information in criminal cases. These Mutual Legal Assistance Treaties (MLATs) allow for the release of information under very strict conditions.

Quite often, information pertaining only to certain limited crimes (usually drug trafficking and money laundering) will be subject to the treaty. In the case of America’s treaty with the Cayman Islands, information pertaining to drug trafficking can be released. In order to get it, the US government has to certify that the information sought does relate to a drug case, at which point the Caymans government would presumably arrange for disclosure of the bank or business records sought.

Obtaining information via the MLAT process is time consuming and generally a bigger hassle than just handing a grand jury subpoena to somebody, but at least the information is (supposedly) available. The Department of Justice and the Department of State both get involved in this process, which will be conducted through your US Attorney. A list of the countries with which the United States has MLATs in force and a sample MLAT request appear in Chapter 7.

The United States also has tax treaties with a number of foreign countries, under which information about individuals and their tax status can be exchanged. If you have obtained an ex parte order to obtain the subject’s federal income tax returns, you may be able to use the tax treaty to obtain any foreign returns or return information that might exist as well.

This type of request will also have to be processed through your US Attorney—there’s no way an individual agent or officer can get the information—and through the procedures the Justice and Treasury departments have established for exchanging this information.

Customs Cooperation Agreements also exist between the United States and other countries. These allow for some exchange of information relating to Customs matters on a less formal basis.



Letters Rogatory

A letter rogatory is the traditional means for obtaining information from places, such as Switzerland, that don’t like giving it up. A letter rogatory is a formal judicial request for information from abroad. It has to have some legal basis, like a treaty or international agreement, and letters rogatory are technically made from one court to another.

A letter rogatory may be a request for bank information, for records from a business, or to permit the interview of a citizen or resident by American authorities. MLATs bypass this process by skipping the court involvement, keeping the request more on an agency level.

These letters are issued through the Department of Justice, and your US Attorney will have the contacts and the forms. It’s not the sort of thing you can just go out and do on your own, although you’re going to have to be the one to provide the background information.



Subpoenas

Most foreign banks and businesses are legally able to laugh at your subpoena, but those who have a business relationship with a customer in the United States and have a US branch are supposed to comply with our process. For example, if your subject obtains a letter of credit from the US branch of a Swiss bank, that branch can be subpoenaed to provide details of that transaction.

As we saw in the earlier chapter on international banking, foreign banks are no longer laughing at these subpoenas—not after UBS had to fork over $780 million. Now that American courts are more willing to push the issue, more of these subpoenas will be issued, and more will be honored. Presently, the IRS is the moving party behind these summonses, but there’s nothing preventing other law enforcement agencies from going after these records, especially from those banks that have a major presence in the United States.






19 Sources of Information


If a little knowledge is dangerous, where is the man who has so much as to be out of danger?

T. H. Huxley, “On Elementary Instruction in Physiology”




I learned just by going around. I know all about Kleenex factories, and all sorts of things.

Princess Anne, daughter of Queen Elizabeth II



Welcome to the Information Age, where you can know too much about Kleenex factories and other things. For an investigator, this is a very challenging time. Never has there been more information available from such a wide variety of sources. The power of computers has revolutionized criminal investigations and will continue to do so in the future.

Nobody can know everything, of course, but as investigators we seek to know the truth of a matter by collecting all of the relevant facts available. There was a time when this involved talking to witnesses and informants or seizing some evidence. Things have changed. Those techniques are still important to an investigation, but anymore much of the data making up the case file come from other sources.

There’s a story that illustrates the modern investigative process quite nicely, and it may even be true. The story goes that toward the end of his life, when Albert Einstein lived on the campus of Princeton University, he was approached by another faculty member, who engaged Einstein in conversation. After a few minutes, the other instructor asked Einstein for his telephone number to continue the discussion at a later time. To his astonishment, Einstein responded that he did not know his phone number.

“But you’re Albert Einstein, the smartest man in the world,” he exclaimed.

“My dear sir,” Einstein said, “I have no need to know the number when I know how to find it.”

This exchange summarizes the nature of the investigative profession. The job of the investigator is not to know all, but rather to be able to find information when it is needed. Some contemporary investigators may resemble the legendary Sherlock Holmes, able to solve crimes through the process of deduction and an encyclopedic memory. Most, however, will succeed by painstakingly gathering information from a wide assortment of sources.

Knowing where these sources are and what is available from them has become more complex, if only because there are so many more of them out there. Many are open to the public and contain personal information, addresses, telephone numbers, and even financial data that most people might prefer to keep confidential.

Good luck. Commercial databases have the information, which may also be on the Internet and the World Wide Web. Business computer systems also contain financial, credit, and even health information about individuals. Thousands of government systems hold information on hundreds of millions of people and businesses. And, although the computer is replacing paper files, there are still millions of those “permanent files” we heard about in grade school.

This can all be pretty intimidating if you’re trying to hide from the law or a creditor, but, for financial investigators, this wealth of information makes our jobs easier. Some laws have been passed by Congress restricting our ability to obtain records willy-nilly, the Bank Secrecy Act being one such, but in general the information is there if you know how to find it.

This chapter looks at some sources of information, but we’re not going to re-cover the ones already discussed. Bank, real estate, securities, and some business records are discussed elsewhere in this book. In this chapter, we’ll examine some of the sources of financial and other information that can provide leads in money laundering cases.

The chapter is divided into sections on the following sources:


	Federal databases and information systems

	Government agencies and records

	Commercial databases and online research

	Credit-related sources

	Business and miscellaneous sources



As much as possible, the sources in this guide relate to money laundering and financial investigation, but they obviously apply to other types of cases as well.


FEDERAL DATABASES AND INFORMATION SYSTEMS

Computers have forever changed the way law enforcement does business. The ability to perform checks, verify identification, and enter, retrieve, and process information has made law enforcement officers more capable of performing their roles. It has also meant that, to be effective, today’s officer must become familiar with new technology and be able to exploit its potential fully.

Federal agencies have been at the forefront of the information explosion, developing a number of computer databases that support law enforcement efforts.


tecs ii

United States Customs and Border Protection, now a bureau of the Department of Homeland Security, manages the Treasury Enforcement Communications System (TECS). TECS used to contain records of the Customs Service and other Treasury agencies, most of which left for other parts after 9/11. Now, TECS links information from Homeland Security and Treasury and even from the Bureau of Alcohol, Tobacco, Firearms, and Explosives of the Justice Department.

TECS has several functions, the most important of which for our purposes are communications and data storage and retrieval. TECS terminals are located at all border entry points, where inspectors can use the system to make inquiries about incoming passengers or shipments.

TECS links its sponsoring agencies with other law enforcement systems, including the FBI’s National Crime Information Center (NCIC) and the National Law Enforcement Telecommunications System (NLETS). Through these systems, TECS users can make inquires about wanted persons, stolen property, criminal histories, driver’s licenses, and motor vehicle registrations. Information about fugitives and alerts for certain persons, vessels, or vehicles are forwarded through TECS to terminal users.

TECS also functions as a data storage and retrieval system, containing millions of records. Many of these records, such as Bank Secrecy Act data, are transferred to TECS by tape from agencies such as the IRS that collect the data. Customs information is also included.

An inquiry to TECS can result in important leads in a money laundering case. Is the suspect traveling? Are there large cash transactions? TECS may have the answers.

Among the financial and related data that could be of significance in a money laundering case, TECS has data on a subject’s


	Currency Transaction Reports (CTRs)

	Currency and Monetary Instruments Reports (CMIRs)

	Casino CTRs

	Foreign Bank Account Reports (FBARs)



The system also includes information related to


	Records of passengers entering the United States by air or sea

	Records of shipments of goods to the United States

	Outbound currency declarations

	Intelligence on smuggling activity

	Open and closed cases by Customs, ATF, IRS CID, and Secret Service

	Private aircraft inspections

	Aircraft, vessels, businesses, and individuals suspected or known to be involved in smuggling activity



Direct access by law enforcement to TECS is restricted, but inquiries can be made through FinCEN or the El Paso Intelligence Center (EPIC), a DEA-sponsored operation that houses representatives from a number of other federal agencies, and through the Bureau of Immigration and Customs Enforcement.



naddis

The Narcotics and Dangerous Drugs Information System (NADDIS) is the DEA’s primary intelligence system. NADDIS contains relevant case data on DEA investigations, as well as identification information for businesses, individuals, telephone numbers, and addresses that are related to DEA cases.

NADDIS contains some information about assets and financial information that is case related. Other DEA systems provide for analysis of events and telephone tolls and contain information about persons registered with DEA to handle controlled substances and to manage DEA cases and seized assets.

Information from NADDIS can be accessed through EPIC.




ncic

The National Crime Information Center (NCIC) is operated by the FBI and contains information in several indices that can be of use in a financial investigation. The Interstate Identification Index File contains criminal histories, rap sheets, and fingerprint records. Other files contain information on stolen vehicles, license plates, boats, aircraft, securities, guns, and other property.


nlets

The National Law Enforcement Telecommunications System holds criminal history, driver’s licensing, and motor vehicle registration records. Like NCIC, NLETS is a staple of law enforcement and does not need any additional recommendation or explanation here.

Any money laundering case should begin with checks of TECS, NADDIS, NCIC, and NLETS. Remember that a money laundering investigation involves two tracks: proof of the financial transaction or activity and proof of the underlying criminal activity. These major systems provide the background establishing who your subjects are and what they’ve been doing. You may even get leads to assets from these sources.




GOVERNMENT AGENCIES AND RECORDS


Federal Agencies and Records

One step beyond the federal computer databases is the information maintained by the federal agencies. Some of these agencies are directly involved in law enforcement activities and some with money laundering jurisdictions. Others have regulatory roles and still others maintain programs, such as Social Security, which directly impact the average citizen and generate extensive files on millions of Americans. Not all of this information will always be useful, but it’s out there.


FinCEN

The Treasury Department’s Financial Crimes Enforcement Network (FinCEN) was created to support the country’s effort against criminal proceeds. FinCEN exists to collect and disseminate information about money laundering and other financial crimes. Here’s what FinCEN has to say about its services:

FinCEN was chartered to provide intelligence and analytical assistance to Federal, state, and local law enforcement agencies nationwide and certain Federal regulatory authorities. This assistance is provided by using law enforcement and financial databases made available to FinCEN through Memoranda of Understanding and by the purchase of commercial database services. Assistance given to law enforcement agencies centers on narcotics/money laundering, financial crimes, fugitives, and information on alleged violators of a wide spectrum of other crimes. We may on occasion return requests to agencies without any work completed if our level of workload is causing a backlog of requests. We will determine which requests to return in such a manner by using our prioritization criteria.

Information we obtain from commercial databases and the Financial Data Base (e.g., Bank Secrecy Act Information) can be disseminated without any further clearance. Information from the law enforcement databases will be cleared with the agency that maintains the database prior to its dissemination. We will also maintain an internal database (FinCEN Database) which will record all requests for information from FinCEN as well as the results of the analytical work performed as a result of the request. The agency responsible for us creating the record will be contacted prior to any dissemination of information from the FinCEN Database. Generally, agencies will not be able to disseminate reports received from FinCEN again without our approval.

Queries of the various commercial, law enforcement, and financial databases may be based on any of the following identifiers:

Individual name and address;

Nickname/alias;

Social Security number/employee identification number;

Driver’s license number;

Passport number;

Checking, saving, or other bank account number;

Other identification number (e.g., alien registration number);

Telephone number (residential or business);

Names of officers, directors, or beneficial owners (those owning more than 10% of the stock of a company) of publicly held companies:

Date of arrival/departure and name of airport for passengers on international flights;

Criminal histories maintained in the National Crime Information Center (NCIC) and the National Law Enforcement Telecommunications Network (NLETS);

Subject or associate of current or closed criminal investigation by the United States Customs Service, the USNCB Interpol, the Bureau of Alcohol, Tobacco and Firearms, the Drug Enforcement Administration,

and the United States Postal Inspection Service, the Immigration & Naturalization Service, the United States Secret Service, and the Internal Revenue Service Criminal Investigation Division;

FAA Private Aircraft Enforcement System records;

Records of import/export declarations and related international shipping documents;

Canadian criminal history data and Canadian person, vehicle, driver’s license, auto registration, boat, gun, and securities files;

Demographic data on individuals to include: spouse’s name; names and dates of birth of other family members; length of residence; dwelling type; names, addresses, and telephone numbers of up to thirty neighbors; forwarding addresses;

Full text of major American newspaper and magazine articles from the past ten years based on a search of a key word or phrase. International newspaper and magazine sources provide coverage of Asia, Canada, Europe, Japan, and the Soviet Union;

Abstracts of Latin American newspaper and magazine articles based on searches of a key word or phrase;

Selected public information, to include judgments, tax liens, bankruptcy actions, notices of default, civil court actions, Uniform Commercial Code filings, corporate records to include registrations with the Secretaries of State, names of officers, directors, and registered agents;

Business financial and narrative information (from domestic and selected international businesses);

Financial database information containing data compiled from the following reports filed with the U.S. Customs Service/Internal Revenue Service:

Currency Transaction Reports

Currency Transaction Reports by Casinos

Currency and Monetary Instrument Reports

Reports of Foreign Bank and Financial Accounts Suspicious Activity Reports

Index of Nonbank Financial Institutions

Report of Cash Payment Received by Trade or Business;


	Personal history, educational and employment background information on individuals currently or formerly licensed as securities dealers. Information on brokerage firms ownership, management, and any disciplinary action which may have been taken;

	Records of individuals who have purchased United States government securities;

	Records of foreign nationals including companies owning agricultural property in the United States;

	Records reflecting nonimmigrant travel to the U.S. and identities of individuals residing in the U.S. on student visas.



This is a wealth of information. A FinCEN request can save a lot of time and trouble. The best news about FinCEN is that it has no independent investigative or enforcement role, so there’s no possibility that someone’s going to “steal your case.” FinCEN does ask that you let them know how the case turns out, which is a small price to pay for the valuable data these folks can provide.




Federal Government Departments


Department of Agriculture

Investigative operations within this agency occur in a number of offices, including the Office of Inspector General (OIG). The US Forest Service maintains records on forest, mining, and pasture leasing, and on law enforcement activities in national forests.

The Food and Nutritional Services Agency has records relating to food stamps. These records, which are computerized at the national level and maintained in local offices, include the name, address, and personal histories of persons to whom food stamps are issued. Also of interest, since there have been several money laundering cases involving food stamps and many cases of food stamp fraud, are the department’s records relating to businesses that accept food stamps.



Department of the Air Force

The Office of Special Investigations (OSI) conducts criminal investigations for the Air Force. This may be a good contact and starting point if one of your subjects is connected with the Air Force, either as a service member or a civilian employee.



Department of the Army

The Criminal Investigation Division (CID) is responsible for criminal investigations of Army personnel, with a CID detachment located at major Army bases. Records of criminal investigations are kept at the US Army Counterintelligence Record Facility, Fort Holabird, Maryland.



Department of Commerce

The Commerce Department has some enforcement responsibilities. The National Marine Fisheries Service keeps track of vessels fishing in local waters. Also, the Commerce Department tracks import and export prices. These data, along with some provided by shippers to Customs, have been used in the analysis of possible money laundering schemes. Do you need to know the average world price of widgets? The Commerce Department may know or be able to find out.



Department of Defense

Millions of people work for this department, either as civilians or as military personnel. It would not be unusual to encounter DoD personnel in one of your cases.

Records relating to military personnel are kept separately by service, so if you need to know about an individual’s military record, you would need to provide a complete name and serial number (Social Security number) to one of the following:

United States Army Finance Center

Indianapolis, IN 46249

Air Force Finance Center

3800 York Street

Denver, CO 80205

Director, Bureau of Supplies and Accounts

Department of the Navy

13th and Euclid Streets

Cleveland, OH 44115

(includes Navy and Marine Corps personnel)

If you need the address of a service member, a DoD Form 2223, Request for Address of Military Personnel, can be prepared and sent to one of the preceding addresses. These forms take a while to process, so be patient.

If you need information about discharged Army, Navy, or Marine Corps personnel, including their personal and medical histories, a request can be made to

Military Personnel Records Center, GSA

9700 Page Boulevard

St. Louis, MO 63132

These requests need to include the complete name, service serial number, date and place of birth, dates of service, and branch of service.

The Defense Investigative Service conducts the background checks for military and civilian personnel and may have extensive information provided by the individual as part of the security clearance process.

The Defense Criminal Investigation Service conducts investigations involving the many contracts that DoD has with private industry.



Department of Health, Education, and Welfare

The Food and Drug Administration (FDA) regulates the medical, pharmaceutical, and other health-related industries. FDA also conducts criminal investigations of violations of the food, drug, and cosmetic laws.



The Social Security Administration

The Social Security Administration (SSA) has extensive information about virtually every American, including his or her work history and contributions to or payments from the Social Security system. Federal law prohibits release of this information, except to the IRS for investigation of tax law violations.

One thing that is public is the Social Security Death Index, which contains the names of everyone with a Social Security number whom the SSA knows is dead or for whom death benefits have been paid. If your subject’s parents are listed, you may want to check with probate court to see if any inheritances might account for the subject’s increase in wealth. If you want to access this information for a case or just check on an ancestor, you can try ssdi.genealogy.rootsweb.com.



Department of Homeland Security

Created after the terrorist attacks in 2001, the Department of Homeland Security (DHS) consolidates the law enforcement, intelligence, and other functions of 22 federal agencies and bureaus. The new agency has broad law enforcement responsibility over many areas of American life, not just those that relate to the war on terror.

The US Citizenship and Immigration Services (USCIS) has records relating to all immigrants and aliens legally in the United States, including names, addresses, photographs, relatives, criminal histories, and employment. USCIS also maintains lists of passengers and crews of vessels calling at American ports, including the vessel, date, and point of entry.

Individuals who sponsor an alien for entry into the United States may be required to provide a full financial statement documenting their income and net worth. This information could be helpful in a case involving indirect methods of proving income.

The US Coast Guard licenses merchant seamen and officers serving on American registered vessels, as well as the operators of passenger-carrying craft. Commercial fishing boats and larger vessels are also registered with the Coast Guard.

Customs and Border Protection (CBP) consolidated the border inspection and protection functions of the Customs Service and the Immigration and Naturalization Service. CBP records include those items previously mentioned in TECS. CBP issues clearances to individuals who are employed by private businesses in secured areas and will have information about these individuals. A key document in the Customs system is the declaration that airline and ship-borne passengers complete before entering the country. Information from these forms is entered into TECS, providing CBP with a record of passenger entries. This form and the CMIR can be useful in a money laundering investigation. The Border Patrol will have information on aliens arrested while attempting to cross the border.

Immigration and Customs Enforcement (ICE) is the largest investigative function in DHS. ICE combined the investigators from the Customs and Immigration services and added officers from the Federal Air Marshals’ Service and the Federal Protective Service. ICE is active in money laundering investigations, particularly in cases where international transportation is an element of the scheme. ICE is also interested in cases involving illegal aliens and alien smuggling.

The US Secret Service records relate to the agency’s role in enforcing federal law relating to counterfeiting, forgery, and access fraud. The Secret Service investigates cases of cellular phone and credit card fraud, both of which come up in financial crimes. The Secret Service also collects intelligence concerning possible threats to those persons it is charged with protecting, including the President, the Vice President, and foreign dignitaries.



Department of the Interior

The Bureau of Indian Affairs maintains census records of the Indian tribes, including names, degree of Indian blood, tribe, family background, and current address. Indian gaming casinos are also regulated by the department, which has an Office of Inspector General to investigate criminal activity involving Department of the Interior programs.

The National Park Service has records on the mining, leasing, pasture, and concessionaire permits that relate to National Park Service properties.



Department of Justice

The Drug Enforcement Administration (DEA) has extensive files on criminal activity relating to narcotics and controlled substances. The DEA has offices in a number of foreign countries, which can be used to support drug money laundering investigations or financial investigations with international connections. The DEA sponsors the El Paso Intelligence Center and participates in the National Drug Intelligence Center (NDIC), both of which have extensive information about drug trafficking activity in the United States and abroad.

All persons and businesses that handle controlled substances, including doctors, pharmacies, wholesalers, manufacturers, and importers, are required to register with the DEA.

The Federal Bureau of Investigation (FBI) has extensive investigative jurisdiction over federal crimes and an active interest in money laundering matters. In addition to the case-related information that the FBI can bring to a money laundering investigation, the Crime Laboratory, Records Analysis Unit can analyze criminal records, including coded drug or gambling records. This service can be very helpful in tracing funds. FBI legal attaches are stationed overseas in various countries to support FBI operations abroad.

The Bureau of Alcohol, Tobacco, Firearms and Explosives keeps records of persons registered as dealers in firearms, as well as those persons possessing certain weapons.



Department of the Navy

Investigations of criminal activity by Navy personnel are conducted by the Naval Criminal Investigative Service (NCIS), which maintains offices at major naval installations.



US Postal Service

The Postal Service can provide information about post office box holders, including their address. This information can be obtained through the local office of the Postal Inspection Service, which investigates mail fraud and other postal-related crimes. Mail covers can also be requested through the postal inspectors.



Department of State

The Department of State maintains passport information on anyone with a US passport. In requesting this information, you should provide the name and the date and place of birth of the passport holder. The department also has records of import and export licenses.



Department of the Treasury

The Alcohol and Tobacco Trade Bureau has programs relating to the production of alcoholic beverages and tobacco products, and it may have information about persons licensed or registered in these industries (winemaking, for example, or brewing).

The Office of Foreign Assets Control maintains lists of persons, businesses, enterprises, and countries that are suspected of involvement in terrorism or narcotics trafficking.



Federal Aviation Administration

The Federal Aviation Administration (FAA) maintains records of ownership of all civil aircraft registered in the United States. These records include information about manufacture, sale, inspection, and maintenance of the aircraft. The sales records include contracts, bills of sale, mortgages, liens, transfers, and modifications.

Information can be obtained directly from the FAA, but certified copies of the documents must be requested in writing from

Aircraft Registration Branch AC 350

Federal Aviation Administration

Field Box 1082

Oklahoma City, OK 73101



Federal Maritime Commission

The Division of Investigation conducts background investigations of persons who apply to the Federal Maritime Commission (FMC) for licenses to engage in the overseas freight forwarding business. Applicants complete a Form FMC18, which contains the names, addresses, dates and places of birth, and citizenship of all officers, directors, partnership members, or individual proprietors of the business.



Securities and Exchange Commission

The Securities and Exchange Commission (SEC) regulates the securities industry and keeps a record of all corporate registrants of securities offered for public sale, as well as persons who are licensed to sell these securities.



Small Business Administration

Anyone who has applied for a small business loan from the Small Business Administration (SBA) will have been required to fill out SBA Form 4, which contains extensive information on the applicant and his or her business associates.



Department of Veterans Affairs

The Department of Veterans Affairs (DVA) has records of loans, tuition payments, and insurance payments, as well as information about disability payments made to veterans. This information could be important if your subject claimed the VA as a legitimate source of income.



Court Records

Court files can be bonanzas for the financial investigator. Court cases not only require a lot of paperwork, but much of the business also is conducted under oath. A financial statement submitted in connection with a divorce action or a lawsuit carries extra weight if the maker swears to it.

A number of different courts may have financial or other information for your case. These include:


	US District Court

	US Bankruptcy Court

	US Customs Court

	US Tax Court

	State District or Circuit Courts

	Specialized state courts





US District Court

US District Courts exist in every state, the District of Columbia, Guam, Puerto Rico, and the Virgin Islands. District Courts have exclusive jurisdiction over bankruptcy, maritime and admiralty matters, patents, copyright penalties, claims against foreign states, and any matter in which the United States is a party, as well as all federal crimes.

Court files include all the pleadings and other documents submitted as evidence in the case. These are summarized by a docket sheet listing, in chronological order, all of the actions or events connected with the case. The docket sheet is a good place to start to identify the documents you want to get from the file.



US Bankruptcy Court

All bankruptcies are handled in US Bankruptcy Courts, which keep extensive records. Bankruptcy files contain impressive amounts of financial information, submitted by both the person filing for bankruptcy and creditors who are making claims.

These records may be particularly significant if the subject went bankrupt several years before and is now prospering through some illegal activity because you will have his or her exact financial condition as of the bankruptcy filing date. Bankruptcy fraud is on the rise in this country, as is the number of filings generally.



US Customs Court

US Customs Court handles disputes about the import duties on merchandise brought into the United States. In court files you will find information about the importer and the merchandise, as well as data about prior business activity.



US Tax Court

Not many tax cases get to US Tax Court, but any dispute that cannot be resolved within the IRS is taken to Tax Court. The benefit for criminal investigators is that information that would previously have been zealously protected from disclosure by the Internal Revenue Code is now available to the public in Tax Court records. Due to the long lead time in getting this far, the information may be somewhat dated.



State District or Circuit Courts

No matter which state you’re in, some state court will have primary jurisdiction over civil and criminal disputes. As with the federal District Courts (only more so), these court files contain very useful information and lots of it.

One defense frequently raised in money laundering or financial cases is a claim that the source of the income was a lawsuit or settlement. This claim can be quickly checked against the court files. You’ll have to know the subject’s name to get the data, but court files are almost invariably public record material. This includes such things as financial affidavits, statements filed under penalty of perjury, and disclosures of assets that may have been hidden previously.

Information on state court cases may be held with the clerk of the court or the county clerk’s office, depending on the jurisdiction. A good place to start looking is with one of the commercial databases—LexisNexis or ChoicePoint, both of which maintain information about court cases and filings. You should also check on the Internet to see if the records of the court you’re interested in are online. In many cases, they will be.



Specialized State Courts

Many states have set up specialty courts to handle certain matters within their jurisdiction. Two that are especially useful in financial investigations are Family or Divorce Court and Probate Court.

Family or Divorce Court is a very handy source of financial intelligence. The affidavits filed by both parties, listing income and assets, make a perfect starting point for a net worth case. And you may get a bonus: The divorced party may be ready, able, and very willing to testify against your subject. These courts may handle child custody and support questions, which also have financial ramifications.

Probate Courts handle matters relating to estates, wills, and death generally, which may become an issue if your subject is saying he got all his money from his dead Uncle Fred. In fact, you may want to check locally at the beginning of your financial case to see whether the subject’s close relatives are deceased (check the Social Security Death Index) and whether they left anything to the subject.




State, County, and Municipal Governments

Nobody gets through life anymore without extensive contact with government, most of which happens at the local, county, and state levels. From the day you’re born (birth certificate) to the day you die (death certificate and probate and estate tax records), the government’s making paper on you. It’s kept all over the place, but it’s all there somewhere.

The problem is that there is so much information and, depending on the state, it can be kept by almost any agency. You’ll just have to familiarize yourself with the local terrain and make a list of who has what. I recommend that you create a three-ring loose-leaf binder that contains not only the names, addresses, and telephone numbers of your local information sources but also copies of the forms they require to request information. Index and cross-reference it. This will save a lot of time down the road. You can add to your binder as new sources are developed or make changes as the need arises.

With regard to individuals and businesses, the state, county, or municipality keeps the following sorts of records:


	Sales and transfers of real property

	Mortgages, liens, encumbrances, and releases

	Judgments, garnishments, chattel mortgages, mechanics liens, and lis pendens

	Real estate tax assessments and payments

	Inheritance and gift tax returns

	Wills, living trusts, and other estate planning documents

	Letters of administration

	Inventories of estates

	Excise and sales tax information

	Conditional sales contracts

	Uniform commercial code filings (loans, secured property loans)

	Birth certificates

	Marriage licenses

	Death certificates

	Driver’s licenses

	Motor vehicle registrations

	Vessel registrations

	Building and occupancy permits, and related material such as inspection records, building plans, and fire inspections

	School and voter registration

	A fictitious name index (register of corporations)

	Corporate records, including annual filings, reports, and lists of officers and directors

	Business registrations and licenses

	Records for licensing and regulatory boards of regulated industries or professions (e.g., Board of Medical Examiners)

	Individual name changes

	Alcoholic beverage sales

	Public assistance payments

	Worker’s compensation claims

	Unemployment compensation records

	Police reports

	Regulatory actions

	Records related to environmental protection and permitting

	Records of water, sewage, and trash service






COMMERCIAL AND ONLINE DATABASES


Commercial Databases

Commercial interests have gotten into the information business in a major way. Several large commercial databases exist to serve those who have a need (and the money to pay) for information. Since much of the information in these commercial databases was originally government information that you could get for free by going to the county courthouse, what you’re really buying is the convenience of having all of this information in one location.

You absolutely cannot do a financial investigation without having access to one of these commercial services. This is a resource you should be using daily.

These services operate by obtaining massive amounts of data from federal, state, county, and city governments, as well as court files, newspapers, magazines, and other public sources. They then package these data so that they can be retrieved in a name query. The result is nothing short of spectacular. They are not omniscient (yet), but they’re coming perilously close.

If you don’t have access to LexisNexis, ChoicePoint, or Autotrack, you can obtain the same results by going through FinCEN, which subscribes to these and more.

For purposes of our discussion, we’re going to use LexisNexis as an example, although ChoicePoint and Autotrack are comparable. This should not be construed as an endorsement of this service or of its parent company. Rather, we can get a good idea about how all of them work by looking at this one.

The book listing all of the data in LexisNexis is almost an inch thick, and even summarizing it is impractical here. We’ll look at just a few of the libraries and group files. Here is a sample:

ALLOWN—county real estate records from 40 states plus Washington, DC, and the Virgin Islands

ALLBKT—bankruptcy petitions, discharges, and dismissals from all 50 states

ALLBIZ—state and county business filings from most states, including d/b/a files and a franchise index

ALLDBA—county d/b/a filings from 47 states

ALLJGT—judgments and liens from 38 states

ALLSOS—business filings with Secretaries of State for 45 states

ALLUCC—UCC lien data from all 50 states

ALLVER—15 state and national verdict reports

BFIND—business locator listing 11 million US and Canadian public and private companies

DCEASE—Social Security death benefits master list for 48 million individuals

PFIND—nationwide white pages directory covering 3,400 ZIP codes

PTRAK—nationwide person locator of over 300 million records

The “assets” library can locate real estate assessment records from 669 counties in 40 states, current deed transfers from another 30 states, FAA aircraft registration records, vessel ownership data from the Coast Guard and Florida, and motor vehicle registration information from Florida and Texas.

Also of extreme interest to financial investigators are the following:


	Real estate ownership information

	Dun & Bradstreet records for 43 million US and overseas companies

	Court dockets in 14 states

	A nationwide telephone number cross-reference directory

	BFIND, a file that can tell you every business in the system in which your subject has an interest



With half an hour of computer time, nationwide asset searches, business connections, prior addresses, and some financial data can be obtained about virtually anyone in the country. This information may not be completely accurate, but it’s a great source for leads.

Does your subject have interests in corporations or real property in another state? Even if you don’t know which state, you soon will. When combined with the other databases run by the government, the information in these public sources is even more effective.

In case you were wondering, you’re probably in the databases, too.



Online Research

The Internet is more than just a place to play games and chat with strangers. Nowadays, it seems like everybody’s “on the Web.” Many businesses and individuals are online, including a growing number of cyberbanks, which have the ability to launder money.

Some of these “banks” actually advertise the ability to convert cash without reports being filed. Since they operate from offshore locations, they are not subject to American regulation and in fact may not be banks at all, in the conventional sense of the word.

Apart from its ability to foster criminal communications, the Web offers research opportunities as well. A company’s website may contain biographical information about its officers, employees, products, services, and operations. Individuals sometimes post an astounding array of personal material on their websites. A number of search engines allow the user to check the entire Web for information about an individual, business, or product.

As a research tool for financial investigators, the Web is only fair. Unlike government or public records, most of the material is self-generated, so the accuracy is not always outstanding. Also, there is so much data on the system that if your subject or business has a common name, your inquiry might receive 100,000 hits, and there may be no way to narrow the search down. Again, I’m not endorsing a particular service or search engine, but Google, Alta Vista, Infoseek, and Yahoo have interesting features. The Internet addresses for these search engines are




	Google

	http://www.google.com




	Alta Vista

	http://www.altavista.com




	Infoseek

	http://www.infoseek.com




	Yahoo

	http://www.yahoo.com






There are many others, but these will provide a good start.

One thing to remember when doing research on the Web is that your research may not be confidential. Other computers have the ability to recognize the signature of your computer and to make a record of the inquiry. If you check out a certain business you think may be laundering money and it sees that it’s the law calling its website, your case may be weakened.

Let’s add another online source that’s gotten huge in the last couple of years. Social networking sites like Facebook and MySpace can be a big help to you. The subject of your investigation might post personal information on these sites, including pictures of assets like cars that you may want to seize. Your most up-to-date photograph of the subject himself might come from the Facebook profile, and there’s a handy list of “friends” who might become witnesses for you.




CREDIT-RELATED SOURCES

Credit is the lifeblood of commerce, and it’s hard to believe we ever got along without it. Credit is everywhere, and it has become so vital that an entire industry has sprung up to help potential creditors decide whether or not they should give credit to certain people or businesses.

Aside from medical information, there probably isn’t any more personal data about people than their credit history. The law recognizes this and has placed restrictions on the availability of this information to law enforcement.


Credit Agencies or Bureaus

Credit bureaus are in the business of collecting financial information, and they’ve got a lot of it. There are three nationwide credit bureaus that deal with individual credit:


	Equifax

	TransUnion

	Experian



These agencies collect consumer credit information on individuals, which they provide to their subscribers for a fee. Let’s say I’m a car dealer, and I need to know whether a customer is a good credit risk for a $10,000 car. I subscribe to one of the Big Three, which allows me to call the bureau with the information the customer provides on a credit application. I will receive, within a matter of minutes, a credit report describing the customer’s history for several years, including payments made, loans, foreclosures, liens, and income and employment data. I’ll also get an address and, maybe, a rating. All for a couple of bucks.

And the files are enormous. The Big Three have hundreds of millions of files on virtually everybody in this country who has ever borrowed money, held a credit card, or used credit in any way. They are not supposed to have banking information such as checking or savings account balances, but they may have bank references, and they’ll definitely have a record of bank loans.

This information can provide leads to all sorts of assets and financial transactions, but caution is advised. The Fair Credit Reporting Act of 1971 (FCRA) provides for criminal penalties for anyone—including law enforcement officers— who obtains information from a credit agency under false pretenses, as well as for unauthorized disclosure.

This applies to consumer credit reports. These reports can be furnished to law enforcement in response to a court order; a grand jury subpoena or a search warrant will do. Consumers can get their own credit reports, and businesses that subscribe can get the credit reports they’re paying for.

Note that the FCRA provides that the credit reporting agency can provide limited information to law enforcement without a court order. These data, consisting of identification information only, include the consumer’s name, address, places of employment, and former places of employment. (A credit bureau may still ask for a subpoena, even for this limited disclosure.)



Other Credit Reporting Agencies

Several nationwide businesses offer credit reporting information similar to that of the Big Three—only for business, rather than individuals. The largest of these “rate” businesses as credit risks, evaluating their performance and creditworthiness. The best known is Dun & Bradstreet (D&B).

Is your subject operating from a business front? Is this a shell corporation? If Dun & Bradstreet hasn’t heard of it, the company has never applied for credit or been reviewed by D&B. Remember that D&B is one of the services available on LexisNexis. The rules about disclosure of this type of commercial credit information are less stringent than for the consumer kind.



International Business Ratings

In checking out a foreign business, it may be possible to check with an international credit reporting agency, the biggest of which is Dun & Bradstreet. The Treasury Department identifies some regional reports/agencies:


	International Credit Reports (Division of Dun & Bradstreet)

	International Market Guides (Central and South America)

	Continental Europe (European businesses in 39 countries)

	Guide to Key British Enterprises

	Synopsis of Dun—Mexico

	Synopsis of Dun—Brazil

	Reference Book—Argentina

	Bradstreet Register

	International Mercantile Claims Division





Specialized Commercial Credit Organizations

Businesses within certain industries have set up their own commercial credit reporting agencies to service their members. Some of these are


	United Beverage Bureau (brewers and bottlers of carbonated beverages)

	National Fuel Credit Association (gasoline and oil company credit)

	Jewelers Board of Trade

	Lumberman’s Credit Association

	Produce Reporter Company (wholesale and retail growers and processors of perishable fruits and vegetables)

	Packer Produce Mercantile Agency (also fruits and vegetables)

	Paper and Allied Trade Mercantile Agency

	Lyon Furniture Mercantile Agency (dealers in carpet, furniture, floor coverings, upholstery, major home appliances, radios, and televisions, and suppliers to department and general stores)

	American Monument Association (funeral-home services, etc.)



The Hooper-Holmes Bureau, Inc., of Morristown, New Jersey, offers several credit-related services to its clients, including a record of credit card abusers and an index of individuals who have filed insurance claims. This “casualty index” also has data on anyone who has applied for insurance, as well as a history of prior accidents or sickness claims.

Within a given metropolitan area, smaller credit bureaus or agencies may serve local clients. The files kept by these agencies may include more data on area businesses and individuals than the nationwide services do, though obviously not on so many people. You should check in the Yellow Pages for the names of any such local agencies or with the National Association of Retail Credit Bureaus.

Trade or professional associations don’t have much to do with credit, but they are familiar with their members and the sources of credit within the industry. They could be a good starting point.



Other Credit Issuers

Those who actually issue credit, such as banks, finance companies, credit unions, department stores, and oil companies, maintain files on their credit customers, including applications for credit and payment records.



Credit Card Issuers

Now, here’s an idea whose time has come. The first credit card was issued in the 1950s for air travel, and the concept sort of “took off” after that. Almost everybody’s got at least one card now, and some people have 10, 20, or more.

There’s big money in the retail credit business, which is why you get two or three letters a week from banks offering you “preapproved” VISAs or MasterCards. With credit card interest rates as high as 24% per year, the profits are high and the competition for customers is fierce.

There are several different kinds of credit cards and several names for plastic money. One type of card is the travel and entertainment card (T&E), which is how the whole idea got started. T&E cards, such as Diner’s Club, Carte Blanche, and American Express, are not as widely accepted as some other cards, and they may not be credit cards in the true sense of the word at all. American Express requires you to pay off your balance each month—something that the bank card issuers would prefer you didn’t do. These T&E card programs are run independently of each other and have their own administration. You would subpoena the security or legal division of the card issuer for information about a cardholder.

Bank cards are true credit cards in that they really are an extension of credit by a financial institution. Although most banks participate in one or both of the major credit card systems—VISA and MasterCard—the bank, not the system, will be left holding the bag if the cardholder skips out on the payments. For this reason, banks charge a high interest rate for credit balances on their cards, and they obtain extensive credit information from customers. If you get one of those “preapproved” applications in the mail, you can bet the bank has already checked your credit thoroughly.

Credit card records can be a gold mine of information, especially if the subject uses the card extensively. You will know not only what he or she is spending but also exactly where and when. Patterns of use can be significant in a financial case, especially with respect to defenses in indirect methods cases.

Finding out where your subject has credit cards isn’t very difficult. The credit bureau will know, as will everyone else who has credit with the subject. A mail cover will reveal monthly statements mailed by the issuer, and it will also turn up all those unsolicited preapproved credit card offers.

Note that some cards may look like credit cards, even carrying the VISA or MasterCard logo, but they are actually secured or debit cards. A secured card is backed up by funds on deposit with the issuing bank, usually in the form of a certificate of deposit. The cardholder can’t withdraw these funds or charge beyond a certain limit, usually 100%–150% of the deposit.

As almost everybody knows by now, a debit card takes the money directly out of an account at the bank. Debit cards are hugely popular and have already surpassed written checks in terms of the number of transactions conducted each year. Some may have a credit feature, something like overdraft protection on a checking account. This allows the cardholder to charge beyond what’s in the bank account. Most are affiliated with one of the credit card issuers—VISA or MasterCard—as well as with the networks linking automatic teller machines, such as Star, Cirrus, and Maestro. These networks allow debit cards to be used worldwide, and the whole concept provides a lot of potential information for an investigator.

Because debit cards are linked directly to a bank account, by getting the bank records, you can track the subject’s purchases, ATM activity, and even whereabouts, often down to the minute. This can lead you to all sorts of assets and spending activity that might be useful in a net worth calculation.

Smart cards are the next step. These cards can be “loaded” with a certain amount of money and then charged down to nothing. Prepaid phone cards are a good example of the principle. The loading takes place at a bank or other location, even an ATM, where you give the bank some real money for the electronic version that goes on the card. Smart cards represent a big money laundering headache because, in theory at least, you could load up a smart card with an unlimited amount of money and then take it wherever you wanted and unload it. Even better from the money launderer’s perspective, someone can load the smart card with cash at multiple ATMs without ever coming into contact with a real person who might ask tough questions.

Credit applications contain good leads to bank accounts and other assets, and credit use and payment histories provide revealing clues in your financial case. Let’s say you get 5 years’ worth of bank and credit records for your subject. During the first 2 years, the patterns of spending involved extensive use of checks, withdrawal of cash from ATMs, and credit card charges. Then this all stops. Suddenly, your subject isn’t doing any of these things. This is a very strong indication that some other source of (untraceable cash) income is now fueling her spending. You may not have direct evidence of this cash spending, but logic tells us (and the jury) that something had to have replaced the previous activity.

This type of analysis can also be used in destroying defenses to the net worth, expenditures, and bank deposits methods of proving income. If a person was running a credit balance on his charge cards or maxing them out, this is a fairly good indication that he didn’t have some secret cash hoard that explains all of his extravagant cash expenditures or deposits. Jurors understand that if people have that kind of resource, they don’t miss a payment or two on their VISA card.

Finally, your subject may have little or no credit background, because she doesn’t use it; she pays for everything in cash. This, too, can cause inferences to be drawn because very few people in society today can exist without a credit history.



Business and Miscellaneous Sources

When you get right down to it, the only reason for being in business is to make money. And as we’ve already seen, the process of making money automatically generates all sorts of documentation. This documentation is going to be kept in different places and in different forms wherever you go, so it would do no good to try to describe all of them here.

Generally speaking, though, certain industries have to keep certain types of records. Sometimes this is the nature of the business, and sometimes government requires it. Federal tax law requires that businesses keep all records for at least 5 years. In regulated industries, where the business needs a special license or permit to operate, the record-keeping requirements may be even more stringent.

Businesses also tend to keep a lot of information about their customers, and this practice has increased recently with the proliferation of “price clubs” and “frequent flier/buyer/ renter/customer” programs. Not only will a business with such a program have each customer’s initial application, but the computer will also track every purchase by each customer, whether it be airline tickets or groceries. These programs can lay a person’s life bare, something that probably wasn’t fully considered when they started multiplying like rabbits. Once you know a little about your subject, you will have a better idea about where to go for business information about that person.


Business and Industry

Every business with which your subject comes in contact is a potential source of documentary evidence. This contact may be direct or peripheral, but every single instance represents a chance to break into the paper trail the subject has left behind.

Each segment discussed in this section will be rated on the risk involved in subpoenaing records from that source and the potential value of the records in a financial or money laundering case. Each case is different, as will be your needs in each instance, but some businesses do have more financial data on file.



Travel and Transportation

Hotels have always been good sources of information for investigators. Not only can you get the registration information, but you can also usually get the records of telephone calls made from the room and any services provided to the guests. This is good stuff to have in a conspiracy case or in proving that your subject was somewhere when a financial transaction or an unlawful act took place. Because hotels require credit cards for deposits and reservations, they may be a source for financial information, even if the customer pays in cash. Subpoena risk: Low. Potential: Medium.

Airlines are another good source, although the information is sometimes difficult to obtain, due to the way it is stored. Frequent flier programs have eased this situation because the details on each customer are available in one place. You should be able to get information such as the dates of travel, the class, how the ticket was paid for, where the ticket was bought, and whether the passenger was traveling alone or in a group. Subpoena risk: Low. Potential: Medium.

Travel agencies can be used in money laundering schemes, and they should be approached with caution because many people who deal with travel agencies have a special relationship with an agent. If the subject uses a travel agency regularly, getting information about his or her travels will be much easier because almost all agencies keep files on their customers, with all the details about their activity. Subpoena risk: High. Potential: Medium.

Automobile rental records may be decentralized. Many outlets are franchise operations, although they are connected to a central reservations computer. The larger car rental companies have established frequent renter programs that are linked to various airline programs. All car rental agencies require production of a credit card, which can provide some financial leads. Subpoena risk: Low. Potential: Low.

Automobile sales records are comprehensive, and since this is a type of business that criminals like to frequent, they can be the source of good leads. Each sale creates a “deal file” that is kept at the dealership. The customer’s credit application and usually a credit report will be in this file, along with the records relating to that specific automobile. The service records for the vehicle will also be kept, though not in the deal file.

Caution: If the dealership helped structure the cash purchase of a car, something that isn’t exactly unheard of, the personnel there may be implicated, and they may have a relationship with the purchaser. If cash was involved, the receipts and perhaps a Form 8300 will be in the deal file. If it was a cash purchase and no 8300 was filed, you may have a case against someone at the dealership, which could be helpful in getting a cooperative witness against the subject. Subpoena risk: Low. Potential: High.

Aircraft sales and leasing are big-ticket transactions, documented to the max. As with car dealerships, the risk of collusion between the business and the customer is present. Much of the information you want may be available from the FAA, which should be your first stop. If your subject has an airplane, the records that are at the dealership and at the maintenance facility should be very interesting. Subpoena risk: Low. Potential: High.

Boat dealers, like aircraft dealers, have information about big-ticket transactions. The bigger the boat is, the more money is involved, and boat ownership generates quite a bit of paperwork that can lead to assets. Subpoena risk: Low. Potential: High.



Communications

Telephone companies have been a source used in criminal investigations since phones had cranks. As phone networks increasingly go digital, the data kept in their computers get ever more comprehensive. Already records of the longdistance calls your subject makes can be retrieved, but a dialed number recorder (pen register) may be required to get information about local calls. This may be especially true if your subject is using a prepaid phone card and hence no long-distance charges are going onto his or her bill.

Calls to banks may be local, so a pen register might be the ticket if you’re looking for leads to assets. Phone records are also useful in identifying associates, business connections, and leads to assets. Because the phone company wants to protect itself from toll fraud, it collects credit information from customers. These types of data are also kept if the customer has a phone card. Subpoena risk: Low. Potential: Medium.

Cellular telephone companies are better sources than the phone company because their records contain more data about numbers called, numbers calling, and credit information. One problem is that, because there are so many different companies, identifying which one the subject is using can be a problem. This is especially true since telephone number portability went into effect, letting customers keep the same number when they change service providers. Once you’ve figured out who the provider is and gotten the records, you may have a lot of calls to go through. Any to real estate agents, stockbrokers, banks, marinas, or the like may be leads to assets. Investigators may have ignored such calls in the past, when they were only worried about calls to associates setting up drug deals. In a money laundering case, such calls may now be the focus. Subpoena risk: Low. Potential: High.

Long-distance communications providers may be another good source of leads. Life used to be easy before phone company deregulation: You took your subpoena for toll records to one place, and a couple of weeks later, presto—you had reams of long-distance records. Today, there are any number of longdistance service providers, most of whom call you during dinnertime to get you to switch over to their service. Getting toll call information is much more complicated these days and getting harder all the time. As noted, prepaid phone cards make documenting long-distance calls even more difficult.

One lead you may have is the dialing of long-distance access numbers from the subject’s home or cellular telephone. Once these toll-free access numbers are identified, you can subpoena the providers for information about the calls. Toll-free cross-reference directories can provide this information, and several are on the Internet. Subpoena risk: Low. Potential: Medium.



Public Utilities

Electricity and water customers don’t have to undergo the kinds of credit checks you’ll see at the phone company, but the utility companies will have information about the subject’s residence, who is paying the bills, when service began and ended, phone numbers, and possibly prior addresses for the customer. Information from these sources can be useful in rebutting a “cash hoard” defense.

The other way these utility records can be useful is in identifying the residents at a given location or at least who is paying the utility bills. A subject who is paying the bills on a house he or she ostensibly doesn’t own may have tried to conceal an interest in the property. Subpoena risk: Low. Potential: Low.



Insurance Companies

Life insurance companies can be used in money laundering schemes, especially those operating offshore. Most insurance companies are legitimate, and they keep plenty of records relating to their customers. There’s more than one kind of insurance company, remember, and most people deal with more than one. Your subject could have a life insurance policy with one company, homeowner’s with another, and car insurance with a third. All can be good sources of information.

A homeowner’s policy may provide you with a complete inventory of all personal property in the house. If the subject has a million dollars in jewelry insured, this would be handy to know, and it would turn up on a fur and jewelry floater policy, complete with appraised value and description.

On a historical basis, the insurance company may have descriptions of all the vehicles it has insured for the customer in the past. If your informant says she was driving a Mercedes in 1995, you may not be able to confirm that with the DMV, but the insurance company might remember.

Insurance applications contain quite a bit of financial information along with the personal stuff. Most ask the applicant to identify insurance carried with other companies (a good way to find out what other assets are insured elsewhere). Some insurance information is centralized, but much of it will be with the individual agent or office. This could be a problem if that person is very cozy with the subject. Subpoena risk: Low. Potential: Medium.



Entertainment

Wine, women, and song are the long-term goals of many criminal enterprises. You’ll discover, if you haven’t already, that most crooks with hot money in their pockets can’t spend it fast enough. These are the people who won’t be the subjects of your money laundering case because they didn’t keep any long enough to need to launder it.

This type of expenditure is hard to document, but it can form a large part of the “lifestyle expenses” in a net worth, bank deposits, or, especially, expenditures method case. Getting the information from the bars, nightclubs, restaurants, and resorts where the money was spent isn’t a snap. Informants could be useful in that regard, as well as employees familiar with the subject’s spending habits.

Wagering is another activity that has boomed in the last 30 years. Previously, gambling activity was limited to Las Vegas and Atlantic City; however, casinos are now just about everywhere you look. Some form of gambling is now legal in every state except Utah and Hawaii.

Casinos—and any other wagering operation, for that matter—are money intensive, generating the usual mass of paperwork to track that money. Large cash transactions (the kind most admired by casino operators) are supposed to be reported to the IRS on a Currency Transaction Report for Casino (CTRC). Any transaction over $10,000 is required to be reported, including the purchase of chips, cashing in of chips, and accumulated cash wagers.

Smaller casinos report these transactions on Form 8300. All of them are also supposed to report gaming payouts or winnings to the IRS on a Form 1099W, once the winnings reach a certain level. The CTRCs are available to investigators in the FinCEN, TECS, or IRS databases, but the 1099s are tax information and cannot be disclosed without a court order.

The casinos have very good records, which they will provide if subpoenaed. They have credit applications and reports; records of “comps” (the perks given to high-rolling gamblers); the totals won, lost, and bet by these people; and records of any collection efforts made on the casino’s behalf.

Casinos are very useful as money laundering devices. With a little planning, a casino can provide a perfect integration mechanism for the launderer. “I won it in Las Vegas” is a perfect explanation for a large sum of cash or the possession of a valuable asset. If the casino backs up that story, the launderer is halfway home. One very simple scheme involves depositing cash with a casino cashier and then withdrawing the money in the form of a check. Casinos will even write the checks on accounts they have in innocuous sounding names, in case one doesn’t want it to look like the money came from gambling.

In this type of scheme, you’ll have to go deeper into the casino’s records to trace the “winnings” back to the source. More often than not, you’ll discover that the subject’s winnings are more than offset by losses—which is how Las Vegas got to be so glittery in the first place. Subpoena risk: Low. Potential: High.




Miscellaneous Sources


The Library

Don’t overlook the library in your search for information. Not only are libraries full of all sorts of interesting facts, but they’re also specifically organized to get those facts to their customers—for free.

Most drug traffickers are not listed in Who’s Who or The Thomas Register of American Manufacturers. These and other directories that you can find at the library can still be a valuable source of information to the financial investigator. How so, you may ask, if the crook isn’t listed?

The really serious money launderer is going to attempt to conceal his or her ill-gotten gains beneath some sort of business facade, either foreign or domestic. Perhaps the crook will create a “front” corporation or even buy an existing business concern. To make the front look real, the launderer may have the business engage in actual commerce with others in the industry.

Whenever business is done, competitors, suppliers, and customers take an active interest. Word travels quickly, and executives in the same industry or area can often furnish timely, accurate intelligence about a new entrant in their field. “Yeah, I know them. All new trucks, lots of traffic from the warehouse. Funny thing: Nobody I know buys his stuff.” Or: “I made a sales call on the place right after they opened up. Place was deserted, just a secretary and the guy in charge. He didn’t seem to know what I was talking about.” The directories can help the investigator find this kind of witness.

There are several types of business publications, each with a different purpose. They include the following:


	Annual reports are produced by the companies themselves and are the primary sources of public information on a corporation or business.

	Directories are publications that list companies, products, and other information, classified by industry, name, product, or area of operation.

	Investment material is compiled by services and provides comprehensive information on the historical background and performance of companies, including their financial status, profitability, and other data of interest to an investor.

	Business periodicals are publications with a primary focus on business and economics. These may be general and widely known, such as The Wall Street Journal; limited in scope, such as Aviation Week and Space Technology; or local, such as the Bay Area Investor.

	Miscellaneous publications include indexes, rate and data services, audit guides, law reporters, and guidebooks.



All of these publications can be found in the library, and they can prove to be good sources of leads. Larger libraries will also have foreign and out-of-state directories or publications. These can be useful if your subject has a presence overseas or in another state.



Newspapers

Local newspapers keep copies of back issues and clippings on certain topics on file in the newspaper morgue. Quite a few will also sell you a copy of an original photograph that has run in the paper. The newspaper may have an index to its articles, cross-referenced by the names of individuals who appear in the stories. This index should also be available at a public library, which will also have copies of the newspaper on file, usually in microform.

Many papers are publishing on the Internet now, and the names of people who are mentioned in the articles can be retrieved in a search of the Web. As noted, however, if your subject has a common name, there may be tens or even hundreds of thousands of “hits,” which could take a little time to review.

One way of narrowing this search down is to see if your paper’s website has a search engine and use it to search only that site for the name you’re checking. You may wind up with the interesting information that your subject shot a hole in one or wrote a letter to the editor, but there may be more relevant news as well.





PUTTING YOUR RESOURCE GUIDE TOGETHER

An investigator is as good as his or her sources. The more you have and the better you’re able to mine them, the tighter your cases will be. We talked earlier about developing a resource guide for your area. Ideally, this book should contain the name of every source you could possibly encounter, with indexes and cross-referencing. In fact, you’re always going to be finding out about some new source of information or encountering some new problem, which is part of what makes criminal investigation so interesting: different day, new challenge.

Divide your three-ring binder into sections by type of information that you’re cataloguing (banks, real estate, state government, credit, education, etc.). You can get contact information from the phone book, but always get a business card when you serve a subpoena or otherwise contact someone for information. Leave one of yours, too, because you never know.

Put the business card in the book, or at least make sure the information about that business is included. You’ll also want to know more about the business and how to get information from it, so take the opportunity to ask the following:


	What types of information does the agency maintain on individuals? Businesses? Others?

	Is the information centralized in town? Is it maintained at other sites?

	How is the information kept? In files? On a computer?

	Is there a central index to information? How is information indexed (name, address, Social Security number, agency identifier)?

	Who is the principal point of contact for information requests (name and position, phone number, address)?

	If we obtained a subpoena for information from your agency concerning an individual or business, what information would be available, and how should the subpoena be worded to (a) get the right information and (b) minimize the impact on your agency?

	What information is available to the public? To law enforcement? Upon subpoena?

	Bottom line: What information do you have that I might be able to use, and how do I get it?



In financial investigations, you’ll wind up contacting the same people often, because, for example, they are records custodians at large banks. For these folks, you’ll also want to include a note about how their institutions like to fill subpoena requests. Some banks want to do all the research before responding, while others like to break it up and send it out as they get it. If you can accommodate their needs and still get the job done, it’s a good idea to keep these people happy.

If you have a special contact, such as a credit bureau employee who will give you the identification information she can legally provide without a subpoena, make sure that name is in the book. Otherwise, you’ll be talking to the guy who says, “We have to have a court order.”

Financial information can be found in some unusual places, so it pays to keep an open mind about your contacts with potential sources. Whatever you can do to make it easier for them to provide the information should be done. If they are entitled to payment for the records, make sure they get paid promptly. If you can reduce the size of your request without compromising the need for the information, make it so. In the long run, this consideration will pay off in information dividends.

In sum, if you can’t know everything, it’s best to know where to find out. Financial information is everywhere, in overwhelming quantities, but you have to be looking for it. Developing sources should involve the same sort of effort you would use to develop informants because the information they provide is equally important to a money laundering case.





20 Basic Money Laundering Schemes


The finest plans have always been spoiled by the littleness of those that should carry them out.

Bertolt Brecht, Mother Courage and Her Children



Well, we’ve already seen that money can assume any form, limited only by the imagination. We’ve examined the enormous complexity of the world’s financial system and can now appreciate how easy it would be to make a few billion dollars here and there disappear. Given these incredible parameters, how are we ever going to be able to catalogue all of the various money laundering schemes and operations?

We probably can’t. Not in this space, anyway. The best we’re going to be able to do is describe some of the more popular, explain why they are preferred, and outline some of their weaknesses. Many of the operations have common elements or characteristics that make them more easily identifiable as money laundering schemes. The simpler schemes are also building blocks for the more complex operations. The most convoluted, detailed scam in history can still be broken down into its component parts.

The concept of components is a good one. Money laundering schemes are a lot like computer systems, made with many individual parts and pieces, all designed to work together to process information. The most complicated money laundering schemes in history are ones that the organizers loaded up with all sorts of fancy component elements, like Swiss bank accounts, letters of credit, shell corporations, nominees, or front businesses. Just looking at the big picture, we’ve got little chance of unraveling such a rat’s nest, but if we isolate these components, addressing them as separate parts of the whole system, we may be able to reduce the problem to a manageable size.

Two items of good news: The vast majority of money laundering schemes are neither very complex nor particularly well run. After all, the vast majority of criminals don’t have an MBA from Harvard or, for that matter, an MBA from anywhere else. True, the really rich crooks (most of whom also don’t have a Harvard degree, but do have enough money to hire somebody with one) can afford good advice and fiendishly complicated plans. We’ll show you how these people are vulnerable, too, because although you don’t run into many like them, they are the pot of gold at the end of the money laundering rainbow.

Also, although the good money launderers are fully capable of throwing all sorts of smoke and mirrors at us, they’ve really only got one complete scam. Once we understand that one, we’ve just got to get a handle on whichever little tricks are being used this week to complete the illusion. You’ll recall from our stage magician analogy that the performer uses a number of different props to achieve an illusion, but once the audience understands how those props work, there’s precious little mystery left, and no magic at all. This is how the various money laundering schemes should be viewed.

We’ll look at three schemes in this chapter, including a description of each scheme, using an actual case as an example and a chart that hopefully clarifies the operation. We will also note the vulnerabilities or weaknesses of each scheme and list some tip-offs that might help in either identifying or investigating each scheme. Figure 20.1 provides a key to the graphics used in the charts.


USE OF A NOMINEE

If the use of a nominee is the extent of the money laundering scheme, you should be finished with the case by lunch. Seriously, there’s not much to most nominee schemes, yet they are very popular with crooks. (Nominees are elements in more complex scams.)

A nominee is anyone appointed to fill a particular post or designated to perform certain acts or functions. In the case of a money laundering operation, assets such as cars, bank accounts, or even real property may be placed in the name of a nominee.

Nominees almost invariably have several common characteristics. Nominees are


	Almost always real, as opposed to just being an alias or a name on a document

	Usually witting; that is, aware that they are being used in this capacity

	Generally trusted by the person nominating them— something you’d expect since they’re essentially being given control over the money or asset

	Close enough in proximity that they can communicate: receive instructions and execute tasks

	Often relatives, close friends, or associates in the illegal activity




Objectives

The main objective in the use of a nominee is concealment, so this subterfuge mostly applies to the layering stage of the money laundering cycle. Although nominees can be used to conduct transactions, their chief value is in holding assets in such a way that the true ownership is concealed.
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FIGURE 20.1 Key to graphics.





Advantages and Disadvantages

From the launderer’s point of view, the principal advantage to a nominee-based scheme is that a cursory check of the subject reveals that he or she has no assets under his or her name. Without any further information, such as the names of the nominees, the investigator won’t be able to connect assets to a specific individual.

The primary disadvantage of the scheme is that it is superficial. Once penetrated, nominee schemes tend to fall apart fairly quickly. Since the principal often uses the assets, he or she can usually be connected with them and the nominees can be identified. Also, these schemes don’t really get rid of heat so much as they transfer it. Now it is the nominee who has the explaining to do.



Special Situations

In some situations, the use of a nominee can be a case stopper. This is especially true when the nominee is an attorney in a country where secrecy in this type of relationship is mandated by law. For example, your investigation discloses that the owner of an asset is a Panamanian attorney. You may contact this person for information, but he or she is not going to tell you who the client is, if anyone.

Another type of nominee is a person selected to serve as an officer or director of a corporation, especially in an offshore location such as the Bahamas. These people are selected by a management company or attorney and may not be aware of the money laundering purpose behind the corporation they now serve.


Case Example

Steve Nelson, a cocaine trafficker, had a not uncommon desire to enjoy the fruits of his illegal labors. His business accumulated considerable profits, over and above the amount needed to pay his supplier for the next shipment. He decided to spend some of the money on a luxury automobile, specifically a Porsche 911 (coincidentally, one that previously belonged to a rather famous and very attractive television actress).

At the dealership, Nelson produced the asking amount for the car, $43,000 in cash, in a duffel bag. The finance manager told Nelson that large cash transactions had to be reported to the IRS. This was certainly attention Steve didn’t need, so he instructed the manager to title the vehicle in the name of his associate, Jack Howe. All of the paperwork for the transaction, including IRS Form 8300 and the registration, was prepared in Howe’s name. If anyone ran a computer check on the Porsche, Howe’s name would appear as the registered and legal owner of the car.
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FIGURE 20.2 Use of a nominee.



Nelson used this same scheme to purchase at least four other vehicles, although Howe was not the nominee for all of those cars. (In this example, Nelson could also have used nominees to hold bank accounts or to conduct financial transactions for him.) See Figure 20.2.




Documentation

Several records accompany the transaction described in the case example. The Form 8300, Report of Currency Received in a Trade or Business, will contain a lot of information, especially if it is properly prepared. Note that Section III of this document describes the person on whose behalf the transaction was conducted. If Nelson’s name doesn’t appear in this section, the dealership could be guilty of filing a false report.

The other documents that always accompany a nominee scheme are the ownership and title documents, registrations, and perhaps tax records. If real property is involved, the documentation will be extensive, and much of it will be notarized. Nominees often have to literally sign their lives away to get the job, and their footprints are all over every transaction.

The secondary documentation is equally critical. Okay, Howe is the registered owner of the car, but who buys the gas? Who pays the insurance premiums? Who takes it to the Porsche dealership for servicing or has the windows tinted? If Nelson lives in an apartment complex, is the car registered there under his name?



Investigation of a Nominee Scheme

The vulnerability in a scheme involving a nominee is the nominee. This person has been selected on the basis of trust and affiliation and may be a criminal associate of the principal. In any case, it is virtually impossible to be a nominee in a money laundering operation without knowing about the object of the scheme (concealment). Because so many records are made in connection with the purchase and use of an asset, it is also difficult for a nominee to act without falsifying some of these records, often another offense.



Sources of Information

The nominee is a good potential source of information. Often this person has been poked way out front by the principal, creating all sorts of tax and other criminal liabilities. Only the flimsiest of covers protects many nominees, who find themselves completely at a loss to explain just how they came by such a valuable asset.

Documents, especially secondary documents, are also important. All assets require maintenance or support— activities that generate more paper. Investigators who have done forfeiture cases may already be familiar with the process of establishing true ownership. Some of the documents that might prove useful are the following:


	Bank records: Who is making payments for the asset? Has anyone borrowed against the asset? Does the principal list the asset on loan applications?

	Tax records: Who pays the taxes owing on the property?

	Business records: In the case of a vehicle, who performs the maintenance, and how is it paid for? For real property, who pays the utility bills?



Another set of questions can be asked about the nominee. Why, for example, if Mr. Howe owns a Porsche, is he driving around in an old Toyota? Demonstrating that the nominee does not have the resources to acquire an asset on his or her own can be effective evidence of nominee status. Income tax records may be valuable in this regard, as well as loan applications and other financial statements.

Physical surveillance is useful in establishing nominee status. If surveillance verifies that Howe always drives the old Toyota and never drives the Porsche, but Nelson does just the reverse, this is fairly indicative of who owns what.



Special Situations

When the nominee is one of those Panamanian attorneys or somebody equally difficult to deal with, your main focus will be indirectly showing the connection between the principal and the asset or transaction. Since you won’t be getting much cooperation from the nominee, you’ll need some evidence that will allow the jury to reach a conclusion. You might also be looking for evidence of payments by the principal to the nominee for services rendered.

Note: The terms “straw,” “straw owner,” and “straw man” are sometimes used to describe nominees and their transactions. A “straw purchase” is one in which the true purchaser is not known or publicly identified.



Potential Violations’




	• 18 USC 1956

	Money laundering




	• 18 USC 1956 (h)

	Money laundering conspiracy




	• 26 USC 6050I

	Causing the car dealership to file a false Form 8300




	• 31 USC 5331

	Causing the car dealership to file a false Form 8300




	• 18 USC 371

	Conspiracy




	• 18 USC 1001

	False statement









SIMPLE BUSINESS COVER

One step beyond a nominee, in terms of effort and expense, is the creation of a business “front.” As is the case with a nominee, the principal is attempting to remove himself or herself one step from the activity generating the dirty money. A business has several advantages over an individual or a nominee.

First, a business is expected to generate revenue; this might allow illegally acquired money to blend in with ordinary appearing bank deposits. Second, the principal can establish the business in such a way that he or she still controls it; in the case of a corporation, the principal could be the sole or majority stockholder. Third, as with the nominee, assets can be held in the business name, not the principal’s, so a cursory asset check (real estate or motor vehicles, for example) would not disclose the principal’s interest.

The business cover might be a corporation, a partnership, or even a sole proprietorship. In some cases, the principal doesn’t even go through the motions of establishing a bona fide business entity, just uses a name. As an added benefit, the business “front” may also be used as a headquarters or a place where the illegal activities can be conducted. (For example, prostitution, gambling, narcotics, and receiving stolen property can all be conducted from a bar owned by the principal.) For additional layering or insulation, the principal could use a nominee as the owner, president, or general partner in the business, making identification more difficult.

To be useful in the placement stage of a money laundering scheme, the business should have a couple of attributes. It is usually an enterprise that by its nature deals in cash; illegal funds can better be concealed in the cash flow. Given a choice between dealing in goods or services, a service business would be preferable because who’s to say how many DVDs or parking spaces you really rented? Also, most business fronts tend to employ few people; there’s no point in having a lot of employees hanging around watching you launder money, after all.

Some types of businesses that launderers have found useful as business fronts include:


	Bars and nightclubs

	Restaurants

	Fast food sales

	Convenience stores

	Videocassette rentals

	Pawn shops

	Parking lots

	Theaters, adult movie/video stores

	Car washes

	Small grocery stores

	Used-car lots

	Bail bond companies

	Laundries, laundromats, dry cleaners

	Travel agencies

	Currency exchanges

	Money transmitters

	Motels and hotels

	Equipment rentals



Note that all of these businesses generally deal in cash and can be operated with a few people. Some are regulated or require a license, which may be a drawback from the money launderer’s perspective.

Businesses are obviously used in the layering and integration stages of money laundering operations as well, although these entities will probably have other characteristics. There is not so great a need to deal with cash, for one thing, and concealment of the operators may be more important to those setting up the scam.

Some businesses are better than others. Import–export companies are popular, as are shipping companies and manufacturers.


Case Example

Jan and Nadia Brown were very happily married and quite successful in their joint career as methamphetamine traffickers. Working together, they had accumulated over $750,000 in cash before they decided that some steps should be taken to invest this money against the time when they might have to get out of the drug business.

Nadia, who was the brains of this particular outfit, knew that sooner or later, someone was going to wonder how they had gotten so wealthy without having been employed. Furthermore, she realized that nothing good lasts forever, and she wanted to make provisions for life after crank. In short, this money should be laundered.

Nadia’s scheme was very simple. She started by establishing a business, JNB Equipment Leasing, Inc., a domestic corporation. The attorney who had handled Jan’s last possession case drew up all the papers. Jan, who in the distant past had been employed in construction, contacted some contractors he remembered and purchased a number of items of equipment, including two dump trucks, two dump trailers, two flatbed trailers, two backhoes, two small bulldozers, some compressors, welding machines, and some fairly expensive specialty tools. Many of the larger items were bought used, and only the two trucks and four trailers were required to be registered as motor vehicles. These were titled in the company name. Jan spent $160,000 on all the equipment.

There was quite a bit of construction going on in the area, so the equipment was in demand with contractors, especially since it was rented out at rates below the industry average. Cash is frequently used in the construction business, with “under the table” payments for wages and rentals not uncommon. On the books of the corporation, Nadia recorded many cash rentals, and she even cooked up an invoice scam with a couple of customers in which they pretended to rent equipment and she pretended to charge them. (We’ll look at invoice scams later.)

At the end of the year, Nadia filed a corporate tax return for JNB Equipment Leasing. She and her husband were also able to file their own return (for a change), reporting their salaries from JNB as income. See Figure 20.3.



Documentation

The scheme described in the case example generated a lot of business records, many of which were maintained on a personal computer. Just as a completely legitimate business would have to keep records for tax and business purposes, so does a business front for money laundering. In addition to those records maintained by JNB, there are also records of the customers who are renting the equipment.

Other records on file include the corporate filings at the Secretary of State’s office, as well as corporate tax returns.



Special Situations

As with nominees, businesses located in offshore jurisdictions can be used as fronts. Access to information about a company incorporated in the Bahamas, Panama, Liechtenstein, and a number of other countries can be very difficult to obtain. Some countries provide for secrecy for corporate officers, directors, and shareholders. Domestic corporations, partnerships, and sole proprietorships will be easier nuts to crack.
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FIGURE 20.3 Business cover or “front.”





Investigation of a Business Front

Is this business a going concern or is it a front for something else? Even a business that is legally constituted, properly registered, and compliant with tax and business laws can be a cover for money laundering. How are we going to find out what’s really going on?

The best way is to audit the business exactly as a tax examiner or accountant would do. Audits are structured to look for certain things and then measure those things against accounting standards. The auditor is looking for specific items, one of which is whether transactions reported actually occurred. Many business fronts report sales that never really took place in order to infiltrate the dirty money in with the regular deposits.

An audit easily uncovers this type of deception. All businesses conduct their operations via a process. While the process may contain some features unique to the business or  industry, much of the process is supposed to be controlled by certain standard procedures. Sales, for example, are handled and documented in a consistent pattern that creates a uniform accounting path. The auditor looks at this process and the internal controls ruling it, quickly establishing which transactions took place off the path. See Figure 20.4.
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FIGURE 20.4 Audit of a business front





Sources of Information

Business records from the suspect company may provide important clues. Depending on the type of business (corporation, partnership, sole proprietorship), these records may be available by subpoena. A search warrant might be a better approach, with better assurance that the records are going to be there when you look for them. Also valuable are the records of vendors, suppliers, customers, and others doing business with the subject organization.

Government records, such as corporate filings, business license or registration files, and tax records (sales or income), can be significant.

Bank records contain all sorts of information about the business, especially if the business checking account is active or the business has applied for a loan.

Others in the industry keep track of their competition. These people may know whether something fishy is going on long before the smell reaches our noses. If the business was acquired from someone else, the former owner will know all about the market, customers, suppliers, overhead, and cash flow.



Potential Violations


	18 USC 1956

	18 USC 1957






SIMPLE BANKING OPERATION

Along with the first two operations we’ve examined, the simple banking operation is one of the building blocks of many more complicated money laundering schemes. Banks are one of the best ways to change the form of the dirty money in the placement stage of the money laundering cycle. If the launderer can find a way to move the currency into or through a bank, one step has been taken toward the ultimate goal of cleaning the cash.

As we’ve noted previously, this movement from the cash transaction system to the financial or business transaction system is an extremely vulnerable moment for the criminal. Cash reporting requirements and federal scrutiny of cash transactions increase the exposure.

The simpler banking operations are placement oriented. Get the money on deposit. Buy cashier’s checks. Change the money from cash to something else. It gets more complicated later on, and banks can certainly help with some of the launderer’s layering or integration problems, but at this level, we just want to use a bank the way most honest people do.

The first step is to open an account. It’s not illegal to have a bank account, so it may be opened in the principal’s name or perhaps in the name of a nominee or a business front. The next step is to conduct transactions. Money launderers like to make these look as normal as possible, but this may not be practical, depending on how much cash is involved. If we’re talking gunnysacks, the launderer may have to use other measures to avoid the cash reporting requirements that accompany large transactions. See Figure 20.5.

Some of these measures could include buying the cooperation of a bank employee, spreading the deposits around to multiple branches, using associates to make numerous smaller deposits (known as “smurfing”), or perhaps opening multiple accounts using different names, nominees, or businesses.

The primary objective is always to conduct the cash transactions with the least amount of official attention. Once this goal is achieved, the money in its new form can be used in a variety of ways to suit the principal.

Banks became the cornerstone of the financial system by providing a wide array of services. Once the launderer has opted to use banks in the scheme, all of those services become available, just as they would for the regular customer.


Special Situations

Most of the common wrinkles on bank-related scams involve some effort to get the cash into the bank without generating one of those Currency Transaction Reports (CTRs). To this  end, the money may be “smurfed” or structured into smaller transactions spread out among a number of associates.
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FIGURE 20.5 Placement problem.



Other variations on this line include somehow gaining the cooperation of a bank employee, getting on the exempt transactions list, or concealing deposits among those of a business. Nominees or businesses can be used to conduct transactions or hold accounts.

To process more money, the launderer would only have to add more accounts and/or more banks. The use of nominees complicates the process of identifying accounts and connecting them to the principal. Another complication involves the transfer of funds back and forth within the various accounts. This process, known as “churning,” can greatly confuse an analysis of bank deposits. Finally, purchases of instruments such as cashier’s checks are separate transactions from the cash deposits. The customer can buy these and the transactions won’t show up in bank correspondence or in the customer’s account records.


Case Example

When last we saw her, Nadia was taking an organized approach to laundering the family fortune. She had already set up a profitable business front, but she knew that it would be necessary to use the services of a bank really to get the money clean. There are a lot of businesses that simply don’t take cash, and there are others who will, but look funny at you when you walk in with a stack of hundreds. Nadia wanted to write checks. The  only time people look funny at you when you write a check is if there isn’t enough money in the account. Nadia knew this wasn’t going to be a problem.
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FIGURE 20.6 Placement problem.



She started off small, opening a joint checking account at a nearby branch of a large bank, First Pacific. A savings account for herself, and another for Jan, both at First Pacific, followed. She went to another bank, Central Union Bank, to open a checking account under her name. Eventually, a second checking account was opened at Central Union under Jan’s name.

Fearing to keep all of the accounts in names that could be traced directly back to her, Nadia opened accounts in the names of two trusted relatives, her sister and Jan’s mother. These were opened at Commerce Bank and Mountain Savings and Loan. Correspondence from these banks was mailed to a post office box rented by Nadia, but the correspondence for all the other accounts went directly to Jan and Nadia’s house.

At this point, Nadia had seven different bank accounts at four different banks. By making deposits of $3,000 to $4,000 daily to each account, Nadia could convert almost $30,000 every day without ever getting close to the $10,000 CTR threshold. The size of their drug trafficking operation wasn’t that great; $6,000 a day for short periods of time was the maximum the banks really had to handle.

Nadia, her sister, and Jan’s mother made these deposits. (Jan was a bit unreliable; Nadia didn’t let him handle the money.) The deposits were spread out among a number of branches; Nadia chose banks with more than one branch for precisely that reason. She also wrote out all of the deposit tickets and even printed up her own currency straps to hold the cash. Over one million dollars was laundered using this very organized method. See Figure 20.6.




Documentation

The scheme described in the case example creates a paper trail several yards wide, and the banks hold onto that paper for years. In fact, that was one of the objectives of the scheme: to create the illusion that Nadia’s financial affairs were just like anybody else’s, with paper to prove it.

The cash still posed a problem for Nadia, drawing attention to her activities every time she went to the bank. Also a problem, just as the law intended, were those pesky IRS forms. These had to be avoided by conducting more transactions in smaller amounts, thereby creating even more paper for the trail.



Investigation of a Simple Banking Scheme

This is a very straightforward investigation using bank records. The focus of the investigation is cash coming in and anything going out. We first want to establish who controls the accounts. Signature cards and checks written will identify most of the players. Deposit tickets, on the other hand, won’t tell you much more than the amount of the deposit and the location because no signature is required.

Checks provide good leads to other assets, and since the objective of this scheme is to convert the cash to some other usable form, the investigator has to find out the use to which the money has been put. A check written to the county assessor’s office may be a lead to a piece of property held in a nominee’s name. A wire transfer to Colombia might be a clue about some other activity of interest.

How cash is handled in the various accounts is important because these transactions may be criminal acts in and of themselves. If they can be linked to the Specified Unlawful Activity, money laundering violations may have been committed. If the deposits are structured to avoid cash reporting requirements, this may be a violation and an element of the more serious money laundering offense.

In all cases, the investigator must attempt to obtain the records of the subject in addition to those made by the bank. A document search warrant can be employed for this purpose. If a corporation is used in the scheme, the corporate records are unprotected by the privilege against self-incrimination.

Finally, any clues about others who are involved in the financial transactions must also be followed up. Smurfs and anyone acting on behalf of the principal are potential defendants and witnesses.



Sources of Information

Bank records are likely to be the source that is most complete, most accurate, and least subject to fudging by the subject. At minimum, you’ll need the statements, copies of deposit tickets, deposit items, large checks, and information about withdrawals (wire transfers or cashier’s check purchases).

Subjects’ records should also be sought. Until you get them, you won’t be sure you’ve found all the bank accounts, and you may also find evidence of special relationships with the bank or transactions not reflected in the account records (cashier’s check or traveler’s check purchases with cash, for example). Being very thorough and organized, Nadia had very good records, which she kept handy in her little home office.

Witnesses, including associates of the subject, can establish the M.O. for the scheme. Bank tellers also make good witnesses.

Government records, especially CTRs, may provide leads to money laundering schemes that are using banks. Suspicious Activity Reports should also be checked.



Potential Violations


	18 USC 1956

	18 USC 1957

	31 USC 5324






BANKING-BUSINESS COMBINATION

This is the last of the (relatively) easy scams and the first that moves further through the full money laundering cycle. As the name implies, this scheme uses elements of two we have seen previously. In this case, the launderer is trying to take advantage of the best features of each to place, layer, and even integrate the dirty money.

These schemes can get extremely complicated (though we’ll stick with the basics here), especially if the launderer is smart enough to use offshore banks and offshore business entities as part of the scheme. In many ways, this could be considered the only money laundering scheme, with everything else being a variation or elaboration.

Remember that the goal of the money launderer is to make it appear that the money came from some legitimate source. Most of everybody else’s money came from a business by way of a bank—exactly the effect the launderer is trying to create. By incorporating banks and businesses into the scheme, the launderer can go a long way toward achieving the full effect—further, in any event, than can be done with a simple banking scheme where the money just magically appears. How far he or she gets depends on the complexity of the scheme—on how many lights and mirrors are used to create the effect.

The first thing we need to remember is that, by going this route, the money launderer gives up all of the flexibility that goes with dealing in cash. Now he or she is forced to play by someone else’s rules—those governing the operation of the world’s financial system. This system is precisely organized and rigidly run to do exactly the opposite of what a launderer seeks. Every transaction is recorded, always. Every asset is accounted for. Nothing just “appears” or “disappears” from this system; permitting such a thing to happen threatens everyone else in the system.

The launderer, confronted with this unwelcome inflexibility, has two choices. He or she can look for places where laws provide for secrecy that conceals at least some of the actions the launderer would like to hide. (“Yes, officer, there is a trail, but you can’t follow it past this point.”) Second, the launderer can use the system and its enormous capacity for documentation to advantage. (“You want a trail; I’ll give you a trail.”) There are various mechanisms for doing either of these, and a good launderer will use both approaches. (“Sorry, our law won’t allow you to follow that million dollar wire transfer from your subject, but these documents will verify this million dollar loan to your subject.”)

Domestic versions of this scheme abound, though not all complete the full money laundering cycle. The Bank Secrecy Act permits the type of investigation that should open up a domestic banking–business scheme in short order.


Special Situations

Such situations are rather too numerous to explore at this point. Most of what follows in the chapters on diabolically clever and fiendishly complicated money laundering schemes describes variations on the banking–business combination. Get this one down and you’re on your way.


Case Example

Richard Lee was a businessman. He had been one before he got into the drug business, and he understood the value of both businesses and banks in processing large amounts of money. Richard didn’t wait until the big money from the heroin sales arrived to open a company as a front.

With the assistance of an attorney, Lee and his partner established Kam Ling Trading Company, Inc., the name coming from the two partners’ middle names. The purpose of this company, according to the corporate filing, was to import general merchandise from Asia. (And how true this was!) A bank account for Kam Ling Trading was opened at First Pacific Bank.

A second business, RKL Enterprises, Inc., was set up some months later, after Lee found the volume of currency too great for Kam Ling to handle alone. RKL Enterprises acquired a lease on a retail shop and began selling merchandise imported from Taiwan. Receipts from this store, Formosa Gifts, were deposited into a bank account opened at Liberty National Bank.

Lee knew that large amounts of cash attracted attention he didn’t need, so he made attempts to reduce cash deposits in several ways. First, all payments for heroin were made in cash, delivered by courier or international mail to the source of supply in Hong Kong. Second, Lee required several of his distributors to bring him a portion of their receipts in cashier’s checks or travelers checks. Third, Lee dispatched his partner to purchase postal money orders at various area post offices. All of these items were then deposited in the business accounts of the two front businesses.

The money accumulated quickly, and Lee started looking for ways to invest some of the excess. A cashier's check for $350,000 from the Formosa Gifts account went to Western Commerce Bank in Los Angeles, where Lee used this money to purchase a liquor store. Another $520,000 from this account was used to purchase a home in Honolulu.
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FIGURE 20.7 Banking-business combination.



Having connections in Asia and understanding the value of banking offshore, Lee opened another bank account at the Taiwan Straits Bank in Hong Kong. Although Lee’s account was established at the Hong Kong branch, the bank was headquartered in Taipei, the location where Lee wanted most of his money to end up.

To this end, Lee eventually transferred over $3 million from First Pacific Bank to the Taiwan Straits Bank, money he then used to purchase a hotel in Taipei. See Figure 20.7.




Documentation

You’ll note that the domestic end of Lee’s assorted enterprises is all well documented. Many of the individual transactions, including the cashier’s check and money order purchases, contribute to a paper trail, in addition to being evidence of money laundering transactions. In fact, it was a cashier’s check receipt, found in a search of one of Lee’s distributors, that led to the bank accounts and the liquor store purchase. The movement of funds by wire from First Pacific to Taiwan Straits Bank was also documented, though harder to find among First Pacific’s records.

One interesting aspect to this case was the fact that although several CTRs were filed in connection with transactions conducted by Lee and his associates, none of these were linked to the operation until after the fact. When investigators went looking for information about known Lee associates, they discovered the CTRs and some Suspicious Activity Reports as well.

This should be a caution for financial investigators. Criminals aren’t always stupid, and once they’ve discovered that the reports are being submitted, they may change their M.O. to avoid those filings. Thus, your subject may have only one or two CTRs on file because he or she figured out some other way of handling the large cash transactions. (This is exactly what happened in the Steve Nelson example, related earlier.)



Investigation of a Scheme Involving a Banking-Business Combination

In our example, Mr. Lee has just about completed the money laundering cycle. He has the full enjoyment of quite a bit of money in Taiwan, where, so far as anyone knows, he was a successful businessman in the United States. If anyone in America wants to check, he is also able to claim a legitimateappearing source of funds from offshore: that Taipei hotel.

This scheme isn’t particularly complex, and it can be investigated from two directions. One way would be to begin with the Specified Unlawful Activity (drugs) to try to trace the money this activity generates. With this approach, informants and witnesses will identify transactions, cash flow patterns, entities used for money laundering, and assets acquired with the funds. If these witnesses are available, the investigator can enter the money trail at some point and work in either direction from that spot.

The second alternative is to approach the case from a financial perspective, looking at the financial transactions that we know Lee conducted. By obtaining bank records and the records of the various corporations established as fronts, the investigator will eventually turn up large amounts of unexplained cash. The assets acquired may be identified, and even assets or accounts offshore may be located.

These two approaches are not mutually exclusive, but your approach may depend on the source of your information and the quality of your informants. The financial information exists, especially in domestic banks and businesses.

In this investigation, a cashier’s check receipt was found in the apartment of one of the principal’s distributors. This receipt led to an account in a Los Angeles bank into which other cashier’s checks had been deposited. Following the money forward, investigators found assets in California that were purchased from this account. Tracing the money back, the investigators found bank accounts, people who were smurfing money into those accounts, more assets, and transfers offshore.

Mr. Lee’s money laundering case began as an offshoot of a drug investigation. Using only financial information acquired from banks and businesses, the matter was initially pursued without the assistance of any cooperating witnesses from inside the organization. At the same time, efforts were made to “turn” those insiders, several of whom ultimately pleaded guilty to money laundering or Title 31 charges. Not only were these cooperating defendants able to document the Specified Unlawful Activity needed to make the money laundering charge, but they were also able to identify more assets, including the offshore property, and to help in tracking the cash transactions.

This is the type of integrated approach that is required to resolve more sophisticated money laundering operations. When a launderer begins using a combination of banks and business entities, the complexity of the scheme increases rather dramatically—and this is before all the customized smoke and mirrors are thrown in.



Sources of Information

These are, in a word, abundant—at least on the financial end of things. We can again note the irony that the crook, in attempting to hide his or her actions with this scheme, actually generates more evidence of money laundering. Our problem is finding this evidence and properly applying it.

Business records, of course, are a significant source of information. Once again, it is always good to get the records of the businesses themselves. These often contain evidence of fraud, attempts to conceal transactions, or efforts to evade taxes. They provide leads to other bank accounts and transactions, such as cashier’s check purchases. Consider using a document search warrant, if possible.

Bank records are readily available via subpoena, reliable, and relatively inexpensive. (You do have to pay for the research and copying costs incurred by the bank.)

Criminal records can be extremely significant, especially the types of records maintained by drug traffickers to record credit sales and cash receipts. These records may document cash transactions or movement that is not reflected in bank records, and they are invaluable in corroborating the statements of associates or other witnesses. In the Lee case, records detailing hundreds of thousands of dollars in drug sales were seized from the distributor’s apartment. The records showed deliveries of cash by the distributor to Lee, and some of these dates corresponded closely with deposits into Lee’s bank accounts.

Business witnesses frequently have little or nothing to do with the illegal activity or the laundering. They may rent space to or do some legitimate business with the front companies. Unless there’s some personal relationship, they don’t have much incentive to lie for the criminal.

Criminal informants, particularly those who have been involved in specific financial transactions, may have important information and a motivation to give it up. The penalties for laundering money are pretty severe, and, as is often the case, much of the evidence in a financial case implicates criminal associates at first. This is especially true in any money laundering scheme that uses layering techniques. All those layers are composed of little people who may well resent the fact that they are going to jail while the person who used them is sipping champagne on a yacht somewhere. Informants and cooperating defendants will be critical in any money laundering case that involves couriers and transportation of dirty money offshore. This activity doesn’t leave a clear paper trail, so old-fashioned testimony will be needed to bridge the gaps.

Records relating to communications between the participants provide important leads, as well as corroboration of transactions. These schemes cannot function without extensive communications. Name one bank or business in America that doesn’t have a telephone. They’ve all got phones because communications are essential to their business. A money laundering enterprise is no different, and it uses faxes, cellular phones, computer e-mail, digital phones, and pagers to communicate. These records can be quite helpful.



Potential Violations




	• 18 USC 1956

	Money laundering




	• 18 USC 1957

	Financial institution money laundering




	• 18 USC 1956 (h)

	Money laundering conspiracy




	• 31 USC 5324

	Structuring









SUMMING UP

Virtually every money laundering case you can name will have a business or a banking element, or both. Due to federal regulators’ more intensive scrutiny of financial institutions, launderers today are increasingly turning to direct movement of funds offshore, as well as the use of nonbank financial institutions in the United States.

Once the money gets offshore, however, businesses and banks are once again involved. The need for launderers to move from the cash transaction system to a business transaction system of exchange means that they must use the same mechanisms that are employed by legitimate business people to handle their income.

In the modern world, these mechanisms are banks and businesses. Although the schemes we’ve looked at were fairly simple, these three form the foundation of most of the other, more complex scams.

If you go back and look at some of the historical examples in this book, such as the Hauptmann or Ames cases, you’ll see how and why the banks and businesses were employed by the criminal. Or, the next time you see money laundering mentioned in the newspaper, check out the role of the bank or business entity.





21 Diabolically Clever Laundering Schemes


I can’t say I was ever lost, but I was bewildered once for three days.

Daniel Boone, pioneer




Our life is frittered away by detail.... Simplify, simplify.

Henry David Thoreau, Walden



As we approach some of the more complicated of the money laundering schemes, it’s good to remind ourselves of some reassuring facts:


	No matter what scheme the criminal employs, he or she will be forced to live by certain rules that are beyond his or her ability to change.

	Once the launderer opts for a scheme involving a bank or business, records of transactions are automatically generated. This is evidence we can use, if only we can find it.

	A laundering scheme depends on the movement of money, not once, but many times. Each of these movements creates an opportunity for detection.



In the previous chapter, we looked at some of the schemes that form a foundation for more complex variations. Those basic schemes are also the ones most criminals employ, mainly because they’re what they understand. Some, however, will jazz things up with some special modifications—the smoke and mirrors of the money laundering illusion.

These diversionary tactics may be employed in any stage of the money laundering cycle. Some, such as smurfing, are designed specifically as placement mechanisms to avoid known detection devices—in this case, the Currency Transaction Report (CTR). The use of smurfs to avoid the $10,000 threshold for CTR filings is a variation of the banking scheme discussed in Chapter 20.

Another tactic, the shell corporation, is a variation of the business cover or front technique. The other two schemes, known as loan-backs, are derived directly from the banking–business combination. As we look at all of these variants, keep in mind that other devices are available to the launderer as well, such as the use of nominees to cloud ownership further. Another tactic, pyramiding of corporations, uses companies owned by other companies that are owned by other companies, and so on, until the true ownership is almost impossible to establish. These techniques can be used in the placement or layering stage, or even to integrate or repatriate the money that now appears to be clean.


SMURFS AND STRUCTURED TRANSACTIONS

Smurfs are those little blue guys from the children’s cartoon program. They are also a money launderer’s tool. The term was first used in the laundering context in the early 1980s, after investigators in Florida noticed that launderers were using numerous associates to go to banks and conduct multiple cash transactions, all under the $10,000 amount that would cause the bank to file a CTR.

There was a time when banks were less careful about filing CTRs, but that changed with a couple of major criminal cases and some actions against the nonfiling banks. At the same time, law enforcement was starting to use these CTRs as the intelligence tools they were intended to be, which meant that the launderers had to come up with some way to conceal detection of their placement of money into banks.

Smurfing was one solution. It’s actually fairly simple, although it certainly can be wearing on the individuals doing all the work. (It’s also expensive for the principal.) You just give a very large amount of cash to a trusted but low-level (expendable) associate and instruct this person either to deposit the money directly into bank accounts or to buy some financial instrument with the money. You may use a number of accounts at a number of banks—information that is also given to the smurf. The other key instruction is the amount to be transacted. In all cases, this will be below, often far below, $10,000. This will mean more transactions by the smurf, but the person is getting paid for the effort.

Smurfing became very popular—so much so, in fact, that Congress passed a law against the structuring of cash transactions to avoid a reporting requirement. Still, the practice continues, aided by the fact that unless the transaction is over a certain amount or considered suspicious, the financial institution is not required even to identify the customer depositing cash or buying cashier’s checks.

In the simplest of smurfing operations, a launderer can move hundreds of thousands of dollars daily, in individual transactions of only $2,000–$3,000 each. The only limit on the launderer is the number of banks and accounts used. This is not a major problem in a large city, where there’s a bank on every corner. And these operations aren’t limited to one city. The smurfs may be given large amounts of money and routed to several different cities, where they buy cashier’s checks to be returned to the principal. In whatever form it takes, structuring or smurfing is a common technique to avoid the now well-publicized CTR filing, and it is something to look for in any laundering investigation.

Incidentally, couriers carrying amounts under the $10,000 amount that would cause a Currency and Monetary Instrument Report (CMIR) to be filed can also move money offshore. This is a less common form of structuring, however.

Major smurfing organizations aren’t the problems they were in the early 1980s. Revisions in federal law and banking procedures have forced the big groups into other methods of moving the currency, but structuring of large cash transactions continues to be a significant part of many money laundering schemes. Structuring may take place as deposits, cashier’s checks, or money order purchases, or even in the exchange of small-denomination bills for larger, more easily transported fifties and hundreds.

Another change has been the increased use of nonbank financial institutions, such as currency exchanges, money transmitters, casinos, and casas de cambio.


Smurfing in the 1990s

Smurfing isn’t a money laundering scheme in and of itself. Smurfs are elements in more complete schemes, enabling launderers to place cash. We’ll look at a couple of ways smurfs can be used, one of which we touched on briefly earlier.


Case Example

Alberto Barrera became known in law enforcement circles as “Papa Smurf” for his role in a money laundering scheme that was detected in 1983. A tip from a Phoenix, Arizona, bank first led agents to Jorge Obando, who was apparently going from bank to bank in the Phoenix area, purchasing cashier’s checks for $5,000 each.

When Obando moved on to Denver, Colorado, agents searched the trash left behind in Obando’s Phoenix hotel room, discovering the names of others who were buying checks. Some of these people were also found in Denver, along with a surprise: Alberto Barrera and his mistress, Margarita Mejia. Already suspected of money laundering, Papa Smurf had flown out from Miami, possibly to issue instructions or maybe to deliver a new supply of the money his crew was using to buy cashier’s checks and money orders.

The smurfs, whom agents referred to as Barrera’s Traveling Circus, were followed to numerous Denver area banks, where they purchased cashier’s checks for $5,000 each. After several days, the group decamped, moving to Omaha, Nebraska.

Operating out of a hotel in Omaha, Obando et al. began buying cashier’s checks in large numbers at banks in Omaha and Lincoln. Finally, after a side trip to Portland, Oregon, the group returned to Miami, where more checks were purchased.

At every city where the Traveling Circus stopped, agents visited banks with photographs and questions about people buying cashier’s checks with cash. Many of the tellers recalled conducting transactions with members of Barrera’s group and were able to make identifications from photographs.

Agents now turned to the bank records, first identifying cashier’s checks that had been purchased and then tracing those checks back through the banks where they were deposited. They discovered that many of the checks had been deposited into accounts at two Miami banks. The records of these banks were obtained, and the shape of the operation to place this drug money now emerged.




	Irving Trust Bank, Miami, Account of Banco Santander (Colombian Bank)




	September 14

	Deposit $190,000

	Instruments bought in Phoenix, September 6-10




	September 19

	Deposit $513,000

	Instruments bought in Phoenix, September 13-17




	September 23

	Deposit $158,000

	Instruments bought in Phoenix, September 20-22




	September 23

	Deposit $129,000

	Instruments bought in Phoenix, September 20-22




	Bank Leumi Lelsrael, B.M., Account of Banco Leumi Lelsrael in Panama city




	September 20

	Deposit $104,880

	Instruments bought in Phoenix, September 13-17




	September 23

	Deposit $505,700

	Instruments bought in Denver/ Miami, September 20-22




	October 5

	Deposit $765,000

	Instruments bought in Omaha/ Denver, September 27-30




	October 16

	Deposit $299,580

	Instruments bought in Portland

October, 10-13






Altogether, in 32 days, $2,665,160 was deposited into the two bank accounts.

Following their arrests, some of the smurfs discussed their roles with law enforcement. They disclosed that they generally moved $50,000-$100,000 each per day, purchasing cashier’s checks, traveler’s checks, and money orders. The pay wasn’t bad: Each smurf received 0.5%-1.5% of the cash he or she converted, an average of $500-$1,000 per day for every day on the road. Airline tickets, rental cars, food, and clothing were also paid for by the organization. See Figure 21.1.




Investigation of a Smurfing Operation

The Barrera case is a good example of how financial investigation can be used in conjunction with other, more traditional techniques. The case started with a physical surveillance. Investigators recovered evidence from the participants’ trash. Later, the communications of the group were monitored via a pen register and telephone toll analysis. Searches of suspect premises also recovered evidence. When combined with financial evidence in the case, the full picture of the operation came into clear focus.

These schemes require extensive communication between the smurfs and their bosses. Telephone toll, cellular phone, and  cloned pager records can identify smurfs and their contacts. Patterns of activity can be discerned from this information. If sufficient evidence is developed, a court order permitting interception of the voice or data communications can be obtained. Addressing the communication links between the parties is a good approach in this multiparty conspiracy.
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FIGURE 21.1 Smurfing operation



The value of the financial records cannot be overlooked. Deposits will lead to bank accounts that need to be examined. Leads to other accounts or assets can be obtained by tracing checks or other items deposited into or transferred from any identified account. In the Barrera case, investigators were very pleased to discover the bank accounts where the cashier’s checks were being deposited. This discovery enabled them to begin the process of tracing the cash produced by this cocaine trafficking organization.

Finally, the smurfs themselves are potential sources of information. By structuring transactions to avoid the reporting requirement, they become the most accessible felons. They may also be most susceptible to an approach soliciting their cooperation against those organizing the operation.



Sources of Information

Smurfing operations generate piles of documents, even if they aren’t conducted on the scale of Barrera’s organization.

Bank records will extensively document transactions, even if no CTR was generated. Bank surveillance camera tapes should be requested, although these may not be available after a few weeks. (Banks record over the tapes to save money.)

Criminal records are often maintained to keep track of the operation. All that money has to be accounted for, so there may be lists, addresses, account numbers written down, or other data of interest.

Government records, especially CTRs or Suspicious Activity Reports (SARs), may be filed despite the best efforts of the launderers to avoid this. Banks are getting better at detecting structuring by using computer and Know Your Customer (KYC) programs.

You might also find some trace of the activity in other government records, including the following:


	Cash Transaction Reports by Casino (CTRC)

	Suspicious CTR by Casino (SCTRC)

	Foreign Bank Account Report (FBAR)

	Currency and Monetary Instrument Report (CMIR)





Potential Violations




	• 18 U.S.C. 1956

	Money laundering




	• 18 U.S.C. 1957

	Money laundering




	• 31 U.S.C. 5324

	Structuring






Note that 31 U.S.C. §5313 was enacted to deal with exactly this type of activity, as were the rules requiring banks to obtain identification and log all purchases of monetary instruments paid for with cash between $3,000 and $10,000. These provisions have cut back on the type of smurfing practiced by Barrera, but structured transactions are still common.



Black Market Peso Exchange Schemes

Smurfs play key roles in one of the more popular money laundering schemes supporting the US-Latin American drug trade. This is the black market peso exchange (BMPE), an efficient and difficult to detect operation that typically involves Colombian traffickers and legitimate business people in Colombia and the United States. The BMPE is a variation of the business-banking combination, and smurfs are used to get the cash into the banks without attracting government attention.

There are four main players in this script:


	Colombian drug cartel, with operations in the United States and Colombia

	Colombian peso broker, with representatives in the United States and Colombia

	Colombian business (sort of legitimate)

	American business (legitimate)



The smurfs work for #2, the peso broker.


Case Example

Jose, a world-class cocaine trafficker based in Bogota, has an extensive network of distributors in the United States, and sales of his product generate millions of dollars on American streets. Jose has no need of this cash in America, however. He wants the money back home, where he can buy more cocaine and all of the other goodies that accrue to wealthy dope dealers. He can use dollars for the coke, but he needs pesos for the rest of the things.

Maria is a legitimate (sort of) businesswoman, also living in Bogota. She knows a lot of people, including some on the shadier side of the street, one of whom is Jose. Maria goes to Jose and makes him an attractive offer: She’ll buy US dollars from him, paying in Colombian pesos. Where will she get these pesos? From another acquaintance, Robert, who runs a business selling personal computers and software in Bogota.

Robert’s suppliers are all legitimate computer manufacturers in the United States, and he’s a good customer who always pays promptly. His problem is that his customers in Colombia all pay him in pesos and the Americans want dollars for their merchandise. Maria has a solution that will make everyone happy.

She tells Robert she has a million dollars in the United States that she will make available to him to pay his suppliers. Robert just needs to give her a million dollars’ worth of pesos in Bogota. Robert agrees and places a million dollar order with his supplier, Orange Computers in California.

Maria tells Jose they’ve got a deal, and Jose gives her title to 1 million American dollars, held at various secret locations in Florida. Maria gets this money for a 10%-20% discount—her fee for doing the transaction. She arranges for her associates in Florida to get the cash from Jose’s people and smurf it into various bank accounts she has set up, being careful to avoid large transactions that might be reported on a CTR or SAR. They also buy money orders and cashier’s checks, busily spreading the bread around South Florida until it has all changed form. The cash has now been placed.

Maria then has all these instruments sent to Orange Computer, which is expecting Señor Robert’s payment. Upon receipt, they ship the computers off to Bogota. Meanwhile, Maria has collected the pesos from Robert and delivered them to Jose.

The beauty of the BMPE is that none of the pesos ever leave Colombia, and none of the dollars ever leave the United States. The main players are never actually in contact with all that dirty money, and everybody winds up with what they wanted in the first place. Jose’s happy, because although he had to pay Maria for her services, she safely laundered a bunch of money for him. Robert’s happy, because not only did he get the merchandise he needed, but he also saved money by avoiding Colombian taxes and costs connected with the official exchange rate. (This “parallel exchange rate” is the reason why they’re called “black market” pesos.) See Figure 21.2.




Investigation of a Black Market Peso Exchange Operation

The principals in this scam may or may not ever come to the United States, but even if they do, they’re never going anywhere near all that drug cash. Cutting into one of these operations isn’t easy, and proving that Maria or Robert had knowledge of the source of the dirty dollars is also going to be tough. Maria is our target, though, because she’s the one who knows it all. The smurfs in Florida work for her; she knows where they went to collect the cash and who got it after it changed form.

These schemes, like Barrera’s, are communications intensive. As you can imagine, having a million or more dollars floating around, changing hands or sitting in a closet waiting for a pickup, makes everybody nervous. There will be a lot of phoning back and forth to confirm pickups, deliveries, and amounts. Robert is dealing with his supplier and Maria, Jose is making sure his people get with Maria’s people, and Maria is talking to everybody. A pen register or, better yet, a wire or cell phone intercept will yield excellent results if you can figure out which phone or phones are being used.

The financial end also has some possibilities. We’ve got a lot of financial transactions taking place: Maria’s smurfs are going around buying money orders and cashier’s checks, making deposits and generally keeping busy down in Florida. Banks and money service businesses may catch on and report some of these transactions on Suspicious Activity Reports. The SAR review teams in various districts should be looking for patterns of activity linked to BMPE.

Another lead is at Orange Computer. Getting a pile of money orders and cashier’s checks has got to raise at least one eyebrow in the accounting department. This payment method is definitely out of the ordinary, and some American businesses will report suspicious transactions to a law enforcement contact.

The other possibility is on the drug side of the operation, where informants and cooperating defendants can be interviewed concerning their knowledge of cash exchanges and BMPE-type activity. This may put investigators onto the trail at another point. Undercover operations may also be valuable, and any piece of paper seized in a search warrant should be thoroughly investigated and analyzed. This is particularly critical if there are phone or account numbers because these may lead to smurfs, financial transactions, or people like Maria.



Sources of Information

Bank records and the records of money service businesses used by the smurfs will document transactions, most of which will involve amounts far less than $10,000. Orange Computer and Robert’s business will also have some records, although neither of them will know much more than their own narrow end of the operation.

Communication records, particularly of the cell phone and other communications between Maria and her people, are very useful. As the gray arrows in Figure 21.2 show, there is communication between all of the players, although Maria is the centerpiece.

Criminal records include those maintained by Maria, as well as those of her people and Jose’s. This is a sizable chunk of money we’re talking about, and nobody wants to lose any of it because bad things can then happen. There will be notes and records kept, account numbers written down, phone contacts listed. Getting your hands on these can unravel big parts of the scheme. Maria and the others probably won’t hold onto the records of this deal any longer than necessary, though, because there is no point in keeping a lot of incriminating evidence around. Trash covers could be a good source, assuming you have the right can.
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Figure 21.2 Black market peso exchange.



Government records, especially CTRs or SARs, may be filed despite the best efforts of the launderers to avoid this. Banks are getting better at detecting structuring by using computer and KYC programs.



Potential Charges




	• 18 U.S.C. 1956

	Money laundering




	• 18 U.S.C. 1956 (h)

	Money laundering conspiracy




	• 18 U.S.C. 1957

	Financial institution money laundering




	• 18 U.S.C. 1960

	Operating illegal money transmitter business




	• 31 U.S.C. 5324

	Structuring




	• 31 U.S.C. 5332

	Bulk cash smuggling








Financial Action Task Force Description

Here’s another description of the operation of the black market peso exchange from the Financial Action Task Force (FATF)’s 1997–1998 Report on Money Laundering Typologies:

Drug traffickers in the U.S. collect and stockpile cash from illegal drug sales in “stash houses” located throughout the U.S. and this creates a logistical problem for the traffickers. The solution is as follows:


	Black market money brokers in Colombia direct Colombians visiting or residing in the U.S. to open personal cheque accounts at U.S. banks, and deposit minimal amounts.

	Cheques on these accounts are signed in blank by the customers and given to the brokers who pay them US$200–400 for each account. The brokers keep a stock of signed cheques on these “shell” U.S. accounts.

	Colombian drug cartels sell their stockpiled cash at a parallel or “discounted” exchange rate to the Colombian money brokers in exchange for pesos, which are paid in Colombia.

	The brokers purchase the dollars at the discounted rate and the cartels lose a percentage of their profits but avoid the risks of laundering their own drug money.

	Once the drug money is purchased, the broker directs his network smurfs to pick up the cash, and structure deposits into the various “shell” cheque accounts.

	The broker then offers to sell cheques drawn on these accounts to legitimate Colombian businessmen (who need U.S. dollars to conduct international trade) at a “parallel” exchange rate.

	The broker fills in the dollar amount on the signed cheque, but leaves the name of the payee blank. The broker also stamps his symbol on the cheque as a means to guarantee his payment on the cheque in the event there are ever insufficient funds in the “shell” checking account.

	The businessman can then fill in the payee’s name when he uses the signed cheque as a U.S. dollar instrument to purchase goods (perfume, gold, etc.) in international markets such as Free Trade Zones.

	The businessman then ships or smuggles the goods into Colombia.

	The Free Trade Zone distributor, who is often a knowing participant in the black market exchange process, forwards the cheque to his U.S. bank account or it may even clear through his local bank account.

	Once cleared, the cheque account is debited, and the distributor’s U.S. account is credited.



Through this scheme:

Drug cartels in Colombia receive their profits from the U.S. drug trade in Colombia, without having the normal expenses of money laundering. The brokers make a profit on the “discounted” purchase of U.S. dollars from the drug cartels and a second profit on the subsequent sale of the dollars to Colombian businessmen at the “parallel exchange rate.” The businessmen save money by exchanging their pesos for U.S. dollars on the “parallel” exchange market and avoiding government scrutiny and taxes.




SHELL CORPORATIONS

Barrera’s smurfing operation was a placement mechanism, using multiple individuals to change the form of the money received from drug sales quickly. The equivalent layering scheme might be one that uses shell or pyramided corporations. These operations use multiple corporate entities to conceal the true ownership of assets or the identity of those conducting financial transactions. Shell corporations can also be used for placement of funds, and we’ll look at an illustration of this as well.

There’s usually not much to a shell corporation, which is how it got the name in the first place. Shells look good from the outside, but, as the name implies, they’re hollow inside. Shells are designed to perform some functions, but they don’t conduct the normal business of a corporation. Mostly what they do is move things, using their names to conceal control over the transaction.

Shells can be pyramided—one linked to the next, and the next, and so on, creating a very confusing path for the investigator to follow. If the shells are incorporated in some jurisdiction where the law permits secrecy in business relationships, the identity of the true owners of some of the shells may never be established. This is, of course, precisely the effect the launderer is seeking and why shells are effective as layering devices.

Many shell corporations consist of little more than a name, an address (often that of the lawyer doing the incorporation), a couple of officers (nominees?), some stock, and shareholders. Oh, yes, and a bank account or two. These accounts play very important roles in money laundering schemes because they can be used to receive deposits and as transfer points to the accounts of other shells, businesses, or individuals.
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Figure 21.3 Use of shell corporations as a placement mechanism.



Operation of these simple shells consists of little more than the activity in the bank accounts. However, some of the more sophisticated operators will make their shell corporations look like real businesses, complete with transactions, assets, and even financial statements.

As placement mechanisms, shell corporations have the outward appearance of legitimate businesses, and their bank accounts can be used to receive cash deposits structured in exactly the same way in which a smurfing operation would function. In the following illustration, cash deposits of $1 million per month can be handled using only four shells and nine bank accounts. The daily deposit into each account is only $5,000. See Figure 21.3.


Case Example

Nobody visiting Ferris Alexander’s string of adult entertainment stores in Minneapolis-St. Paul would have been able to connect the owner with the business. Granted, this probably wouldn’t be the primary purpose of the visit, but the question of ownership was important to some people—like Ferris Alexander and the IRS.

For 30 years, Alexander had dealt in what some might call “obscene materials.” He began selling magazines and showing movies, later moving on to videocassette sales and rentals. His businesses were very profitable; the IRS estimated that he underreported his gross receipts for 1982 and 1983 by over $2.7 million. What made Alexander stand out was that, for the most part, he didn’t exist.

Beginning as early as 1959, Alexander was using nominees to hold his assets. Ten years later, he began using shell corporations as fronts for the same purpose. The first nominee was Kenneth LaLonde, an employee, whose name appeared on the licenses, ownership papers, and bank accounts for Alexander’s businesses, now known as Kenneth LaLonde Enterprises. In 1969, with the help of an attorney, Alexander formed several corporations, using the name Kenneth LaLonde Enterprises, Inc.

Bank accounts were acquired in the corporate name and used to conduct operations. In 1977, two more corporations were formed to hold all of the theaters controlled by Alexander. The name of LeRoy Wendling, another employee, was substituted for LaLonde’s on all the corporate and bank records, but this only lasted until 1980, when Wendling was fired and “John Thomas,” an Alexander alias, was substituted.

In 1984, Alexander employee In Sok Na, a Korean immigrant, was used to incorporate 10 more corporations. (In an apparent demonstration that Alexander had a sense of humor, six of the corporate names were in Finnish and four in a Philippine dialect. All were obscene, but nobody at the Secretary of State’s office caught on.) Two of the corporations were used to buy real estate and a bookstore, and all of the corporations had bank accounts that Alexander used to move money.

Alexander carried this scheme to an extreme. The receipts of the various businesses were reported (some of them, at least) as income to the corporation, which paid the corporate taxes due. Alexander’s nominees claimed the income on their personal returns, keeping Alexander completely off the government’s radar screen. See Figure 21.4.



Documentation

Ferris Alexander’s scheme, though strictly domestic and not particularly elaborate, illustrates the use of nominees and shell corporations to hold assets and operate a business. Alexander maintained a warehouse, used for packing, storing, and shipping materials, and a couple of primary bank accounts to service all of the retail outlets. The other corporations were used to conceal Alexander’s interest and to spread cash deposits around.

Extensive records were created in establishing and operating the shell corporations, but few if any of these records referred to Ferris Alexander, which was, after all, the whole point.

Note: All of the information for this example was taken from the appellate decision in Alexander v. Thornburgh, 943 F.2d 825 (1991).
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FIGURE 21.4 Shell corporations.





Investigation of a Shell Corporation

His network of shell corporations served Ferris Alexander quite well. But, at the time of his conviction, he was ordered to forfeit his interest in 10 pieces of commercial real estate, his interest in a wholesale business and 13 retail businesses (adult bookstores and video stores), and $8,910,548.10 derived from the racketeering enterprise.

What went wrong? On paper, Alexander had nothing. The corporations he had established were the owners of record of all the assets forfeited. In Sok Na, Alexander’s employee and nominee, was the incorporator and director of the 10 corporations. Alexander had layered himself pretty effectively, or so he thought.

One of the problems lay with the nature of shell corporations themselves. They don’t actually do much of anything. In this case, Alexander operated the business from a central location using a couple of bank accounts to pay for merchandise and operating expenses. What possible legitimate business purpose did all of those other corporate entities have? The best Alexander could come up with at trial was that he wanted to “limit civil liability.”

Shell corporations are different, no matter how much a money launderer may try to make them appear like any other corporate entity. Some clues may be present to allow an investigator to recognize a shell when it’s encountered.


What Does the Corporation do?

If the corporation exists only to hold other corporations or to hold bank accounts, this may be an indication that it is a shell or is being used for some manipulative purpose. If the corporation functions solely as a transfer point for funds moving from one account or business to another, this may be another indication.



What is the Capital Structure of the Corporation?

The stock issued in shell corporations may be of the bearer variety, meaning that whoever has possession of the stock owns the company. This is a very popular arrangement in places like Panama, where not even those who set up the corporation will know who holds the stock. Registering the stock and listing the principal as a shareholder completely defeats the layering purpose of the shell corporation: to conceal.



What do the Financial Statements Look Like?

Corporations are required to file annual reports, and the legitimate variety file financial reports as well because they’re doing real business, obtaining credit, making sales, and so forth. Shell corporations don’t have much to report, unless the launderer is working hard to make the company appear to be legitimate. In that case, the financial reports will often contain clues to their fraudulent nature. On a balance sheet, these clues might include the following:


	Unverifiable interests in nonpublicly traded corporations or corporations that cannot be authenticated

	Cash in offshore or unidentifiable banks

	Ownership of oil, gas, or mining properties

	Overvaluation of goodwill

	Ownership of real estate that is inadequately described

	Letters of credit as assets

	Large unspecified “reserves”

	Accounts payable and notes payable liabilities

	Income that is unrelated to the stated business purpose



Another clue could be in the review or lack thereof of the financial statements by an independent CPA. Also, Dun & Bradstreet evaluates the creditworthiness of corporations; if there’s a D&B report for the corporation, it’s probably not a shell.



Who are the Owners of the Corporation?

Use of bearer shares or unregistered stock is a common practice in offshore jurisdictions. If a company creates a shell for a legitimate purpose, it will have no problem identifying the ownership of the shell.



Who is in Charge here?

Every corporation has to have at least one officer and at least one director. Some jurisdictions require more. The identities of these individuals are normally public record. If the officers and directors are nominees, such as attorneys or offshore management companies, this may be an indication that the shell is being used for financial manipulation or some other fraudulent purpose.




Sources of Information

The information we’re looking for here is truth: Who really owns the corporation behind those transactions? The best source for this information is inside the operation—exactly the type of source that’s hardest to get. But it happens occasionally, as we’ll see in the following example. In lieu of an inside source, analysis of financial records can provide some insights.

Bank records from domestic and sometimes foreign banks will identify the people with signature authority over accounts, as well as whoever is actually signing the checks. As we know, banks will take most deposits from just about anybody, but they are real touchy about who can withdraw money from an account.

Corporate officers and directors are identified on the corporate documents. In domestic corporations, the stockholders are also supposed to be identified. Bearer share corporations are a different matter because anybody can own those shares. The officers and directors of an offshore shell corporation are likely to be attorneys, corporate management companies, and nominees of some sort. Still, it’s a clue.

Government records, particularly the Foreign Bank Account Report, filed annually with the Treasury Department, can provide leads if filed by the account holder. If that person didn’t file, he or she is liable to some civil and criminal penalties. (You first have to show that he or she actually had the account—sort of a “Catch 22.”)

Records of communications, especially phone toll records, can be invaluable in establishing relationships between individuals and their shell corporations. Don’t overlook such techniques as mail and trash covers to obtain this type of information.



Offshore Shell Corporations

Whereas Alexander’s operation was strictly domestic, other, wiser money launderers have perfected the use of offshore shell and dummy corporations. Taking advantage of bank secrecy laws in offshore tax havens is nothing new, and some of those jurisdictions go even further, providing for secrecy in corporate relationships as well.
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The principle behind the use of an offshore shell corporation is the same as for the domestic type: to provide the operators with a layer of secrecy behind which to hide. One aspect of offshore shells that is especially useful for launderers is the lack of a requirement that shareholders (who are the owners of a corporation) be identified. In places like Panama, anyone who holds the shares of these companies is an owner, and transfers of the shares needn’t be reported.

It’s not difficult to establish an offshore corporation, nor is it very expensive. Off-the-shelf companies are available from a number of company registration agencies operating around the world. Several of these operate on the Internet, where a corporation in any of 30 or 40 countries can be established from your home computer in a matter of days.

These ready-mix corporations have everything needed to function as shells, including the ability to open bank accounts all over the world (the agency will help you do this, too). Attorneys in tax haven and bank secrecy countries will assist with formation of corporations, giving added protection via the attorney–client privilege.


Case Example

Using only three shell corporations, Billy Bell was able to accommodate all of his client’s needs. Mostly what the client needed was secrecy, but the corporations also allowed the client to move funds to and from bank accounts controlled by the companies. This would be useful in buying assets or conducting large financial transactions.

Bell used three different jurisdictions to domicile the corporations, knowing that secrecy laws in two of the countries would effectively prevent any inquiry by law enforcement. In America, Bell incorporated Pacific Import-Export, Inc., in Delaware, and he opened an account for the company at a major US bank with overseas branches.

All of the shares of this corporation were owned by the second shell corporation, Bounty Trading, Ltd. Bell used a Panama City attorney to establish this company in Panama. It was a bearer shares company, and the corporate papers did not show the name of the original shareholder. Not even the Panamanian attorney, who was also the president and director, knew who had possession of the shares. Bell opened a bank account for Bounty Trading with a major Swiss bank in the Cayman Islands.

The last shell was established in Liechtenstein as Southern Cross Holdings, Inc. It, too, was a bearer shares corporation, with a bank account at a second Swiss bank.

Cash from the client’s illegal activity was deposited into the account for Pacific Import-Export or flown offshore to the Cayman Islands for deposit at the Swiss bank. Funds from this account were wired later to the second account and used by Southern Cross Holdings to buy assets. See Figure 21.5.





OFFSHORE CORPORATIONS AND THE INTERNET

The Internet is making the creation of offshore corporations and businesses easier than ever. For a few hundred dollars, you can buy an already existing business or set one up from scratch.

At least 10 different businesses offer incorporation services on the Internet, with access to countries around the world. And the number of countries that are offering special advantages to businesses wanting to incorporate in their jurisdiction is growing. It’s a great deal for the countries involved. After all, they don’t have to do much more than file some papers and collect the licensing and registration fees. Since most countries require a registered agent to reside within the jurisdiction, employment is provided for local attorneys and others.

It is even possible to obtain licenses as a banking or insurance business, both of which provide special opportunities for money laundering. These cost a little more, and fewer jurisdictions offer them.

Some of the online incorporation agents can also obtain offshore bank accounts and identification, and at least one has offered passports. Not much more than access to a home computer and a credit card is needed to establish a presence offshore. If you’re in a real hurry, the agents already have a number of companies “on the shelf,” waiting for a buyer.


Offshore Jurisdictions

The following countries offer relatively easy incorporation by foreigners, along with some other benefits, such as corporate secrecy, bank secrecy, tax-free business, and so forth. (Note: This list is by no means complete.)




	Anguilla

	Cyprus

	Netherlands Antilles




	Antigua

	Cook Islands

	Nevis




	Aruba

	Hong Kong

	Niue




	Austria

	Isle of Man

	Panama




	Bahamas

	Liechtenstein

	Samoa




	Belize

	Luxembourg

	Seychelles




	Bermuda

	Malta

	Switzerland




	Cayman Islands

	Monaco

	Vanuatu




	Channel Islands

	Nauru

	 






The fact that a business is incorporated in one of these countries does not mean it is involved in money laundering or any other criminal activity. However, if your subject is involved with a business domiciled in one of these places, you should be alert to all possibilities.




LOAN-BACK SCHEMES

In the hit movie Lethal Weapon 2, actor Joe Pesci, playing a money launderer, boasts about the scheme he invented to launder millions of dollars in drug money. The scheme he describes is known as a loan-back, and Joe’s character didn’t invent it. Loan-backs have been a tax scam for as long as there have been taxes on income and deductions for interest  payments. Money launderers found that this scheme worked quite nicely for illegal incomes as well.
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FIGURE 21.5 Offshore shell corporations.



The loan-back concept is a variation on the banking–business combination scheme. It is based on two simple precepts: Loans are a source of money that can explain wealth, and loans have certain important tax benefits.

Remember that in the integration phase of the laundering process, the criminal is hoping to make the ill-gotten gains come from some legitimate-appearing source. Having successfully placed and layered the money, he or she is looking for some explanation for where it all came from. “Where did I get the million dollars? I borrowed it from (fill in the blank). Here are all the loan documents, and here are the canceled checks showing I’m current on my loan payments.” This is a pretty good explanation.

A loan has benefits relating to taxes as well. First of all, a loan is nontaxable as income, since it isn’t really your money as long as you’re planning to pay it back. Second, under certain circumstances, the interest paid on loans is tax deductible, something Pesci gloatingly described in the movie.

So, if I had $100,000 in illegal income that I wanted to integrate and I had a choice between reporting the money as ordinary income from some offshore business or reporting it as a nontaxable “loan” from some offshore business, going the loan route would save me 30% or so in federal taxes alone.

But what about having to pay all that money back? So long as it’s my money I’m paying back, and I’m paying it back to myself, this is a very nice proposition. It’s illegal, of course, but nice. This is very much an integration tactic; we assume I’ve already changed the form of my dirty money and moved it to some safe place. Now all I need to do is arrange for a loan of that same money. This loan can be from an individual, a business (and we just looked at shell corporations), or a financial institution. The only other qualification the lender needs is the money to lend. Someone with lots of illegally earned cash has the solution to that little problem.

Once the lender is lined up, appropriate documentation can be prepared to record the existence and terms of the loan. The loan principal is transferred to the borrower, who must begin making payments on the note. At this point, the borrower has full access to the entire amount of the laundered funds and doesn’t have to pay taxes on any of it. The money can be invested in an income-producing (legal) enterprise, which can in turn be used to service the loan. If anyone asks, the trail of the loan can be laid out for examination. This is a win–win proposition for everybody except the government.

Our first example of a loan-back scheme is an embellishment on the one described in Lethal Weapon 2. This particular scheme as described wouldn’t work, so we’ve made a couple of minor changes to make it more feasible.


Case Example

The story line in Lethal Weapon 2 has money launderer Leo Goetz servicing a half-billion dollar account on behalf of some bad guys operating out of the South African consulate in Los Angeles. They catch Leo stealing, try at least once to kill him, and now he’s under police protection, telling his story to our two detective heroes.

Leo (sort of) describes a money laundering scheme known as the loan-back, in which the launderer essentially loans himself some of his own money. As Leo points out, not only is the money “now laundered,” but the interest payments are tax deductible.

Because we didn’t get the full story in the movie and because, in true Hollywood fashion, this particular scheme wouldn’t work, we’ll have to fill in a little of Leo’s scheme. It begins with the dirty money, proceeds of millions of dollars in drug transactions. Leo is required to get the money offshore, which he does by employing couriers to move the currency itself to Panama. (In the movie, the money was being shipped in a container by sea, something real-life launderers have done.)

Once the money is in a place like Panama, where the dollar is by treaty legal tender, no questions are asked about large, container-sized deposits. Leo arranges for the money, US$1 million, to be placed in an account in the name of Goetz S.A. at Banco de Darien. The placement stage is now complete.

To layer the money, Goetz could move it from bank to bank and shell corporation to dummy company, but we’ll keep this simple. He moves the million dollars, less his commission of 2%, or $20,000, to a second account at First Pacific Bank. This is an account held by a dummy finance company, GGG Finance, Inc. Both Goetz S.A. and GGG Finance, Inc., are bearer share corporations, the bearer being one of those South Africans in Los Angeles who gave Leo the money in the first place.

Goetz draws up some loan documents purporting to show that GGG Finance loaned $980,000 to Frontline, Inc., a company set up in California to front for the bad guys. Frontline begins making payments on this loan by sending checks to the First Pacific Bank account of the lender, GGG Finance. The interest portion of these payments is tax deductible as a business expense, although GGG is supposed to report it.

At the end of the cycle, Frontline has $980,000 in “clean” money (which it’s going to need after Mel gets finished with its pole house). If anyone asks about the source of the money, Frontline can point to the loan documents and refer the questioner to GGG, whose Panamanian attorney probably won’t have much to say.

Leo: “All I did was, I laundered a half a billion dollars in drug money, okay? Give or take a few. Who can count with that much money?” See Figure 21.6.



Documentation

Most of the documentation in this particular scheme is generated by the participants—not a good start for our case. There will be records of the wire transfers between the accounts, but tracing the funds back from GGG, Inc., will be difficult. This will be especially true if coconspirator GGG, Inc., doesn’t want to discuss the matter. Under Panamanian law, it doesn’t have to.

Having Goetz available to describe the entire scenario is a big help, but not something you can count on in most cases.



Investigation of a Loan-Back Scheme

In Lethal Weapon 2, the police had the advantage of inside information from the man who set up the entire operation. It doesn’t get much better than that. Short of this, you’re going to need some luck, especially if the launderer takes the money offshore and brings it back from there.

The IRS has been dealing with this particular scheme for decades, and it has an advantage over other law enforcement agencies in that it can force an individual to document all aspects of an item such as a loan completely. If the nature of the loan is questioned in the examination of a tax return, the auditor can ask for all sorts of records—anything necessary to prove the genuineness of the loan. Even if that money is coming back from an offshore secrecy haven, if the taxpayer wants to exclude the income or claim the deduction, he or she will have to produce the documents.

If the loan is domestic, our burden is a little easier. We should be able to obtain bank records to document the movement of money and loan repayment. We can get information about the companies involved and determine whether they are legitimately engaged in business or not.

Whether the transaction is “arm’s length” or not is important, at least as far as the tax consequences are concerned. Are these two parties closely related? Is the loan really between two separate parties, or is it a sham for tax purposes?



Sources of Information

Criminal sources may be most valuable, since they can point to specific operational details. Having the launderer himself or herself is extremely desirable, though a difficult task toaccomplish. Having subordinates who may possess pieces of the overall picture, especially couriers, is an alternative.
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FIGURE 21.6 Hollywood loan-back scheme.



Bank records of wire transfers could document transfers between the “lender” (GGG Finance, Inc.) and some other source for the funds (Goetz, S.A.). The records relating to the loan payment are instructive.

Business records at the borrower and lender are important because these may reveal the special relationship that secretly exists. If the loan is not a truly “arm’s length” transaction, it could be considered fraudulent, and at the very least it would cause suspicions to be raised.

Tax records might be useful if the lender is reporting the interest payments. If the lender isn’t, it has tax problems, and the borrower might as well.



Potential Violations




	• 18 U.S.C. 1956

	Money laundering




	• 18 U.S.C. 1965 (h)

	Money laundering conspiracy




	• 18 U.S.C. 1957

	Financial institution money laundering




	• 31 U.S.C. 5332

	Bulk cash smuggling








Loan-Back 2

A variation of the Lethal Weapon 2 loan-back involves a legitimate financial institution as the lender. You’ll recall that Leo Goetz relied on a dummy finance company of his own creation to make the loan. In a version of the scheme known as the “Loan Sandwich” or the “Dutch Sandwich,” an established bank is prevailed upon to do the lending.

Under what circumstances would a legitimate bank do this? Three conditions would need to be present. First, the bank wouldn’t know the money was dirty because it had already passed through the placement and layering stages at this point. Second, the bank would need to have sufficient confidence in repayment. This means the borrower has good credit or collateral or some other security for the loan. (From the bank’s perspective, the best scenario would be if the borrower already had the full amount of the loan or more on deposit in the bank.) Third, there has to be something in it for the bank, which there usually is, since lending at interest is a bank’s business.

The advantage to using a bank is that, if you ask, it will quickly verify the existence of the loan. It also provides a very legitimate-appearing source. There usually wouldn’t be any question about the source of these funds, though there might be about the security or collateral posted.


Case Example

Drug trafficker Billy Bell has a seemingly legitimate business, BB Video, Inc., a California corporation. BBV was chartered to operate a video rental and entertainment business in San Francisco. (See Figure 21.7)

Wishing to expand, BBV approaches its banker, Central Union Bank, for a $1.8 million loan to be used for the purchase of a four-screen theater complex, SouthCity Cineplex, in nearby Burlingame. The theaters are appraised at $2.1 million and appear to be profitable. The asking price for the cineplex is $2 million even.
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FIGURE 21.7 Loan-back scheme.



After an investigation, Central Union Bank approves the loan, on condition that BBV pays a $200,000 down payment and obtains additional security for the loan.

Using various placement methods, Bell has succeeded in moving $2 million to an account he maintains at a Panamanian bank, Banco de Darien (1). When he receives word of the loan’s approval, Bell orders Banco de Darien to transfer $2 million to the account of Pacific Action, S.A. (PASA), a shell corporation that Bell established in the British Virgin Islands (2). (In this stage, you can add as many layers using as many shells and accounts as you want, but we’ll keep it simple and only do it once.)

PASA transfers the $2 million by wire to the Central Union Bank account of BP Trading, a Hong Kong company (3). Within a day, BP Trading moves the $2 million by wire to its account at Central Union’s San Francisco branch.

BP Trading’s Hong Kong attorney provides Central Union Bank with papers agreeing to guarantee BBV’s note. The $2 million is used to buy a CD at Central Union for the duration of the loan (4). (The bank pays interest on this CD—an added benefit for Bell.) If Bell is asked, he can represent that he had done some business with the Hong Kong company in the past, and they were looking for an opportunity to get into the American market. Who’s going to know the difference?

BBV puts up the $200,000 down payment from its funds, and the bank loans the balance of the $2 million purchase price (5, 6). BBV now makes the payments (7) on its theater, which looks very clean, as well as a $2 million CD that looks pretty good also.



Investigation of the Loan-Back Scheme

The loan-back is a magician’s delight. Presto! A million (or 10 million) rabbits magically appear to do the conjurer’s bidding. And best of all, these bunnies are tax deductible!

Tax cheats have employed this dodge for years, giving examiners some experience in detecting fraudulent loans. After you understand the theory, you can ask the right questions to deconstruct the operation:


	Is the loan being repaid? (If not, you can be pretty sure there’s a problem here.)

	How is the loan being repaid?

	Are all of the payments regular and in concordance with the note?

	Are there balloon payments or big drawdowns?

	Who is signing the checks? (This is useful information in any event.)

	Who is receiving the payments?

	Are the checks always deposited into the same account?

	Who are the other players?

	Who is the guarantor, and what’s his relationship to the borrower?

	Who’s putting up security, and why?

	Who is the lender, and is this loan reasonable from his point of view? (A video store lending money to finance the purchase of an oil tanker might not be.)

	What are the terms of the loan?

	Are the terms reasonable given the conditions?

	Is there any connection between the borrower and lender (e.g., the same lawyer represents both parties)?

	What is the security, and where did it come from?









22 Fiendishly Complex Money Laundering Schemes


Anyone who isn’t confused here doesn’t really understand what’s going on.

Anonymous, with reference to the sectarian conflict in Northern Ireland




But evil men and seducers shall wax worse and worse, deceiving, and being deceived.

Bible, 2 Timothy 3:13



Before we get any deeper into even more complicated money laundering schemes, let’s review what we already know about the process:


	Money laundering is a cycle in which dirty cash is eventually made to resemble clean funds.

	The cycle consists of three phases: placement, layering, and integration.

	Despite the seeming complexity of the schemes employed, when broken down into their components, most money laundering schemes have common elements and vulnerabilities.

	The money launderer is forced to operate under a number of restrictions.

	Despite their reputations, most money laundering schemes aren’t that complicated.



When you read about money laundering in the newspapers or hear about it on TV, the most complex schemes seem to employ convoluted mechanisms for moving the funds. Confusing systems of banks, businesses, and nominees function to conceal the background or source of the money. While it is true that most money laundering cases do not involve such complexity, the ones that do can be assumed to handle a very great deal of money. After all, why go to the trouble (and considerable expense) of establishing some Gordian knot of entities and bank accounts to conceal a few thousand dollars in burglary proceeds?


COMPONENTS OF MONEY LAUNDERING SCHEMES

We’ve looked at some schemes and seen how the components work, either individually or together as elements in a larger scheme. Each of these components works best in a particular segment of the money laundering cycle.


Mechanisms for Placement

Placement of the laundered funds—that initial transformation of the bulk cash proceeds of crime into some other form—is the stage at which the launderer is most vulnerable. A variety of placement mechanisms can be used and almost all of them involve at least one of the following:


	Stashing the money (buried treasure)

	Transporting the money (smuggling it offshore à la Lethal Weapon)

	Commingling the money with the receipts of a legitimate business

	Placing the money with some sort of financial institution, whether a bank, currency exchange, casa de cambio, or other nonbank financial institution



All of these options pose problems for the money launderer. How he or she decides to solve these problems will dictate the type of case you have. In any event, whether the launderer decides to buy the cooperation of a bank official or set up a dog grooming business as a front, the choices are limited. He or she can


	Act on his or her own or with accomplices (smurfing or transporting the funds)

	Use nominees to conceal his or her interest in the transaction(s)

	Set up businesses to be used as fronts, to commingle funds, or to hold bank accounts

	Establish one or more bank accounts to receive deposits



Any number of variations or combinations of the preceding actions is possible, but the point remains that this activity represents the most danger to the launderer.



Mechanisms for Layering

Layering of the proceeds, once the initial placement is accomplished, is much more difficult to detect. As we’ve seen, once the money gets into the financial system, it is just another drop in the trillions of dollars in wealth that are moved around the world every day. In the layering stage, the criminal is likely to use nominees, businesses, shell corporations, and bank accounts as the “layers” in the scheme. Movement of the funds through these layers is likely to involve a number of financial instruments or transactions, including the following:


	Wire transfers

	Cashier’s checks

	Bank drafts

	Money orders

	Traveler’s checks

	Letters of credit

	Bearer securities

	Cash transportation



The objective of the layering phase is to put as much distance as possible between the money and its source. Good layering schemes use offshore tax haven and bank secrecy jurisdictions.



Mechanisms for Integration

Integration of the laundered funds is the bottom line. Once the money has been cleaned, it can be returned to its source in a form that can be used for any purpose, legal or illegal. We looked at a couple of schemes that are used to integrate laundered funds, notably the loan-back schemes. The really complex schemes all provide for integration of the funds. They are the most difficult to detect or investigate. These schemes are the well-protected payoff for the criminal.

The schemes covered in this chapter involve the integration of laundered funds. Don’t be intimidated by the chapter title; none of these schemes is so complex that you can’t follow the thread. The big problem for law enforcement is not that the integration scheme is so complex; rather, it is that by the time the launderer has reached this stage, the money already appears to be clean. It is very easy to bring these funds back into the economy once they’ve been through the soak and lather cycles. It is very hard for investigators to detect this activity at this late point in the process. There are a few hints, but some luck would be very useful at this stage. (An insider witness would also be helpful.)




INVOICE SCAMS

An invoice is a bill for goods delivered or services rendered, usually containing an itemization of the charges and terms. There are purchase invoices and sales invoices, depending on where you are in the transaction. Money launderers can have all sorts of fun with invoices. Let’s examine these precious bits of paper to find out why.

First of all, think back on our books and records discussion and remember that when an item is ordered or delivered, accounting entries are generated, along with supporting documentation. These actions take place at two locations: on the books of the buyer and of the seller. In credit transactions, invoices are generated by the seller and delivered to the purchaser, who is expected to remit payment according to the terms described on the invoice.

On the books of the purchaser, this transaction might be debited to Inventory and credited to Accounts Payable. On the books of the seller, Accounts Receivable would be debited, with another account—Sales, maybe—credited. More entries will follow when payment is actually made, of course. However, in the meantime, that invoice documents a transaction involving assets to both ends of the deal: merchandise (buyer) and a receivable (seller).

Another thing to keep in mind is that, as an asset, this document has value as commercial paper; it’s now an item that can be sold or transferred to another party. The most wonderful thing about invoices, as far as a money launderer is concerned, is that the amount shown as owing on this unique asset can be whatever the two parties agree upon. This is most definitely not the case with other financial instruments (such as cash), most of which have set values on their face or are subject to market conditions. The amount on an invoice is subject only to what the seller decides to charge and the buyer agrees to pay.

The potential for manipulation of this tool is substantial, especially if the two parties to the transaction are in cahoots with each other. If so, those on either end can realize major benefits from either of the two invoice scams. If a money launderer controlled both ends of a transaction, great quantities of dirty money could be integrated into the economy— probably without anybody noticing. Everything would look very much like the normal operation of a legitimate business. As with loan-backs, invoice scams have long been used as tax dodges. Figure 22.1 is a letter-of-credit application showing the invoice description and amount.


Underinvoicing

Let’s suppose that in a moment of supreme lunacy I decide to (a) take a mistress and (b) buy her a big diamond ring. I’ve got $5,000, and I know a jeweler with a good selection. There are a couple of reasons why that jeweler might be willing to invoice that ring below the amount I really agree to pay him.

I’ve also got a couple of really good reasons for concealing the true amount paid, too. I don’t want to come to anybody’s attention as a big spender, and I certainly don’t want my wife to know I’m spending that kind of money. So, I approach the jeweler to see whether we can work something out. I offer to pay the jeweler the full asking price of $5,000 (very generous, considering the markup on retail jewelry), but only if he will make out the invoice for $10 over his cost—$2,510.

I pay the $2,510 by check and then pay the balance of $2,490 in cash, and everybody’s happy. How happy? Well, the jeweler shows a sale on his books for $2,510; his net profit on the deal, as far as an IRS auditor is concerned, is $10. That auditor, if she were to trace the check back to me, would find it in my records. The seller in this case now has $2,490 in cash that he doesn’t have to pay any taxes on.

The money laundering implications are obvious. Take the example a step further and assume that I was a drug dealer, operating through a front business. The cash is drug money. At the end of this deal, I’ve got a $5,000 asset— the diamond. I’ve also placed or concealed $2,490 in cash, and my girlfriend is very pleased. But, suppose she wasn’t, and I had to sell this jewel, getting $4,000 from another jeweler. Although I’m distressed that my girlfriend didn’t like her gift, I’m somewhat consoled by the fact that I now have almost $1,500 in “income” from a nondrug source.
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Figure 22.1 Commercial letter of credit application showing invoice amount.



In an invoice scam, the bottom line is manipulated to the benefit of one end of the transaction or the other. In an underinvoicing scam, the true value of the goods sold is greater than the stated price. In my example, I actually made up the difference between the true value of the item and the purchase price. In a money laundering scheme, the extra money may change hands only on paper. This is because, in a wellplanned invoice scam, the money launderer controls both ends of the transaction.

How common is this type of scheme? Nobody really knows because trillions of dollars in business deals happen every day, and invoices are flying around the world like some sort of paper blizzard at a rate greatly exceeding the ability of any government agency to track.

These schemes can work with any purchase—including real estate, by the way, yet another avenue for the launderer to explore. In one case, a drug dealer wanted to buy a home but didn’t have enough income from legitimate sources to justify spending more than $200,000. The house he wanted was listed at $400,000. He cut a deal with the owners to buy the property for $375,000, paying $175,000 of the amount “under the table” if they would show the sale price as $200,000. The sellers were happy to do this since they were saving the taxes owed on the $175,000. (They did have the problem of dealing with all that cash, however.) The drug dealer had successfully hidden $175,000. Note also that this transaction could have been done with the connivance of the real estate agent or without it (as a sort of side deal with the owner)—although the agent wouldn’t be too happy about losing the commission on the $175,000 that was paid under the table.



Case Example

What’s needed in an invoicing scheme are a buyer and a seller who are very comfortable with each other. This was the case with George Lee and John Kong. Not only were they closely associated through their heroin business, they had seemingly legitimate ties as well.

Lee operated an import–export business in Hong Kong known as White Horse Trading. Kong had a business, Asia Airframe, specializing in aircraft parts in San Francisco, California. Kong needed another shipment of heroin, which he could acquire from Lee, and they agreed that payment was to be in the form of substantially undervalued merchandise. See Figure 22.2.

Lee began the process by ordering $50,000 in aircraft parts (1). The actual value of these parts was significantly higher—around $500,000. The difference was the amount of drug money Kong needed to move to Hong Kong. There was a contract specifying the actual amount, but this was kept in a safe place in a third country—Taiwan perhaps.

Asia Airframe shipped the parts and sent a bill to White Horse for $50,000 (2). After the parts were received (3), White Horse paid the invoice amount of $50,000, even though it was able to sell the parts for almost $500,000 more. Lee shipped the heroin to Kong after the parts were sold.


If this had been purely a money laundering device, Kong would have shipped the undervalued parts and then arranged for the proceeds of the sale to be deposited offshore. By this means, he would then have moved $450,000 offshore, with significant tax and Customs benefits.



Research on Invoice Schemes

Money Laundering Alert, a very useful publication put out monthly by a Miami corporation, has reported several times on invoice schemes that have been or may be part of money laundering operations. Two of the articles focused on a study performed by two researchers at Florida International University.

Professors Simon Pak and John Zdanowicz reviewed import and export figures maintained by the US Customs Service and discovered that traders were declaring invoice amounts that were grossly distorted when compared to the average world prices.

For example, the study detected instant cameras that were invoiced at $3,127 each, smoke detectors for $653, sleeping bags for $1,500, and bottles of salad dressing at $720 each. The professors commented that they had expected to find some differences in prices, but not to the extent they discovered. Dr. Zdanowicz commented, “From the standpoint of an economist, there is no reason why the difference should be this large. In a normal market, these deviations are a lot smaller. The preliminary statistics imply that something must be going on.”

What that “something” is could be one of several possibilities. It could be that the traders are seeking to evade taxes through favorable transfer pricing. Some form of capital flight might be taking place, or the distorted invoice prices could be an indication of money laundering.

A look at some of the countries where the disparities were noticeable could point toward the possibility of money laundering. The research showed that underinvoicing involving the transfer of capital from the United States to Colombia occurred in several startling cases. Safety headgear that normally sells for $38.01 was sold for $2.28 per dozen, 6% of the usual invoice amount. Cooking stoves normally invoiced at $425.65 each were shipped at $76.62.
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Figure 22.2 Underinvoicing scheme.



On the overinvoice side, razors were shipped from Colombia to the United States at an invoice price of $34.81 each. The average world price for this item is $0.09. (Perhaps they were selling to the Pentagon.) Memo pads that usually transfer at $0.28 each were shipped at an invoice rate of $4.05. It would seem, based upon these figures, that some form of financial manipulation is taking place.


Overinvoicing Case Example

Paul Gavin is the successful owner of a Los Angeles appliance business, JPG Wholesale Appliance, Inc. His close friend is Peter Van Zandt, a businessman in Cape Town, South Africa. Van Zandt is planning on relocating his business, Cape Products, to the United States, but due to legal restrictions designed to prevent the flight of capital from his country, he is unable just to sell out and leave with the money.

Gavin agrees to help his friend with his problem, and the two men decide on an invoice scheme that takes advantage of their business ties. See Figure 22.3. The first step in the scheme is Van Zandt’s order for 1,000 refrigerators, to be shipped by JPG to Cape Town (1). The invoice price for these items is $1 million, or $1,000 per unit. Both Gavin and Van Zandt know full well that the true value of this shipment is more like $400,000, or $400 per unit, and in fact the two men have a secret contract documenting the correct amount, which is kept in a safe deposit box in a Swiss bank.

JPG sends its bill for $1 million to Cape Products (2) and ships the refrigerators (3). Upon receipt of the shipment, Cape Products wires $1 million to JPG (4). As specified in their secret contract, Gavin immediately wires $600,000 to Van Zandt’s Swiss bank account, completing the transaction (5).

Van Zandt still has the overpriced refrigerators for sale. Proceeds from these sales, along with other money he wants to move out of the country, will form the basis for his next transaction with Gavin.


This example relates to capital flight—something that most governments would prefer to avoid and that those with shaky national economies need to prevent. The transfer of wealth offshore can be very harmful to a weakened economy that needs all the domestic investment it can get. For this reason, many countries have instituted laws governing how much currency can be removed from the country and what types of overseas investments its citizens can have.

Some of the strictest of these controls were in the former Soviet bloc; nobody was allowed to remove a single ruble from the country. Korea and the Philippines, to name only two Pacific Rim countries, still have restrictions regarding the export of currency and capital flight. Korea, for example, has a restriction on the value of real estate that individuals can own abroad. Countries that have these types of restrictions are often very interested to hear about one of their citizens’ being caught in some scheme involving large amounts of currency or assets.

These are situations that need to be considered when looking at invoice or other money laundering schemes. Suspicious transactions do not always involve money from drugs or some other illegal source. Sometimes they may be intended to make an investment that is perfectly legal everywhere except in the country where it is taking place.

The other concern to keep in mind is that this activity comprises a whole other underground economy that a money launderer may be able to exploit in concealing the profits of crimes such as drug trafficking.

The following overinvoicing scam is essentially nothing more than a paper shuffle. No goods or services actually change hands. Again, this is possible only because the players control both ends of the transaction; it could never happen in legitimate commerce. But then, there’s nothing legitimate about money laundering.


Case Example

In this scheme (see Figure 22.4), Paul Gavin of JPG Wholesale Appliances, Inc., places an order for $250,000 in appliance parts from Panama Parts Company of Colon, Panama (1). All of the appropriate entries are made on JPG’s books. Little does anyone suspect that Panama Parts is really a shell corporation, set up by Gavin to launder drug money.

Upon receipt of the order, Panama Parts issues an invoice for the parts, in the amount of $250,000 (2). When he gets this invoice, Gavin orders payment to be made via check, bank draft, wire transfer, or letter of credit to Panama Parts (3).

When payment is received in Colon, the attorney for Panama Parts causes the funds to be transferred to Gavin’s numbered account at the Banco de Darien (4). Gavin can now use these funds in some other integration scheme.




Investigating Invoice Scams

“Something’s not right here” could summarize an outsider’s view of an invoice scam. Certainly, none of us would agree that razors ordinarily imported for $0.09 a piece should be invoiced to a buyer for almost $35 each.

An investigation of invoice schemes should have two objectives: detection and investigation. Detection is difficult because the kinky transactions are concealed in the vast tide of international commerce taking place every day. Detection of the few extraordinary invoices among all the hundreds of thousands of shipments occurring every day was difficult, even for the two professors using advanced computer modeling techniques. Even if an alarm bell rings, the invoice is only one piece of paper in a complex set of contracts, bills, orders, shipping documents, certificates, Customs forms, and assorted other records. It’s important to be able to examine all of these documents. For example, in the case example illustrated in Figure 22.4, no goods actually changed hands. Even though the sale was documented on an order and an invoice, there would be no bill of lading, shipping record, or any of the accounting records relating to inventory (unless the launderer went to the trouble to forge these). Lack of such supporting documentation would be an additional indication of manipulation.


[image: ]

Figure 22.3 Overinvoicing laundering scheme.



Qui bono? (Who benefits?) The biggest questions should be asked of the party that benefits most from the transaction as it appears on paper. In the case of those $35 razors, the seller certainly gained the most from that transaction, at least on paper. This gain should be examined from a tax and Customs perspective. In the case of the diamond ring for my mistress, some questions should be asked about how I got such a great deal on the jewelry.

Save a few questions for the loser in the deal—the guy who supposedly paid the $35 for each of those $0.09 razors should have a very interesting explanation for his seemingly incredible stupidity. If this were a completely legitimate transaction, you’d probably find this executive on the unemployment line. If he’s still at his desk, your first question might be, “Why are you still here?”

Analysis of a financial transaction involving invoices requires a good bit of tracing. Computer programs designed for invoice analysis can assist in this process. IRS-CID issues this type of program to its agents, and other law enforcement agencies may be able to obtain assistance from CID in performing this work.



Sources of Information

Customs records document international shipments by and to American businesses. If your subject is doing business internationally, some record of the shipments will exist.

The Commerce Department also keeps import and export records, as well as statistics on the normal or customary  world prices of items in international trade. These are useful for comparison purposes.
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FIGURE 22.4 Overinvoicing laundering scheme.



Subject records, especially the books and records of the domestic party in the transaction, should be a wealth of information. Because it’s so important that the transaction be completely traced, these records are critical.

Bank records are also useful. Most international transactions involve four parties: buyer, seller, buyer’s bank, and seller’s bank. The two banks will keep records on each deal.

At least one criminal prosecution has been undertaken in which invoice schemes formed the Specified Unlawful Activity: a case involving Falcon Instruments Inc. in the Eastern District of Virginia. In this case, Pakistani importers used inflated invoices to move capital to Pakistan. This case was reported in Money Laundering Alert, November 1994.




BUY-BACKS

We have talked about the loan-back, a scam that involved the crook “loaning” himself or herself laundered funds. It’s no great strain to pay this loan back, since the borrower is the lender. A variation of this scheme is the buy-back, in which the criminal uses laundered funds to buy something that he or she already owns. This type of operation doesn’t always have the tax benefits enjoyed by a loan-back scam, but it does provide the criminal with a ready supply of clean-looking money from an unimpeachable (or at least seemingly so) source.

Even though this is definitely an integration mechanism, the magic in a buy-back is in the layering. The trick is to have the buyer appear to be someone totally removed from the seller, an extension of what is sometimes referred to as an “arm’s length transaction.” In the launderer’s case, it needs to be a very long arm indeed.

A buy-back will work with any type of asset, big or small, depending on how much money you want to launder. Businesses are good, as are real estate, jewelry, or even intangibles, such as rights to a song or a trademark. Finding a buyer willing to pay the asking price isn’t going to be a problem, so the deal is almost done.

This scheme, like the loan-back, relies on documentation to make everything look legitimate. Let’s say I have successfully placed $1 million in dirty money offshore in my Swiss bank account. I’d like to have use of this money back in the United States. I decide on a buy-back scheme involving this book. I start by having a lawyer in Switzerland set up a publishing company, ML Books, Inc. The lawyer gets somebody to serve as a nominee director/officer, but I secretly hold all the shares. Through my lawyer, I direct ML Books, Inc., to make me an offer for the worldwide publishing rights for this book. I get a letter from the president of ML Books with an initially insulting offer. I hold out for a million bucks, and after some intense negotiations, he agrees to my price. All of this is well documented, of course, except the parts where I’m telling the lawyer what to say.

I transfer my million dollars in dirty money to an account in the name of ML Books, and ML Books transfers the money to me in the form of a nice clean cashier’s check. I take this to my bank here in town, brag a little on my success, and head back to the typewriter for my next effort. I have to pay taxes on this income, of course, which is why it isn’t as good a scheme as the loan-back. It’s less complex, however, and I think you’ll agree that the explanation for the money is pretty ironclad. My money has been successfully integrated.

The tax consequences are a big factor. The purchaser may have none, since this person may be located offshore and isn’t earning any income on the deal anyway. The seller is going to be taxed, at least at the capital gains rate, on the full amount, though some tax planning might shift some of the load.

As an element in a larger money laundering scheme, the buy-back is a very useful tool. You’ll note that it may contain some of the elements we’ve talked about previously, such as shell corporations and nominees, as well as the cover of a business. As was the case with those elements, the buy-back can itself be used in a more complicated money laundering scheme. Obviously, a well-prepared scam would have absolutely no detectable connection between buyer and seller, other than this transaction. Extensive layering would be designed to conceal any such connection.


Case Example

Drug trafficker George Rice set up a Bay Area corporation to assist in the laundering of his drug proceeds. This business, Berkeley Services, Inc., was little more than Rice and a couple of relatives on file as the officers and directors. See Figure 22.5.

Over the years, Rice had been able to move a good deal of money offshore to Panama, where it now resides safely in Banco de Darien (1). Aside from his connection to Berkeley Services, Rice had no legitimate source of income, and he wanted to change this sad situation before anyone started asking difficult questions.

Rice flew down to Panama and arranged with an attorney to set up a new company, Azure, S.A., a bearer share corporation (2). The Panamanian attorney obtained a nominee to act as president of Azure, S.A., and set up another account for the business at a different bank, Banco de Ciudad.

A week or two later, Rice, acting as president of Berkeley Services, Inc., entered into negotiations with a Panamanian company, Azure, S.A., for the sale of Berkeley Services. After some haggling, the price of US$2 million was agreed upon, and attorneys in San Francisco prepared the paperwork documenting the sale (3).

Rice secretly directed his attorney to transfer the money from Banco de Darien to the Azure account at Banco de Ciudad (4). When the paperwork was completed, these funds were wired to Rice’s account at First Pacific Bank in San Francisco (5).



Variation on the Buy-Back Theme

A variation on the buy-back theme is the buyback at a loss. This remedies some of the tax problems inherent in a straight buy-back scheme. Simply put, the seller of the property is forced to sell an asset at a substantial loss, most of which is tax deductible. In fact, some of the loss may well carry over into subsequent tax years, protecting future income.
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Figure 22.5 Buy-back scheme



Using the case example involving Mr. Rice’s company, we add that his business, Berkeley Services, was a going concern into which, over the years, Rice had invested $3 million. Now Rice moves to sell his company, but buyers are scarce. He arranges with a Panamanian company to buy the business for $2 million, creating a loss on paper of $1 million. Rice has repatriated the $2 million he had previously smuggled offshore, and he has a nice tax break for the current year.

In order to accomplish this goal, Rice would have to establish a basis —which is essentially his financial interest in the company, or what he has put into the business. (I’m not going to get into the various ways in which such a basis could be established, but it would only take some time, some money, and some legal and accounting assistance—all of which Rice has.) If the business sells for a price less than the basis, a loss would result for tax purposes.



Investigating a Buy-Back Scheme

The key link in this whole scheme is the one between the ostensible seller and the purported buyer. We know in our example that the two are one and the same, and this is what you’ll be trying to prove in any buy-back scheme investigation. But how are you going to find out?

This won’t be easy, especially if the deal has been properly layered. If the scheme is purely domestic, the perpetrator will probably use nominees, friends or relatives, or possibly an attorney to conceal his or her interest in the buying end. His or her interest in the selling end is very open; that’s the point of the buyback scheme: to have an obvious explanation for the funds.

There will be communications back and forth between the parties, but these aren’t much help since there would be such communications in any event. Every aspect of the transaction, especially the history of the asset being sold, needs to be investigated thoroughly, as should the buyer and the buyer’s business.



Sources of Information

The scheme is going to be well documented, especially at the seller’s end. The really crucial documentation—those papers showing the secret link between the seller and the buyer—is going to be concealed. Consider the use of


	Wire intercepts, including fax and oral communications, which may provide information about instructions

	Financial search warrants, at the seller’s place of business, residence, or another location where records are kept, which may recover materials documenting the seller’s connection to the other end of the deal (the bearer securities, for example)

	Informants from within the organization (Individuals who devise these schemes often feel the need to boast about how clever they are, or they may just entrust too much information to the wrong people.)






SECURITIES MANIPULATION

Securities are a fertile field for assorted schemes, many of which have been perfected by those in the industry. Because stocks, bonds, and other securities so closely resemble currency in their characteristics, they make excellent money laundering instruments. A billion dollar corporation, with factories, offices, ships, trucks, and resources, can all fit in my briefcase if I’ve got the stock certificates.

It would be impossible, as well as pointless, to describe all the ways that securities could be manipulated for money laundering purposes because people are thinking up new ways daily. Old-time confidence men, inside traders, and white-collar criminals have devised a wealth of scams that use securities as a means to some fraudulent end.

Stolen securities are a feature in some of these schemes. Although there aren’t any bearer stocks in the United States anymore, stolen securities can still be used in schemes to acquire loans, especially if the lender isn’t too picky about the unfamiliar name on the certificates.

A variation on this scheme caused problems for Richard Nixon’s best friend, Charles G. “Bebe” Rebozo, a Miami banker. Rebozo took 900 shares of IBM stock that had been stolen in New York by organized crime, and he made a large loan using the stocks as collateral. He then arranged to sell the stock, getting rid of it right before the investigators showed up. The benefit for the criminals was getting nice clean cash, in the form of the loan from the Key Biscayne Bank, in exchange for the hot securities.

Another securities manipulation is the purchase of securities with dirty money and the use of these instruments as collateral for a bank loan. This scheme has the benefit of not using visibly “hot” paper. The banker making a loan based on the securities would have no way of knowing they were purchased with drug money (or whatever), and the loan proceeds would provide the launderer with a “clean” appearing source of wealth. This type of scheme could be expanded to allow the launderer to pay back the loan with more dirty money or with the profits of investments made with the loan funds.

If the criminal has access to an offshore shell corporation, this can be used to purchase and hold securities. Brokerage firms operate offshore, too, and are happy to get the business. Once money is moved to an offshore account, it can be applied to securities purchases with little difficulty. The criminal can then place the orders from anywhere, hold the certificates anywhere, and use these for such things as securing loans anywhere.

As an integration mechanism, securities manipulations can be effective, blending right in with all the hundreds of millions of shares, bonds, notes, and other instruments changing hands every day.


Documentation

Securities schemes leave a wide trail. American securities are all numbered and registered in somebody’s name, with transfers being recorded on the corporation’s books, on the broker’s books, and in the purchaser’s records. If someone obtains a bank loan by using securities as collateral, the certificates will be on file at the bank. Brokerage companies keep good records and actually hold many of the securities for their customers. If the deal has been layered properly, however, all those documents aren’t going to do much good in identifying the people behind the transactions.


Case Example

In this scenario, the criminal uses several scams, all involving securities. For purposes of the example, we’ll use stock certificates, but bonds would work as well, or mutual fund shares, or whatever. See Figure 22.6.

Jay Gould prospered in the alien smuggling business, organizing the shipment of hundreds of would-be immigrants into the United States by land, sea, and air. His profits from this activity were substantial, and, being a big believer in capitalism, Gould is investing these profits in the stock market. He devised several schemes to do this in a way that prevented the transactions from being traced directly to him. After all, he did not want to lose his investment to the government.

Gould’s first scam was the most direct. He opened a brokerage account at the firm of Jarrell Finch and began moving cash from his alien smuggling operation directly into this account, always in amounts under $10,000 (1). Gould churned this account unmercifully, an investment strategy designed to delight his broker, who was inclined to overlook the nature of the cash deposits in light of the commissions generated by all that churning activity.
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Figure 22.6 Securities manipulation.



The second scheme took advantage of Gould’s underworld connections. Through a friend, Gould was able to obtain a large number of stock certificates that had been stolen in the daylight robbery of a Wall Street courier. The numbers on the shares were all registered, and the shares could not be sold on the open market, which is why Gould was able to use some of the cash from his smuggling operation to buy the shares at only 20% of face value.

Gould had $1 million in stock for an initial outlay of only $200,000 (2). Gould took the shares to his contact at First Pacific Bank and used them as collateral for a $500,000 loan (3). With these funds, Gould was able to invest in some clean securities at his own brokerage, Jarrell Finch (4).

The last scheme required Gould to use his offshore corporation, Atlas Shipping, to buy and hold clean securities. Gould had established offshore bank accounts and a couple of shell corporations to facilitate his smuggling business, and it appeared these would come in handy for the laundering of the profits. Atlas opened a brokerage account at the Jarrell Finch office in Freeport, Bahamas (5). From his residence in California, Gould was able to make telephone orders for securities purchases by Atlas Shipping, accumulating a portfolio of about $1 million in assorted NYSE blue-chip issues (6). Using these certificates as collateral, Gould obtained a loan from a California bank for $500,000 (7). (In real life, Gould would have layered this deal a little better, hiding a direct connection between himself and Atlas Shipping.)


There were some significant costs involved in this operation, including broker commissions, interest on the various loans, and other expenses. The benefits were substantial, however. For one thing, Gould had a solid portfolio of investment-grade stocks, as well as those assets he bought with the loan proceeds. He was still holding the stolen certificates, but he rolled these over into a long-term CD and didn’t have to worry about them for a while.

Best of all, everything he owned looked pretty legitimate from a money launderer’s point of view.



Investigating a Securities Manipulation

Lots of tracks are left in one of these deals. In places like Panama, bearer securities are permitted, but the days when a criminal could steal $10 million in “negotiable bearer bonds” in the United States are gone. Now, everything is tracked through the numbers and owner’s name on the securities. There are an awful lot of these pieces of paper out there, though, which is how they can still be used in scams to obtain loans.

Let’s look at Gould’s three schemes separately. The first scheme, simply placing the bulk cash with the brokerage firm, is very direct. Gould is changing the form of his dirty drug money and getting into some investments that yield income from a legitimate appearing source. Several brokerage firms have been busted for this type of activity in the past, and, like other financial institutions, they’re required to report large cash transactions, as well as structured and suspicious ones, to the government. If Gould has a connection at the firm, he may be able to get around these requirements, or he may be able to avoid them, as he did in this instance, by breaking the deposits up into smaller amounts. Even a superficial analysis of the brokerage records would disclose the cash nature of the deposits.

The second scheme, using stolen securities to secure a loan, is hardly a new idea. Bankers are supposed to be familiar with this little ploy and take steps to protect themselves from getting stuck with a vault full of hot collateral. Bank examiners are supposed to check out the property used as collateral for loans. Again, if Gould has a contact in the bank, someone flexible in his or her definition of “diligence,” Gould may succeed in getting the loan. The records of the loan will be extensive, and the securities themselves will be kept by the bank for security.

The third scheme, using offshore shell companies to make purchases, will generate communication between the manipulator (Gould) and the brokerage firms carrying out the instructions. If it’s layered better than we’ve done here, this scheme can be difficult to detect. One thing to look for is connections (trades, transfers, deposits, etc.) between the subject’s brokerage accounts and those of other entities.



Sources of Information

Brokerage accounts are extensively documented. Social Security numbers or, in the case of a business, taxpayer identification numbers are required to open these accounts. All transactions are thoroughly recorded, with reports being issued to IRS about large cash transactions and gains on the sale of securities.

Communication records, such as telephone toll records showing calls to brokerages or others involved in securities sales (banks), may provide leads to accounts. Brokerages also mail an incredible amount of stuff to their clients, so a mail cover on the right address will quickly turn up information about brokerage contacts.

Bank records, including loan files and the collateral used in securing loans, are useful. If the subject of the investigation has loans to himself or herself or to his or her businesses, these can be traced back through the lender. The objective of this tracing is to verify the legitimacy of the loans and their sources. A loan could be a loan-back scheme, after all, or it may be a legitimate loan secured by hot securities.

Subject records, such as those recovered in a financial search warrant, a trash cover, or perhaps through use of a John Doe subpoena, might prove very informative.







23 Fraud and Money Laundering Issues


Even if they never got anything for it, it was cheap at that price. Without malice aforethought I had given them the best show that was ever staged in their territory since the landing of the Pilgrims! It was easily worth fifteen million bucks to watch me put the thing over.

Charles Ponzi, describing his view of his swindle




Give me my money! Kill Ponzi! Tear him to pieces!

A largely Italian crowd of defrauded investors, taking a decidedly dimmer view than Ponzi’s, outside the Boston office of his closed investment house, August 14, 1920




Well, that’s what I did.

Bernard “Bernie” Madoff, Bureau of Prisons number 61727-054, to a fellow inmate who observed that “stealing from old ladies is kind of f**ked up”




FRAUD AS A SPECIFIED UNLAWFUL ACTIVITY

Things took a nasty turn for Charles Ponzi in August 1920. His business, the Securities Exchange Company, on School Street in Boston, had, on other, kinder days, block-long lines of people waiting for hours to hand him their money. On August 14, those people were still outside, but this time, they wanted Charles Ponzi’s head.

They wouldn’t get it, and they wouldn’t get their money back, either, because most of it was gone, vanished into the pockets of other Bostonians and into the extravagant lifestyle that Ponzi created for himself. He had created something else, something that, unlike the lifestyle, would last: the Ponzi scheme. The money laundering statutes didn’t exist at the time, of course, but had they been in effect, Ponzi, who spent most of the money he took in, would have been in clear violation of at least two of the federal laws aimed at money launderers. We’ll look first at the fraud scheme that wears his name to this day and then at the ways in which the law treats fraud and money laundering.

Ponzi came to Boston from Italy in 1903, arriving with a not-so-grand total of $2.50 in his pockets. A restaurant job ended quickly when Ponzi was caught short-changing customers, an indicator of problems to come. Moving to Montreal, another city with a substantial population of Italian immigrants, Ponzi got a job with Banco Zarossi, a bank that catered to the Italian community and paid double the going interest rate on deposits. The bank’s founder, Luigi Zarossi, managed this feat by making interest payments to older investors using the deposits of newer investors. If Zarossi had carried his scheme to the next level, or if Charles Ponzi hadn’t been such a good pupil, we might be talking about “Zarossi schemes” today, but a few bad investments caused Luigi hastily to leave Montreal for Mexico, taking a large amount of his depositors’ money and leaving the bank and Ponzi to fail.

Destitute and unemployed, Ponzi forged a check for $423.58, got caught, admitted his guilt, and did 3 years in a Quebec prison for the check fraud. This conviction would come up again, raising uncomfortable questions at a key point in Ponzi’s life. Going back to the United States, Ponzi got involved in a scheme to smuggle Italian immigrants illegally into the country, which earned him 2 years in the Atlanta federal penitentiary.

Now a twice convicted felon, Ponzi returned to Boston, where he married and held a succession of low-paying but mostly legitimate jobs, until one day, in late 1919, he discovered something called an “international reply coupon.” That discovery would change history.

The International Postal Union, a sort of association of postal services around the world, developed the international reply coupon, or IRC (Figure 23.1), to deal with the increasing flow of mail between different countries. Each nation, of course, had its own currency and stamps, which were required on its mail. But a reply from America to a letter from Italy would carry American stamps, which cost much more than the Italian sort. The IRC was designed to regularize responses and enabled the coupon’s redeemer to buy the necessary American postage at what amounted to Italian rates. This meant that an IRC was worth more in the United States than in Italy. This interested Charles Ponzi (Figure 23.2).

In fact, he discovered not only that the coupons could be purchased in Italy for a small amount and redeemed in the United States for a substantial profit, but also that the transaction was completely legal. He immediately arranged for the purchase of some IRCs in Italy to test the theory and ran into problems with the redemption. It may have been theoretically possible and it may have been legal, but it wasn’t practical, given the red tape and the shipping costs involved. There is some dispute about whether Ponzi really tried to make the system work legitimately or just set straight out into fraud, but if anyone asked where he had suddenly gotten a lot of money, he at least had a plausible sounding explanation. That’s one of the two things most critical to a Ponzi scheme.

The other thing is the ability to pay investors as advertised. Ponzi schemes start small, and this one did, too, with a few friends that Ponzi convinced to loan him money on the strength of the IRC story and a promise to repay quickly at a large profit. Specifically, he said he would double the investment in 90 days and he delivered. In fact, he made some payouts in 45 days, which went a long way toward cementing his reputation. The scheme now took off like a rocket. Ponzi created a business, the Securities Exchange Company, with an office on School Street in Boston, and immediately became so overwhelmed with would-be investors that he had to hire staff to take in the money. He also employed promoters on commission to seek out more investors, and word began spreading as far away as Maine and New Jersey.
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Figure 23.1 International reply coupon, 1920.
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FIGURE 23.2 Charles Ponzi. (Library of Congress.)



He took in $5,000 in February, was over $30,000 at the end of March, and blew past $400,000 by May. By August, when the rapidly expanding bubble finally burst, he had raked in between $7 million and $15 million. Nobody’s really sure about the total size of the fraud because Ponzi kept most of the records of the SEC on index cards that contained not much more than the investor’s name, the amount, and the date. The people lined up in front of the windows at the School Street offices didn’t know that; what they knew was that people who invested $100 in March walked away with $150 in June. Most of these people didn’t know what an international reply coupon was and didn’t care.

Some folks who did care included Boston-area bankers, who were then paying 5% interest on deposits and seeing much of this money vanish as their customers headed with the cash over to School Street. Inquiries were made, but the law enforcement authorities questioning Ponzi’s amazing success immediately ran into the promoter’s plausible-sounding, perfectly legal explanation, delivered by a confident, poised, and cheerful Charles Ponzi. This was initially enough to satisfy nervous investors and the local newspapers reporting on the phenomenon, but further probing tore the lid off.

By late July, Ponzi’s string had almost run out, and he was being investigated by two state agencies and the US Attorney. A bigger problem was the Boston Post newspaper, which printed a series of stories demonstrating that not only was Ponzi operating a totally unprofitable business, but that he was also deeply in debt, owing $4.5–$7 million that he had no way to repay. Ponzi’s investors panicked and he closed up shop with the people, as the quote at the head of this chapter says, howling for his head.

Ponzi was charged with 86 counts of mail fraud, pleading guilty to one, for which he received a 5-year sentence. He would do 3^ of those years, then faced 22 more counts of larceny in state court in Massachusetts. Ultimately convicted on five of these charges, he received another 7 years in prison before being deported to Italy. He died broke in Brazil in 1949, claiming to his last day that he had never swindled anyone.



MAJOR FRAUD AND MONEY LAUNDERING CASES

What about money laundering? Since he died a pauper, it appears that Ponzi didn’t have a very good scheme for placing, layering, and integrating his stolen funds. That doesn’t mean that he wouldn’t have faced some money laundering charges if the law permitted those in 1921, because Ponzi definitely violated both 18 USC §1956 and 18 USC §1957 in his Boston adventure.

Going back to our diagram of section 1956 (Figure 3.1 in Chapter 3), we see the elements of the offense and can fit Ponzi’s conduct to establish whether Ponzi committed a money laundering violation under 18 USC §1956 (a) (1). Our first question asks whether the money involved in the transaction was the proceeds of a Specified Unlawful Activity (SUA). Ponzi pleaded guilty to one count of mail fraud, which is listed as an SUA in the statute. Specifically, he had used the mails to notify his victims that their investment had matured. Then and now, that’s a fraud if Ponzi obtained the money under false pretenses, which he, better than anyone, knew he had.

This brings us to the second element. Did Ponzi know that the monies in question were the proceeds of some unlawful activity? Obviously, he did, though he would die denying it. He knew that he wasn’t buying international reply coupons and making a pile of money from that investment. One researcher at the time said that in order for Ponzi to have generated the millions of dollars that he claimed from trading in the coupons, he would have had to buy and sell no fewer than 160 million IRCs, when in fact, only 27,000 were in circulation worldwide. Since there’s scant evidence that Ponzi bought and sold any of those 27,000 coupons, he must have known that the real source of the money was his fraud. (When he was arrested, investigators discovered $61 in IRCs in Ponzi’s possession.)

The courts say the government can use circumstantial evidence to show this knowledge. A good example is United States v. Saccoccia, 58 F.3d 754, 775 (1st Cir. 1995), in which a totality of circumstances, such as the transfer of huge sums to a drug source country, large amounts of cash in worn bills, and expert testimony on how drug trafficking organizations operate allowed the jury to find that the money was proceeds of an SUA. In a case involving mafia godfather John Gotti’s group, the court allowed the jury to consider whether the crime family’s “multitude of criminal activities” provided sufficient evidence that the money in question constituted criminal proceeds. See United States v. Gotti, 459 F.3d 296, 337 (2d Cir. 2006).

The next question poses bigger problems for the government in fraud cases and will be hotly contested by the defense: Did Ponzi conduct a financial transaction or attempt to conduct a financial transaction with the proceeds of the fraud? Why is this an issue at all? Ponzi and his agents conducted tens of thousands, perhaps hundreds of thousands, financial transactions. His investors, although they came from all walks of life, were largely drawn from Boston’s Italian community. Many were poor or from the working class, bringing a few dollars from their wages to Ponzi’s office. The lines of these investors sometimes stretched for blocks, and Ponzi at least once served coffee to those waiting to conduct a financial transaction with the “Italian who invented money.”

More transactions took place when Ponzi paid out. Investors queued up for these transactions, too, clutching the letter that notified them of their winnings and waiting on line for cash or a check from the Hanover Trust Bank. This, of course, meant that Ponzi had conducted even more financial transactions with the bank, depositing the daily receipts from his scheme into an account that investigators noted paid a whopping 5% annually on deposits.

And Ponzi conducted some other transactions—buying a house, a car, and assorted other goodies. He paid the employees who kept the meager records, took in the money, and paid the investors. He paid generous commissions to the people who brought in new victims, and all of these acts constituted financial transactions. So, how is this an issue at trial? There’s a line—the one where the underlying crime and the money laundering merge—and the question is “Where did the fraudster cross it?”

In drug cases, the line is pretty clear: Drugs are sold, the cash received is proceeds of the crime, and almost everything that happens later is a potential money laundering violation. With fraud—especially in a scheme like Ponzi’s, which is all about financial transactions—the question revolves around when the fraud is completed and when the money laundering begins. There’s a firm rule that covers us here, and it is that the money laundering statutes apply to those transactions that take place after the underlying criminal activity is completed.

This doctrine is well established and goes back to some early cases; the courts have been consistent about making this point. In United States v. Puig-Infante, 19 F.3d 929 (5th Cir. 1994), the court said that a drug deal cannot be a financial transaction because the money does not become proceeds until after the exchange. An example involving fraud is United States v. Johnson, 971 F.2d 562 (10th Cir. 1992), in which the defendant fraudulently caused the victim to wire funds into the defendant’s account. The court said that this transfer was not a financial transaction for money laundering purposes because the funds were not “criminally derived” at that point. However, whatever Johnson did with the money later, or if the transaction had taken two steps, those transactions would have been money laundering violations. In United States v. Hilliard, 818 F. Supp 309, (D. Colo. 1993), which charged a bank fraud violation and §1957 money laundering, the court said both charges were proper because §1957 requires that the bank fraud occur first, which it had.

Where does that leave Mr. Ponzi? Well, the first ten thousand or so transactions—the ones in which Bostonians pressed their money on him in response to his false statements—aren’t going to work for us in a money laundering case. Those are the substantive, underlying fraud counts that the federal government and, ultimately, the Massachusetts authorities would charge. Once Ponzi gets the money in his hands (or his constructive possession—see United States v Prince, 214 F.3d 740 (6th Cir. 2000)—those transactions that follow are conducted with the proceeds of the SUA and meet the test for a money laundering violation.

Another issue in fraud cases relates to when the fraud itself is complete. Some frauds take place in multiple steps or stages. In Ponzi’s case, he took the money in March, for example, but didn’t send the letter that made the crime a federal mail fraud until June. Were those financial transactions he conducted in April and May money laundering violations? United States v. Mankarious, 151 F.3d 1560 (7th Cir. 1998), addresses that question, and the court found that when the scheme had produced proceeds in transactions that were distinct from those charged in the money laundering count, the mail fraud exists “long before the mailing ever takes place.”

Another case, United States v. Estacio, 64 F.3d 477, 481 (9th Cir. 1995), holds that there was no merger problem in a check-kiting scheme in which the proceeds from the earlier phase of the scheme were used to keep the scheme going. That is very similar, if not identical, to what Ponzi was doing, which brings us to the final question in our §1956 (a) (1) test: Did Ponzi have the intent to do one (or more) of the four prohibited activities?

Some of these activities—promoting the SUA; concealing the nature, source, location, ownership, or control of the SUA proceeds; avoiding reporting requirements; or evading taxes—didn’t exist in 1920. The income tax was only a year old at that point and there were no currency transaction reports to file. We need to know a little bit about what Ponzi was doing with the money. We know he lived large in the 9 months that his scheme operated. He bought cars and a mansion with air conditioning and a heated swimming pool, dressed well, and lavished nice things on his wife. He bought some other real estate and commercial property and purchased stock in several banks. He made no effort to conceal or disguise his interest in any of these assets, though. In fact, he liked showing off his wealth. He opened some bank accounts, particularly at Hanover Trust, where he was actually able to gain at least partial control of the bank. These were in his name or that of Securities Exchange Company, although everyone knew that this meant Charles Ponzi.

The best intent, and the only one that really works for a successful §1956 prosecution of Ponzi is §1956 (a) (1), which reads:


	(a) (1) Whoever, knowing that the property involved in a financial transaction represents the proceeds of some form of unlawful activity, conducts or attempts to conduct such a financial transaction which in fact involves the proceeds of specified unlawful activity—

	(A) (i) with the intent to promote the carrying on of specified unlawful activity;



Ponzi clearly used the proceeds of the SUA to promote his fraud. Using these funds, he


	Paid employees and other business expenses—United States v. Grasso, 381 F.3d 160, 168–169 (3d Cir. 2004)

	Paid for the office space he used to meet investors and to look “legitimate”— United States v. Huber, 404 F. 3d 1047 (8th Cir. 2005)

	Lulled investors and potential investors with payments—United States v. Masten, 170 F.3d 790 (7th Cir. 1999), and United States v. Godwin, 272 F.3d 659 (4th Cir. 2001) (Both of these cases involve classic “Ponzi schemes” in which funds received from later investors are used to pay those who came earlier.)



In fact, Ponzi could not have carried out his scheme for more than the first 45- or 90-day cycle unless he had utilized the fraud proceeds in violation of §1956 (a) (1) (A) (i). The last question, and it’s an important one for Ponzi, is whether we charge all of those thousands of transactions individually as multiple counts in our indictment or as one violation.

The courts have been very clear on this point. It is not multiplicitous to charge each transaction as a separate money laundering violation (United States v. Martin, 933 F.2d 609 [8th Cir. 1991]), nor is it a problem to charge both the money laundering counts and the underlying SUA in the same indictment (United States v. Rude, 99 F.3d 1538 [9th Cir. 1996]). Further, in case of promotion, which is what we’re saying Ponzi was doing, there is no problem charging the financial transaction as both a money laundering violation and the SUA. See United States v. Estacio, 64 F.3d 477, 481 (9th Cir. 1995), where a financial transaction was conducted with the intent of promoting the next step in the fraud scheme. The court said that that transaction could be used to support charges of either another fraud offense or a money laundering offense.

This pretty much concludes our look at Charles Ponzi for violations of §1956. Had the statute existed in 1920, he could have been charged with a couple thousand counts, easily; the money laundering violations would have carried 20-year penalties that would have kept him inside much longer than the 3½ years he spent in federal prison.

Let’s go to the other statute, §1957, to see how Charles fits in there. Looking back again to Chapter 3 and Figure 3.4, we’re faced with another set of questions, some of which we’ve answered already for our §1956 case. The money involved was, in fact, the proceeds of an SUA, and Ponzi knew that these monies were criminally derived. The section calls for the crook to conduct a “monetary transaction involving a financial institution.” The one in play here is Hanover Trust, which had turned Ponzi down for a $2,000 loan the year before. Within months, Ponzi was back, this time bearing millions of dollars, opening the accounts that would hold—briefly—the river of cash his scheme generated.

Section 1957 is designed to prevent exactly that. The law’s intent, spelled out in United States v. Rutgard, 116 f.3d 1270, 1291 (9th Cir. 1997), is to “freeze criminal proceeds” out of the banking system. Why is this so important that Congress felt the need to pass a second anti-money-laundering statute that reached farther than §1956? Charles Ponzi provides us with the answer.

By the time he had run three million dollars through Hanover Trust, which was not a large financial institution, Ponzi had the bankers over his barrel. He maintained a checking account; those investors who did not want to be paid in cash received a check drawn on this Hanover account, but he also had a large, dormant account where $500,000 just sat, drawing 5% interest. (Ironically, this was the only real income Ponzi’s scheme actually generated.) As explained in an earlier chapter, the bankers did what bankers do with the money they receive as deposits: They loaned it out at a higher interest rate to other customers—meaning that they no longer had physical possession of it in case the depositor decided he wanted it. Ponzi knew this and also knew that if he withdrew the funds suddenly, the bank would be in trouble. He demanded an ownership interest in the bank, threatened to withdraw the money when refused, and then accepted stock that he combined with other shares he’d already acquired. When he walked out of the bank that afternoon, he was the president.

Ponzi wasn’t finished with the bank, though. He also wasn’t the only customer; thousands of people had deposits in the bank, money that someone operating a bubble fraud scheme might be able to use to keep the bubble from popping. At the very end, when the regulators and the law enforcement people were at the door and the mob was at the gates, Ponzi tried to access the money in Hanover’s vault, hoping to use these funds—none of which were his—to pay the demand for redemptions that would keep the bubble intact. It didn’t work, but the confidence man’s use of the bank shows why Congress was so concerned about the influence of dirty money on financial institutions.

Two bad things could have happened here, and one of them did. First, Ponzi could have used the bank to extend and expand his scheme, taking it to another level. Having a bank under thumb is a money launderer’s dream, vastly expanding the number of ways to move, hide, place, layer, and integrate dirty money. Think about how many of the schemes that we just looked at could have been enhanced by having the cooperation of a full-service bank. Ponzi was almost there, using the bank not only to support the fraud scheme but also to place the money in legitimate-looking businesses under the Ponzi label. Ultimately, he ran out of time.

The second bad thing, bank failure, took place the same day that Ponzi folded the con, as Massachusetts regulators shut the bank’s doors. Fundamentally insolvent, Hanover Trust reported that Ponzi had run $5,900,000 through the bank. It still held about a million dollars, money that represented a fraction of what Ponzi owed to his 30,000 individual investors. Like its president, Hanover Trust was out of business. Five other Boston banks failed in the wake of the Ponzi disaster, vividly demonstrating why it is important to keep dirty money out of the financial system.

So, in answer to the third §1957 question, Ponzi’s activities did involve a monetary transaction, probably thousands of them, at a financial institution. The courts define this fairly liberally, with withdrawal of money from a bank (something Ponzi did) being defined as a monetary transaction (United States v. Nolan, 223 F.3d 1311 [11th Cir. 2000]). Depositing proceeds, which Ponzi did almost daily, is a violation (United States v. Caldwell, 302 F.3d 399 [5th Cir. 2002]). Using a check, something else Ponzi did, is also a monetary transaction (United States v. Huber, 404 F.3d 1047 [8th Cir. 2005]). Note: Remember that “financial institution” includes car dealers, real estate brokers, and others identified in Title 31, so Ponzi’s purchase of a vehicle with his proceeds would also be a violation. See United States v. Kelley, 929 F.2d 582 (10th Cir. 1991). All of the preceding is contingent on those transactions being in amounts over $10,000, but Ponzi easily did that much business every day of the week, especially toward the end of the scam.
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FIGURE 23.3 Bernie Madoff. (FBI mugshot.)



This sums up the criminal end of the story for Charles Ponzi’s money laundering troubles. The story continues for others who are involved in more modern fraud cases. Bernard L. Madoff (Figure 23.3), the operator of a contemporary Ponzi scheme that terminated in 2008, discovered that money laundering charges were included in the criminal information that charged him. In fact, Madoff was charged with international money laundering and the §1957 offenses and pleaded guilty to both in what he admitted was a “Ponzi scheme.”

Madoff’s plea and the indictment of Allen Stanford on money laundering conspiracy charges emphasize the importance that this charge holds in cases of fraud and financial crime. It is an acknowledgement that the laundering of the proceeds of these crimes is critical to criminals’ success. The added penalties for money laundering—20 years for §1956 violations and 10 years for §1957 cases—provide prosecutors with a heavier hammer that is further enhanced by the law’s forfeiture provisions.



FORFEITURE ISSUES IN FRAUD CASES

In a 2003 report for the Bureau of Justice Statistics, Mark Motivans found that between 1994 and 2001, “about 60% of laundering/racketeering (Title 18) offenses prosecuted involved an underlying property offense (embezzlement or fraud); about 17% involved drug trafficking; and about 7% involved racketeering or violation of customs laws.” This study clearly illustrated the importance of fraud as an SUA in money laundering cases. Further, although drug-related money laundering involved the large amounts of cash and other assets you’d expect to see from such a lucrative enterprise, the seizures in fraud cases were frequently larger—sometimes staggeringly so. The Madoff case involved tens of billions of dollars in alleged fraud. Perhaps one billion dollars of this money has been recovered.

The use of asset forfeiture to obtain restitution for fraud victims wasn’t initially contemplated when Congress enacted 18 USC §981 to deal with money laundering forfeiture. That changed with the addition of section (e) (6) in 2000 and the passage of CAFRA. Now, the tool is available and the Justice Department has policies and procedures in place to make it work.

Section 981 (e) (6) reads as follows:


(e) Notwithstanding any other provision of the law, except section 3 of the Anti Drug Abuse Act of 1986, the Attorney General, the Secretary of the Treasury, or the Postal Service, as the case may be, is authorized to retain property forfeited pursuant to this section, or to transfer such property on such terms and conditions as he may determine—

(6) as restoration to any victim of the offense giving rise to the forfeiture, including, in the case of a money laundering offense, any offense constituting the underlying specified unlawful activity.



Although the intent is plain, this is a sometimes complex endeavor, particularly in fraud cases that involve scores, hundreds, or thousands of victims. Ponzi had more than 30,000 investors. Madoff had 4,900. Some of these people got into the scheme early and got out with more than they had invested. Madoff had several investors who received tens of millions of dollars over and above what they put in. On paper, the victims lost even more, if they counted the “interest” they had been promised that never materialized. A Ponzi scheme victim who “lets the money ride,” accruing more and more paper profit and taking no withdrawals, will be a complete victim. In Ponzi’s case, the scheme only last 9 months. Madoff’s scam lasted at least 20 years, and many of his early investors took out more in distributions than they originally put in. How does the forfeiture provision affect these people?

Even before 2000, §981 had been used in fraud cases. In a 1998 case, United States v. Funds Held in the Name of Wetterer, 17 F. Supp 2d 161 (E.D.N.Y. 1998), the court found that §981 (a) (1) (A) could be used to recover proceeds of a mail fraud.

With this in mind, the Justice Department established procedures to govern the recovery of victim funds. The following from DOJ’s Asset Forfeiture and Money Laundering Section describes the background of these procedures:



Forfeiture and Compensation for Victims of Crime

Forfeiture has become a critical tool in the recovery of illicit gains arising from financial crimes such as fraud, embezzlement, and theft. Prior to the enactment of the Civil Asset Forfeiture Reform Act (CAFRA) of 2000, Pub. L. No. 106185, 114 Stat. 202 (2000), non-owner victims of crime could recover through remission only in criminal forfeitures and civil bank fraud forfeitures. In other civil forfeitures, victims could be compensated only where they were named in a criminal restitution order arising from the prosecution of a related offense. In 2000, CAFRA amended 18 U.S.C. §981 (e) to broaden the Attorney General’s authority to restore forfeited assets to the victims of any offense that gave rise to the forfeiture. Accordingly, remission authority now exists for all offenses for which a related civil or criminal forfeiture order is obtained.

In concert with this expanded remission authority, the Criminal Division initiated a procedure in 2002 called “restoration.” This procedure enables the Attorney General to transfer forfeited funds to a court for satisfaction of a criminal restitution order, provided that the victim named in the order otherwise qualifies for remission under the applicable regulations. While remission and criminal restitution are not directly related, they may serve similar functions. Remission is discretionary relief intended to reduce the hardship that may arise from forfeiture for persons who have incurred a monetary loss from the offense underlying the forfeiture. Restitution is an equitable remedy that is intended to make crime victims whole and prevent unjust enrichment to the perpetrator. In many cases, restoration—the use of forfeited funds to pay restitution—is desirable, since the defendant may be left without assets to satisfy his or her restitution obligation following forfeiture.

The Treasury Forfeiture Fund (TFF) has a similar procedure for remission and restoration. Please consult the Guidelines for Treasury Forfeiture Fund Agencies on Refunds Pursuant to Court Orders, Petitions for Remission, or Restoration Requests (“Treasury Blue Book”), available at http://www. treas.gov/offices/enforcement/teoaf/guidelines/ bluebook.pdf.1.
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FIGURE 23.4 Charles Ponzi, under arrest, August 1920. (New York Tribune. )



A copy of the Justice Department’s guidelines for fraud victims is included in Appendix E.

The use of the forfeiture provisions has undoubtedly made it possible for victims of fraud to recover at least some of their money, and investigators should not overlook this important tool. The process is certainly more just and efficient than the methods in place in Ponzi’s time. A newspaper story in the New York Tribune tells of an honorable but pitifully small gesture in connection with Ponzi’s (Figure 23.4) great scheme:


BOSTON, Aug. 14, 1920 Two men who collected 50 per cent profit on deposits made with Ponzi before his business was suspended returned their winnings to the Attorney General to-day. One man turned over $500 and the other $250, saying they wished the money used to help relieve suffering among persons who lost all their savings in the financial crash.








24 Terrorism Financing


What’s the sense of sending $2 million missiles to hit a $10 tent that’s empty?

George W. Bush, private Oval Office meeting, September 13, 2001




We’ve got to go after the guts of this. This could be like a planaria. If you just cut off its head and it regenerates another head, that’s not going to be very helpful. So, while, of course, Osama bin Laden and his lieutenants are part of the story, the real part of the story is to choke off the bloodline of this network.

Condoleezza Rice, Fox News Sunday, September 23, 2001



The bloodline of terrorist networks is money. You can have all the fanaticism and motivation in the world, but it’s no good unless you can get out of that $10 tent and put it to some bad use. In the case of Osama bin Laden and his 9/11 plotters, they had plenty of money; they had enough to get all the way from Kabul to New York and Boston, where their fanaticism could play itself out in a spasm of horror that shook the world.

There’s a tendency to think of people like bin Laden as leaders of a sort of ragtag, irregular version of armed forces, and there are some similarities. al Qaeda, like most terrorist groups, has organization; a command structure; military, political, and other wings; and, of course, lots of armed men (though not as many as it used to).

Certainly a terrorist network, however extensive, is far less costly to operate than a “conventional” military force. The American juggernaut that overwhelmed Afghanistan’s Taliban regime and then toppled Saddam Hussein spends more money in 5 minutes than Osama’s bunch had in its entire existence. The British, in their seemingly endless war against the Irish Republican Army and its fellows, outspent their rivals probably by a factor of thousands, if not millions.

Still, terrorists can get a lot of bang for their buck, as Mohammed Atta and his crew demonstrated on September 11, 2001. And achieving maximum impact at the lowest possible cost has always been the goal of terrorist groups, which are, after all, microscopically small organisms on the body politic. They will always be forced to economize, but this doesn’t stop them from attempting to raise enough money to pay for all the mayhem they want.

What does terrorist financing have to do with money laundering? Why is this chapter even in the book? The two best reasons are that there are an awful lot of similarities between terrorist financing and money laundering and that we can use the same investigative techniques and procedures against this criminal activity.

After 9/11, Congress and governments all over the world made a startling discovery: It walked like a duck, quacked like a duck, and did a few other things like a duck, but terrorist financing wasn’t a duck. At least, not the money laundering duck everybody was used to. The most important difference related to the source of the money. Money launderers, as we know, can only be convicted of laundering money that comes from some illegal source—a Specified Unlawful Activity (SUA). But terrorists don’t always finance their operations with money earned in some illegal activity. In fact, terrorists traditionally have obtained their funding from four main sources, three of which, though not exactly legitimate, don’t fit the definition of an SUA by a long shot.

In this chapter we will look at a couple of groups involved in terrorism, examining their funding needs, sources, and methods of operation. It will be useful to compare the two groups—the Provisional Irish Republican Army (PIRA) and Osama bin Laden’s al Qaeda—to see whether there are any common characteristics or vulnerabilities.

As noted, terrorist financing comes from four main sources:


	Criminal activity

	Charitable contributions or donations

	Legitimate or semilegitimate business

	Government or state sponsorship



Keep in mind that only the first could constitute an SUA under federal money laundering law, and then only if the offender had one of the four “intents” prescribed by 18 U.S.C. §1956 (a) (1).

See Figures 24.1 and 24.2 for two important documents relating to international efforts to suppress the financing of terrorism: the United Nations International Convention for the Suppression of the Financing of Terrorism and the FATF 8 Special Recommendations on Terrorist Financing, respectively.

It seems sometimes that the Irish have been fighting the British for approximately forever, which is why the financing activities of one of the leading Irish groups, the Provisional Irish Republican Army (PIRA), make a good case study for us. Born in 1969 as a descendant of the original Irish Republican Army, itself founded in 1919, PIRA is best known for its paramilitary campaign in Northern Ireland in the 1970s and 1980s. Closely coupled with a “political wing,” Sinn Fein, PIRA provided the armed combatants, the “provos,” in the long conflict with Great Britain in the North.

Some in Ireland and elsewhere would dispute the British characterization of PIRA as a terrorist organization (certainly the IRA and Sinn Fein would object), but it cannot be denied that some of the group’s tactics, notably car bombings and attacks on civilian targets such as subways and department stores, fit the definition. PIRA argues that most of its actions are directed at military, police, or government targets, though it admits to causing some collateral damage. At any rate, the organization has been legally banned, which is why you hear about the “outlawed IRA,” and there’s currently a truce under way that has stopped most of the killing.

PIRA’s lengthy history and extensive experience make it a good example of how terrorist (or, as they prefer, “paramilitary”) groups operate, as well as an especially good illustration of how they are financed and supported. In PIRA’s case, it has obtained funding over the years from all four of the sources listed earlier. Before we look at these sources, we should see exactly what all that money gets spent on and why terrorist groups need money in the first place.


NEEDS OF TERRORIST GROUPS

In the grand scheme of things, terrorism comes pretty cheap—certainly compared with maintaining a fleet of nuclear submarines or even a big school district. One PIRA sniper with a rifle and a few bullets or a roadside bomb made out of fertilizer and diesel fuel isn’t going to break the bank. Still, there are a number of hidden costs, and these things do add up, especially when the organization itself isn’t anywhere near the size of its competition.

Weapons are a major expense, even in the smaller numbers that terrorist groups require. Rifles, explosives, mortars, and similar low-tech equipment still cost money, especially when they must be purchased on the black market and smuggled into the area of operations. Munitions are expendable, and the more active the group is, the more it is expending, so replacement or resupply is an issue. There is also the likelihood that the opposition will capture some of the weaponry, which means buying more than the group needs. And when the group starts going high-tech, buying shoulder-fired missiles or other big-ticket items, costs rise sharply.

Security costs can be substantial. Weapons and personnel need to be kept secure in “safe houses” that are free from prying eyes or government interest. Arms may be cached, as the PIRA has, in secret bunkers built in Ireland and Northern Ireland. Costs may also be incurred in securely transporting the weapons (or personnel) to other safe houses or to an operational area.
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FIGURE 24.1 United Nations International Convention for the Suppression of the Financing of Terrorism, adopted by the General Assembly of the United Nations in resolution 54/109 of December 9, 1999. (Source: Financial Crimes Enforcement Network.)
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FIGURE 24.2 Financing the PIRA.



PIRA and other groups rely on supporters within the community to provide some of these services, but they also buy or rent property, and they reimburse those who allow them use of homes or businesses. When it had access to the entire country of Afghanistan, al Qaeda was able to set up large, semipermanent camps or even take over small towns to train and support its personnel. PIRA doesn’t have this luxury; it gets by with more limited and more transient accommodations.

Security costs also include such things as false identification and other concealment mechanisms. You’ll note the similarity here to more conventional criminals, who incur expenses relating to hiding their assets or laundering their money. Terrorist groups may have access to false identification documents such as passports from friendly governments, but they might not want the attention that comes with a passport from some country on the US State Department’s list of countries sponsoring terrorism.

Communications also cost money. al Qaeda is known to use satellite telephones and the Internet, but much communication is still done the old-fashioned (and expensive) way—by courier and messenger. This has the advantage of being difficult to intercept, but it means paying for transportation and for the courier. Prior to the 9/11 attacks, some of the communication took place by e-mail, but many of the plotters traveled extensively to meetings where they could communicate directly. In Iraq, American forces captured valuable information, including a letter to Osama bin Laden, contained on a CD-ROM. The disk was being transported by an al Qaeda courier, a graphic illustration of the melding of old and new technology in communications.

Modern organizations do use more up-to-date methods; radios, cellular phones, and the computer are used by the legitimate and illegitimate alike. The cost of cellular service is relatively low, but it still contributes to budget concerns.

Personnel costs are generally the largest in any organization, legitimate or illegitimate. PIRA and other groups tout their use of “volunteers”—people willingly serving a cause without compensation. Mohammed Atta, lead hijacker of the 9/11 plot, would have scorned the idea that he should be paid for his role in the attacks, an attitude common to fanatics everywhere.

Still, there are many personnel expenses, all of which add up, and not all of the PIRA personnel went unpaid. After all, they needed to support themselves and their families while they were on “active service,” often for extended periods. British antiterrorism experts estimated that payments to PIRA personnel could have amounted to £12,000 per week or more, serious money, and only the tip of the iceberg.

A similar situation existed in the Middle East, where the Palestinians seemed to have an endless supply of volunteers wishing to “martyr” themselves by packing a suicide bomb into an Israeli pizza parlor. These folks might have been true volunteers, but the Israelis have thoroughly documented the support payments made to their families by governments such as those in Saudi Arabia and Saddam Hussein’s Iraq, as well as by terrorist organizations such as HAMAS or Islamic Jihad.

You’ve also got to take care of the relatives of jailed PIRA men, those who supported the organization with services such as housing and transportation, and the “widows and orphans” who were at the center of IRA fundraising campaigns in years past. I don’t know if many al Qaeda or PIRA men live to retirement age, but one would suppose there would be a need for some form of pension benefits for those too old to pull a trigger. (An IRA IRA, perhaps...)

Costs may even be incurred to pay members to stop making mischief or going “off the reservation.” Idle terrorists (or “paramilitary operatives”) are the devil’s workshop, you might say, and British and Irish intelligence have described situations when the organization paid off PIRA men who might have caused trouble by breaking a truce or attacking an unapproved target.

Some of the most expensive personnel costs relate to training. Setting up and maintaining those terrorist training camps that President Clinton tried to hit with cruise missiles is a major endeavor. Sometimes a friendly government will pick up the tab; Libya and Saddam Hussein’s Iraq had a reputation for generosity in this area. In other hot spots, notably Colombia, Indonesia, the Philippines, and various African locations, the camps have to be established somewhere in relatively safe territory controlled by the terrorist group or a friendly warlord. You then have to transport your trainees to the camp; feed, clothe, house, and equip them; and then send them off when they’ve completed the course. Even on an ad hoc basis, this can get quite expensive.

Related activities also cost a terrorist organization. Sinn Fein, the legitimate side of the IRA, incurs all of the normal costs associated with running a political party. It, too, needs to raise money, and the British long suspected that contributions to Sinn Fein were being channeled to its darker side. Many groups, Hizballah and HAMAS in the Middle East being prime examples, operate charitable, social, and public service sides, providing medical care, social services, and related benefits to the populace from which they draw their support. It’s great PR, and these related activities make it possible for donors to give to the cause without directly supporting the terrorist side of the house. “Sure, I give to HAMAS because they run medical clinics in the Palestinian community” is the rationalization.



SOURCES OF FUNDING

Over the years, various estimates have been made of the total amount of funds raised by PIRA to support its operations. Since it’s not a publicly traded company, there’s no annual report detailing the source and application of funds, but the best guesses range from $8 million to $15 million annually. Ironically, now that the cease-fire is in effect and Sinn Fein’s political profile is much higher, the costs are probably much greater. At any rate, keeping this money stream flowing becomes a high priority for the organization.

For decades, PIRA has relied on all four means of funding: one very overt, one very covert, and two that everybody knows about but the IRA doesn’t advertise. On the overt side, PIRA actively solicits donations and contributions, both in Ireland and abroad, particularly in North America. The Northern Aid Committee (NORAID) and Friends of Sinn Fein (FOSF) present a very high public profile, actively going out into Irish communities to solicit contributions from individuals and businesses.

The funds raised serve not only to support the activities of Sinn Fein and the IRA, but also as a cover for money laundering and a placement mechanism for the money that comes from less reputable sources. PIRA would have everyone believe that the vast majority, if not all, of its funding comes from little people putting something in the jar on the bar at the pub or writing out a small check to Sinn Fein. This is a good public image—one that played well for decades in Irish-American communities, where NORAID cans were stuffed with “something for the widows and orphans.” Irish fund-raisers would travel regularly to New York and Boston to solicit funds, and these trips have gotten an even higher profile now that Sinn Fein is a recognized political party in the North and a partner in the ongoing peace process.

The fund-raising profile is also high; NORAID and the Irish Northern Aid Committee, Inc. (INAC) maintain slick websites and very open points of contact. INAC claims recognition by the IRS as a 501 (c) (3) nonprofit organization. Is there any evidence that funds donated to these groups are used to support terrorist (or paramilitary) operations? Cases in the past have linked NORAID money to weapons shipments, and there is no doubt that all of the funds raised by or on behalf of PIRA are commingled and spent on operations legal or illegal without regard to the source. What is clear is that there is no evidence that any of the contributed money comes from an illegal source or SUA, and tracing it from the NORAID, FOSF, INAC, or Sinn Fein account into a weapons purchase or other illegal use is going to be tough.

At the opposite and very covert end of the spectrum are the monies and other items of value PIRA gets from state sponsors. PIRA is never going to admit it got a penny from the likes of Libya’s Muammar Khadafi, but that’s what British intelligence seems to think.

State sponsorship is sort of like the pot of gold at the end of the rainbow, to borrow an appropriate Irish expression. After all, nobody’s got more money than the government, with the possible exceptions of Sam Walton or Bill Gates, neither of whom is in the terrorism-supporting business. Having a whole country’s support, particularly one like Libya that pumps money out of the ground, is too good to be true.

It’s also too sensitive to be admitted because most governments that are inclined in this direction fear the consequences of getting caught at it. This was even truer after the Taliban got thoroughly kicked to the curb (and out of power) when they tried it in Afghanistan. Some governments—and the United States maintains a list of the ones that qualify—are known or suspected of “repeatedly providing support” for terrorism and are subject to sanctions. According to the State Department:


Countries determined by the Secretary of State to have repeatedly provided support for acts of international terrorism are designated pursuant to three laws: section 6 (j) of the Export Administration Act, section 40 of the Arms Export Control Act, and section 620A of the Foreign Assistance Act. Taken together, the four main categories of sanctions resulting from designation under these authorities include restrictions on U.S. foreign assistance; a ban on defense exports and sales; certain controls over exports of dual use items; and miscellaneous financial and other restrictions. Designation under the above-referenced authorities also implicates other sanctions laws that penalize persons and countries engaging in certain trade with state sponsors. Currently there are six countries designated under these authorities: Cuba, Iran, Libya, North Korea, Sudan and Syria.



This list is important because it emphasizes the inherent danger in having countries in the terrorism business. This danger extends to the financial realm because governments can launder money very efficiently themselves or they can simply turn a blind eye to things like terrorist financing and money laundering taking place in their banks or on their soil.

Governments also buy a lot of weapons; they’ve got armies and navies, after all, that may be armed to the teeth but go for years without having anybody handy to shoot. A government such as Libya, for example, that held a grudge against another, much more powerful government, such as Great Britain, for instance, might slide a few of those weapons under the table to some paramilitary operatives who were willing to put them to productive use somewhere like Northern Ireland.

Libya wouldn’t want to get caught at this, no doubt fearing the appearance of F-111s over Tripoli or sharing the fate of the Taliban in Afghanistan, so it would make its PIRA buddies promise never to tell where the Kalashnikovs or plastic explosives came from. PIRA wants to keep that little secret, too, hoping to get more goodies in the future. PIRA is also extremely wary of the bad publicity sure to follow the disclosure of a link to the man whose agents blew up Pan Am Flight 103 over Scotland. Both sides will work hard to layer these transactions.

al Qaeda was the king of government sponsorship, holing up first in Sudan, one of the countries on the State Department’s list, before moving to very accommodating Afghanistan. Here, al Qaeda had the ability to set up large training camps, recruit followers, and engage in fund-raising activities unimpeded by any government restrictions.

Most terrorist groups aren’t that lucky, and after 9/11 most countries are going to be very reluctant to allow terrorist groups to operate so openly; the consequences are too severe, and the United States demonstrated in Iraq and Afghanistan that if we can’t take it out directly on the terrorists themselves, we’ll hammer their sponsors. (The list used to include Iraq and Afghanistan, but they were removed after we took them out of that business.) Sponsors in the rogue states on the list and elsewhere are going to be a lot more circumspect, making our ability to track the money flow more important.

Terrorist groups are also into legitimate business for many of the same reasons that money launderers use businesses. According to John Horgan and Max Taylor, who studied PIRA financing:


Legitimately-owned businesses have included private security firms, the “black” taxi cabs in Belfast.... at least two known hackney cab services in Dublin, construction firms, shops, restaurants, courier services, guest houses, cars and machinery, pubs which at one time or another have included at least one in Boston in the United States, two small pubs in Finglas, two in Coolock, also in Dublin with several more in the city centre, three in Letterkenny, three in Cork (including one Cork hotel), and more small pubs “scattered about” the country.



That’s a pretty diversified mix of business interests, but they are sensible choices for the organization. The cab companies generate income in cash and have the added benefit of being available to transport personnel or materiel. Pubs also bring in cash, make good meeting places, and are vehicles for raising money through contributions. All of the businesses can be used for the placement of laundered funds, and most can be used to integrate money as well.

Income from legitimate business, some of which may actually be reported to the taxing authorities, can be funneled directly into PIRA coffers or routed through banks or shell corporations, just as a money launderer would do. There is substantial intelligence that al Qaeda, too, relies on legitimate business as part of its financial schemes; the aspirin factory in Sudan that President Clinton ordered bombed was supposed to have been connected with Osama bin Laden’s outfit. Osama himself is supposed to be the scion of a wealthy family and was alleged to have invested his money in his terrorist enterprise.

Another possibility involves the manipulation of financial markets, something that can generate profits for an organization or individual. Groups in the Middle East are known to be involved in the gold trade, and they may traffic in other legitimate commodities. These activities, particularly those on the fringes of (or all the way inside) the black market, can be very profitable. Groups in South America have been observed moving and selling blue jeans, electronic goods, and other products.

Finally, terrorist groups have always relied on money from illegal sources—money that they not only have to make, but also have to launder. Some of the more popular methods are the ones you might expect: kidnapping for ransom, extortion, and armed robbery. These are exactly the sorts of crimes toward which a large group of heavily armed, well trained, and very organized individuals might lean.

In December 2004, such a group raided Northern Bank in Ulster, grabbing £22 million in bank notes. It was one of the largest robberies ever, and the IRA was immediately suspected. Although the IRA and Sinn Fein denied involvement, it is generally thought that only the IRA had the ability to (a) pull off the heist in the first place and (b) launder the incredibly large number of £20 and £100 notes. (The bank, in response to the theft, has recalled all notes in these denominations and issued new ones that are substantially different in color and design. This action may make most of the stolen money worthless.)

PIRA and its fellows have been associated for so long with fund-raising through bank robbery and other crimes that many in Ireland and Northern Ireland now assume their involvement in a heist. Even some of their supporters now question the need, with a cease-fire in place and political discussions under way, for a heavily armed cadre of trained fighters to continue to raise money by ripping off banks. In his book, Revolution in the Revolution, Regis Debray notes that as a terrorist organization loses a clearly defined focus or political objective, the group continues to exist but members may drift into activities they have been trained to do well. This would certainly seem to apply to the IRA and its involvement in bank robbery.

People have also noticed other PIRA fund-raising activities in the illegal sphere, including extortion of legitimate business and the always lucrative drug trade. Both of these are perfect fits. It’s not a long step, after all, from asking a pub owner to put a contribution jar on the bar to telling the owner he or she had better put one out, or else. And pretty soon there’s a quota that had better be met. Or maybe some of the “hard men” come in and just make a naked threat.

As the IRA has gotten into legitimate business, the extortion racket has become more sophisticated. Now, a PIRA rep can approach a businessperson and suggest that it would be a good idea to hire an IRA-controlled or -owned security company. The reluctant businessperson might get a graphic, even forceful, demonstration of why this would be so. There are currently dozens of security firms in Belfast, many of which are connected to the movement. These companies provide employment opportunities for PIRA personnel and fund-raising opportunities as well.

Another lucrative extortion possibility involves shaking down people in illegal businesses, notably drug traffickers. Imposing a “tax” on somebody unable to complain about it has all sorts of advantages. A drug dealer has little choice but to pay up; the terrorists are always going to be better armed and more organized, and they get a cut of the drug profits without having to dirty their hands by dealing heroin or marijuana.

The question of whether PIRA is actively involved in the drug trade itself is hotly disputed. There’s no doubt that al Qaeda is a player. With the majority of the world’s opium supply in its backyard, established routes of clandestine communication, and a network of contacts and safe houses, the terrorist group is perfectly positioned to reap some of the huge profits from the heroin business.

Narcotrafficker–terrorist connections are well established all over the world. In Colombia, Southeast Asia, Europe, and Afghanistan, ties between drug traffickers and terrorist groups are quite close, and money flows both ways. Terrorist groups are well armed and well positioned to provide services (or make trouble) for drug trafficking groups. There are numerous reports of terrorist groups’ extorting money from narcotraffickers, “taxing” drug shipments, and collecting protection money for allowing shipments through the terrorist group’s area of operations. These groups have also been known to provide protection or security for drug shipments— something of which the IRA has been accused in the past. It’s a logical connection; for a dope dealer or a “paramilitary operative,” the government is the enemy. And the money is huge, so siphoning some off to the terrorist group makes very good business sense for the drug trafficker. After all, he or she doesn’t need any additional problems with heavily armed and highly motivated individuals operating in the same patch (see Figures 24.3 and 24.4).

In the United States, at least one major drug investigation, DEA’s Operation Mountain Express II, detected links between traffickers in pseudoephedrine, a precursor for methamphetamine, and Middle East terrorist groups Hezbollah and HAMAS.

Some illegal activities are closer to the line between legitimate commerce and crime, such as the smuggling of cigarettes from low-tax states to high-tax jurisdictions and trafficking in counterfeit merchandise. In a recent California case, the Lo sAngeles Times (May 26, 2005) reported that federal agents and prosecutors suspected that Hezbollah operatives in the United States and other groups accused of terrorist activity were raising as much as $30 million a year in America through the sale of counterfeit merchandise and other criminal enterprises and sending unknown but substantial sums back home.
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FIGURE 24.3 DEA “wanted” poster connecting Colombian cocaine traffickers to terrorist activity. (Source: DEA.)
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FIGURE 24.4 Receipt for 70 kg of cocaine base from “Guillermo” of FARC, the Revolutionary Armed Forces of Colombia, a designated terrorist organization. (Source: DEA.)





INVESTIGATION OF TERRORIST FINANCING


Legal Measures

The September 11, 2001, terrorist attacks jolted the American government (and, to some extent, governments around the world) into action. Although some measures taken to counter the terrorist threat involved the use of military force and intelligence assets, Congress acted quickly to pass provisions such as the USA PATRIOT Act and other measures, closing loopholes in the federal laws dealing with terrorism. One area of specific concern was the problem of terrorist financing. The primary statutes in this area are found in 18 U.S.C. §2339A, §2339B, and §2339C.

Section 2339A prohibits providing material support for terrorists or “concealing the nature, location, source, or ownership of material support or resources.” This language should be very familiar to us because it closely resembles that in the money laundering statutes. The astute investigator would suppose, therefore, that the techniques involved in investigating and proving this crime would be very similar, as indeed they are.

We immediately see the financial component, although “material support” is not necessarily limited by the statute to money or other financial resources. In fact, the statute states:



“Material support or resources” means currency or monetary instruments or financial securities, financial services, lodging, training, expert advice or assistance, safe houses, false documentation or identification, communications equipment, facilities, weapons, lethal substances, explosives, personnel, transportation, and other physical assets, except medicine or religious materials.



The law also has a rough equivalent to money laundering’s SUA, in that those providing the material support must know or intend that it is to be used in preparation for or in carrying out a violation named in a list of federal offenses that broadly relate to terrorism or acts of violence.

This second element will probably be a greater sticking point in most 2339A investigations. As noted earlier, many terrorist organizations maintain legitimate fronts, political wings, or public service components that ostensibly do not engage in terrorist activity. Contributors or others providing material support to HAMAS could claim that they never had any intent to finance the nastier aspects of HAMAS’s program, perhaps noting that the organization runs medical clinics and other social services in Gaza and the West Bank. Someone shipping weapons or explosives to the same address would be less successful in this argument.

In the case of the IRA, someone making a contribution to the “widows and orphans” fund or to one of the NORAID, FOSF, or INAC websites would have no knowledge of the ultimate destination of the funds or the uses to which they might be put. Because this intent requirement is more difficult to prove, a second provision, 2339B, addresses the question more directly. It reads as follows:


§2339B. Providing material support or resources to designated foreign terrorist organizations

(a) Prohibited Activities.—

(1) Unlawful conduct.—Whoever, within the United States or subject to the jurisdiction of the United States, knowingly provides material support or resources to a foreign terrorist organization, or attempts or conspires to do so, shall be fined under this title or imprisoned not more than 15 years, or both, and, if the death of any person results, shall be imprisoned for any term of years or for life.



This statute simplifies matters for the government. Once a foreign terrorist organization has been identified or designated, anyone who provides material support or resources to that organization is guilty of a 2339B violation and subject to the 15-year penalty. We do not have to show that the money was intended to be used for some bad purpose—only that it went to a bad group, one the government designated as a terrorist organization under §219 of the Immigration and Nationality Act. See Figure 24.5 for a list of designated foreign terrorist organizations.

This law is aimed directly at the money and at cutting the flow to groups the government deems terrorist risks. Other provisions in the statute require financial institutions that have “possession of, or control over, any funds in which a foreign terrorist organization, or its agent, has an interest” to maintain control of the funds and notify the Treasury Secretary of the money.

The final section addresses the providing and collecting of funds to be used to carry out terrorist acts. It reads as follows:


§2339C. Prohibitions against the financing of terrorism

(a) Offenses.—

(1) In general.—Whoever, in a circumstance described in subsection (b), by any means, directly or indirectly, unlawfully and willfully provides or collects funds with the intention that such funds be used, or with the knowledge that such funds are to be used, in full or in part, in order to carry out—

(A) an act which constitutes an offense within the scope of a treaty specified in subsection (e) (7), as implemented by the United States, or

(B) any other act intended to cause death or serious bodily injury to a civilian, or to any other person not taking an active part in the hostilities in a situation of armed conflict, when the purpose of such act, by its nature or context, is to intimidate a population, or to compel a government or an international organization to do or to abstain from doing any act, shall be punished as prescribed in subsection (d) (1).



Since the devil (quite literally in this case) is in the details, the law defines “provides” as including “giving, donating, and transmitting” and defines “collects” as including “raising and receiving.”

The penalties of this provision apply, therefore, not just to those who are out collecting money on behalf of HAMAS, Islamic Jihad, or al Qaeda, but also to those who are donating or transmitting the money. The days when representatives of designated terrorist organizations (DTOs) could openly fund-raise in the United States—formerly a major source for some groups—are over. If they’re smart (and they are), fund-raisers for the DTOs will rely more heavily on front groups, “charitable organizations,” and other entities to layer the monies collected.

This will mean additional work for the investigators, who will be required to trace funds from the source, through domestic and international financial institutions, and on to accounts, companies, or individuals known to be associated with the DTOs. In this sense, a terrorism financing investigation becomes more like a money laundering case, with investigators working to overcome the smoke and mirrors thrown up by the criminals to conceal or disguise the movement of money or the source, ownership, or control of assets. The high stakes—10- to 20-year penalties—and the international character of terrorist groups mean that DTOs will rely on increasingly sophisticated means of conducting their business.

As if to illustrate this point, the statute also addresses those in the United States (or who are US nationals outside the country) who knowingly “conceal or disguise” the


nature, location, source, ownership, or control of any material support, resources, or funds, knowing or intending that the support or resources were provided in violation of section 2339B of this title; or knowing or intending that any such funds or any proceeds of such funds were provided or collected in violation of subsection (a).
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FIGURE 24.5 Designated foreign terrorist organizations (FTOs).



Once again, note the similarity to the wording of the money laundering statutes, particularly the parts about concealing and disguising and about the “nature, location, source, ownership, or control” of funds. The means used to prove this element—all of the financial investigative techniques discussed so far—will be very familiar to anyone who has worked money laundering cases.

Finally, a word about the law’s definition of “funds”: It’s pretty encompassing, and it takes us back to the first chapter, in which we looked at the nature of money itself. According to the statute:

[T]he term “funds” means assets of every kind, whether tangible or intangible, movable or immovable, however acquired, and legal documents or instruments in any form, including electronic or digital, evidencing title to, or interest in, such assets, including coin, currency, bank credits, travelers checks, bank checks, money orders, shares, securities, bonds, drafts, and letters of credit.

That’s painting with a broad brush, indeed, and an excellent description of the concept of money. It is certainly recognition by Congress that terrorism may be financed in a myriad of ways and by any type of scheme—legal or illegal. By enacting these three statutes, lawmakers sought to provide law enforcement with tools to fill holes in the money laundering and other measures that left the nation vulnerable to a new and frightening peril. Fortunately for the financial investigator, enforcement of the new laws will require use of the same techniques employed in solving other, more familiar crimes.




MONEY LAUNDERING AND TERRORISM FINANCING

Is it possible to use the money laundering statutes in a terrorism prosecution? Yes. Many terrorist offenses are SUAs, and if we’ve got an SUA and a financial transaction, we’ve got a money laundering violation. One SUA that has been employed in the prosecution of terrorist financing cases is the little-known Section 206 (relating to penalties) of the International Emergency Economic Powers Act. Found in Title 50 United States Code, Chapter 35, Sections 1701–1708, this statute permits the president to take steps in emergencies against money transfers and other transactions.

Under this section, the president can


[investigate, regulate, or prohibit any transactions in foreign exchange, transfers of credit or payments between, by, through, or to any banking institution, to the extent that such transfers or payments involve any interest of any foreign country or a national thereof, or the importing or exporting of currency or securities.



Once these transactions have been regulated or prohibited, further activity may be a financial transaction involving funds derived from an SUA—a possible money laundering violation.

Money laundering charges—specifically, §1956 (h) conspiracy charges and §1956 (a) (1) (A) charges—have been brought under this theory, including one case we are going to examine in a moment.


Investigative Resources

In his testimony “Progress Since 9/11: The Effectiveness of U.S. Anti-Terrorist Financing Efforts,” before the House Committee on Financial Services Subcommittee on Oversight and Investigations, Steven Emerson stated:


The manner in which terrorists have raised money for their operations has ranged from a variety of sources including, but not limited to, the use of charitable organizations, corporate “front” entities, tax fraud, coupon redemption programs, and cigarette smuggling, as well as deliberately concealing their activities behind the cover of academic, religious and civil rights veneers. A common thread among these methods is the utilization of U.S. financial institutions to support jihad.



Financial institutions are useful to terrorists groups for the same reasons that money launderers need them: because they are in the business of holding and moving money. They are, as we have described, integral parts of the placement, layering, and integration process.



Suspicious Activity Reports

Suspicious Activity Reports (SARs) are a great resource for investigators. Bank employees read the newspapers, too, and are conscious of what’s normal and what’s not in their financial institution. When it became widely known that some of the 9/11 hijackers had attended flight schools and received money from abroad, customers with similar characteristics or backgrounds received extra scrutiny. As the chart in Figure 24.6 shows, SAR filings relating to terrorism peaked right after 9/11, with a gradual decline thereafter. Quite a few of these transactions involved individuals or organizations on government watch lists.

SARs are some of those little “dots” we’re all supposed to be connecting better. Financial institutions and their employees should be encouraged to report activities they find questionable, especially in the area of terror financing. Because banks and other financial institutions play key roles in so many money laundering and terrorist financing schemes, SARs can give us early warning of activity that otherwise might not be detected until too late.

Figure 24.6, a document prepared by FinCEN, describes SAR activity in the period following the September 11 terrorist attacks.



Tax Returns and Tax Information

You wouldn’t normally think terrorist groups would take much interest in complying with the tax laws, but they do; like those in legitimate society, they take advantage of those laws to conduct their business. Many of the front groups raising money for terrorist organizations are registered with the IRS as 501 (c) (3) nonprofit organizations. This status provides the groups with certain tax advantages and may make some or all of the contributions to the group’s “charity” tax deductible to the donors.

With this status come certain responsibilities, such as the requirement to file tax returns regularly with the IRS, returns that must accurately reflect how much money came in and the uses to which the money was put. Since the organizations know that the federal government doesn’t recognize transfers to HAMAS or al Qaeda as legitimate uses of the “charitable” or nonprofit status, they are compelled to lie about where the funds ended up. Filing a false tax return is a felony.

Investigators can still get valuable information from tax returns, even those that are false or fraudulent. Background information on the organization’s officers and operations, references to banks, and transfers to overseas entities that may be fronts for terrorist groups are all likely to be contained in the organization’s tax filings. And because the law requires accurate record-keeping to support the returns, additional information may be available at the offices of the organization.

There are numerous examples of groups that have used section 501 (c) (3) as part of their fundraising appeal, notably the Holy Land Foundation and the IRA’s supporters. Since 9/11, the IRS has monitored these groups more closely, and indictments, such as that of the Holy Land Foundation’s officers, have included counts relating to the filing of false tax returns.




TERRORIST FUND-RAISING AND FINANCING: THE AL QAEDA TERRORISM MONEY TRAIL

Since 9/11/2001, al Qaeda and its leadership have been at the center of America’s war on terror. The story is well known, but it bears repeating, since the group has demonstrated rather graphically its willingness and ability to commit mass murder in the United States.

Osama bin Laden (see Figure 24.7), son of a wealthy Saudi businessman, was widely reported to have inherited a large fortune that he used to indulge his main interest: destroying the United States. Bin Laden had fought with Afghans in their war against Soviet occupation in the 1980s and held the belief that if he and his fellow Islamic warriors could defeat one global superpower, the second (and sole remaining) superpower couldn’t be too much tougher.

He had some evidence in support of this hypothesis: The United States had absorbed a series of terrorist attacks around the globe spanning over 20 years, and the response hadn’t amounted to much—some criminal investigations and a few cruise missiles fired at some of those empty tents President Bush mentioned in the quote at the head of the chapter.
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Figure 24.6 FinCEN document describing SAR activity following the September 11, 2001, terrorist attacks. (Source: Financial Crimes Enforcement Network.)



These measures didn’t intimidate bin Laden too greatly, and he and his like-minded companions (e.g., see Figure 24.8) created an organization they hoped would be the centerpiece of their effort to establish an Islamic caliphate across the entire globe: al Qaeda, or “The Base.” Established in the mid-1980s, al Qaeda expanded to form a junction of terror groups from the Middle East, Asia, and Africa. Operating in safe areas in Sudan and Afghanistan, bin Laden’s base established camps that may have trained as many as 10,000 people from countries all over the world. al Qaeda also served as a model for and supporter of groups active in the Philippines, Indonesia, Thailand, Pakistan, India/Kashmir, China, Uzbekistan, Russia/Chechnya, Egypt, Saudi Arabia, Iraq, Kuwait, Yemen, Somalia, Ethiopia, Kenya, Tanzania, and Algeria, to mention only a few of the hotter spots. As we now know, al Qaeda also had terror cells in Europe and the United States.

An organization of this size, complexity, and ambition needs money, and bin Laden took advantage of all four of the primary means by which terrorist groups are funded. He had some government sponsorship; certainly the Taliban government of Afghanistan provided the sort of material support that would be illegal under American law. Bin Laden was also known to have interests in a number of income-producing businesses in Africa and the Middle East, particularly in Sudan. The big moneymaker for al Qaeda, however, was donations and contributions. See Figure 24.9.



[image: ]

Figure 24.7 Osama bin Laden.
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Figure 24.8 Ayman al Zawahiri, Egyptian physician and lieutenant to Osama bin Laden. (Source: FBI.)
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FIGURE 24.9 Terrorist financing scheme for World Islamic Front for Jihad against the Jews and Crusaders.



Osama bin Laden, with his Yemeni origins, wealthy Saudi family ties, Wahhabi Muslim philosophy, and sustaining hatred of America, was more than a figurehead leader; he was an ideal fund-raiser as well. And past operations in Africa and the Middle East, not to mention the carnage on 9/11/2001, gave bin Laden and al Qaeda a proven track record. Contributors know exactly what they’re getting for their money.

Bin Laden raked in piles of money, often in very large amounts, from Saudi, Yemeni, and other sources in the Persian Gulf—like-minded individuals who backed up their beliefs with cash. Some of the donations took the form from zakat, the charitable contributions required of believers by Islam. Other funds were unquestionably provided with the clear understanding that they supported bin Laden’s “jihad” against the West in general and the United States in particular.

Intelligence agencies believe that substantial sums were provided by prominent Sunni Muslims of the Wahhabi sect, which dominates politics and government in the kingdom of Saudi Arabia, including people close to if not within the Saudi royal family. After 9/11, the United States made strenuous efforts to shut down this portion of bin Laden’s money pipeline. The Saudi government, chagrined to learn that 15 of the 19 September 11 hijackers were Saudi (as was bin Laden himself), has reportedly been much more cooperative in addressing terrorist funding issues involving its citizens.

al Qaeda also profits from Afghanistan’s lucrative opium and heroin trade. Intelligence reports have linked al Qaeda to opium and heroin trafficking; Afghanistan is the world’s largest producer of opium for the illegal drug trade. al Qaeda, with cells in Europe and established communications channels between Afghanistan’s production area and European markets, is perfectly positioned to take advantage of a very lucrative black market. As government and Saudi funding declined, al Qaeda undoubtedly turned to these darker alternatives for cash.


Investigating al Qaeda’s Funding

Jihad is an expensive proposition, especially when you have global ambitions, as does al Qaeda. With terror cells in North and South America, Africa, Europe, and Asia, al Qaeda’s far-flung operations cost money to create and sustain.

Because al Qaeda’s funding comes from all four of the terrorist financing sources—contributions, government sponsorship, legitimate business, and crime—an investigation of the funding is going to follow multiple tracks. By this time, American investigators have turned over every rock at least once in their quest for Osama’s money. This investigation started long before 9/11, though it became more important on that day.

One money trail led backward from the hijacker cells in the United States to Germany and the Middle East. Another line went from other known al Qaeda operations in Yemen, Saudi Arabia, and Africa backward along those money trails. Investigators also looked at known funding sources in Saudi Arabia and the Gulf states, some of which had been identified in previous cases, and they went to bin Laden’s home turf in Afghanistan and Pakistan to look for traces of the money flow.

All of these efforts created a very accurate picture of al Qaeda’s funding. It also gives us a good idea about how the organization moves its money around and spends it—important clues for preventing the next terror attack. Investigators were particularly interested in the roles played by banks and financial institutions, and that of the hawala networks used to move money around the world. Because all of these institutions make and keep records (though hawala records aren’t as extensive), they may contain important leads to past and future terrorist operations.



Sources of Information

Once again, the importance of the subject’s records cannot be overemphasized. Investigators must always try to get their hands on the books, papers, records, and documents kept by the subject. al Qaeda is no different from any other organization, legal or illegal, in that it creates records, some of which are financial, to track its own activities. When American troops captured the al Qaeda training camps in Afghanistan, they didn’t just pick up the propaganda tapes showing hooded terrorists doing the obstacle course. They also looked hard for any financial records, hoping to trace money from Afghanistan to terror cells in Europe or America.

The capture of top al Qaeda operative Khalid Sheikh Mohammed in Pakistan also netted his computer and a wealth of information in digital form. Investigators can’t afford to overlook computer evidence today, particularly since terrorists and money launderers have taken to using computers so routinely in their operations. The use of document warrants should always include language to seize digital or computer evidence, and these search warrants should be one of the goals of any investigation of terrorist financing.

Suspicious Activity Reports and other cash transaction reports may also provide good leads, especially when combined with other evidence of terrorist activity. In the past, SARs were not always linked to terrorist plots before the action took place. Only afterward were investigators able to follow the trail backward, sometimes using bank reports or third-party records to see how monies were received, spent, and distributed. In the future, federal law enforcement is going to be more aggressive in analyzing any SARs or transaction reports that are even remotely linked to terrorism.

Witnesses and informants from within the organization are obviously extremely valuable—one reason there’s a $25 million bounty on the al Qaeda leadership figures. Osama bin Laden might be gone, killed by Navy SEALS in May 2011, but we would spend more money gladly for a lead to Zawahir’s current whereabouts, and probably just for an idea about where his records are kept.




ZAKAT SCHEMES


United States of America v. Holy Land Foundation for Relief and Development

The indictment of the Holy Land Foundation for Relief and Development, filed on July 26, 2004, in the Northern District of Texas, provides a perfect road map of how this type of organization funds terrorist activity—in this case, that of HAMAS, a specially designated terrorist organization. See Figure 24.10.

According to the indictment, the Holy Land Foundation for Relief and Development (HLF) was created for the purpose of providing financial and material support to HAMAS. Created in California in 1989, it relocated to Richardson, Texas, in 1992, where it was incorporated and “represented itself to be a non-profit, tax exempt, charitable organization designed primarily to assist needy individuals in the West Bank and Gaza.” HLF also maintained offices in New Jersey, California, Illinois, Jerusalem, the West Bank, and Gaza. Some of the officers, directors, or representatives of HLF were associates of HAMAS members back in the West Bank and Gaza, and some were related by blood or marriage.
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Figure 24.10 Terrorist financing scheme for Holy Land Foundation.



The indictment documents numerous transfers from HLF to HAMAS and top HAMAS leaders. Some of the transfers were to these individuals, and others were made to accounts of entities controlled by HAMAS, such as the Islamic Center of Gaza, the headquarters of HAMAS spiritual leader and founder Sheikh Ahmed Yassin. As shown in Figure 24.10, the HAMAS-controlled zakat organizations served as conduits for the money sent by HLF, forwarding it through the HAMAS political bureau to its military and “calling” wings.

HLF raised funds in the United States by sponsoring conventions, seminars, and rallies, the purpose of which was ostensibly to support Palestinian causes. On many occasions, radical Islamic clerics and HAMAS officials were brought to the United States to speak and to encourage contributors. On occasion, HLF paid for this travel.

HLF’s scheme was simple and direct, although things got a little complicated after HAMAS became a specially designated terrorist organization in January 1995. HLF actively solicited contributions and zakat donations from American Muslims and immigrants from the Middle East. Prior to 1995, it was no secret that at least some of these funds were going directly to HAMAS. Nor was it any big surprise to the contributors that the money was going to be used for HAMAS’s stated goal of eliminating the state of Israel, by violent means if necessary.

Funds were raised in seminars and rallies that featured skits of Jews being killed and of terrorist actions. Speeches by radical Islamic clerics employed fiery rhetoric to encourage donations, and, even after 1995, donors were made aware that some of the funds were going to support the same causes— and the same group—as before.

When monies came in, these were deposited into banks in the Richardson area and then wire-transferred to the accounts of HAMAS-controlled zakat organizations in the West Bank and Gaza. The indictment documents numerous transfers, and the sums were substantial. The indictment charges that “between 1992 and 2001, the defendants...reported approximately $36,230,891 on Line 13 of the HLF’s ‘Returns of Organization Exempt from Income Tax.’” This was money HLF claimed it sent to the Middle East for such things as “assistance to non-profit medical/dental clinics, orphanages, schools, refugee camps, and community centers.” In fact, these monies were distributed to individuals associated with and organizations controlled by HAMAS.



Investigating a Zakat Scheme

Fund-raising organizations aren’t very covert, although they may try to hide some aspects of their operation, such as a direct link to a DTO. Fund-raising events are widely publicized or advertised, and appeals in mosques and other public settings are intended to garner lots of attention (hopefully followed by lots of money).

Once the money arrives, it must be moved elsewhere to the beneficiary, whether it is a DTO on the West Bank or a terrorist cell in Hamburg. This means transferring funds, which, as we’ve seen previously, involves wire transmission and the creation of tracking records.

Following the money will be one of the most important parts of this type of case because it has to be proved that the funds were raised and transferred with the intent to support a terrorist organization. This is where financial investigative techniques will be most helpful.



Sources of Information

There should be a wealth of information in the organization’s records—if you can find them. These enterprises, especially the ones with tax-exempt status, maintain extensive books and records, usually in a visible location. The group may have multiple offices in different states, and it may communicate frequently between offices. The connections to beneficiaries in the Middle East will also be documented, although the threat of prosecution under American terrorist financing legislation now requires additional layers to protect parties on both ends. Some organizations have deliberately situated their offices in places where records are more difficult to acquire, such as Switzerland and the Gulf States in the Middle East.

Tax returns may be valuable, particularly those of the organizations themselves. Individuals may claim deductions for charitable contributions, and these can be matched against those of the 501 (c) (3) organization.

Suspicious Activity Reports may be filed by financial institutions or money transfer businesses. These may name individuals, the organization, or both. SARs will provide leads to bank accounts and to the origin and destination of funds being transferred. Of particular importance is the destination of wired monies. Having the cash wired directly to an account held in the name of HAMAS or Osama bin Laden certainly makes your case much easier for the jury to follow.

Document search warrants at the organization’s offices, the residences of officers or directors, and other locations where financial records are likely to be found have been key parts of terrorist financing cases to date. These warrants will not only uncover evidence of financial transactions and money transfers—crucial elements in the criminal case— but also uncover evidence of links to the designated terrorist organization and to individuals also on the government’s list. Evidence that the charity knows the illegal uses to which the money will be put is also helpful.

Informants from within the organization can direct investigators to important events, individuals, or transactions. Informants may also be able to penetrate some of the layers that the fund-raisers try to place between themselves and the DTO.




HAWALA SCHEMES AND INFORMAL VALUE TRANSFER SYSTEMS

Nobody’s ever lost money in a hawala; that’s the claim of the people who run this ancient form of transferring value that probably predates banks.



[image: ]

Figure 24.11 Terrorist financing scheme using hawala transfers.




Case Example

Ahmed and Omar are big believers in the hawala system, which has worked well for people in their region for centuries. People in Pakistan didn’t always need to send money to New York or vice versa, but in the modern world you have to change with the times. See Figure 24.11.

Today, Ahmed, an al Qaeda operative in Karachi, wants to send $20,000 to Omar, a member of a terror cell in New York City. Ahmed has a couple of problems with using banks or Western Union for this transaction. First, both are likely to ask questions about the cash deal, especially in America, where the law requires large cash transactions to be reported. You also have to present identification in most situations, something Omar might not want to do.

Second, the cost of sending the money by wire may be a factor. Western Union charges big fees, and even bank fees might be substantial. Finally, there’s the convenience factor; Western Union isn’t everywhere, although it is in Karachi, and banks are more limited.

The solution is easy. Ahmed goes to a hawaladar, the broker for the local hawala money transfer network. Khalid has been in business a while and has a number of contacts in places to or from which Pakistanis frequently want to send or receive money. Khalid isn’t everywhere, either, but if he didn’t have someone in New York, Ahmed could go to another hawaladar who did.

Ahmed gives Khalid the $20,000 in cash and a commission, along with the name of the person who’s going to be collecting the money on the other end. They work out a password to secure the transaction, but there’s little risk to the money.

Khalid sends a fax to Ayman, his partner in New York City, instructing him to pay $20,000 to Omar when he shows up with the password. Omar comes in, gives the word, and walks out with $20,000 in cash, to be used for some future terrorist action. Ayman is now out $20,000, but he knows there will be other Pakistanis in New York who will want to send money to Karachi, so he makes an entry on his books and waits for the money to come in to make them balance.

This informal value transfer system (IVTS) is simple, fast, safe, and effective, which is why it is popular in immigrant communities whose access to banks may be limited. The hawala gets things done, as it has for centuries. One thing that doesn’t get done is extensive record-keeping. Neither Khalid nor Ayman is likely to have any identification information on his clients. They also aren’t going to have any record that this transaction ever took place, at least not after it’s been concluded. Once the account has been settled, the hawaladars are probably going to shred the faxes and other records of the transaction, partly for privacy, but mostly because there’s no need to keep the unnecessary documentation. This complicates an investigation of the deal, which suits Ahmed and Omar just fine.



Investigating a Hawala Scheme

Good luck. This is like catching smoke or maybe catching electronic blips as they fly through the atmosphere. That might be one way to go about it. Using a wiretap or a fax intercept on the hawaladar could be useful if the business line can be identified. This presumes that you know about him or her in the first place. Since hawaladars don’t advertise in the Yellow Pages under “ hawala, ” you may not know he or she exists, although you can be assured that there is a hawaladar in any major city with a Middle Eastern or South Asian population.



Sources of Information

Suspicious Activity Reports could be a good lead to the American end of the hawala transaction. Sooner or later, the hawaladar does have to go to the bank, and this person may be making cash deposits that generate either an SAR or a CTR. It isn’t likely, but Ayman may actually have obtained a license from the state of New York to act as a wire remitter, and he might be filing SARs and CTRs for his own large cash transactions. Most hawaladars don’t bother, even though the provisions of Title 18 U.S.C. §1960 relating to the operation of an illegal wire transmitter business make prosecution easier and more likely.

The records of the hawala business are obviously the best lead to Omar, the terrorist in New York City whom we most want to nab. These aren’t going to amount to much: contact information, phone and fax records, and probably a ledger (maybe computerized) detailing past transactions. Investigators have found that these ledgers often don’t contain much more than the date, the amount, and the name of the hawaladar on the other end. They’re mostly kept as a means to settle accounts and make sure the books balance. Still, there could be some identifying information for the person who picked up the cash.

Document search warrants at Omar’s place may lead back to the hawaladar; this might mean leads to other transactions or other cell members. Officers searching terrorist suspects, particularly those from the Middle East and Southwest Asia, should be on the lookout for hawaladar contacts and look for phone numbers and notes referencing the sending or receiving of money.

Informants from within the community should be asked about hawala activities. Because these operations rely on word-of-mouth advertising, only people from within the particular ethnic group or immigrant community are likely to know about them. It doesn’t hurt to ask an informant if he or she knows who is sending money back to the old country and how they’re sending it. The answer will often be some local businessperson, a travel agency, or some other respected and established member of the community.

Investigating a hawala operation requires patience, rapport with witnesses and informants, and good intelligence. Federal agencies have had some success in using informants or undercover agents to send money internationally via hawala and other informal value transfer systems. This technique implicates the people at both ends of the transaction and makes a prosecution under 18 U.S.C. §1960 more viable, but it needs a lot of coordination and usually a very good informant. It also requires the government to give a large amount of money to some man in a bazaar or strip mall and then wait while it’s delivered to a similar person halfway around the world. That takes some faith, but the hawaladars will tell you that nobody’s ever lost money in a hawala.







25 Financial Intelligence


I don’t think the intelligence reports are all that hot. Some days I get more out of the New York Times.

President John F. Kennedy



Financial intelligence (FININT) has joined the intelligence lexicon in the last few years, although “financial intelligence” has been around for a while longer. FININT, like SIGINT (signals intelligence), HUMINT (human intelligence), ELINT (electronic intelligence), and IMINT (imaging intelligence), is a way of gathering and analyzing information in order to inform decision makers or better understand events. For law enforcement, particularly those concerned with financial crimes such as money laundering, financial intelligence can provide a clearer picture on both the tactical and the strategic levels.

The world now “gets” financial intelligence. There are financial intelligence units in virtually every major American financial institution, and some even call themselves FIUs. There are more financial intelligence units in law enforcement agencies across the country, in the seven high-intensity financial crimes areas (HIFCAs), in the Treasury Department, and in the Department of Homeland Security. The FBI, DEA, and the National Drug Intelligence Center produce financial intelligence products. FinCEN is America’s national financial intelligence unit, one of more than a hundred in countries around the world that are part of the Egmont Group of international FIUs. What are all of these entities up to, and what is this “financial intelligence” of which they speak?

Most of the criminal activity that takes place today (and all of the activity that involves money laundering) involves money. Law enforcement is always trying to get a better handle on crime and criminals generally and collects vast amounts of information that may be used sooner or later in a criminal investigation and prosecution. Some of this information focuses on the people who are committing the crime; police departments routinely gather intelligence about gangs, organized crime groups, and even individuals. Some of the information collected may focus on operational details, such as smuggling techniques or the method of operation (M.O.) of criminals. This knowledge might enable police to intercept a drug shipment or determine that a certain burglar is operating in a new neighborhood.

Those making executive decisions can use this intelligence to allocate resources, advocate for new legislation, or just target certain groups or individuals for criminal investigation. First, though, they have to get the information, process it into a form that makes sense, and disseminate it to the people who can best use it. Since this information is mostly financial, it’s not surprising that law enforcement organizations turned to banks and others in the financial services world as an intelligence source. In fact, recognizing the value of this information, Congress has passed legislation requiring that it be collected and made available to government investigators. The primary mechanism for this collection is the Bank Secrecy Act.


SUSPICIOUS ACTIVITY REPORTS

The Suspicious Activity Report (SAR) is easily the most valuable of the BSA forms. I make this claim with confidence because I’m very familiar with criminal cases that have been developed using several of the forms, and the SAR delivers the best bang for the buck. For one thing, there are a lot fewer SARs out there than the older Currency Transaction Report (CTR) form. With the computerized anti-moneylaundering programs in place at financial institutions, the CTRs get cranked out automatically, the software catching every instance in which the form is required and generating a report. The result is 15 million of these forms filed annually, a volume that makes analysis more difficult. The other problem with CTRs is that the vast majority of them represent perfectly legitimate cash transactions, such as grocery stores or other businesses making their bank deposits. Separating the gold from all of those 15 million straws is a problem.

The 8300 Forms that report large cash transactions in a trade or business are much less numerous and are often very helpful in identifying assets of drug traffickers and others who are buying toys with their dirty money. Many good money laundering cases have been developed using this form, but my complaint is that they generally represent a small peek at a limited part of the violator’s activity. Really large 8300 reports—those in amounts over $100,000, for example—are pretty rare. Since most of these 8300 Forms are submitted by car dealerships, the amounts typically range between $10,000 and $70,000. It’s not that the criminals don’t have much more money to spend; rather, it’s that they’re only spending the amount it takes to get that particular car.

From a financial intelligence perspective, the 8300 Forms don’t provide us with a better overall view of our crime or money laundering problem. We learn a lot about one transaction involving one or more people, but unless the criminal is particularly stupid, we’re not going to see the bigger picture. This is because the law requires filers to notify their customer that the form has been submitted. Most criminals, hearing this alarming news, will try hard to avoid the filing of any more of these forms. In one of my cases, a cocaine trafficker purchased 23 different cars and trucks, paying for all of them with drug cash. Only the first, however, was reported on a Form 8300. In all of the other transactions, the trafficker either purchased the vehicle from a private party (who is not required to file the report) or from a car dealer where the salesperson was paid either not to report the sale or to conceal it in the name of a nominee.

This brings us to the SAR and its inherent advantages in FININT. First of all, far fewer SARs are filed each year. See Table 25.1 for the 2009 figures. This means that investigators and analysts have a better opportunity to process and analyze the information on these forms properly. Second, the forms themselves give us an idea about the activity of interest and let the investigator focus on even smaller segments of the picture being reported. For example, an investigator from the Secret Service who was concentrating on credit card fraud in her area could pull all of the local SARs with code K as the suspicious activity. There won’t be that many, and selecting certain zip codes or financial institutions can narrow the result even further. A list of the SAR activities and their codes follows.



SAR ACTIVITIES AND THEIR CODES


	Bank Secrecy Act/structuring/money laundering

	Bribery/gratuity

	Check fraud

	Check kiting

	Commercial loan fraud

	Computer intrusion

	Consumer loan fraud

	Counterfeit check

	Counterfeit credit/debit card

	Counterfeit instrument (other)

	Credit card fraud

	Debit card fraud

	Defalcation/embezzlement

	False statement

	Misuse of position or self-dealing

	Mortgage loan fraud

	Mysterious disappearance

	Wire transfer fraud

	Other

	Terrorist financing

	Identity theft



Best of all from an intelligence standpoint, SARs come prescreened. The BSA and its regulations require financial institutions to establish what are essentially their own FIUs as part of their anti-money-laundering programs. Most institutions (all of the big ones) tie these units into commercial AML software that can be set to detect certain suspicious activity such as structuring, and to alert the FIU staff. That staff receives training to detect suspicious transactions and will often do a background investigation of the individual and the transaction, providing the law enforcement officer with even more useful information. These bank analysts or investigators see a lot of suspicious activity and get very good at picking the good stuff out of the clutter, so the quality of SARs is improving each year. (A side note for those in law enforcement who may be approaching retirement: Vacancies in these units at financial institutions open frequently, and it’s a growing field. Now would be a good time to make personal contact with the supervisors.. just saying.. )


TABLE 25.1 BSA Form Filings


	IRS Form 4789 (CTR)

	14,909,716




	IRS Form 8300

	180,801




	Suspicious Activity Report

	1,321,848




	Report of Foreign Bank and Financial Account

	276,386






Source: FinCEN 2009 Annual Report.

So, the SAR information is good and the intelligence potential is solid. What happens to the SARs once they leave the filers? (Keep in mind that not just banks, but also money service businesses, the securities and futures industry, and casinos file SARs.) They go to the IRS’s Detroit Data Center and then to FinCEN. Here is where the first level of analysis takes place. FinCEN uses SAR information to develop broad strategic pictures of money laundering and other criminal activity, publishing these results in periodic reports, such as “The SAR Activity Review: Trends, Tips, and Issues,” presented on the Internet twice each year. Other products are classified or have distribution restricted to law enforcement, but criminal investigators should take advantage of both types.

In a recent SAR Activity Review, the authors examined commercial real estate investment vehicles and SAR trends involving debt relief or debt elimination, noting strong increases in SARs describing this activity. This sort of “big picture” look can provide law enforcement with a better idea about developing trends or activities that may be coming soon to a neighborhood nearby. Just a quick look at Table 25.2 can reveal similar trends in the strategic picture. Check the category for mortgage loan fraud. In 2000, there were 3,515 reports filed all around the country. In 2008, as America’s real estate crisis was well under way, banks sent in 64,816 SARs. That’s a trend that couldn’t be clearer. Using information like this, the agency head can make a decision about allocation of resources or a shift in enforcement emphasis.

The SARs are valuable at a lower level, too. Although nondisclosure rules prevent law enforcement from identifying SARs as the source of specific cases, many criminal investigations (and more each year) start with a SAR. FinCEN itself reports many of the cases supported by SARs, the details of which are available at the FinCEN website, www.fincen.gov. A list of just a few of these cases shows the value of these reports, not just in narcotics cases, but also in a wide range of other criminal activities.


	SAR filing leads to 125-count indictment in $2.7 million embezzlement case

	SAR filing leads to identification of elaborate Ponzi schemes






Table 25.2 SAR Forms by Suspicious Activity Category


	suspicious Activity

	2000

	2001

	2002

	2003

	2004

	2005

	2006

	2007

	2008




	BSA/Structuring/Money Laundering

	90,606

	108,925

	154,000

	155,468

	214,797

	303,318

	302,818

	347,398

	382,338




	Bribery/Gratuity

	150

	201

	411

	501

	468

	508

	276

	282

	298




	Check Fraud

	19,637

	26,012

	32,954

	35,740

	41,499

	57,555

	66,530

	71,844

	83,988




	Check Kiting

	6,163

	7,350

	9,561

	11,275

	13,137

	17,116

	20,831

	31,607

	39,407




	Commercial Loan Fraud

	1,320

	1,348

	1,879

	1,785

	1,807

	2,232

	2,623

	3,645

	4,147




	Computer Intrusion

	65

	419

	2,484

	4,713

	1,954

	1,220

	1,448

	1,934

	1,477




	Consumer Loan Fraud

	3,432

	4,143

	4,435

	4,536

	5,508

	8,551

	14,978

	17,772

	23,805




	Counterfeit Check

	9,033

	10,139

	12,575

	14,596

	19,811

	31,431

	37,544

	33,175

	29,479




	Counterfeit Credit/Debit Card

	664

	1,100

	1,246

	1,392

	1,759

	2,243

	2,456

	2,728

	2,419




	Counterfeit Instrument (Other)

	474

	769

	791

	1,268

	1,876

	3,401

	3,859

	3,321

	2,024




	Credit Card Fraud

	6,275

	8,393

	12,780

	21,086

	25,149

	27,861

	31,222

	32,575

	39,711




	Debit Card Fraud

	1,210

	1,437

	3,741

	1,578

	2,679

	3,356

	3,830

	4,744

	5,242




	Defalcation/Embezzlement

	6,117

	6,182

	6,151

	5,844

	6,126

	6,551

	7,016

	7,230

	7,275




	False Statement

	3,051

	3,232

	3,685

	4,978

	7,741

	13,676

	22,818

	32,459

	38,074




	Identity Theft

	—

	—

	—

	3,165

	15,491

	21,950

	28,656

	30,958

	39,476




	Misuse of Position or Self-Dealing

	2,186

	2,325

	2,763

	3,225

	3,776

	4,975

	5,374

	5,536

	6,359




	Mortgage Loan Fraud

	3,515

	4,696

	5,387

	9,539

	18,391

	25,931

	37,313

	52,868

	64,816




	Mysterious Disappearance

	2,225

	2,179

	2,330

	2,577

	2,864

	3,523

	3,915

	4,008

	4,239




	Other

	11,148

	18,318

	31,109

	29,835

	36,869

	52,792

	59,440

	78,101

	83,777




	Terrorist Financing

	—

	—

	—

	495

	987

	958

	736

	687

	506




	Unknown/Blank

	6,971

	11,908

	7,704

	4,638

	4,892

	8,081

	4,890

	3,536

	2,361




	Wire Transfer Fraud

	972

	1,527

	4,747

	6,660

	3,635

	4,335

	5,504

	9,328

	14,700








	SAR filing locates check kiting suspect

	SAR filing results in arrests on drug trafficking and money laundering

	SAR filing uncovers additional counterfeit check fraud

	SAR filing uncovers investment fraud scheme

	SAR filing unveils Customs fraud

	SAR filings assist international money laundering case

	SAR filings lead to discovery of major investment scam

	SAR filings lead to investigation involving black market peso exchange

	SAR filings reveal methamphetamine production ring

	SAR filings unveil fraudulent securities dealer

	SAR identifies links in ATF cases

	SAR identifies suspects involved in a Nigerian advance fee scam

	SAR initiates investigation of illegal money transfers to Iran

	SAR jump-starts investigation into natural resources Ponzi scheme

	SAR leads to breakup of stolen check ring

	SAR leads to conviction of Iraqi money launderer

	SAR leads to convictions of members of computer chip theft ring

	SAR leads to former deputy sheriff sentenced for extortion and Title 31 violations

	SAR leads to guilty plea in case against doctor

	SAR leads to guilty plea of money laundering

	SAR leads to structuring conviction for mortgage broker

	SAR reveals bank fraud and money laundering violations by RV dealer

	SAR reveals major sports betting ring

	SAR review team identifies gift shop operating as an unregistered money services business

	SAR suspect convicted of forging US Treasury checks

	SAR unveils network of Brazilians involved in a stolen check scheme



The federal government sees the value of the SAR forms, promoting the creation of SAR Review Teams in all of the federal judicial districts around the country. Operating under the auspices of the local US Attorney's Office, each review team consists of investigative and analytical personnel from federal, state, and local agencies that share the SAR data and develop cases from the data.

This means that the SAR forms are received and reviewed by another set of eyes that look at the data from a law enforcement perspective. Personnel from the SAR Review Team member agencies may also independently review the data, looking for cases that fall within their jurisdiction. Some federal agencies currently mandate this internal review and also participate in the SAR Review Team.

The volume of information and the number of forms reviewed varies from district to district, but it can be heavy, especially since more entities are submitting SARs to FinCEN. If a state has a large number of money service businesses, money remitters, or currency exchanges, the team can expect to see many SARs submitted from these sources. Managing the flow of this information is critical. The team’s coordinator must make certain that everyone has access to the information that falls within his or her area of interest without overwhelming team members with what may be very voluminous weekly or monthly downloads.

Once the raw data have been received and screened, the SAR information must be further processed—part of an ongoing cycle that the FBI describes as follows:


The intelligence cycle is the process of developing unrefined data into polished intelligence for the use of policymakers. The intelligence cycle consists of six steps... The graphic... [see Figure 25.1] shows the circular nature of this process, although movement between the steps is fluid. Intelligence uncovered at one step may require going back to an earlier step before moving forward.



With our SAR data, the first three steps in the cycle have already taken place and the information has been collected. FinCEN (Figure 25.2) conducts analysis of the SAR information, and more takes place at the agency level, where the IRS-CID, ICE, FBI, and DEA receive periodic downloads. At the SAR Review Team or task force level, the first step in analyzing the data should be to collate the SAR financial intelligence with other available information. This means conducting agency checks to establish whether the subjects named in the SAR have been the subjects of previous reports or encountered in a law enforcement context. This also serves to help the SAR information not to conflict with any ongoing investigations. Speaking again from personal experience, I can say that these initial background checks have frequently resulted in “hits” on active cases involving narcotics, fraud, and even a couple of homicides, so it’s a good idea to do the background work.

Gathering additional information to expand on that in the SAR itself is made easier by the rules in place for the SAR filers. The entity submitting the form is required to keep and maintain any of the “supporting documentation” used in preparing the SAR and to produce this for law enforcement upon request. No subpoena is required to get this supporting documentation, so the investigator or analyst can, with just a phone call, get a much better idea about why the bank, business, or casino thought the activity was suspicious in the first place. Make the call. The preparer—especially if he or she is part of a bank’s financial intelligence unit or BSA group—may load up the file with monthly statements, copies of checks and deposit tickets, and even bank security camera film. Many banks not only will produce this information quickly, but also do it electronically, e-mailing files that, a few years ago, consisted of large boxes of paper records that would have taken weeks or months to obtain.
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FIGURE 25.1 The intelligence cycle (FBI).
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FIGURE 25.2 FinCEN seal.



When the supporting documents and agency checks are on hand, the investigator will have a good picture about the suspect and his suspicious activity. This may be the point where intelligence evolves into a criminal investigation or a civil forfeiture case. In some task forces, the intelligence is handed off at this stage; in others, the investigator following up on the SAR will continue, working the case all the way to the presentation to the prosecutor. This latter approach prevents the investigator or analyst from looking at the new intelligence that arrives with the next batch of SARs, so that’s something for management to consider.

I’ve spent most of this chapter talking about SARs because these make up the quintessential financial intelligence product. This valuable resource has contributed and will continue to contribute to increasing numbers of criminal cases. Because the vast majority of acts reported on SAR forms involve BSA, structuring, or money laundering offenses, these forms represent the best source of tactical and strategic financial intelligence available today. If you’re not on a SAR Review Team or task force, or if you don’t already have access to this information, get it.





26 Investigating Money Laundering Cases


Before turning to those moral and mental aspects of the matter which present the greatest difficulties, let the enquirer begin by mastering more elementary problems.

Sherlock Holmes, in Sir Arthur Conan Doyle’s A Study in Scarlet




I am afraid, my dear Watson, that most of your conclusions were erroneous. When I said that you stimulated me I meant, to be frank, that in noting your fallacies I was occasionally guided towards the truth.

Sherlock Holmes, in Sir Arthur Conan Doyle’s The



Hound of the Baskervilles

Money laundering has been described as the “crime of the 1990s” and even the “crime of the twenty-first century.” While I’d guess somebody will come up with some other crime du jour to grab the headlines, I’d also be willing to bet that money laundering will increasingly be a part of all sorts of other crimes. One of the things this book has tried to do is to emphasize how essential money laundering is to a successful criminal enterprise.

Now that we’ve spent 20 or so chapters talking about financial investigation, it’s time to ditch that term. Why? Because there is no such thing. A financial investigation is really just an investigation using some added financial techniques. The late Richard Nossen, a former IRS special agent and administrator, developed and wrote extensively on what he called the “seventh basic investigative technique.” Mr. Nossen was of the opinion that financial analysis is just one of the tools that can be effectively used in a criminal investigation.

Although he’s not talking specifically about money laundering, financial analysis is part of this integrated approach, which must be a part of money laundering investigations. Mr. Nossen writes in his handbook, The Seventh Basic Investigative Technique:

For countless years, criminal investigators have relied on six basic investigative techniques to solve crimes:


	The development of informants,

	Use of undercover agents,

	Laboratory evidence of physical evidence,

	Physical and electronic surveillance,

	Interrogation, and

	Where permitted by law, wiretapping.



Each of these techniques has its uses and results in varying degrees of success.

The purpose of this handbook is to introduce criminal investigators, on a broad scale, to an investigative tool, a seventh basic investigative technique, used primarily in the investigation of violations of the Federal income tax laws. This tool, if properly applied, can greatly enhance the success of the investigation of cases where illegal profits and a greed for wealth are the principle [ sic] motives of the violators. (p. 12)

If Mr. Nossen was right (and I think he was), the financial investigative technique is not only effective, but it’s also essential to a case involving money laundering. In these cases especially, the financial investigative technique cannot stand alone. It will be a major part of an investigation, but it cannot do the whole job.

Here’s a challenge: Take any one of the case examples in this book or look at the very next money laundering case you see in the newspaper. Analyze the case by what types of investigative techniques were used to reach the conclusion. You’ll find that, in almost every instance, at least three and occasionally all seven of the techniques described by Mr. Nossen were employed. This is especially true in money laundering cases because the investigator must always prove two things under federal law: financial transaction and a Specified Unlawful Activity (SUA).

Now, you can try really hard, but I still haven’t figured out how to prove that a person was in the drug business using only financial investigative techniques. This means that at least half of any money laundering case is going to involve some of the other six methods. In fact, half of the case is going to rely very heavily on exactly the same type of investigative activity that a drug case would. How can the SUA be proved, absent the testimony of witnesses, informants, or undercover agents? Physical surveillance is a critical part of many criminal investigations, and, as we’ll see, it is pretty important here, too. So is the seizure and analysis of physical evidence. So don’t worry. You won’t have to give up your day job if you decide to dabble in financial investigations.

What I’m urging is the adoption of an integrated approach to money laundering cases. Recognize that the case has two main parts, both of which have to be proved beyond a reasonable doubt. Recognize that you won’t get from here to there without using a blend of investigative techniques. One of these, financial analysis, not only is going to prove one part of the case, but also is going to provide some pretty compelling evidence of the SUA.


DECISIONS, DECISIONS...

Every money laundering investigation is going to be different from the last. One of the attractions of criminal investigation as a profession is the challenge provided by the new people, facts, and circumstances associated with each case. Even though every case is different, the same rules apply to each investigation.

The investigative process in any case is really a series of decisions made by the investigator after weighing the evidence. Who will be the next witness interviewed? When should I get a warrant? Should I try to flip this guy or that one? In a complex case, literally dozens of such decisions will have to be made over the course of the investigation.

It’s no different for money laundering cases; it’s just that some of the decisions will relate to the financial evidence. Because the money launderer has such limitless choices in filling out his or her scheme, our options in investigating the matter may be confusing. But the launderer is operating under constraints as well, which makes our choices a little easier. The law will dictate other options.

One of these is the question of whether to investigate the SUA or the financial activity. Since you have to prove both to get a money laundering conviction, this decision is easy. And the way to this end is also clear. Take a two-track approach. One track is the proving of the SUA. The second is the linkage of the SUA to the financial activity. These investigations should not be conducted separately but rather integrated with each other, so that the information developed on one track will support and enhance that developed on the other. By integrating the case in this fashion, you double your chances of getting viable criminal charges. Figure 26.1 illustrates the process.



CASE DEVELOPMENT PROCESS

As Figure 26.1 shows, the case development process follows a two-track strategy, beginning with the initiating information and ending with a (hopefully) successful criminal prosecution. Note that although the middle stages of the case may be distinct in terms of the financial and SUA tracks, the ending phase merges both.

In examining the case development process, I’m going to use an actual case from the early 1980s. Although the Money Laundering Control Act would not be passed for several more years, the facts are easily adaptable to a money laundering charge. While you’re reading the facts of the case, look for (a) what schemes were being used to place, layer, and integrate the dirty money and (b) what decisions the agents made at various points in the investigation. Note: All of the names have been changed to protect the innocent.


Case Example

Lieutenant Colonel Wallace J. Daley, U.S.A.F. (Retired), had come a long way from flying nuclear-armed FB-111 strike aircraft for the Air Force. He’d been poor, and he’d gotten rich, and rich was better.

Upon leaving the Cold War, Daley drifted for a while, eventually meeting up with a couple of guys who were already in the dope business. When he saw the kind of money that could be made, Daley enlisted in the drug war—on the wrong side. Like most dealers, Daley started small, although he had a bit of an edge; one of his contacts, Harry, had the connection to Florida. Daley didn’t stay small, however, and by the time Harry died, Daley had taken over the business, becoming the largest distributor in the state. According to an informant, Daley was buying Quaalude tablets in large quantities, which he sold in 10,000-dose lots.

“The Colonel,” as he was known, had two things going for him that most drug dealers don’t. First, he knew how to save his money, so that when he quit, he was going to quit ahead. Second, he knew when to quit. Quitting time was the day after his main runner got arrested delivering 10,000 ’ludes to an undercover agent. Fortunately, the runner didn’t talk, but Daley took the money and ran.

He was gone, but not forgotten—at least in the minds of the agents who had never quit wondering who was behind that load of Quaaludes. A year later, they found out. Another undercover buy, this one for only 100 tablets, resulted in the arrest of a man suspected of being in the Quaalude business for years. This guy, John Able, rolled over. He said that although the drugs he’d sold had come from a different source, the one the agents really wanted was Wallace Daley, aka “The Colonel.” And Able was right.

Agents began looking at Daley, knowing that he’d apparently been out of the business for some time. He had a nice house in a good neighborhood. He drove a Buick, and his wife drove a Toyota. He jogged and cycled and generally lived the genteel life of a retired military officer. There were no major assets in his name; even the house was in the name of some sort of a trust. Although he lived exactly like a retired Air Force colonel, Daley had, Able assured the agents, made and saved at least $2 million by the time he quit the business.

No matter which way the agents decided to move, it was clear that this was going to be a historical case. Daley was inactive. There was no record of large cash transactions. Able’s statements were the only leads, and Able knew nothing about where the money might have gone—only that The Colonel was smart enough to have kept it all.




CASE INITIATION

Like any other case, a money laundering investigation has to get initiated at some point. How you get there from here will depend a lot on (a) where you start and (b) the decisions you make along the way. See Table 26.1.


TABLE 26.1 Initial Information


	Financial Sources

	SUA Sources




	BSA Forms

	Informants




	Informants

	Witnesses




	Other Financial

	Case Offshoot
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FIGURE 26.1 Money laundering case development process.



With the initial information, you’ll be presented with your first choices. The source alone may dictate your approach. The first question you’ll want to ask is the following:


What is the Source of This Information?

Specifically, does the information come from the SUA or the financial side of the house? For example, a confidential informant reports that the subject is making large amounts of money in the cocaine business. Logic tells us that the subject must be doing something with the money, so a money laundering investigation might be in order to find out where the money is going.

The initial source of the information in Table 26.1 is from the SUA part of the picture. Your approach to the money laundering case would probably be to track the criminal activity to determine what’s happening to the money the subject is making. You could also try to locate some evidence of assets and financial activity and then trace these back to the SUA.

On the other side of the coin, many money laundering cases are developed through Bank Secrecy Act (BSA) forms, Suspicious Activity Reports (SARs), or straight financial intelligence. For example, a bank files several Currency Transaction Reports (CTRs) and SARs reporting that an individual is making multiple structured cash deposits. There is no information at all on any SUA, but the best approach in this case would be to document the financial transactions while moving on a parallel track to prove up some illegal source for the structured deposits.

The source of the information (what you originally have to work with) will dictate your approach to the case—specifically, whether you will trace the money back to the SUA or trace the SUA to the assets or transactions.

The next question relates to the status of the criminal activity—either the SUA or the financial transactions.



Is the Activity Ongoing or Historical?

Again, the answer to this question will dictate your approach to the case. If, according to the informant, the SUA is ongoing, you should start with the investigative techniques you would use to detect that SUA. These might include physical surveillance, undercover contacts, pen registers, wiretaps, and search warrants.

If your informant says the group is no longer active, the more proactive investigative techniques won’t do any good. If the subject is now enjoying his or her ill-gotten gains on the beach, surveillance would only be a frustration. In this (historical) setting, you would want to get right on with collecting the financial data and start trying to locate some witnesses who can put the subject in the SUA in the past.

Note that, in either situation, the agent has the flexibility to employ the most effective investigative package. Also note that neither situation precludes a two-track approach—it only describes how each track should initially be followed. There are variations on this theme, as when the financial activity is ongoing even though the SUA has ceased. In any event, this guide will help you make decisions about how the case should be approached initially.




BASIS FOR THE INVESTIGATION

Now that you’ve decided to do something, you need to figure out the basis of your case. This can be somewhat difficult in the earliest stages because, after all, you haven’t even started to collect any evidence or information in the case. Lots can change before the hammer finally falls, but you need to act on what you know now. See Table 26.2.

You have two alternatives in pursuing this type of case:


	Tracing the assets or financial transactions to an SUA

	Linking the SUA to assets or transactions




TABLE 26.2 Basis for the Investigation


	Tracing assets or

	Linking the SUA to




	transactions to the SUA

	assets or transactions






Let’s look back at a couple of our case examples for guidance. In the case of Bruno Richard Hauptmann, the Lindbergh kidnapper (Chapter 10), investigators began with the SUA, which was kidnapping. They believed that Hauptmann had received the ransom, and they set out to find any assets or financial transactions that Hauptmann could have conducted with the SUA proceeds. The investigation ultimately uncovered quite a few money laundering transactions, as well as the evidence that Hauptmann was trying to conceal or disguise his ownership and control of the ransom money. This, clearly, was a question of linking the SUA to assets or transactions.

In Al Capone’s case, the investigators knew full well that Capone was involved in all sorts of SUAs, but their case began from a financial standpoint—with the many transactions he was known to have conducted. In this instance, the approach was first to link Capone with the financial transactions (not an easy job, given all of his efforts to avoid this connection) and then to find witnesses to attribute a likely source to the funds. Here we have an example of tracing assets or transactions to the SUA.

A better example would be the Alberto Barrera smurfing organization in the early 1980s (Chapter 21). Agents became aware of Barrera’s activities through information about structured transactions at an Arizona bank. They then followed the smurfs to other banks in other cities, documenting dozens more money laundering transactions. In the meantime, the agents, who strongly suspected that the underlying SUA was narcotics trafficking, were working hard to prove some link to the SUA. Ultimately, they were successful.


Daley Case Example (continued)

Routine checks disclosed no major assets in Daley’s name, no large cash transactions, and no intelligence in law enforcement databases. One intriguing note: Daley’s phone number was found in the address book of the trafficker arrested with the 10,000 Quaaludes the year before.

He had taken his 10 years in silence, however. Besides Able, no other participants in the operation were clamoring to tell their stories.

In initiating the case, the agents determined that it would be historical, since Daley was out of the business. The absence of financial leads made it likely that the investigation would initially focus on linking Daley to the illegal activity and then attempt to link the SUA to assets or transactions.




CASE ORGANIZATION

Once the broader concepts are understood, it’s time to get organized. Some general issues need to be resolved right up front, and this is a good time to formulate an investigative plan. See Table 26.3.

On the administrative and organizational side, a few questions need to be answered.



TABLE 26.3 Case Organization


	General administration and organization




	Developing an investigative plan







Questions about Participants

Who’s invited to the party? Relatively few money laundering cases are done by one agency anymore. Most cases involve personnel from two or more investigative agencies in addition to the prosecutor. Considerations in this area revolve around what each participant is bringing to the table. These considerations include:


	Agency jurisdiction—jurisdiction over the underlying SUA or the money laundering offense (In some cases, the jurisdiction may be geographic, as when crimes are being committed in the jurisdiction of a local or state police agency.)

	Agency resources—personnel, money, undercover agents, surveillance equipment, and so forth

	Agency expertise—specifically, the accounting or financial background needed to complete the case (In addition, expertise such as the DEA’s knowledge of drug trafficking patterns could come in very handy.)

	Information—financial information or intelligence about the underlying criminal activity (This is frequently where state and local agencies can be major contributors to a money laundering case.)



Participation is an issue that needs to be decided up front because whoever joins in late will have to play catch-up. Also, the question of equitable sharing of forfeited assets is going to arise if the case is successful. Since sharing is contingent on actual participation in the case, the agencies want to be in on the ground floor.

When you are organizing the team that will work on the case, make sure that you have the expertise you need to get the job done. Some of the specialists who can be put to good use include the following:


	Agents with a financial background

	Auditors

	Intelligence analysts

	Investigative aides or accounting techs

	Forfeiture coordinators or asset management people



Determine whether and when you’ll need the Marshals Service forfeiture resources or the personnel who will handle the seized property. They all like a lot of lead time, too.



Questions about Prosecutor Involvement

This is actually a nondecision because the United States Attorney or state prosecutor is going to have to be a participant in the case at a very early stage. You’ll require the input of the prosecutor on a number of issues, including pen register and wiretap authorizations, search warrants, assistance with defendant witnesses, and, above all, grand jury subpoenas.

Money laundering cases don’t get done without financial records, many of which are in the custody of banks or other third-party record keepers. Since the prosecutor has the power, through the grand jury, to compel production of the records and the means and procedures to pay for that production, it’s a good idea to harness this power early.

One question that will probably be resolved by the prosecutor will be the role of any civil forfeiture attorney in the case. In some offices, one prosecutor handles all the civil and criminal aspects of a case, while in others a forfeiture attorney handles that side of the case. This won’t be the investigator’s call, but once it’s made, be sure to mark your scorecard appropriately.



Questions about the Case File

Believe it or not, the case file can be a problem—one that would be good to sort out as soon as possible. These cases generate a lot of paper, and it all needs to be in one place. Some of the paper will be covered by Rule 6 (e) as grand jury material, requiring additional protection, or tax records, which can be even more sensitive.

The case file should be accessible to everyone on the case who needs (and is authorized) to see it. It should also be secured for chain of custody purposes. Depending on the size and complexity of the case, you may need several filing cabinets. Some cases are so big that the investigators are forced to rent space to store their documents.



Legal Considerations

Among the legal considerations that need to be addressed are venue and statutes of limitations.

Bear in mind that venue for the money laundering crime or the financial transactions may be different from that for the SUAs.

If some of the SUAs or the financial transactions occurred more than 5 years ago, the statute of limitations may have already expired on those acts. The money laundering may have continued forward, however. After all, dirty money never gets clean; it only looks that way.




THE INVESTIGATIVE PLAN

Some general said once that even the best of plans didn’t survive the first contact with the enemy. This is probably true, but it’s no reason not to have one anyway. In fact, a good plan will be a big help in organizing your case and prioritizing your needs. And in financial cases, there actually are some things you can plan on and reasonably expect them to succeed.

The plan will be driven by the type of case you are hoping to make or the charges you ultimately hope to bring. You don’t want to plan out a drug conspiracy case if your subject is making all his money from mail fraud, but in a money laundering case you may not know which SUA is the source of the funds. Therefore, each money laundering case is planned with its two tracks in mind: proving the SUA and proving the financial activity.

The order in which you do things is probably the most important part of the plan. Some investigative actions can be put off until later, whereas others need to be done right away. Criminal investigations are evidence driven. If the evidence is there, providing leads and direction, the case can move forward. If nothing much is happening, the case may stall.

Most money laundering cases have several phases of evidence collection. Your investigative plan should account for all of these phases. Each relates to the others in terms of the types of leads it develops and the impact of disclosure on the subject. For purposes of planning, the evidence collection phases in a money laundering case can be categorized as


	Profiling

	Covert evidence gathering

	Semiovert evidence gathering

	Overt evidence gathering



We’ll get into these categories in detail in the next section, but for purposes of planning your case, you generally work from the top of the list down.


Daley Case Example (continued)

Since Daley was out of the business, there was no hope of getting a buy from him or making a seizure from his house. It also seemed likely that any records of the business had long since been destroyed.

Still, the agents wanted to try some covert options before they took more overt steps against The Colonel. An investigative plan was prepared in which these covert measures would be taken first, before the agents went after the financial and other records that would prove, the agents hoped, that Daley had headed a conspiracy to distribute controlled substances.

As it turned out, the final case looked nothing like the original plan.



Evidence Collection

The options for collecting evidence in a case are as wide as the agents’ imagination, narrowed somewhat by things like circumstances and the Constitution. I’ll assume that as a criminal investigator, you already know how to employ the more traditional investigative techniques in your cases, so we won’t get into how to execute a search warrant or interview an informant. We will speak briefly about how and when these techniques can be used in your financial case.

If you look at Table 26.4, you will see overlap in several of the categories. You should expect that a financial witness, such as a bank teller, can provide information about cash deposits, but don’t rule out the possibility that he or she may also be able to identify criminal associates who accompanied the subject into the bank. And informants who participate in the illegal activity must also be questioned about the financial affairs of the subject. The pen register on the subject’s phone will identify criminal associates, but it may also give you the name of the subject’s bank. The same holds true for each of the other “traditional” techniques. Use them on both of your investigative tracks.


TABLE 26.4 Evidence Collection


	Financial

	SUA




	Informants

	Informants




	Undercover

	Undercover




	Subpoenas

	Surveillance




	Interviews

	Interviews




	Document Search Warrants

	Search Warrants




	Other

	Electronic Surveillance






As stated before, money laundering cases usually follow a pattern, moving from the more discreet investigative techniques to the glaringly obvious. Almost all cases begin with the preliminary collection of intelligence about the subject and his or her associates. Quite an amazing amount of information is available about people from open sources and from government records systems.



Profiling

Profiling is not the radioactive racial sort that gives the concept a very bad name. It’s the process of gathering basic information about a subject from openly available sources. Profiling is done to establish a basic understanding of the individual and his or her relationship to the case, personal history, and associations with others under investigation.

Profiling is something done initially on the main players, but every new name that comes into the case in a significant way must also be profiled. Why bother? When the objective of the criminal enterprise is to conceal the ownership or control of dirty money, we can have no way of knowing whether the new name is someone who is critical to the laundering scheme or just a bystander.

The profiling technique you develop must be systematic, although it will change a little as the case develops and more information is obtained. At the very least, your profile should consist of


	Law enforcement database checks

	Public records inquiries

	Commercial database checks



Before you get started, make up a profile sheet listing all of the sources that will be used for the profile. As new names are uncovered, use the profile sheet as a checklist to make sure the new person is fully identified and his or her role understood. Figure 26.2 provides a profile sheet. The Department of Justice Investigative Checklist, which appears in Appendix B, is also a good model. Profiling every name is a hassle, but it will pay off later on in your investigation.
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Figure 26.2 Subject profile form.



All of the profile information for each person should be kept in an individual file, until his or her role in the scheme has been fully established. If the person turns out to be important, you can use the profile as a starting point for a more in-depth inquiry.

A note about FinCEN: Profiling is one service that FinCEN offers. This can be a major time saver—especially the BSA data. For this reason, you may want to put FinCEN on your profile sheet, unless you're capable of duplicating its work (and you want to). A response from FinCEN may take longer than doing it yourself, but the people there do a good job.



Covert Evidence Gathering

Covert evidence gathering is one step above profiling. The techniques involve little or no risk of disclosure to the subject. Surveillance (both physical and electronic), the use of informants or undercover operations, and such techniques as mail and trash covers fit into this category.

You go this route in money laundering cases to prove both sides of the equation. Surveillance can link the subject to an illegal activity, to associates, and to specific illegal transactions. Surveillance can also detect financial activity or at least links to assets.

You’ll do your covert gathering before you do the more in-your-face search warrants and other techniques because once the investigation is disclosed, the subject will likely change his or her methods of doing business.


Daley Case Example (continued)

Although the covert options were limited, Able and Daley were still on good terms. To corroborate some of Able’s statements, it was decided that he would call Daley and offer him a discount on some merchandise at Able’s shop. In the recorded conversation that followed, agents hoped that Daley might confirm some of the things Able had said about the activities of the year before.

The conversation went well, even though nothing really incriminating was said. Daley did discuss some of the other players in the organization and referred obliquely to some property he had purchased in the past.

Now we needed to make another set of decisions. The case could go in a couple of directions. Subpoenas could be issued for third-party records, with the hope that these would provide evidence of unexplained wealth. This would further corroborate Able’s statements.

Another possibility was to make conspiracy cases against some of those people identified by Able as having been within Daley’s organization. If these people, some of whom had been arrested before, could be turned against Daley, the case would be much stronger.

Both of these options carried the risk that Daley would learn of the investigation. If so, he might take further steps to hide his money. After some discussion, a third option was chosen. This decision, which took place very early in the investigation, turned out to be one of the most pivotal.




Semiovert Evidence Gathering

Semiovert evidence gathering involves outsiders in your case—specifically, third-party records custodians. This is the subpoena or grand jury phase, in which information is being gathered by use of official process. Even though the subpoenas may be accompanied by nondisclosure orders, there’s no guarantee that word won’t get back to the subject.

The grand jury subpoena is a powerful tool for collecting financial evidence. We’ve discussed it in more depth in other chapters, but now is a good time to remember that subpoenas generate massive amounts of information. Dozens of new leads can come from a single bank account. Interviews that accompany the service of grand jury subpoenas can also be useful, especially in identifying nominees or other facets of the money laundering schemes.



Overt Evidence Gathering

Overt evidence gathering includes document search warrants and interviews of the subject or his or her associates. In this stage, subtlety is probably going to be lost on the subject. You no longer care whether the subject hears footsteps. In fact, some interviews or enforcement actions can be conducted with the intent of gauging the subject’s reaction. An interview of a key associate about hidden money might prompt the subject to head for a previously unknown safe deposit box.

The investigator may be prompted to take more overt steps by developments in the case. For example, information could be received that the subject is planning to move the bulk of his or her money out of the bank accounts. If seizure of those funds is a priority, the case may need to be accelerated.


Daley Case Example (continued)

Only a month into an investigation that would ultimately last another year and a half, the prosecutor approved a search warrant for documents at Daley’s residence. The focus of the warrant was any documentation of income from any source other than his Air Force pension. Able said that Daley had been a meticulous keeper of drug records, and the ledger books in which he recorded his sales were also named in the warrant.

Daley was surprised to see the agents, but he didn’t seem especially concerned. No drugs were recovered, nor was any other contraband. Several boxes of financial records were recovered, including legal papers and one ledger book, from which most of the pages had been removed.

The records were reviewed to identify all bank accounts and financial transactions that could lead to Daley’s ownership of large assets. Several records were most promising. Among these were three documents establishing trusts, for which Daley was the trustee. Each trust had a Hawaiian name, and Daley’s own name did not appear in the names of any of the trusts.

When real property records were checked for each of the trusts, a total of six different properties were found, including two apartments, raw land, Daley’s personal residence, and two other expensive homes. All of the major goodies had been found.

Two other types of documents were also significant. The general financial records in Daley’s possession— his check registers, credit card statements, bills, and canceled checks—provided leads to thousands of dollars in expenditures, including over $80,000 in art. These papers ultimately led to other bank accounts, safe deposit boxes, and expenditures.

The ledger book filled in another blank. Although Daley had removed most of the pages that had contained the records of drug sales from the book, two pages had been overlooked. Incredibly, those two pages had a detailed account of Quaalude sales to John Able and two other people. Not only had Able described those exact pages before the ledger was seized, but the other two dealers would ultimately be able to do the same. Sometimes you just get lucky.




Evidence Analysis

As the evidence piles up, put it to some good use. For starters, use it to get more evidence and spend some time to figure out what it all means. Analysis of the records should take several forms. One could be doing a net worth, bank deposits, or source and applications of funds calculation to locate or identify unexplained income. See Table 26.5.

As the financial evidence comes in, the investigator will get a better idea of which method is likely to be the most applicable in this particular case. If the subject has a tremendous number of bank deposits but not many visible assets, the net worth case might not be as good as one that analyzes the bank deposits. Picking a method isn’t an urgent priority; it can be done as the facts come in.

The financial records also should be analyzed for leads to more accounts, additional transactions, and links to the SUA. Remember that court decisions obligate us to follow up every reasonable lead in calculating income by indirect methods. This means that all bank accounts have to be reviewed and every readily identifiable source of income examined.

Several techniques, long used in the intelligence business, work well in financial cases. Link analysis is very useful for diagramming the organizational structure and associations of the subject’s group. A link chart outlining references to the subject’s financial associations should be a part of the case file and should be updated frequently.

You should also prepare a time line for the case, listing all of the major events and important financial transactions. These two analytical aids are invaluable in witness interviews and in making sense of the evidence in its various forms, and they should be updated throughout the investigation as information comes in. Money laundering cases may involve hundreds of events or transactions, all of which need to be placed in context with the SUA or with other people or events. Several computer programs are available to assist with the preparation of link charts and time lines. It’s money well spent.


TABLE 26.5 Evidence Analysis


	Financial

	SUA




	Financial Analysis

	Application to Substantive Cases




	Indirect Methods Case

	Application to Financial Cases






Leads coming out of the SUA part of the investigation must also be linked with the financial evidence, and vice versa. We’re also trying to prove the underlying criminal offenses, something the financial evidence can support.

Another useful tool in this part of the case is a lead chart, with the leads identified for further investigation. There should be only one such chart, rather than separate ones for each track; this way, you’re reminded that each lead can apply to either side of the case.

Evidence analysis is an ongoing process. Each item generates more leads. Each new name needs to be profiled and, if called for, investigated more thoroughly. The intent of a money laundering scheme is to conceal and disguise. The purpose of the evidence analysis is to unravel this scheme— destroying the cover carefully built up by the perpetrator. If we’re more organized and systematic than the launderer was, our chances for success go up.


Daley Case Example (continued)

At this point, a detailed financial analysis was undertaken of both the seized records and the records that were being subpoenaed from banks and other sources. A complete net worth calculation was conducted, using the services of the FBI, who provided an accounting technician to do the schedules and a special agent CPA to testify to the records in court.

The bank records showed that Daley had made numerous cash deposits into his bank accounts over the period when and after he was in the Quaalude business. All of these were well below the $10,000 amount that would have triggered a CTR. From there, the cash (in its changed form) was traced out to other bank accounts and used for real estate purchases and lifestyle expenses.

At the conclusion of the net worth assessment, Daley was found to have increased his net worth by more than $1.6 million over and above his Air Force pension checks and his wife’s salary.

The analysis of the financial records also yielded solid leads in proving the allegations concerning the SUA. Daley had traveled repeatedly to Florida to collect shipments of Quaaludes. The documents contained airline, hotel, and telephone records pinpointing these trips. Credit card receipts documented Daley’s presence in Florida and California when shipments were supposed to have occurred.

By proceeding along both tracks and using the financial evidence to support both sides, the investigators strengthened each aspect of the case. On the SUA side, additional witnesses were developed from among Daley’s former subordinates. They gave evidence about specific deals and firmed up the connection of the unexplained wealth to the SUA.

The laundering scheme that Daley used was simple but effective. The cash from the Quaalude sales was deposited in amounts well under $10,000 into Daley’s personal bank accounts (placement). Daley then opened additional accounts in the names of his three trusts and shifted money for the real estate purchases to these accounts (layering). The money from the rental of the four income properties was also deposited into these accounts, providing Daley with a seemingly clean source of funds (integration). Without access to the trust agreements, no one would know of Daley’s control of the assets, but the layering phase of the scheme was ultimately the weak spot.




Presentation

Presentation of the money laundering case is not the fait accompli handed the prosecutor in other criminal cases. After all, he or she has probably been consulted at every stage of the game so far anyway. Even so, the case needs to be presented in a professional package that answers all of the relevant questions.

There are usually two sides to the presentation: one relating to the criminal case and the other to the forfeiture of assets uncovered in the investigation. (See Table 26.6.) Sometimes this will require dealing with more than one Assistant US Attorney or prosecutor. With regard to the criminal case, yet again, there are two issues to address. First, there is the question of the money laundering charges. Have all of the elements been met? Have all of the transactions been identified? How much money are we talking about? (This affects the sentencing guidelines.) Has the SUA been proven? Are all of the linkages complete?

The second issue relates to the underlying SUA. If these crimes are also to be charged in the indictment (and whenever possible they should be), the prosecutor should be assured in your presentation that the evidence will support those charges as well.

Is money laundering the “big gun” or “top count” in the indictment? This is sometimes the case when the SUA is other than drugs. This fact will be an issue in plea bargaining; the defendant never wants to plead to the count with the heaviest penalty. At 20 years, this could be the money laundering count.

On the forfeiture side of the presentation (see Table 26.7), there are several questions to be answered. Is the case to proceed as a civil forfeiture, a criminal one, or both? Where is the property, and will substitution of assets be an issue? If so, the criminal forfeiture alternative will be preferable. Do we want to seek forfeiture of the assets under some other statute as well? The same property could be subject to seizure for RICO violations, drug offenses, or tax violations.


TABLE 26.6 Presentation


	Money Laundering




	Underlying Criminal Activity







TABLE 26.7 Forfeiture


	Money Laundering




	RICO Title 21 or Title 26






The Assistant US Attorney may want to charge the property under multiple theories in that case.

Thanks to the Civil Asset Forfeiture Reform Act (CAFRA), time limits and filing deadlines are a major consideration in planning the forfeiture case. Proceeding too quickly on the civil side may mean disclosing way too much of the case before you’re ready.

Preseizure planning should be a part of every case, and it should begin at case initiation—definitely as soon as it appears that assets may be seized. Give the Assistant US Attorney and the asset forfeiture specialists as much lead time as possible in developing their parts of the case. This will pay off later when your seizures go smoothly and take less time to go through the forfeiture process.

A big part of the presentation of the case is your case file, which we’ll discuss in the next chapter. If you’ve been keeping up with the evidence, the package should be neat and tidy, though probably bulky. The jury won’t be seeing the case file, but you’ll need to produce some graphics of the financial schedules and of the indirect methods calculations. Prosecutors today are very keen on these high-tech methods of displaying evidence. Juries not only appreciate them but also after watching all that Court TV, expect to see them. It’s a good idea to have these made up well before trial so that your expert witness can familiarize himself or herself with the details.


Daley Case Example (concluded)

Daley was indicted for operating a Continuing Criminal Enterprise (CCE). All of his assets, including the six properties, his art collection, and his vehicles, were named in the same indictment as property to be forfeited. Also named in the indictment were six of Daley’s associates, including his wife.

Ultimately, Daley was convicted of the CCE charge and sentenced to 15 years’ imprisonment. The jury forfeited everything but his wife’s Toyota. Interviewed after the verdict, the jury described the financial evidence as being the deciding factor in the case. See Figure 26.3.





MONEY LAUNDERING UNDERCOVER OPERATIONS

Money laundering is an activity that is very vulnerable to an undercover approach. Many successful undercover operations have been conducted in the past, resulting in hundreds of millions in forfeitures, as well as hundreds of defendants. Indeed, with catchy code names like “Swordfish” and “Dinero,” these types of cases enjoy the highest profile for their success.
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FIGURE 26.3 Wallace J. Daley money laundering scheme and assets.



There are a couple of ways to conduct a money laundering undercover operation. How you go about this will ultimately dictate the final charge in the case, as well as many of the operational decisions. The key question at this stage is, “Are we laundering their money or ours?”


Laundering Their Money

In some investigations, the undercover agents act on behalf of the criminals in placing or layering the dirty cash. Many of these cases involve “pickups,” in which the agents collect the cash from the suspects and move it through the undercover channels to the bank account or other destination designated by the criminal. In these cases, we’re actually laundering their money—or at least appearing to do so. One nice aspect of this is that the criminals actually pay a fee for this service, something they’ll no doubt feel pretty stupid about later on.

The objectives of this type of operation are to identify (a) the bank accounts or other destination of the funds and (b) as many of the participants in the criminal operation as possible. Identification of the bank accounts, whether in the United States or offshore, is very valuable because the records of these accounts can be obtained to trace additional money being deposited by other launderers, as well as to follow the money forward to individuals and assets at the very top of the criminal enterprise. The bank accounts represent a break in the money trail that, once entered, can be followed to all kinds of interesting places.

Also of interest are the other players in these schemes. We can identify not only smurfs or low-level employees but also those at the top, to whom the profits of crime are supposed to flow, through their receipt of the funds.

Examples of successful operations in this vein are many. Current policy is that they be of limited scope and duration. We don’t want to launder too much of the crooks’ money, no matter how well they’re paying us.

An example of a more ambitious investigation is Operation Dinero, in which the government obtained an actual “brass plate” private offshore bank. This was a highly successful operation that had tremendous potential for developing an understanding of how these banks function in real money laundering schemes.

The criminal charges in these undercover operations are likely to be under Title 18 U.S.C. §1956 (a) (1) (A), (a) (1) (B), or (a) (2). The money being laundered is the proceeds of an SUA, the undercover agent is being asked to conduct a financial transaction (or transportation), and the intent is to avoid a reporting requirement, evade taxes, promote the SUA, or conceal the ownership of the funds.

Numerous problems can arise in these cases. We are probably talking about lots of money, so there are serious security concerns. The financial records of the operation need to be impeccable because they’ll be questioned at trial. This is also true in the event that the operation is allowed to “churn” the commissions from the operation.

In some cases, authority will be received to use the commissions received from the criminals to pay for operational expenses. This certainly helps the taxpayer, but it’s a big hassle for the people who have to account for every penny of the money. IRSCID cases are audited every month or two by an independent auditor to detect problem situations early and correct them before they get out of hand.

All of the extra work that goes into one of these cases will pay off if the objectives are met. The extensive corroboration of every detail makes these cases very difficult to beat in court.



Stings: Laundering Our Money

The other kind of undercover operation is one in which the subjects are laundering our money. This type of case may involve a professional money launderer who is taking on the undercover agents as another client or some businessperson who thinks he or she is handling dirty money and profiting from it.

These types of “sting” operations are charged under Title 18 U.S.C. §1956 (a) (3). This provision was written specifically to deal with cases in which the money being laundered is not really the proceeds of an SUA but is represented by the undercover agent to be such.

One big question in these cases is whether the money being laundered will be recovered or not. The government generally frowns on its agents giving away large sums of the taxpayers’ money, so considerable confidence is required that we’ll be seeing those funds again at the other end of the laundering pipeline. If so, the intelligence gained from such an operation can be extensive. If the subject is a professional money launderer, not only will you know what he or she did with your money, but you’ll also get some good ideas about what he or she is doing with other clients’ money.

Another possibility is that a businessperson is laundering money in a less systematic fashion. A number of undercover “sting” operations have related to car dealerships and other “big ticket” merchants who believed they were taking drug money in exchange for their products.

In these stings, the undercover agent must represent that the funds are the proceeds of a Specified Unlawful Activity and that the agent would like to avoid a reporting requirement, conceal the ownership or control of the money, or further the illegal activity. As a tool for promoting compliance with cash-reporting regulations, these undercover operations are pretty effective at getting the attention of area merchants in the same industry as the arrested parties.

All of the rules that apply to undercover operations in other criminal cases apply to money laundering crimes as well. The undercover agent should have the background and training to be able to carry off the role successfully. In Operation Dinero, the government actually contracted with experts in the field of private banking to gain the benefit of their experience.

This illustrates the complexity of some of these money laundering schemes. Successful criminals, like successful people everywhere, are prosperous because they have mastered the techniques of their profession. They’ve probably got a fairly good laundering scheme already, but they are always on the lookout for something better. The undercover agent is going to have to enter this environment equipped with the knowledge that will enable him or her to sell the better mousetrap—without letting on that it really is a mousetrap.

This is not a particularly easy job, but it’s one that can advance an investigation by months or even years at one jump. Careful consideration must be given to the risks, as well as to the potential for rewards—all before the undercover agent makes the first contact.

One final note for investigators who’ve never done one of these cases: Due to the compulsive need for the government to cover itself in every possible eventuality, the paperwork involved in completing one of these cases can be staggering. The volume of evidence in such forms as tape-recorded conversations can also reach an overwhelming level. Still, there is all that money out there and what better way to find it?






27 The Case File


“Where shall I begin, please your Majesty?” he asked. “Begin at the beginning,” the King said gravely, “and go on till you come to the end: then stop.”

Lewis Carroll, Alice’s Adventures in Wonderland




When you’re up to your neck in alligators, it’s hard to remember your original objective was to clear the swamp.

Anonymous



Nothing in law enforcement will get you deeper in alligators more quickly than a financial investigation that’s humming along. Financial cases can produce huge quantities of evidence, and each new batch that comes in generates more leads. Many criminal investigations may suffer for lack of evidence, but financial investigators are often overwhelmed by the sheer volume of material that comes their way. Just managing all this material becomes a major priority. To help us appreciate the importance of effective evidence management, let’s return to the Capone investigation, a prime example of how massive such a project can be.

The case against mob boss Capone used a number of investigative techniques, but its center was a financial analysis of Capone’s illegal income. The lessons learned in 1930 still apply today.


United States of America v. Alphonse Capone

In the summer of 1930, the investigators of Al Capone’s finances were coming to the depressing conclusion that, after 2 years, they weren’t any closer to putting the Big Guy in jail. They had reviewed over a million records, including many seized from Capone’s organization. They had succeeded in identifying many expenditures by Capone, but they still could not show any income to the man, who openly boasted of having nothing in his own name.

The financial investigation wasn’t the only thing not working; other investigative techniques, notably surveillance and informants, were not doing any better in linking Capone directly to illegal income. Frank Wilson, the lead investigator, had succeeded in placing two undercover agents in the Capone camp, but neither was close enough to the action to be able to do more than just pass along gangster talk that came their way.

Wilson did have one informant who was well connected in the Chicago underworld: Eddie O’Hare, a lawyer and businessman who held the rights to the mechanical rabbit used at greyhound racing tracks. O’Hare had joined forces with Capone in the operation of a dog track in Cicero and had some other questionable connections with local bootleggers. O’Hare provided valuable inside information for an unusual reason: His son, Edward O’Hare, Jr., known as “Butch,” wanted to go to the US Naval Academy. His father wanted to help him fulfill that dream.

Even O’Hare’s access was limited; he dealt mostly with the ranks of front men Capone had established to insulate himself from his crimes and their profits. Other witnesses were too afraid of Capone to talk, and Wilson was getting frustrated. Despite some limited success in prosecuting Capone underlings on tax charges, Capone’s grip on Chicago was as strong as ever.

This was the situation when word came from one of the undercover agents that a Capone associate had dropped a nugget of information. Years before, the government had seized some records in a raid on a Capone operation. The hoodlum said that although the records implicated the boss, the Internal Revenue agents “didn’t know what they had.”

Wilson wasn’t enthusiastic. Over the years, local police and Prohibition agents had made numerous raids on Capone’s breweries, brothels, and gambling joints, often seizing records. Many of these had found their way to Wilson’s tiny office, where they filled filing cabinets that now spilled into the hallway. Wilson and his men had already gone through the records, hundreds of thousands of them, but he recalled nothing like the materials his agent was describing.

The records were supposed to be in a ledger seized in a 1926 raid at the Hawthorne Smoke Shop, a gambling joint across the street from Capone’s headquarters at the time, the Hawthorne Inn. (See Figure 27.1.) After a particularly notorious murder, police and vigilantes had raided a number of Capone’s establishments, and many records had been taken from the places raided. Wilson started looking for the files.

Days later, ready to give up, while looking for a place to store some documents, Wilson came across a bundle of papers in a disused file cabinet. Opening the package, he found a ledger, and in the ledger he found notations describing a gambling operation that had net profits of over a half-million dollars in 18 months. He also found references to payments to “Al” and to “town.” The former, he hoped, referred to Alphonse Capone and the latter to payoffs to local government. Wilson’s case was back on track.
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Figure 27.1 Hawthorne Smoke Shop, circa 1925. This Capone front for gambling and prostitution was located directly across the street from the Hawthorne Inn, which can be seen in the background. Records seized from the Smoke Shop would prove to be extremely valuable in the prosecution of Al Capone. (Chicago Historical Society.)




TYPES OF DOCUMENTARY EVIDENCE

Financial cases usually involve two types of evidence: documentary evidence and testimonial evidence. Under the first are two categories: the subject’s own books and records and those records prepared or maintained by a third party. Each of these types of documents has its place in a financial case, and each brings its own set of problems to the investigation. See Table 27.1.

Subject records consist of anything maintained by the subject or the business entities under his or her control. The ledger seized from the Hawthorne Smoke Shop was such a record, even though Al Capone probably never set eyes on it. In many cases, the subject may indeed have prepared the records—for example, his or her own check register or the owe-pay sheets in a drug ring. These records are the primary source of information and best evidence of the crime you are trying to prove. Every effort must be made to obtain these documents.

Third-party records are those that have some relevance to the case and are maintained by others. The records kept by your bank about your checking account are a good example. Third-party records are also critical to most financial cases because they will aid in the reconstruction of activity when the subject’s records are unavailable.

Privileges apply to the subject’s records. In most cases, he or she cannot be compelled to produce the documents that might be incriminating. As we saw earlier, there are a couple of notable exceptions. One has to do with corporations. Corporate records must be produced pursuant to a subpoena, even though the subject may be the only officer, director, and shareholder.

Another exception has been created in court decisions involving use of a “John Doe subpoena.” In this case, production of the records can be compelled from the subject when his or her identity as the producer has been concealed and when the records are those that would normally be available from a third party. See Chapter 18 for details.


TABLE 27.1 Sources of Financial Records


	Subject's Records

	Third-Party Records




	Financial Search Warrant

	Grand Jury Subpoena




	Other Searches and Seizures

	Administrative Subpoena or Summons




	John Doe Subpoena

	Government Documents




	Subpoena for Corporate Records

	Informants and Witnesses




	Trash Cover

	 




	Informants and Witnesses

	 






No such privileges apply to third-party records, but laws such as the Right to Financial Privacy Act and the Bank Secrecy Act will govern the disclosure of information about the subject. A grand jury subpoena is frequently used to acquire these materials. Administrative subpoenae or summonses, search warrants, and mail and trash covers may also yield valuable documentary evidence of financial crimes.

These things tend to pile up rather quickly, so it’s essential that a system of document control be in place before the situation gets critical. The agents created such a system for the Capone case, enabling them to identify the materials most important in their investigation and to trace Capone’s income from the initial transaction to his pocket. This tracing function is an element in money laundering cases as well.


United States of America v. Alphonse Capone (continued)

Frank Wilson knew that Al Capone was extremely cautious in the operation of his various enterprises and that nowhere was this truer than in Al’s receipt of income from the bootlegging, gambling, prostitution, and racketeering that brought in over $100 million annually. Capone almost never signed anything. He had no bank accounts, and not a single piece of property, real or personal, was titled in his name. He paid cash for almost everything. He used aliases, including the name of his brother, to conceal his interest in specific transactions. (See Figure 27.2.)

Capone’s scheme for money laundering was deceptively simple. He used nominees—trusted associates and family members—to handle financial transactions such as the acquisition of property. His mansion in Miami was titled in his wife’s name, as was their Chicago home. Many other properties, such as the businesses used as speakeasies and fronts for gambling or prostitution—there were 161 in the Chicago suburb of Cicero alone—were purchased in the names of his associates or their relatives. The Treasury Department investigators assigned to the Capone case knew when they signed on that proving income to “Big Al” was going to be difficult; it took 2 years to find out just how difficult it would be.
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FIGURE 27.2 Al Capone. (Source: FBI.)



The investigators had two problems, both relating to evidence. On one hand, Capone’s bribes had successfully reached many potential witnesses in the net worth case the investigators were trying to make. Capone bullets had silenced, directly or indirectly, many others. Information from inside the outfit was hard to come by.

On the other hand, the investigators had too much evidence. They had file cabinets, boxes, entire rooms full of documents, books, and records of all description. What they needed was something linking Capone directly to the millions of dollars these records described. The Hawthorne Smoke Shop ledger might be the first.

In order to get this evidence admitted, Wilson was going to have to authenticate it and hopefully get someone to testify as to the meaning of the entries. Someone must always testify in court about the preparation of documents submitted as evidence. In this case, the best witness would obviously be the man who prepared them—the bookkeeper at the Hawthorne Smoke Shop.

The identity of this person was not known, and none of the informants could provide it. Wilson began collecting handwriting exemplars of every known Capone associate and comparing these against the writing in the ledger. After months of searching through thousands more documents, Wilson finally put a name together with the neat, precise handwriting in the ledger: Leslie Shumway.

Shumway took some finding. He had left Chicago, moving to Miami, where, ironically enough, he frequented the same racetracks as his former boss, Mr. Capone. Wilson used this against Shumway when they finally met, pointing out that Capone wouldn’t be too happy to hear that Shumway had been subpoenaed before a grand jury and wouldn’t wait to find out whether Shumway had talked. Shumway agreed to cooperate.

The little bookkeeper was able to identify the ledger he had prepared years before, as well as 33 others that he kept for the Smoke Shop. Shumway had used two different writing styles in preparing the records, but he could still describe all of the transactions, as well as the inner workings of the gambling operation at the Hawthorne Smoke Shop. (See Figure 27.3.)

Wilson knew that Shumway did not have the full picture; Capone was too smart to entrust any one person, especially someone at Shumway’s level, with such dangerous information. Still, the arrows were starting to point in the Big Guy’s direction. Wilson now needed additional records to corroborate his witnesses and additional witnesses to testify about the records.




INTRODUCING DOCUMENTARY EVIDENCE IN A FINANCIAL CASE

Documentary evidence is generally circumstantial, and it can be introduced in a criminal proceeding only if accompanied by the testimony of a witness who can describe the document’s existence and authenticity.

Subject records may be authenticated by the maker of the records, which is exactly what Wilson planned to do with Shumway. The person making the record can identify it and explain its relevance to the case. These records can also be authenticated and described by a third party, such as a customer who had been shown the records by the maker. An example of this situation might be an owe-pay (or “pay and owe”) sheet shown by a drug dealer to his or her customer and later seized by police. The customer could testify that the entries on this particular sheet related to his or her transactions and that the trafficker had displayed it to him or her to record debts and payments.

Third-party records, such as those made by a business or a bank, can be introduced by the maker or by a custodian, who can testify under an exception to the hearsay rule known as the shop book rule. Under this rule, someone other than the maker can introduce books of original entry that are kept in the ordinary course of business. You can appreciate how useful this exception is by considering what would happen if you were forced to bring in every bank teller who ever did a transaction with your subject. The shop book rule is also known as the business records hearsay exception.

Another rule of evidence relates to chain of custody. In order to authenticate an exhibit, the government must be able to show a continuous chain of custody from the time it was seized to the time it is introduced in court, and the government must also show that the evidence has not been altered in the interim. There were all sorts of problems with Wilson’s chain of custody of the Hawthorne Smoke Shop ledgers, but in the end it didn’t matter. Today’s investigator would be wise to establish and maintain a strict chain of custody, tightly controlling access to evidence and preventing the types of difficult questions that would have embarrassed the Capone investigators.


United States of America v. Alphonse Capone (continued)

The objective of Wilson’s investigation was to prove that Al Capone had income during the years 1924 through 1929 and that he hadn’t paid any income taxes on it. Every one of Chicago’s 3 million inhabitants who could read the newspaper knew this was true. Wilson’s problem was proving it to a jury. Capone’s use of nominees was a simple but effective laundering scheme, but with Shumway and another insider witness, Fred Ries, Capone’s shield of nominees was beginning to weaken.


[image: ]

Figure 27.3 Ledger page from the Hawthorne Smoke Shop ledgers. Bookkeeper Leslie Shumway was able to explain all of these entries and to describe their relationship to Al Capone. Of special interest to the investigators was the notation “Frank Paid 17,500 for Al,” a reference to the percentage of the profits allocated for the boss.



Having linked Capone to the illegal gambling operation, Wilson began tracing the proceeds of this activity. Shumway stated that checks received from out-of-town bookies were endorsed by one of three men: Frank Pope, Ben Pope, or Pete Penovich, Shumway’s boss. The checks were then deposited into an account in Frank Pope’s name at the Pinkert State Bank or cashed at that bank.

Wilson sent some agents to the bank, and, after overcoming some initial reluctance (indecision on the bankers’ part as to whom they feared more, Capone or the feds), the agents gained access to the bank’s files. In addition to the Pope account, they also discovered that $750,000 in cashier’s checks had been purchased for cash at the bank, all in the name of “J. C. Dunbar.” Dunbar appeared to be an alias, but the most interesting connection was that the endorser of many of these cashier’s checks was Jake “Greasy Thumb” Guzik, Capone’s primary financial advisor. (See Figure 27.4.) Guzik had already received a 5-year sentence on tax evasion charges, but he had refused to cooperate against Capone.

It now became imperative to locate “Dunbar,” and informant Eddie O’Hare provided the answer. “Dunbar” was Fred Ries, another bookkeeper in the Capone operation, also hiding from Wilson’s investigation.

Ries was located and persuaded to testify against Capone. His evidence was significant. Ries said he had been the cashier at the Ship, an outfit resort in Cicero, and that Al Capone had been his boss. He also said that the cashier’s checks to J. C. Dunbar had represented Capone’s net profits from the gambling operation. Pete Penovich had given Ries the instructions to obtain cashier’s checks, and the “Frank” in the notation “Frank Paid Al 17,500” referred to Frank Pope.
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FIGURE 27.4 Jake “Greasy Thumb” Guzik. A one-time pimp, Guzik kept Capone’s books and his secrets. Guzik was responsible for keeping track of the Capone empire’s finances and for making the payoffs to politicians and police. (Chicago Historical Society.)



This testimony, combined with that of Shumway and other financial witnesses, was enough to get an indictment of Capone on tax evasion charges. It didn’t matter that the amount of income he was charged with receiving was only a small fraction of what he had really made; Al Capone’s empire was starting to crumble.




DOCUMENT CONTROL

The sheer volume of Wilson’s files threatened to crowd the investigators out of their own already cramped office space. Equally breathtaking was the diversity of this evidence, which ranged from witness affidavits to bank records, gambling records to receipts for silk pajamas. Eventually, someone was going to have to make some sense out of all this material, not to mention presenting it to a jury in federal court.

The first order of business in a complex financial investigation is to get on top of the alligators before they get on top of you. This means having an organized system in place before the first subpoena goes out.

The IRS often claims its special agents are “the best financial investigators in the world.” (Maybe so, although the outstanding graduate in my training class was an exchange student from Hong Kong.) If they are, their success is partly a result of the fact that their system of handling evidence is designed specifically for processing financial data.

The system you devise will, of course, be governed by the evidence handling procedures of your agency, but many of the techniques can be employed no matter what agency rules are in place.


Plan Ahead

Plan ahead for the following features:


	Acquisition

	Storage and retrieval

	Security

	Analysis

	Presentation




Acquisition

Acquisition of evidence would seem to be one of those taken for granted sorts of things. After all, without evidence, you’ve got no case. We talked about this in the chapter on sources of information. With respect to the case file, documentation of the acquisition of evidence is important.

Creating a couple of logs will save a lot of time and trouble later on. One log should record all acquisition of evidence pursuant to grand jury subpoena. The log itself should be stamped with a 6 (e) stamp and access controlled. The best format for the log would include a summary sheet in this format:




	Provider

	Date

	Record

	Records

	Fully

	Exhibit




	Name

	Served

	Received

	Returned

	Satisfied

	Number




	Pinkert Bank

	10/12/30

	11/5/30

	11/5/30

	11/5/30

	30-I12






A copy of the subpoena itself should be included in the file with the log. The subpoena should always have the name of the person who provided the records to the government, as well as who will be testifying about the records in court. (It’s a good idea to staple this person’s business card to the subpoena.) The exhibit number in this example is that assigned by the grand jury, and it differs from the DCN or exhibit number assigned by the investigators.



Storage and Retrieval

Storage and retrieval of the different types of evidence are another problem. What’s important and what’s not? How can you find what you need quickly?

What you’ve got are files, and what you need is a filing system. Start with an agreed upon numbering system, whether it involves exhibit numbers, document control numbers, or some other identification scheme. If you decide on document control numbers, get one of those sequential number stamps and keep it handy. Stamp the documents as they are received, and log the numbers in your evidence log. Decide whether you are going to number individual pages or by document, and then stick with the plan. Any deviation from your scheme will open you up for questions at trial.

I’d strongly suggest that you use a computer to log your evidence. IRS-CID and other federal agencies have programs to catalogue materials. Spreadsheet and database programs will also work, but they need to be tailored to your specific needs.

Once the evidence is numbered and logged, it should be stored in appropriate containers. It’s a good idea to try for uniformity, but documentary evidence tends to come in so many different sizes and shapes that this goal often gets misplaced. Don’t misplace the evidence, however. File it in some order that will enable you to retrieve it quickly. Even in a case with relatively few records, if you toss everything in one drawer, you’ll eventually find yourself pawing through folders, looking for the one piece of paper you really need. You’ll save time and energy if you label everything for easy retrieval.

One really exciting possibility is the use of scanners, optical character recognition, and recordable CD-ROMs or DVDs. These disks can store huge quantities of data, including copies of thousands of documents scanned into the computer. This system is already revolutionizing the storage and retrieval of documentary evidence. As banks go forward under Check 21, more and more records will exist only in digital form. It won’t be long before you can ask for everything in digital form and input it directly into a completely electronic case file. Retrieval of this information is smooth and almost instantaneous, and it plays very nicely in court, too.



Security

Security involves a couple of issues beyond just having a locked file cabinet. One of the most important of these is the requirements of Federal Rule 6 (e), relating to the secrecy of grand jury proceedings and information. Another is the requirement that all material that must be disclosed to the defense under the Brady, Giglio, or Jencks doctrines must receive special handling. Certain information may contain references to confidential informants, and other material may require extensive redaction. Tax returns are also sensitive.


Grand Jury Material

Grand jury material must be separated and access restricted to those persons who are listed on the 6 (e) disclosure order. Only those persons who are so listed may view grand jury exhibits or transcripts. Abuse or misuse of this material can lead to extremely severe consequences, including the abandonment of the case and contempt citations by the court.

It is highly recommended that two special measures be taken with grand jury material. First, every document and all copies should be marked with a stamp identifying them as being covered by Rule 6 (e). Second, each document should be labeled in such a way that it is immediately identifiable as a grand jury exhibit. A red file folder label or an exhibit sticker could be employed—anything to distinguish the materials from others that are less sensitive.

Grand jury materials should also be filed with a copy of the subpoena causing them to be produced. This lets you quickly associate documents with their provider.

Some experts recommend that two copies be made of grand jury exhibits: one kept with the exhibits in a locked container and the other used as a work copy. It is probably wise to work from copies rather than the documents actually furnished to the grand jury. If so, all copies must be marked with the 6 (e) stamp and care used in numbering the copies to correspond with the originals.

If possible, a custodian should be appointed to receive all of the grand jury exhibits and to maintain the security of the documents after they are received. Whoever this custodian is, his or her initials should appear on the container and on the subpoena that accompanies the records in storage.



Discovery Material

Other materials may be discoverable under Rule 16 of the F.R.Cr.P., given to the defense under various doctrines, notably Jencks, Brady, and Giglio. Some notation will have to be made to this effect and a copy made for defense counsel. You’ve got two choices in making this discovery copy: now or later. If you make the copy when the records are first obtained, you’ll have it later; in the meantime, it takes up space and it may be a waste of time and copying paper (if the defendant dies or pleads guilty before discovery).

If you make the copy later, when it’s finally needed for discovery, you may be in a situation where you are forced to copy a room full of records in a short period—not a happy time. This is especially true if the documents have to be redacted to remove nondiscoverable information. I’ll leave it up to you, with a reminder that those alligators can get mighty deep at discovery time.




Analysis

Once you’ve got all these records, some sense has to be made of them. The financial analysis of the records is going to resemble the type of audit that accountants perform, in which individual transactions are verified, monies traced, and leads developed. We talked about this earlier; the process will be easier if your files are well organized.



Presentation

Presentation of the evidence is the ultimate goal of the investigation. First, the evidence is presented to a prosecutor, who will make a decision to go forward or not, based on what he or she sees. Second, the evidence is presented to a grand jury, which will decide whether to indict or not. Finally, the ultimate end of the entire process is reached: presentation of the case to a judge or jury.

Assumptions are frowned upon, but this one should be taken as gospel: Always assume that your money laundering case, and every action you take in it, will end up in front of a jury. If you start with this assumption, your actions in collecting the evidence in the case will bear up well, especially if you have a set procedure for handling the evidence (and you follow it). This assumption means that the evidence has to be in a form that can be presented to a jury. The jurors have to be able to understand it and make the logical connections you obviously believe are there. They have to be able to understand the relevant material and not be distracted by the irrelevant. They have to understand why this or that piece of evidence is important.

This is where the organization of your case file can help. Again, every agency has a different way of reporting the results of investigations, but if you have some flexibility, try to report financial materials in a “flow down” fashion. In a way, this is a lot like accounting itself, in which all of the information flows from the original source documents, through journals and ledgers, to the financial reports.

In your case file, everything should flow from individual exhibits through the schedules analyzing those exhibits to the report, which links the information to other evidence and explains its importance. Every reference in the report to either a schedule or an exhibit must be annotated or footnoted. Anyone reading the report should be able to turn quickly to the schedule cited, locate the figures, and from the schedule be able to see how exhibits support the figures.





EXHIBITS AND THE EXHIBIT LIST

For an example of how this system might work, we’ll consider the receipt by Al Capone of $110,000 in Western Union money orders. An actual exhibit (see Figure 27.5) is assigned a number, W163. On your comprehensive exhibit list, the reference to this document would look like Figure 27.6. Note that Henderson’s statement, in which he describes his activities and the exhibits to follow, is the lead item on the list.


Schedules and Summaries

In the analysis of these wire transfers so critical to Capone’s tax case, the investigators prepared a schedule showing the key points about each transaction, as well as the bottom line: $110,000 in income to Alphonse Capone. A case file may use a number of schedules, each documenting some aspect of the crime. Each schedule should be numbered so that it can be referenced in the body of the report. We’ll call this one “S1, Schedule of Wire Transfers, 1928.” (See Figure 27.7.)



[image: ]

Figure 27.5 Western Union money transfer dated September 25, 1928, in the amount of $2,000, made out to Albert Capone.
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FIGURE 27.6 Exhibit list entry for the money order in Figure 27.5.



Schedules may be consolidated into a table or appendix that summarizes information from a number of accounts or periods. For example, Appendix A might consolidate the data from Schedules S1, 1928; S2, 1929; and S3, 1930, into one “Schedule of Wire Transfers.” The point is that each of the schedules documents all of its figures, allowing the reviewer quickly to verify every exhibit against the total.



Case Report

The case report is supposed to explain everything. It should be written for the nonaccountant, since that’s who’s going to be reviewing it. Because the success or failure of a money laundering or financial case depends on the accuracy of the figures, the case report must present these in a complete and understandable way. Each exhibit and schedule referred to in the report should be footnoted or annotated. If the reviewer is so inclined, he or she can stop and check things out right then and there. You can bet the defense attorney would do this.

I’m not going to get into how to write the case report, since everybody does it differently. Most supervisors won’t object if you put in some references to your exhibits, though, and some may appreciate it, since it makes their job a little easier. What you’re doing is creating the audit trail, just as an accountant would do.

The portion of the report relating to the wire transfers might read like Figure 27.8.
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Figure 27.7 Schedule of wire transfers for 1928, part of our Al Capone case file.






CONCLUSION

Financial evidence can have an overwhelming impact on a jury—but only if it is properly presented in a way the jurors can understand. These are not CPAs; they’re going to have to be brought to an understanding of this complex material. It is the investigator’s job to begin that process, a process that includes a well-organized case report and extensive documentation of every fact in issue.

Money laundering cases are a challenge, a chance to investigate a crime the old-fashioned way: through legwork and brain power. Patience, persistence, and the desire to reach the bottom line will pay off.


United States of America v. Alphonse Capone (concluded)

If Al Capone had been tried 65 years later, money laundering charges would have been among those in his indictment. The law may have changed in the intervening years, but the investigative techniques used to make the case would have been perfectly familiar to Frank Wilson or US Attorney George E. Q. Johnson.

Two years and over two million records later, the government succeeded in ending Al Capone’s grip on Chicago. Crime went on, of course, though Prohibition was repealed in 1933. The system of documentation developed by the IRS for the evidence in the Capone case was used effectively in many other prosecutions, down to the present day.

One absolutely critical point must be made about this and any other so-called financial investigation. These financial investigative techniques are just one more tool available to the investigator. They will enhance almost any investigation of a crime based on greed, and they are essential to a money laundering case, but they cannot work without the other, more traditional investigative techniques.

Capone found this out the hard way. Despite the prosecution’s solid documentary case against Capone, it was saved from disaster by an informant. Immediately before the start of the trial, Frank Wilson’s ace informant, Eddie O’Hare, contacted him to report that Capone had a list of the entire panel from which the jury would be picked. Every individual on the panel had been either bought or threatened into cooperating with Capone’s defense. As proof, O’Hare brought a piece of paper containing 10 names, veniremen 30 through 39.

Not even the US Attorney had this list, but when it was checked against that held by the judge, the 10 names matched exactly. Capone had won his acquittal before the jury was even picked.

Except that he didn’t. Because of the warning from O’Hare, the judge was able to switch panels with an uncorrupted one and select the jurors from an untainted pool. Capone was finished not only as a result of the financial evidence but also because of some old-fashioned police work. Melding these investigative techniques into a complete package is the goal of a money laundering case.



The Rest of the Story

What happened to the participants in the case?

Al Capone got 11 years for tax evasion. He was released in 1940, after serving about 8 years. Capone suffered from the effects of neurosyphilis, contracted in his youth. He never returned to claim the power he once held in Chicago. He died in 1947.

Frank Wilson left Internal Revenue, becoming Chief of the United States Secret Service. The other agents in the Capone investigation went on to compile an impressive record in other organized crime and political corruption cases, including the prosecution of Capone’s successor, Frank “The Enforcer” Nitti.

Leslie Shumway and Fred Ries disappeared from view. There is no evidence that the Capone organization ever caught up with them.

No such luck for Eddie O’Hare, who was murdered 8 days before Capone’s release from prison. The Treasury agents had kept their part of the bargain with  O’Hare, who lived to see his son graduate from the Naval Academy, but not long enough to hear the end of that story.
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Figure 27.8 Portion of our Al Capone case report relating to the wire transfers, including one of the real Western Union money orders referenced.




	In his affidavit of October 12, 1931, Parker Henderson identified himself as the manager of the Ponce de Leon Hotel in Miami Beach. He said that he was acquainted with Capone, and had assisted him with cashing numerous Western Union Money Orders and Wire Transfers in 1928, 1929, and 1930. (W161, Affidavit of Parker Henderson, p. 1, para. 2)

	Henderson stated that these money orders were in amounts from $1,000 to $5,000, and arrived in batches, with “Albert Capone” listed as the payee. (W161, p. 1, para. 3) Henderson said that Alphonse Capone endorsed the money orders in his presence and gave them to Henderson to be cashed. Henderson took the money orders to the Miami Beach Bank and Trust Company, cashed the checks, then returned the cash to Capone. (W161, p. 1, para. 4) Henderson was shown a number of money orders listing “Albert Capone” as the payee, all of which were dated in 1928, 1929, and 1930. (W162 through 17, Western Union Money Transfers) Henderson identified these money orders as being those he had cashed for Capone at the Miami Beach Bank and Trust Company. (W161, p. 2, para. 4)

	A review of the money orders recovered from Western Union revealed that 17 of these, totaling $30,000 with Albert Capone as the payee, were cashed by Henderson at the bank as described. (Schedule S1, Wire Transfers, 1928) An additional $80,000 in transfers, all in the name of “Albert Costa,” was also recovered. (W1618 through 41, Western Union Money Transfers) Henderson identified these as well, saying that “Albert Costa” was another name used by Capone to conceal his identity. (W161, p. 2, para. 6)




[image: ]

FIGURE 27.9 Edward H. “Butch” O’Hare, Jr. (U.S. Navy National Archives.)



Butch O’Hare won the Medal of Honor on February 20, 1942, when he shot down five Japanese bombers and drove off four others attacking his aircraft carrier. He was the first naval aviator to become an ace and the first to win the medal. O’Hare returned to combat and was killed in action on November 26, 1943, an American hero. (See Figure 27.9.)

In September 1949, Chicago’s O’Hare International Airport, now the world’s busiest, was named in memory of the Chicago boy whose father helped finish Al Capone.
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Appendix A: Glossary of Terms Used in Money Laundering Cases

Account: In accounting, each separate type of asset, liability, owner’s equity, income, and expense. In banking, an amount of money deposited with the bank.

Adjustable rate mortgage: A mortgage loan in which the interest rate fluctuates. The rate is linked to other interest rates, such as the prime rate.

AMEX: American Stock Exchange. One of the three major exchanges.

AML (anti-money-laundering): Generally used in connection with business or banking compliance programs.

Articles of incorporation: Legal documents used to establish a corporation.

Asset: An item of value owned by a business or individual.

Asset backed bond: Corporate bond backed by the assets of the corporation.

Audit: Analysis of accounting records. The auditor analyzes, scrutinizes, and compares the records.

Audit trail: The books, papers, documents, and records that can be used in the audit process. Standard procedures are used to create the items in the audit trail.

Balance: Equalization of debits and credits in accounts. The books “balance” when the debits equal the credits.

Balance sheet: Fundamental statement of accounting. The balance sheet reflects the net worth of a business at a given point in time. The balance sheet formula is the following: Assets – Liabilities = Net Worth (Equity).

Bank check: Check drawn on bank funds, such as a cashier’s check or a bank draft.

Bank deposits: Indirect method of determining income involving the analysis of bank records.

Bank draft: A drawing of bank funds held in another bank. Used more often in international transactions or situations where a local check is preferred. Bank A has an account at Bank B, in another city. I give the money to Bank A, which writes me a check on its Bank B account.

Bank holding company: Corporation established to own one or more banks. Regulated by the federal government, bank holding companies can perform certain functions that regular banks cannot. Most bank holding companies “hold” one bank.

Banker’s acceptance: Payment method involving a time draft, used for international transactions. Involves a bank in the commercial transaction between two parties. A banker’s acceptance is also a financial instrument that can be traded on the open market.

Banking scheme: Money laundering scheme that employs a bank or financial institution to place, layer, or integrate the dirty money.

Barter: A transaction system in which goods and services are directly exchanged for other goods and services without the employment of money.

Bearer bond: A bond that is payable to the bearer. Whoever holds it, owns it. US Savings Bonds are bearer bonds, but corporate bonds in this country are all registered in the name of a specific holder.

Bearer share: A share of stock held in bearer form. Because stock represents ownership of a corporation, whoever holds the majority of a corporation’s bearer shares also owns or controls the company. Bearer shares are not used in the United States; some offshore jurisdictions still use them.

Bill of lading: Document issued by a shipper describing the goods being shipped, issued on receipt of the goods. The bill of lading is a title document.

Bond: An instrument of debt, issued by a corporation, a government, or another entity. The bond is a promise to repay the investor or lender. Bonds come in various types.

Broker: Licensed agent in securities transactions; the person who manages your money until it’s all gone.

Brokerage: Company licensed to deal in securities.

Business cover: Money laundering scheme that involves the use of a business entity (a proprietorship, partnership, or corporation) in the laundering of the dirty money.

Business transaction system: The system of exchange that relies on business, banking, and accounting procedures to conduct financial transactions. Movement from the cash transaction system to the business or financial transaction system is an essential part of money laundering operations.

Buyback: Money laundering scheme that involves a contrived purchase of goods or services, or even a business, in order to move funds.

Capital: Money. See also net worth, equity.

Casa de Cambio: “House of exchange.” A currency exchange operation that may also remit funds by wire or perform other services.

Cash: Variety of meanings. Could be coin or currency, as on the Currency Transaction Report form. Could be any form of direct payment other than credit, as at a car dealership. Generally, it is coin or negotiable paper.

Cashier’s check: A check drawn on the funds of the bank, signed by a cashier or another bank official. The recipient of the check has the security of knowing that the bank is backing up the check with its own money.

Cash item: Term used in banking to connote currency or another instrument that can be quickly converted to cash.

Cash transaction system: The system of exchange that deals exclusively in currency, without the involvement of banks or formalized financial accounting procedures. The drug traffic and most other illegal markets, especially at the lower levels, are all cash transaction systems.

CD (certificate of deposit): A time deposit at a bank, earning interest for a specific period of time.

Central bank: A country’s primary banking authority. A central bank serves as the bank for the government, as well as setting monetary policy. In the United States, the Federal Reserve System fills this role.

Certified check: A check drawn on a customer’s account, for which the bank, for a fee, certifies that there are funds available on deposit to cover the face amount.

Chain of custody: In a legal case, the passage of evidentiary items from their initial production to their presentation in court. Each stage of possession must be documented to establish a continuous chain.

Check: A written order, usually on a printed form, directing a bank to pay money. Also cheque.

CHIPS (Clearing House Interbank Payments System): A system that processes electronic funds transfers, operated by the New York Clearinghouse System. Of all international interbank transfers, 95% go by CHIPS.

Class: Type of stock. Stock may be either common (voting) or preferred.

Classification: In accounting, the process of separating out the various transactions conducted by a business and placing them in assigned categories or accounts.

CMIR (Currency and Monetary Instruments Report): FinCEN Form 105. Required by the Bank Secrecy Act in all cases where a person is transporting more than $10,000 in currency or negotiable monetary instruments into or out of the United States.

Collateral: The property used to secure a loan; something that can be taken by the lender and sold if the borrower fails to pay.

Commercial paper: Negotiable paper, such as drafts, bills of exchange, and so forth, given in the course of business. These can be bought and sold by banks and others.

Confirmation slip: A statement issued by a securities brokerage, advising of some transaction involving securities.

Contract: In commodities trading, an agreement to purchase a commodity at a given future price. The sizes of the individual contracts vary with the commodity. Wheat contracts are for 5,000 bushels; gasoline contracts are for 42,000 gallons; sugar contracts are for 112,000 pounds; and contracts for British sterling are for 62,500 pounds.

Cooperative: Form of property ownership.

Corporate bylaws: Legal supplement to the articles of incorporation, setting forth the operating rules for a corporation.

Corporate charter: The “birth certificate” for this artificial person, issued by the state; the legal authority for the corporation to exist and function.

Corporation: An association of individuals, created by law or under authority of law, having a continuous existence apart from the existence of its members as well as powers and liabilities distinct from those of its members.

Correspondent bank: A bank that has a regular relationship with another bank, keeping funds on deposit with the other bank so that it can conduct banking transactions away from its home area.

Credit: In accounting, the entry on the right side of the account or ledger. Also means the time allowed for payment of goods or services obtained on trust, or the seller’s confidence that the purchaser can and will pay money owed.

Credit union: A financial institution made up of “members,” affiliated through employment or some other relationship, who invest together and loan money to each other.

CTR (Currency Transaction Report): FinCEN Form 104. Required by banks and financial institutions for all cash transactions over $10,000.

CTRC (Currency Transaction Report for Casinos): FinCEN Form 103. Must be prepared by larger casinos in any cash transaction involving more than $10,000. Nevada casinos file an identical form with the State Gaming Commission; everybody else files with the IRS.

Currency exchange: An exchange of one country’s money for that of another country. Also, the business where this is done, which is considered a nonbank financial institution. Currency exchanges can also involve attempts to reduce the bulk of currency by changing many small denomination bills for fewer large denomination ones.

Current asset: In accounting, cash or any other asset that is expected to be converted to cash within a year.

Cyberbank: A recent creation of the Internet. Cyberbanks do business using the World Wide Web and purport to offer a range of banking services for their customers. Security is a problem, but these banks are working on it. Because they are not regulated, these banks could be trouble in the future.

Debenture: A corporate bond, unsecured by a mortgage and dependent on the credit of the issuer.

Debit: In accounting, the entry on the left side of the ledger.

Deep discount: Refers to a financial instrument sold at a fraction of its face value, to be redeemed some time later at that face value.

Demand deposit: Bank account in which the customer can “demand” or withdraw the money immediately or with very short notice (e.g., checking accounts).

Deposit: The placement of money in a bank.

Deposit ticket: The record that documents a deposit. Usually prepared by the customer, it lists the items to be deposited, including coins, currency, and checks.

Depreciation: Decrease in value of a business asset due to wear and tear, decay, or decline in price. Calculated on a schedule for tax purposes, depending on the type of asset.

Discount: Refers to a financial instrument, such as a bond or other type of indebtedness, sold at less than its face value, to be redeemed later for full value.

Discount rate: One of the rates at which banks can borrow money from the Federal Reserve; also, the rate of interest charged in discounting commercial paper.

Distribution: An allocation of the profits of a partnership or corporation.

Dividend: A sum of money paid to shareholders out of the earnings of the corporation. Dividends can be in the form of cash, stock, or property.

Dividend disbursing agent: The individual or business (often a bank) charged by a corporation with the payment of its dividends. The agent has a record of all shareholders, which is information you may need to know.

Documentary evidence: Documents used in court to prove a fact in issue. Documentary evidence may fall under a limited exception to the hearsay rule, but it still must be introduced by a witness.

Document collection: In international trade, the process of exchanging the documents that provide ownership in items for the money used to pay for them. An actual exchange involving a buyer, a seller, and two banks.

EFT: Electronic funds transfer. Sending money by wire, in large interbank transfers, or by Western Union.

Electronic funds transfer: See EFT.

Equity: What a person owns. See net worth.

Escrow: The period in a real estate transaction when a third party acts as an impartial agent for both buyer and seller. The escrow agent or company handles payment and transfer of title.

Escrow file: A complete record of a real estate transaction, generally held by the escrow agent or company.

Exchange instrument: An instrument or document used in international trade or in commerce.

Expense: A cost or charge.

FBAR (Foreign Bank Account Report): Form TD 9022.1. Required to be filed by individuals who control foreign bank accounts with more than $10,000 during the year. One of the forms required by the BSA.

Fed: The Federal Reserve System. Sets monetary policy, acts as the banker for the US government, and authorizes the printing of money.

Federal Reserve Bank: One of the regional banks that make up part of the Federal Reserve System. The entire system is controlled by a Board of Governors, and each FRB has its own governor.

Federal Savings Bank: A financial institution that is supposed to focus mainly on home and mortgage lending. Also known as a savings and loan or thrift. Lots of them went under in the 1980s because they were branching out into other fields. Deposits were formerly insured by the FSLIC. FSBs are regulated by the Federal Home Loan Bank Board.

Fedwire: Electronic funds transfer system operated by the Federal Reserve. Used for transfer of funds between domestic banks in the United States.

Fei chi’en: The Chinese version of an informal value transfer system, sometimes known as an underground banking system. Literally means “flying money.” Underground banks such as fei chi’en and hawala operate through a network of personal connections and trust and can move large amounts of money from country to country very quickly.

Finance charge: The interest on a loan.

FinCEN: The Financial Crimes Enforcement Network of the US Department of the Treasury; America’s leader in money laundering policy. Good source of information in financial cases, especially with regard to Bank Secrecy Act data.

Fixed asset: An asset that isn’t going anywhere, such as a building or land; tangible property of long life.

Float: In banking, the time it takes for customers’ checks to go through the clearing process, during which time the bank has the use of that money and can earn interest on it. In securities, to “float an issue” is to market a security, usually for the first time. In commerce, a float is an acceptance awaiting maturity.

Franchise: An arrangement between a big business and a small one, in which the smaller one gets the right to use the larger one’s name and products for a fee.

Futures: Speculative purchases or sales of commodities for future receipt or delivery, as in, “I heard she hit the jackpot in cattle futures.”

General ledger: The final book of consolidation of all the preceding books of accounts; the source of financial reports.

Grantee: The person receiving title to property; the buyer.

Grantor: The owner of a piece of real property who is “granting” title to a buyer.

Growth stock: A stock that doesn’t pay dividends and is purchased because the company is using that money to grow and expand, which should, if all goes well, make the stock’s value rise.

Hawala: Another version of an informal value transfer system or underground banking system, originating on the Indian subcontinent but very popular in Islamic and Indian communities around the world.

Hawaladar: The operator of a hawala.

Holding corporation: A corporation that exists to own another corporation. Bank holding corporations own one or more banks.

Hundi: The hundi is an Indian version of the hawala IVT. See hawala and fei chi’en.

Income: Also known as revenue; money earned or received.

Income statement: One of the two basic financial statements (with the balance sheet). The income statement addresses income and expenses to determine net income (or loss) for a given period of time.

Income stock: A stock that pays a dividend, usually issued by an established corporation.

Indirect method: A court-approved method of determining a person’s income from unexplained sources when his or her books and records are not available. The net worth, bank deposits, and source and application of funds or expenditures methods are the most common indirect methods.

Installment: Payment of a loan made on a recurring basis. For example, “She pays the loan in monthly installments.”

Intangible: An asset that does not have a physical value but is still worth something. Patents, goodwill, and copyrights are examples.

Integration: The stage in the money laundering cycle in which the clean-looking funds are brought back into the financial system for the criminal’s use. Follows placement and layering.

Interest: The fee charged by a lender for the use of its money.

Investment bank: An entity that exists to finance the issuance of securities. Not really a financial institution in the same sense as a commercial bank.

Invoice: An itemization of goods purchased or services provided, together with the charges and terms; an itemized bill containing the prices that comprise the total charge.

IPO (initial public offering): The first time a new stock is placed on the market. Investment banks underwrite the entire issue and then put it up for public sale.

IVT (informal value transfer system): Any system, like the hawala or hundi, that moves value from place to place without use of financial institutions. These are subject to regulation under 18 USC §1960.

Joint venture: A partnership arrangement, usually for a limited term and a specific purpose, such as a real estate development project.

Journal: A book of original entry and chronological listing of transactions.

Layering: The second stage of the money laundering process, in which multiple transactions are conducted to conceal the origin of the dirty money. May involve a variety of mechanisms, including shell corporations and wire transfers.

Ledger: A group of accounts.

Letter of credit: An order issued by a banker allowing a person named to draw money to a specified amount from correspondents of the issuer. An instrument issued by a banker authorizing a person named to make drafts upon the issuer up to a specified amount. Used in international commerce.

Leverage: Pure speculation. Leverage is the difference between the purchase price of a security and the money you put up to buy it. To invest with borrowed money.

Liability: The equity of a creditor; something you owe somebody else. An obligation.

Liability ledger: In banking, the part of a customer’s loan file that records the payments on the customer’s loan and the current status of the liability.

Line of credit: An offer or agreement to lend money, which the customer can draw on when needed. Lines of credit are “opened” so that a business can have the credit available when the time comes to move on a purchase or action.

Load: In securities, loads are the commissions charged in connection with mutual funds or other investments. These commissions may be “front loaded” or “backend loaded,” depending on whether they are paid at the time of purchase or later.

Loan-back: A money laundering scheme in which the launderer appears to be involved in a real loan but is really borrowing from (and repaying) himself or herself.

M1: Money supply 1. As tracked by the Federal Reserve, M1 consists of all currency and demand account deposits in the American economy.

Margin account: Basically, a loan from your broker. In margin trading, the investor can borrow up to 50% of the purchase price of an investment from the broker. He or she pays the broker interest, but doesn’t have to pay the loan back until the stock is sold and gets to keep all the profits if the security does what the investor thought it would. If it doesn’t, the investor gets a margin call.

Margin call: If the value of an investment falls below 75% of the original value, the investor will get called by the broker to put up additional funds. If he or she can’t “meet the call,” the stock has to be sold to pay the broker.

Maturity date: The date on which a security, such as a bond, is due and payable.

Money: Any article or substance used as a medium of exchange, store of wealth, or means of payment.

Money laundering: The process of making money derived from criminal activity appear to be from a legal source. Making dirty cash seem clean.

Money market account: Account at a securities brokerage resembling a bank savings account, only containing securities as well as cash. Some money market accounts include provisions for check writing, which makes the banks nervous.

Money order: A draft on bank funds, resembling a cashier’s check, but in a small amount. Money orders are also used by the US Postal Service, Western Union, and other NBFIs. Postal money orders are limited to $700.

Mortgage: Conveyance of property to a creditor as security for a loan.

Mortgage backed bond: An instrument of debt backed by a pool of mortgage loans.

MSB (money service business): A nonbank financial institution, typically a wire remitter, check casher, or currency exchange operation. Subject to regulation by the IRS and FinCEN. See also NBFI.

Municipal bond: Instrument of debt issued by a city, county, or other public agency. Ordinarily the interest on “munis” is free of federal and most state taxes.

Mutual fund: A collection of stocks, bonds, or other securities owned by a group of investors and managed by a professional investment company.

NASDAQ: The exchange operated by the National Association of Securities Dealers. This exchange is all electronic and offers thousands more issues than the NYSE. A lot of tech stocks are on the NASDAQ.

NBFI: Nonbank financial institution. Certain of these businesses, also known as money services businesses, are considered financial institutions by federal law, including currency exchangers, money remitters, casinos, and even, in some cases, car dealerships.

Net worth: What you own. All of your assets, minus all of your liabilities; your equity or capital. Also, the indirect method of proving income that involves calculating differences in a person’s net worth from year to year.

No load: An investment (usually a mutual fund) that requires no payment of a commission.

Nominee: A person who is representing another in a transaction and who may appear to be the owner or purchaser or seller.

NYSE: New York Stock Exchange. The oldest and most prestigious of the exchanges. Not the biggest anymore, but the one everybody watches.

Odd lot: A “round lot” is 100 shares of stock. An odd lot is anything else.

Offset: In double-entry bookkeeping, the entry made on the other side of the account (for every debit, there has to be a credit). In securities, a transaction that counterbalances a previous one, such as with commodities trading, where an order to buy cattle contracts needs to be offset with an order to sell before somebody delivers all those steers to your home.

Offshore: Anywhere other than the United States (or the country you’re in).

Offshore bank: Any bank operating outside the United States; usually refers to foreign banks in foreign countries (although American banks operate offshore as well).

Offshore company/corporation: A business entity with its charter issued in a foreign jurisdiction.

Option: In securities, the legal right to buy or sell a security at a given price in a given time period. Relates to stocks and commodities. Stock options are traded on the exchanges just like the stocks themselves.

OTC: Over the counter; relating to stocks and the market in which they are sold. Not an exchange, the market consists of (usually cheaper) stocks not listed on the exchanges.

Overdraft: What happens when you write a check for which there isn’t enough money in your account. Some banks will loan you the difference automatically, at a substantial fee.

Overinvoicing: A money laundering scheme that involves the inflation of invoice amounts.

Paper: Usually relates to a debt or a note, as in “commercial paper.”

Partnership: A contractual arrangement between two or more people acting in a common business association.

Partnership agreement: The written contract that sets up the partnership, as prescribed by the Uniform Partnership Act.

Par value: In bonds, the face value of a bond. It may be sold at a discount of the par value. In stocks, the par value is the original stated price.

Placement: The initial phase of the money laundering cycle, in which the transition is made from the cash transaction system to the business transaction system. Placement involves the conversion of currency into another form or at least its reduction in bulk or transportation.

Point: Could be a dollar, as in the stock market, or a fraction of a unit of currency, as in the foreign exchange market. You wouldn’t want to get the two mixed up because this could cost a lot of money.

Prime rate: The interest rate at which banks loan money to their largest corporate customers. Many other interest rates, mortgages, and so forth are tied to fluctuations in the prime rate.

Principal: The amount of money borrowed that will ultimately be paid back.

Private bank: Usually one that does not take deposits from the general public. Some large banks offer private banking for special customers, which includes money management and red carpet treatment.

Promissory note: Written confirmation of a loan and a promise by the borrower to repay; an IOU.

Property: That which a person owns. May be chattel (personal) property or real. Estate property is that which can be handed down from one generation to the next.

Proprietorship: A business that is owned and operated by one person. Any business not a partnership or a corporation is automatically considered a proprietorship.

Revenue: An increase in owner’s equity or net worth arising from operations. See income.

Revolving credit: Credit available for reuse, as opposed to a onetime loan. Credit cards are the best example.

Round lot: In securities, 100 shares.

Safe deposit: Service offered by a bank to hold property for customers in its vault. The bank rents the safe deposit boxes and has no knowledge of the contents.

Safekeeping: In securities, the maintenance of an investor’s securities at the brokerage.

SAR (Suspicious Activity Report): The transaction reporting form used by financial institutions to notify a number of government agencies of suspicious or possibly illegal activity. Replaced the Suspicious Transaction Report and several criminal referral forms. Good source of information about possible structuring of cash transactions.

Savings bond: A US government security sold at a discount of its face value in denominations from $50 to $10,000 and not permitted to be marketed or traded among investors.

Securities manipulation: A type of money laundering scheme that involves the use of securities in various ways to move the money or conceal the source or control of the money.

Security: In banking, the property put up as collateral for a loan, forming the basis for the bank’s belief that it will be repaid. In investments, a security is anything that provides evidence of either debt (as in bonds) or property (as in stocks).

Segregation: The holding by a brokerage of investors’ securities in the brokerage’s street name.

Selling short: A credit type of transaction in which the investor bets that a stock will go down. For example, I borrow money from my broker to sell a given number of shares at the current price. When the stock goes down, I buy an equal number of shares at the new low price, give these to the broker, and pocket the balance of the money the broker loaned me.

Share: One piece of an entire corporation. Represents a percentage of ownership, based on the total number of shares outstanding.

Shareholder: An owner of a corporation. AT&T has more than a million such owners.

Shell corporation: A corporation that has no assets, other than a bank account or two.

Shop book rule: The rule of evidence that allows business records to be admitted as an exception to the hearsay rule, if they can be properly authenticated.

Short: In commodities, to “go short” is to sell. See selling short for the relationship to stocks.

Sight draft: A bank draft payable “on sight” or when presented. See time draft.

Signature card: The initial document used to open a bank account, listing all those persons whose signatures allow them to take actions regarding the account.

Smurf: A person who engages in multiple cash transactions to avoid reporting requirements by conducting the transactions in amounts under $10,000.

Société anonyme: French form of a corporation. In Spanish, it is sociedad anónima. Abbreviated “S.A.” at the end of the corporate name (e.g., Bank of America Switzerland, S.A.).

Spot market: In commodities, the market that deals in commodities selling now, as opposed to in the future.

Stock: A piece of the corporate pie. The equity of a corporation, divided up into ownership shares among the holders of the stock. Stock may be common (voting) or preferred.

Stockbroker: See broker.

Stock option: In securities, the legal right to buy or sell a stock at a given price in a given time period. Stock options are traded on the exchanges just like the stocks themselves.

Stock warrant: A stock warrant allows an investor to buy a stock for a given price for a certain period. You would buy a warrant if you thought that the stock was going to go up. The fee is a percentage of the stock price.

Stop loss order: An instruction filed by an investor to sell a security when the price falls to a certain level.

Street name: The brokerage’s name under which securities owned by an investor may be held or registered. The brokerage would receive the dividends and forward them to the investor.

Structure: To arrange a financial transaction in such a way that a currency reporting requirement is avoided. This usually entails breaking up a large cash transaction into a series of smaller ones. Depending on how it’s done, structuring could be a violation of federal law.

SUA (Specified Unlawful Activity): Any of the listed crimes that may form the basis for a money laundering prosecution under Title 18 U.S.C. §1956.

Subsidiary ledger: In accounting, any of the books that support the general ledger.

Substitution of assets: In criminal forfeiture cases, the substitution of an asset of equal value for one that has been forfeited but cannot be located.

SWIFT: The Society for Worldwide Interbank Financial Telecommunications, based in Belgium. It has 2,600 member institutions and functions as a communications service to initiate funds transfers.

Syndicate: A type of business entity in which participants join together to act with one purpose. Syndicates are often used in connection with investment opportunities. Several investment banks may form a syndicate to underwrite an initial public offering of stock.

TECS (Treasury Enforcement Communications System): Contains Bank Secrecy Act information.

Teller tape: The record generated by the computer or calculating device at each bank teller’s station. The teller tape will have a record of all the transactions conducted by that teller during the day.

Terms: The conditions under which a loan is made.

Testimonial evidence: Testimony of a live witness. Must accompany the documentary type of evidence used in a financial case. Also critical in money laundering cases in proving up the Specified Unlawful Activity.

Time bill: A bill of exchange payable at a specified date.

Time deposit: A savings account or another bank deposit, intended to be left at the bank for an extended period, as opposed to demand deposits, such as checking accounts, in which the money comes and goes.

Time draft: A bank draft payable in a certain number of days or on a specified date after it is presented. Used in international commerce.

Transfer agent: In securities, the individual or institution, often a bank, appointed by a corporation to handle matters relating to its stock.

Traveler’s check: A check, usually one of a set, sold by a bank or some similar company that is cashed by countersigning in the presence of the payee. Widely accepted, especially in international travel settings.

Treasury bond: A type of US government security; the instruments of our national debt.

Trust: A fiduciary relationship in which one person (the trustee) holds the title to property (the trust estate or trust property) for the benefit of another (the beneficiary).

Trust services: The department of a bank that handles matters relating to trusts. The bank may act as a trustee for individual trusts.

Underinvoicing: A money laundering scheme in which the value of merchandise being exchanged is substantially greater than the amount shown on the invoice.

Usury: Lending at an excessive rate of interest. Frowned upon by moralists and prohibited by some statutes. Described as one of the surest ways to wealth, and one of the worst.

Wire transfer: See electronic funds transfer.

Zero-coupon bond: A bond sold at a discount of its face value, to be redeemed at par. A US Savings Bond is a zero-coupon bond.





Appendix B: Source Debriefing Guide

This source debriefing guide was obtained from the Financial Investigations Checklist published by the United States Department of Justice, June 1992.


	Who are the members of the group?

	How do you know?

	What evidence do you have?

	Phone books

	Toll records

	Photographs





	What role does each member have?

	What are the relationships among the members?

	Who are the key people?

	Who are their friends?

	Who are their girlfriends or boyfriends?




	What are the criminal enterprises of the group?

	Critical to know for affidavit wording:

	Money launderers have certain records.

	Traffickers have different records.





	The affiant’s experience identifies which types of records are maintained by which type of criminal enterprise.




	What are the receipts of the criminal enterprise?

	What volume of drugs is distributed per week/ month/year?

	What are the expenses?

	Personnel

	Stash house

	Car rentals

	Cellular phones, etc.





	Gross receipts (or cash on hand) = Drugs sold per week – (Cost of drugs + Additional expenses)

	Use to show probable cause that cash will be on premises.





	What is the purity of the drugs received from the source?

	What is the purity of the drugs when sold?

	On what days are collections of drug proceeds made?

	Where are collections made?

	From whom are collections made?

	Who makes the collections?

	What denominations of currency are received?

	What does the organization do with the collections?

	Is there a counting house?

	Does the organization use a launderer?

	Is the currency converted to larger bills?

	Is the currency converted to money orders, checks, or other financial instruments?

	Is the currency deposited into bank accounts or through other financial institutions?

	Name and address of institution

	Account numbers

	Office or branch used

	Is the currency negotiated through one or more businesses?










	What front companies are used?

	Where do they bank?

	Who is their accountant?

	Who is their bookkeeper?

	Who is their stockbroker?

	Who is their real estate broker?

	Where do they receive their mail from?

	Who is their attorney?

	Does the same attorney represent all the companies?

	Is the attorney compromised?

	How is he or she compromised?

	How is the attorney paid?










	What records do the companies or principals maintain?

	What computers do they use?

	What computer software do they use?

	Where are the records kept?

	Where did the informant see the records?

	Who else was present?




	Who keeps the records?

	Who are the company’s customers?

	Who are the company’s suppliers?

	Who hauls the company’s trash?

	Do any of the subjects carry phone directories or computer data banks on their persons?

	What is their beeper or cellular telephone number?




	What assets do the subjects or their companies own?

	Real estate

	Who owns it?

	Who is the registered owner?

	When was the property bought?

	Who was it purchased from?

	How was it paid for?




	What cars visit the property?

	Is there evidence of the subjects’ arrivals and departures?

	Where does the mail to the property come from? vi. Who uses the property as a return address?

	Who pays for the phone and utilities?




	Do any of the subjects own:

	Expensive jewelry

	Furs

	Cars

	Boats

	Airplanes

	Gold or other precious metals

	Artwork

	Antiques

	What are the details of the purchase?

	When did they buy it?

	Where did they buy it?

	From whom did they buy it?

	How did they pay for it?

	Where is the property stored?

	Who is the registered owner?








	Do any of the subjects keep large amounts of cash:

	On their person

	In their house

	In their office

	In their vehicle

	In a bank safe deposit box

	Elsewhere

	Is the cash hidden?

	Have they built hidden stash locations in their house, car, or office?











	What are favorite places of entertainment?

	What credit cards do the subjects use?

	What are their shopping habits?

	What stores do they frequent?

	Do they buy with cash, check, or credit card?

	What trips have they taken?

	Do they gamble?

	What types of gambling are they involved in?

	Casinos

	Sports

	Floating crap games

	Other bookmaking





	Do they have a favorite bookie?

	Do they have casino accounts?

	Where do they go on vacation?

	What travel agent do they use?

	Where did they go?

	When did they go?

	What is their favorite vacation spot?

	What airlines do they use?





	What rental car companies do they use?






In addition to the preceding questions, we would suggest that informants or witnesses also be asked questions about other sources of funds, in anticipation of potential defenses raised by the subjects.


	What legitimate income has the subject had over the past 5 years?

	Income from legitimate employment

	Income from trusts, gifts, insurance, or legal claims

	Income from foreign countries

	Proceeds of loans










Appendix C: Subpoena Templates


AIRLINE COMPANY

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to______________________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period_______________ through_______________, inclusive, including but not limited to, the following:


	Copies of airline tickets

	Passenger manifests

	Receipts

	Frequent flier or benefit program summaries

	Monthly, quarterly, or other frequent flier program statements

	Correspondence





AUTOMOBILE DEALERSHIP

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to_________________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ______________, inclusive, including but not limited to, the following:


	Purchase orders, invoices, receipts, applications for title, and any miscellaneous records or correspondence, and the identity of the salesperson for any new or used vehicles (including autos, trucks, or recreational vehicles) sold, including:

	Deal files or folders

	Credit applications

	Registration and title documents





	Any and all records and/or correspondence pertaining to any vehicles of any kind purchased by the dealership or taken in trade

	Invoices, ledgers, receipts, or service records relating to any repairs or servicing performed

	Contracts, leases, ledgers, receipts, terms and manner of payment for and vehicles leased

	Copies of any IRS forms 8300 prepared in connection with receipt of currency from the above described persons or entities





BAIL BOND COMPANY

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to______________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period _______________through________________, inclusive, including but not limited to, the following:


	Account ledgers and receipts indicating dates and amount of all bonding fees or premiums, and manner of payment

	Invoices

	Receipts

	Applications

	Correspondence

	Notes, memos of contact or conversation





bank—comprehensive

The following documents for all accounts bearing the signatory authority of___________, and/or in the name(s) of_________, and/or bearing the account number(s) for the period ____________to___________, including but not limited to:


	All documents pertaining to all open or closed checking, savings, NOW, time, or other deposit or checking accounts in the name of or under signature authority of any of the named parties or entities, including but not limited to:

	Signature cards

	Corporate board authorization minutes or partnership resolutions

	Bank statements

	Canceled checks

	Deposit tickets

	Items deposited

	Credit and debit memos

	Forms 1099, 1089, or backup withholding documents





	All documents pertaining to open or closed bank loans or mortgage documents, reflecting loans made to or cosigned by any of the named parties or entities, including but not limited to:

	Loan applications, and related documents, including copies of income tax returns

	Corporate board authorization minutes or partnership resolutions

	Loan ledger sheets

	Documents (checks, debit memos, cash-in tickets, wires in, etc.) reflecting the means by which loan repayments were made

	e. Documents (checks, debit memos, cash-in tickets, wires in, etc.) reflecting disbursement of the loan proceeds

	Loan correspondence files, including but not limited to:

	Letters to the bank

	Letters from the bank

	Notes, memoranda, etc. to the file

	Collateral agreements and documents

	Credit reports

	Financial statements

	Notes or other instruments reflecting the obligation to pay

	Real estate mortgages, chattel mortgages, or other security instruments for loans

	Forms 1099, 1089, or backup withholding documents

	Loan amortization statements





	All documents pertaining to certificates of deposit purchased or redeemed by any of the named parties or entities, including but not limited to:

	Copies of the certificates

	Corporate board authorization minutes or partnership resolutions

	Documents (checks, debit memos, cash-in tickets, wires in, etc.) reflecting the means by which CDs were purchased

	Documents (bank checks, credit memos, cashout tickets, wires out, etc.) reflecting disbursements of the proceeds of any negotiated CDs

	Records reflecting rollovers, or interest earned, withdrawn, or reinvested

	Forms 1099, 1089, or backup withholding documents





	All documents pertaining to open or closed investment or security custodian accounts, IRA, Keogh, or other retirement plans in the name of or for the benefit of any of the named parties or entities, including but not limited to:

	Documents (checks, debit memos, cash-in tickets, wires in, etc.) reflecting the means by which the securities were purchased

	Documents (bank checks, credit memos, cash-out tickets, wires out, etc.) reflecting disbursement of the proceeds of any negotiated securities

	Confirmation slips

	Monthly statements

	Payment receipts

	Safekeeping records and logs

	Receipts for receipt or delivery of securities

	Forms 1099, 1089, or backup withholding documents





	All documents pertaining to all cashier’s, manager’s, or bank checks, traveler’s checks, and money orders purchased or negotiated by any of the named parties or entities, including but not limited to:

	Documents (checks, debit memos, cash-in tickets, wires in, etc.) reflecting the means by which the checks or money orders were purchased

	Documents (bank checks, credit memos, cash-out tickets, wires out, etc.) reflecting disbursement of the proceeds of any negotiated checks or money orders

	Applications for purchase of checks or money orders

	Retained copies of negotiated checks or money orders





	Customer correspondence files for each of the named parties and entities

	All documents pertaining to wire transfers sent or received by any of the named parties or entities, including but not limited to:

	Fedwire, CHIPS, SWIFT, or other money transfer or message documents

	Documents (checks, debit memos, cash-in tickets, wires in, etc.) reflecting the source of the funds wired out

	Documents (bank checks, credit memos, cashout tickets, wires out, etc.) reflecting the ultimate disposition within the institution of the funds wired

	Notes, memoranda or other writings pertaining to the sending or receipt of wire transfers





	All documents pertaining to current or expired safe deposit box rentals by or under the signatory authority of any of the named parties or entities, including but not limited to:

	Contracts

	Signature cards

	Entry records





	All documents pertaining to open or closed bank credit cards in the name of or under the signatory authority of any of the named parties or entities, including but not limited to:

	Applications for credit

	Corporate board authorization minutes or partnership resolutions

	Credit reports

	Monthly statements

	Financial statements

	Charge tickets

	Documents (checks, debit memos, cash-in tickets, wires in, etc.) reflecting payments on the account

	Correspondence files





	Teller tapes reflecting all transactions between the institution and any of the parties or entities named

	All CTRs (Form 104) and CMIRs (Form 105) filed with the Department of the Treasury, Internal Revenue Service FinCEN, or United States Customs by the (institution name) between (dates) concerning currency transactions conducted by or on behalf of the named parties or entities

	12. Copies of bank surveillance film or videotape reflecting all transactions between the institution and any of the parties or entities named

	Copies of the following documents, if any, filed by the (Institution Name) with the aforementioned federal agencies, the Drug Enforcement Administration, the Federal Bureau of Investigation, the Justice Department, or any bank regulatory agency, concerning transactions by, on behalf of, or involving the named parties or entities:

	Suspicious Activity Report, FinCEN Form TD F 9022.47

	Any and all “exemption lists,” requests for exemptions, and statements submitted in support of such requests filed with the Internal Revenue Service pursuant to 31 U.S.C. 103.22 concerning the named parties or entities

	Any and all correspondence, letters, or documents reflecting telephone conversations or meetings between (institution name) and any bank regulatory or federal law enforcement agency regarding suspicious transactions, pending investigations, or ongoing investigations relating to any of the named parties or entities





bank-account information

You are requested to bring with you and produce:

Account number or other identifying data that would tend to establish whether___________ holds or has held in the period from ___________to__________, any of the following:


	Checking accounts

	Savings accounts

	NOW accounts

	Time accounts

	Other deposit or checking accounts

	Bank loans, mortgages, or other loans

	Certificates of deposit

	Investment or security accounts

	Safe deposit boxes



whether open, closed, or expired, or over which the above named parties or entities has exercised control or held signature authority.

This request includes, but is not limited to the production of account numbers, a record of the dates in which the account or service was active or open, and such information that would tend to establish the identities of those parties or entities which exercise control or hold signature authority over the account or service, and further, this request shall be construed to include all branches, offices, or divisions of___________ Bank.



bank—

The following documents for all accounts bearing the signatory authority of___________, and/or in the name(s) of___________, and/or bearing the account number(s) ___________ for the period ___________to___________, including but not limited to:


	Demand (checking) account records, including:

	New account sheet

	Signature card

	Corporate resolution or partnership agreement

	(if applicable)

	Customer ledger

	Deposit tickets

	Canceled checks

	Copies of transit, clearing, or “on us” items, or credit memoranda deposited to the account





	Time (savings) account records, including:

	New account sheet

	Signature card

	Corporate resolution or partnership agreement

	(if applicable)

	Customer ledger

	Deposit tickets

	Withdrawal slips and supporting canceled checks, if any

	Copies of all items deposited into the account

	Copies of negotiable orders of withdrawal





	Loan records, including:

	Loan file, including:

	Lending office memoranda

	Financial statements

	Outside audits

	Loan committee action reports

	Appraisals

	Miscellaneous information

	Applications for loans granted or rejected

	Customer liability ledger

	Checks or deposit items representing the disbursement of principal

	Collateral ledger

	Loan guarantees or hypothecation agreements

	Letters of credit





	Trust records, including:

	Trust agreement, or other evidence of authority to act in a fiduciary capacity

	Trust asset ledger

	Cash ledger

	Investment ledger

	Stock ledger

	Safekeeping records

	Buy and sell orders, and their confirmations

	Income and expense ledger

	Trust checks or drafts paid





	Other bank records, including:

	Money orders, cashier’s checks, and drafts, with application or requisition forms

	Certified checks

	Wire transfers

	Collection items

	Insurance records

	f. Travel agency records

	Safe deposit box records

	Copies of any negotiable instruments cashed or paid by the bank without entry to any depository account

	Copies of Currency Transaction Reports, FinCEN Form 104, or Suspicious Activity Reports

	Cash transactions exempt log or register









CASINO

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to ___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ___________, inclusive, including but not limited to, the following documents, computer printouts, or non-printer equipped computer displays:


	Gambling or gaming credit cards

	Hotel folios

	Amounts of payments

	Methods of payments

	Financial statements and credit reports

	Applications for credit

	Player rating schedule

	Gambling history, including:

	Year-to-date win/loss

	Last four visits win/loss

	Total complimentary values

	Total action to date

	Current rating





	Results of video or other electronic surveillance or monitoring





CELLULAR TELEPHONE COMPANY

All cellular telephone subscriber information for cellular telephone numbers___________, or in the name(s) of___________, for the period ___________to___________, including but not limited to:


	Applications for cellular telephone service

	Credit information

	Monthly billings

	Documentation listing all toll calls and/or long distance calls, including dates, number called or calling, duration of call, and cost of call

	Information concerning the cellular telephone equipment purchased or rented for use in connection with this account

	Correspondence





CORPORATION-GENERAL

The following documents for the period ___________to___________, including but not limited to retained copies of all documents relating to (corporate name) banking transactions, including, but not limited to:


	All documents pertaining to all open or closed checking, savings, NOW, time, or other deposit or checking accounts held in the name of, for the benefit of, or under the control of (corporate name), including but not limited to:

	Retained copies of signature cards

	Corporate board authorization minutes or partnership resolutions

	Bank statements

	Canceled checks

	Deposit tickets

	Retained copies of items deposited

	Retained copies of credit and debit memos

	Forms 1099, 1089, or backup withholding documents





	All documents to open or closed bank loans or mortgage documents, reflecting loans made to, cosigned by, or made for the benefit of (corporate name), including but not limited to:

	Loan applications, and related documents, including copies of income tax returns

	Corporate board authorization minutes or partnership resolutions

	Loan statements

	Documents (checks, debit memos, cash-in tickets, wire transfer documents, etc.) reflecting the means by which loan repayments were made

	Retained copies of documents (checks, debit memos, cash-in tickets, wire transfer documents, etc.) reflecting disbursement of the loan proceeds

	Copies of loan correspondence, including but not limited to:

	Letters to the bank

	Letters from the bank

	Notes, memoranda, etc. to the file

	Collateral agreements and documents

	Credit reports

	Financial statements

	Notes or other instruments reflecting the obligation to pay

	Real estate mortgages, chattel mortgages, or other security instruments for loans

	Forms 1099, 1089, or backup withholding documents m. Loan amortization statements





	All documents pertaining to certificates of deposit purchased or redeemed by the corporation, including but not limited to:

	Copies of the certificates

	Corporate board authorization minutes or partnership resolutions

	Documents (checks, debit memos, cash-in tickets, wire transfer documents, etc.) reflecting the means by which CDs were purchased

	d. Retained copies of documents (bank checks, credit memos, cash-out tickets, wires out, etc.) reflecting disbursements of the proceeds of any negotiated CDs

	Records reflecting rollovers, or interest earned, withdrawn, or reinvested

	Forms 1099, 1089, or backup withholding documents





	All documents pertaining to open or closed investment or security custodian accounts, IRA, Keogh, or other retirement plans in the name of or for the benefit of the corporation, including but not limited to:

	Documents (checks, debit memos, cash-in tickets, wire transfer documents, etc.) reflecting the means by which the securities were purchased

	Retained copies of documents (bank checks, credit memos, cash-out tickets, wire transfer documents, etc.) reflecting disbursement of the proceeds of any negotiated securities

	Confirmation slips

	Monthly statements

	Payment receipts

	Safekeeping records and logs

	Receipts for receipt or delivery of securities

	Forms 1099, 1089, or backup withholding documents





	Bank correspondence files

	All documents pertaining to all cashier’s, manager’s, or bank checks, traveler’s checks, and money orders purchased or negotiated by the corporation, including but not limited to:

	Documents (checks, debit memos, cash-in tickets, wire transfer documents, etc.) reflecting the means by which the checks or money orders were purchased

	Retained copies of documents (bank checks, credit memos, cash-out tickets, wires out, etc.) reflecting disbursement of the proceeds of any negotiated checks or money orders

	Applications for purchase of checks or money orders

	Retained copies of negotiated checks or money orders





	All documents pertaining to wire transfers sent or received by the corporation, including but not limited to:

	Retained copies of Fedwire, CHIPS, SWIFT, or other money transfer or message documents

	Documents (checks, debit memos, cash-in tickets, wires transfer documents, etc.) reflecting the source of the funds wired out

	Documents (bank checks, credit memos, cashout tickets, wire transfer documents, etc.) reflecting the ultimate disposition within the institution of the funds wired in

	Notes, memoranda, or other writings pertaining to the sending or receipt of wire transfers





	All documents pertaining to current or expired safe deposit box rentals by or under the signatory authority of the corporation, including but not limited to:

	Contracts

	Signature cards

	Entry records





	All documents pertaining to open or closed bank credit cards in the name of the corporation, including but not limited to:

	Applications for credit

	Corporate board authorization minutes or partnership resolutions

	Retained copies of credit reports

	Monthly statements

	Financial statements

	Charge tickets

	Documents (checks, debit memos, cash-in tickets, wire transfer documents, etc.) reflecting payments on the account









CORPORATION-SUSPECT

All books and records of____________and its affiliate or subsidiary companies, including, but not limited to the following:


	Corporate charter

	Articles of incorporation

	Declaration of paid-in capital

	Corporate minute book

	Stock ledger book

	General journal

	General ledger

	Cash receipts journal

	Cash disbursements journal

	Contracts

	Invoices

	Billings

	Investment records for both real and personal property

	Adjusting entries

	Bank statements with deposit tickets and canceled checks

	Loan records

	Copies of cashier’s checks, money orders, drafts, or certified checks

	Financial statements

	Annual reports

	Federal and state tax returns

	General excise tax returns

	Internal and independent audits

	All correspondence and internal memoranda

	IRS Forms 1099, 1089, or forms relating to distributions to officers or shareholders

	IRS Forms 10Q, 10K, or 8K



all ofwhichrelate to theperiod from ___________through___________, inclusive.



CREDIT BUREAU

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to ___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ___________, inclusive, including but not limited to, the following documents, computer printouts, or non-printer equipped computer displays:


	Identifying information, including:

	Full name

	Social Security number

	Address

	Telephone number

	Spouse’s name





	Credit bureau reports, applications or forms

	Copies of applications for credit

	Financial status and employment information, including:

	Income

	Spouse’s income

	Place, position, and tenure of employment

	Other sources of income

	Duration and income in former employment





	Credit history, including:

	Types of credit previously obtained

	Names of previous credit grantors

	Extent of previous credit

	Complete payment history





	Existing lines of credit, including:

	Payment records

	Outstanding obligations





	Public record information, including:

	Newspaper clippings

	Arrest and conviction records

	Bankruptcies, tax liens, judgments, or lawsuits





	Listing of credit agency subscribers that have previously requested a credit report or other information concerning the above listed person or entity





CREDIT CARD COMPANY

The following documents for all open or closed credit card accounts bearing the signatory authority of and/or in the name of___________, and credit card number(s) ___________, for the period ___________to___________, including but not limited to:


	Applications for credit

	Corporate board authorization minutes or partnership resolutions

	Financial statements

	Monthly statements

	Charge tickets

	Documents (bank checks, personal checks, money orders, wire transfers in, etc.) reflecting payments on the account

	Correspondence files





ESCROW COMPANY

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ___________, inclusive, including but not limited to, the following:


	Escrow files

	Title search and verification documents

	Mortgage, loan, and financing documents

	Quitclaim, warranty, or other deeds

	Copies of checks, cashier’s checks, money orders, drafts, or other items reflecting payments

	Escrow instruction agreements and settlements

	Correspondence





HOTEL

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ___________, inclusive, including but not limited to, the following:


	Guest folios

	Registration cards

	Billing statements

	Records relating to guest charges, including:

	Telephone calls made or received

	Charges on the room





	Retained copies of canceled checks, credit card slips, or other records reflecting payment on the account





INSURANCE COMPANY

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ___________, inclusive, including but not limited to, the following:


	Applications for insurance, including background and financial information, as well as insurance carried by other companies

	2. Appraisals and descriptions of appraised property

	Customer ledger

	Policy and loan records

	Dividend payment record, including canceled checks, if applicable

	Payment records on termination (if life), losses (if casualty), or refunds on cancellations, including canceled checks

	Correspondence files





LAWYER—FEE INFORMATION

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to ___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ___________, inclusive, including but not limited to, the following:


	Legal fee information, including:

	Receipts

	Client account ledgers

	Records indicating dates and amounts of all legal fees paid and manner of payment, and the purpose of the payment





	Bail bond fee information, including:

	Receipts

	Ledgers

	Deposit tickets

	Retained copies of canceled checks

	Any records indicating dates and amounts of any bail bond paid and the manner and purpose of the payment





	Trust fund information, including:

	Receipts

	Ledgers

	Deposit tickets

	Retained copies of canceled checks

	Any records indicating dates and amounts of any trust funds either held by the law firm or channeled through the firm, and the purpose of those funds





	Other records pertaining to the purchase or sale of real or personal property, including:

	Receipts

	Ledgers

	Canceled checks

	Correspondence





	Copies of IRS Forms 8300 made in connection with any transaction





LONG-DISTANCE TELEPHONE SERVICE PROVIDER

All telephone subscriber information for telephone numbers___________, or in the name(s) of___________, for

the period ___________to ___________, including but not limited to:


	Applications for telephone service

	Credit information

	Monthly billings

	Documentation listing all toll calls and/or long-distance calls, including dates, number called or calling, duration of call, and cost of call





REAL ESTATE BROKER

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ___________, inclusive, including but not limited to, the following:


	Authority to act as an agent for or

	his/her designee

	Propositions or offers

	Closing statements

	DROA (Deposit Received—Offer Acceptance) forms and accompanying documents

	Canceled checks

	Correspondence

	Descriptions of real property purchased or sold





RETAILER

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through ___________, inclusive, including but not limited to, the following:


	Invoices

	Accounts receivable ledger

	Manner of payment

	Retained copies of canceled checks

	Credit applications

	Copies of receipts or purchase orders

	Correspondence

	Copies of IRS Forms 8300 that were prepared in connection with the receipt of funds from the above described person or entity





SECURITIES BROKER

Retained copies of all documents relating to any and all securities transactions in the name(s) of or under the account number(s) of ___________, for the period to, including but not limited to:


	Account statements for all accounts including but not limited to:

	Cash accounts

	Margin accounts

	Mutual fund accounts

	Limited partnership accounts

	IRA accounts

	Keogh accounts

	Cash management accounts





	Applications to open accounts

	Cash-received and -delivered blotters

	Confirmation slips

	Corporate board/partnership resolutions

	CTRs and CMIRs

	Customer correspondence files

	Payment receipts

	Securities position records

	Stock certificates or bonds

	Stock delivery receipts





TELEPHONE COMPANY

All subscriber or account information for (address)___________, or in the name(s) of___________, for the period ___________to___________, including but not limited to:


	Applications for service

	Credit information

	Monthly billings

	Information concerning the type of equipment purchased or rented for use in connection with this account

	Correspondence





TRAVEL AGENCY

Any and all original documents (or microfilm copies where originals are not available), in your custody or subject to your control, that in any way relate to___________, or on behalf of them either individually, or on behalf of, in trust for, or in combination with any other person or entity for the period ___________through___________, inclusive, includ

ing but not limited to, the following:


	Copies of written agreements or contracts documenting authority to act as an agent for or

	his designee

	Travel files and documents, including:

	Schedules or itineraries

	Retained copies of airline, rail, bus, ship, or other tickets

	Copies of confirmation slips, numbers, or notifications

	Rental car reservations or records

	Hotel or lodging reservations or records

	Other visitor attraction reservations or records





	Records of payment, including:

	Retained copies of canceled checks

	Credit card slips or vouchers





	Correspondence







 Appendix D: Bank Secrecy Act Forms
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Appendix E: Money Laundering Forfeiture Statutes


18 U.S.C. §981. CIVIL FORFEITURE


	(a)(1) The following property, real or personal, is subject to forfeiture to the United States:

	(A) Any property, real or personal, involved in a transaction or attempted transaction in violation of section 1956, 1957 or 1960 of this title, or any property traceable to such property.

	(B) Any property, real or personal, within the jurisdiction of the United States, constituting, derived from, or traceable to, any proceeds obtained directly or indirectly from an offense against a foreign nation, or any property used to facilitate such an offense, if the offense—

	(i) involves trafficking in nuclear, chemical, biological, or radiological weapons technology or material, or the manufacture, importation, sale, or distribution of a controlled substance (as that term is defined for purposes of the Controlled Substances Act), or any other conduct described in section 1956(c)(7)(B);

	(ii) would be punishable within the jurisdiction of the foreign nation by death or imprisonment for a term exceeding 1 year; and (iii) would be punishable under the laws of the United States by imprisonment for a term exceeding 1 year, if the act or activity constituting the offense had occurred within the jurisdiction of the United States.

	(C) Any property, real or personal, which constitutes or is derived from proceeds traceable to a violation of section 215, 471, 472, 473, 474, 476, 477, 478, 479, 480, 481, 485, 486, 487, 488, 501, 502, 510, 542, 545, 656, 657, 842, 844, 1005, 1006, 1007, 1014, 1028, 1029, 1030, 1032, or 1344 of this title or any offense constituting “specified unlawful activity” (as defined in section 1956(c)(7) of this title), or a conspiracy to commit such offense.

	(D) Any property, real or personal, which represents or is traceable to the gross receipts obtained, directly or indirectly, from a violation of—

	(i) section 666(a)(1) (relating to Federal program fraud);

	(ii) section 1001 (relating to fraud and false statements);

	(iii) section 1031 (relating to major fraud against the United States);

	(iv) section 1032 (relating to concealment of assets from conservator or receiver of insured financial institution);

	(v) section 1341 (relating to mail fraud); or

	(vi) section 1343 (relating to wire fraud), if such violation relates to the sale of assets acquired or held by the Resolution Trust Corporation, the Federal Deposit Insurance Corporation, as conservator or receiver for a financial institution, or any other conservator for a financial institution appointed by the Office of the Comptroller of the Currency

	or the Office of Thrift Supervision or the National Credit Union Administration, as conservator or liquidating agent for a financial institution.

	(E) With respect to an offense listed in subsection (a)(1) (D) committed for the purpose of executing or attempting to execute any scheme or artifice to defraud, or for obtaining money or property by means of false or fraudulent statements, pretenses, representations or promises, the gross receipts of such an offense shall include all property, real or personal, tangible or intangible, which thereby is obtained, directly or indirectly.

	(F) Any property, real or personal, which represents or is traceable to the gross proceeds obtained, directly or indirectly, from a violation of—

	(i) section 511 (altering or removing motor vehicle identification numbers);

	(ii) section 553 (importing or exporting stolen motor vehicles);

	(iii) section 2119 (armed robbery of automobiles);

	(iv) section 2312 (transporting stolen motor vehicles in interstate commerce); or

	(v) section 2313 (possessing or selling a stolen motor vehicle that has moved in interstate commerce).

	(G) All assets, foreign or domestic—

	(i) of any individual, entity, or organization engaged in planning or perpetrating any Federal crime of terrorism (as defined in section 2332b(g)(5)) against the United States, citizens or residents of the United States, or their property, and all assets, foreign or domestic, affording any person a source of influence over any such entity or organization;

	(ii) acquired or maintained by any person with the intent and for the purpose of supporting, planning, conducting, or concealing any Federal crime of terrorism (as defined in section 2332b(g)(5)) against the United States, citizens or residents of the United States, or their property;

	(iii) derived from, involved in, or used or intended to be used to commit any Federal crime of terrorism (as defined in section 2332b(g)(5)) against the United States, citizens or residents of the United States, or their property; or

	(iv) of any individual, entity, or organization engaged in planning or perpetrating any act of international terrorism (as defined in section 2331) against any international organization (as defined in section 209 of the State Department Basic Authorities Act of 1956 (22 U.S.C. 4309(b)) or against any foreign Government. Where the property sought for forfeiture is located beyond the territorial boundaries of the United States,  an act in furtherance of such planning or perpetration must have occurred within the jurisdiction of the United States.

	(H) Any property, real or personal, involved in a violation or attempted violation, or which constitutes or is derived from proceeds traceable to a violation, of section 2339C of this title.

	(2) For purposes of paragraph (1), the term “proceeds” is defined as follows:

	(A) In cases involving illegal goods, illegal services, unlawful activities, and telemarketing and health care fraud schemes, the term “proceeds” means property of any kind obtained directly or indirectly, as the result of the commission of the offense giving rise to forfeiture, and any property traceable thereto, and is not limited to the net gain or profit realized from the offense.

	(B) In cases involving lawful goods or lawful services that are sold or provided in an illegal manner, the term “proceeds” means the amount of money acquired through the illegal transactions resulting in the forfeiture, less the direct costs incurred in providing the goods or services. The claimant shall have the burden of proof with respect to the issue of direct costs. The direct costs shall not include any part of the overhead expenses of the entity providing the goods or services, or any part of the income taxes paid by the entity.

	(C) In cases involving fraud in the process of obtaining a loan or extension of credit, the court shall allow the claimant a deduction from the forfeiture to the extent that the loan was repaid, or the debt was satisfied, without any financial loss to the victim.

	(b)(1) Except as provided in section 985, any property subject to forfeiture to the United States under subsection (a) may be seized by the Attorney General and, in the case of property involved in a violation investigated by the Secretary of the Treasury or the United States Postal Service, the property may also be seized by the Secretary of the Treasury or the Postal Service, respectively.

	(2) Seizures pursuant to this section shall be made pursuant to a warrant obtained in the same manner as provided for a search warrant under the Federal Rules of Criminal Procedure, except that a seizure may be made without a warrant if—

	(A) a complaint for forfeiture has been filed in the United States district court and the court issued an arrest warrant in rem pursuant to the Supplemental Rules for Certain Admiralty and Maritime Claims;

	(B) there is probable cause to believe that the property is subject to forfeiture and—

	(i) the seizure is made pursuant to a lawful arrest or search; or

	(ii) another exception to the Fourth Amendment warrant requirement would apply; or

	(C) the property was lawfully seized by a State or local law enforcement agency and transferred to a Federal agency.

	(3) Notwithstanding the provisions of rule 41(a) of the Federal Rules of Criminal Procedure, a seizure warrant may be issued pursuant to this subsection by a judicial officer in any district in which a forfeiture action against the property may be filed under section 1355(b) of title 28, and may be executed in any district in which the property is found, or transmitted to the central authority of any foreign state for service in accordance with any treaty or other international agreement. Any motion for the return of property seized under this section shall be filed in the district court in which the seizure warrant was issued or in the district court for the district in which the property was seized.

	(4)(A) If any person is arrested or charged in a foreign country in connection with an offense that would give rise to the forfeiture of property in the United States under this section or under the Controlled Substances Act, the Attorney General may apply to any Federal judge or magistrate judge in the district in which the property is located for an ex parte order restraining the property subject to forfeiture for not more than 30 days, except that the time may be extended for good cause shown at a hearing conducted in the manner provided in rule 43(e) of the Federal Rules of Civil Procedure.

	(B) The application for the restraining order shall set forth the nature and circumstances of the foreign charges and the basis for belief that the person arrested or charged has property in the United States that would be subject to forfeiture, and shall contain a statement that the restraining order is needed to preserve the availability of property for such time as is necessary to receive evidence from the foreign country or elsewhere in support of probable cause for the seizure of the property under this subsection.

	(c) Property taken or detained under this section shall not be repleviable, but shall be deemed to be in the custody of the Attorney General or the Secretary of the Treasury, as the case may be, subject only to the orders and decrees of the court or the official having jurisdiction thereof. Whenever property is seized under this subsection, the Attorney General, the Secretary of the Treasury, or the Postal Service, as the case may be, may—

	(1) place the property under seal;

	(2) remove the property to a place designated by him; or

	(3) require that the General Services Administration take custody of the property and remove it, if practicable, to an appropriate location for disposition in accordance with law.

	(d) For purposes of this section, the provisions of the customs laws relating to the seizure, summary and judicial forfeiture, condemnation of property for violation of the customs laws, the disposition of such property or the proceeds from the sale of such property under this section, the remission or mitigation of such forfeitures, and the compromise of claims (19 U.S.C. 1602 et seq.), insofar as they are applicable and not inconsistent with the provisions of this section, shall apply to seizures and forfeitures incurred, or alleged to have been incurred, under this section, except that such duties as are imposed upon the customs officer or any other person with respect to the seizure and forfeiture of property under the customs laws shall be performed with respect to seizures and forfeitures of property under this section by such officers, agents, or other persons as may be authorized or designated for that purpose by the Attorney General, the Secretary of the Treasury, or the Postal Service, as the case may be. The  Attorney General shall have sole responsibility for disposing of petitions for remission or mitigation with respect to property involved in a judicial forfeiture proceeding.

	(e) Notwithstanding any other provision of the law, except section 3 of the Anti Drug Abuse Act of 1986, the Attorney General, the Secretary of the Treasury, or the Postal Service, as the case may be, is authorized to retain property forfeited pursuant to this section, or to transfer such property on such terms and conditions as he may determine—

	(1) to any other Federal agency;

	(2) to any State or local law enforcement agency which participated directly in any of the acts which led to the seizure or forfeiture of the property;

	(3) in the case of property referred to in subsection (a) (1) (C), to any Federal financial institution regulatory agency—

	(A) to reimburse the agency for payments to claimants or creditors of the institution; and

	(B) to reimburse the insurance fund of the agency for losses suffered by the fund as a result of the receivership or liquidation;

	(4) in the case of property referred to in subsection (a)(1)(C), upon the order of the appropriate Federal financial institution regulatory agency, to the financial institution as restitution, with the value of the property so transferred to be set off against any amount later recovered by the financial institution as compensatory damages in any State or Federal proceeding;

	(5) in the case of property referred to in subsection (a)(1) (C), to any Federal financial institution regulatory agency, to the extent of the agency’s contribution of resources to, or expenses involved in, the seizure and forfeiture, and the investigation leading directly to the seizure and forfeiture, of such property;

	(6) as restoration to any victim of the offense giving rise to the forfeiture, including, in the case of a money laundering offense, any offense constituting the underlying specified unlawful activity; or

	(7) In the case of property referred to in subsection (a)(1) (D), to the Resolution Trust Corporation, the Federal Deposit Insurance Corporation, or any other Federal financial institution regulatory agency (as defined in section 8(e)(7)(D) of the Federal Deposit Insurance Act). The Attorney General or the Secretary of the Treasury, as the case may be, shall ensure the equitable transfer pursuant to paragraph (2) of any forfeited property to the appropriate State or local law enforcement agency so as to reflect generally the contribution of any such agency participating directly in any of the acts which led to the seizure or forfeiture of such property. A decision by the Attorney General or the Secretary of the Treasury pursuant to paragraph (2) shall not be subject to review. The United States shall not be liable in any action arising out of the use of any property the custody of which was transferred pursuant to this section to any non-Federal agency. The Attorney General or the Secretary of the Treasury may order the discontinuance of any forfeiture proceedings under this section in favor of the institution of forfeiture proceedings by State or local authorities under an appropriate State or local statute. After the filing of a complaint for forfeiture under this section, the Attorney General may seek dismissal of the complaint in favor of forfeiture proceedings under State or local law. Whenever forfeiture proceedings are discontinued by the United States in favor of State or local proceedings, the United States may transfer custody and possession of the seized property to the appropriate State or local official immediately upon the initiation of the proper actions by such officials. Whenever forfeiture proceedings are discontinued by the United States in favor of State or local proceedings, notice shall be sent to all known interested parties advising them of the discontinuance or dismissal. The United States shall not be liable in any action arising out of the seizure, detention, and transfer of seized property to State or local officials. The United States shall not be liable in any action arising out of a transfer under paragraph (3), (4), or (5) of this subsection.

	(f) All right, title, and interest in property described in subsection (a) of this section shall vest in the United States upon commission of the act giving rise to forfeiture under this section.

	(g) (1) Upon the motion of the United States, the court shall stay the civil forfeiture proceeding if the court determines that civil discovery will adversely affect the ability of the Government to conduct a related criminal investigation or the prosecution of a related criminal case.

	(2) Upon the motion of a claimant, the court shall stay the civil forfeiture proceeding with respect to that claimant if the court determines that—

	(A) the claimant is the subject of a related criminal investigation or case;

	(B) the claimant has standing to assert a claim in the civil forfeiture proceeding; and

	(C) continuation of the forfeiture proceeding will burden the right of the claimant against self-incrimination in the related investigation or case.

	(3) With respect to the impact of civil discovery described in paragraphs (1) and (2), the court may determine that a stay is unnecessary if a protective order limiting discovery would protect the interest of one party without unfairly limiting the ability of the opposing party to pursue the civil case. In no case, however, shall the court impose a protective order as an alternative to a stay if the effect of such protective order would be to allow one party to pursue discovery while the other party is substantially unable to do so.

	(4) In this subsection, the terms “related criminal case” and “related criminal investigation” mean an actual prosecution or investigation in progress at the time at which the request for the stay, or any subsequent motion to lift the stay, is made. In determining whether a criminal case or investigation is “related” to a civil forfeiture proceeding, the court shall consider the degree of similarity between the parties, witnesses, facts, and circumstances involved in the two proceedings, without requiring an identity with respect to any one or more factors.

	(5) In requesting a stay under paragraph ( 1), the Government may, in appropriate cases, submit evidence ex parte in order to avoid disclosing any matter that may adversely affect an ongoing criminal investigation or pending criminal trial.

	(6) Whenever a civil forfeiture proceeding is stayed pursuant to this subsection, the court shall enter any order necessary to preserve the value of the property or to protect the rights of lienholders or other persons with an interest in the property while the stay is in effect.

	(7) A determination by the court that the claimant has standing to request a stay pursuant to paragraph (2) shall apply only to this subsection and shall not preclude the Government from objecting to the standing of the claimant by dispositive motion or at the time of trial.

	(h) In addition to the venue provided for in section 1395 of title 28 or any other provision of law, in the case of property of a defendant charged with a violation that is the basis for forfeiture of the property under this section, a proceeding for forfeiture under this section may be brought in the judicial district in which the defendant owning such property is found or in the judicial district in which the criminal prosecution is brought.

	(i)(1) Whenever property is civilly or criminally forfeited under this chapter, the Attorney General or the Secretary of the Treasury, as the case may be, may transfer the forfeited personal property or the proceeds of the sale of any forfeited personal or real property to any foreign country which participated directly or indirectly in the seizure or forfeiture of the property, if such a transfer—

	(A) has been agreed to by the Secretary of State;

	(B) is authorized in an international agreement between the United States and the foreign country; and

	(C) is made to a country which, if applicable, has been certified under section 490(a)(1) of the Foreign Assistance Act of 1961.

	A decision by the Attorney General or the Secretary of the Treasury pursuant to this paragraph shall not be subject to review. The foreign country shall, in the event of a transfer of property or proceeds of sale of property under this subsection, bear all expenses incurred by the United States in the seizure, maintenance, inventory, storage, forfeiture, and disposition of the property, and all transfer costs. The payment of all such expenses, and the transfer of assets pursuant to this paragraph, shall be upon such terms and conditions as the Attorney General or the Secretary of the Treasury may, in his discretion, set.

	(2) The provisions of this section shall not be construed as limiting or superseding any other authority of the United States to provide assistance to a foreign country in obtaining property related to a crime committed in the foreign country, including property which is sought as evidence of a crime committed in the foreign country.

	(3) A certified order or judgment of forfeiture by a court of competent jurisdiction of a foreign country concerning property which is the subject of forfeiture under this section and was determined by such court to be the type of property described in subsection (a)(1)(B) of this section, and any certified recordings or transcripts of testimony taken in a foreign judicial proceeding concerning such order or judgment of forfeiture, shall be admissible in evidence in a proceeding brought pursuant to this section. Such certified order or judgment of forfeiture, when admitted into evidence, shall constitute probable cause that the property forfeited by such order or judgment of forfeiture is subject to forfeiture under this section and creates a rebuttable presumption of the forfeitability of such property under this section.

	(4) A certified order or judgment of conviction by a court of competent jurisdiction of a foreign country concerning an unlawful drug activity which gives rise to forfeiture under this section and any certified recordings or transcripts of testimony taken in a foreign judicial proceeding concerning such order or judgment of conviction shall be admissible in evidence in a proceeding brought pursuant to this section. Such certified order or judgment of conviction, when admitted into evidence, creates a rebuttable presumption that the unlawful drug activity giving rise to forfeiture under this section has occurred.

	(5) The provisions of paragraphs (3) and (4) of this subsection shall not be construed as limiting the admissibility of any evidence otherwise admissible, nor shall they limit the ability of the United States to establish probable cause that property is subject to forfeiture by any evidence otherwise admissible.

	(i) For purposes of this section—

	(1) the term “Attorney General” means the Attorney General or his delegate; and

	(2) the term “Secretary of the Treasury” means the Secretary of the Treasury or his delegate.

	(k) Interbank Accounts.

	(1) In general.

	(A) In general. For the purpose of a forfeiture under this section or under the Controlled Substances Act (21 U.S.C. 801 et seq.), if funds are deposited into an account at a foreign financial institution (as defined in section 984(c)(2)(A) of this title), and that foreign financial institution (as defined in section 984(c)(2)(A) of this title) has an interbank account in the United States with a covered financial institution (as defined in section 5318(j)(1) of title 31), the funds shall be deemed to have been deposited into the interbank account in the United States, and any restraining order, seizure warrant, or arrest warrant in rem regarding the funds may be served on the covered financial institution, and funds in the interbank account, up to the value of the funds deposited into the account at the foreign financial institution (as defined in section 984(c)(2) (A) of this title), may be restrained, seized, or arrested.

	(B) Authority to suspend. The Attorney General, in consultation with the Secretary of the Treasury, may suspend or terminate a forfeiture under this section if the Attorney General determines that a conflict of law exists between the laws of the jurisdiction in which the foreign financial institution (as defined in section 984(c)(2)(A) of this title) is located and the laws of the United States with respect to liabilities arising from the restraint, seizure, or arrest of such funds, and that such suspension or termination would be in the interest of justice and would not harm the national interests of the United States.

	(2) No requirement for Government to trace funds. If a forfeiture action is brought against funds that are restrained, seized, or arrested under paragraph (1), it shall not be necessary for the Government to establish that the funds are

	directly traceable to the funds that were deposited into the foreign financial institution (as defined in section 984(c)(2) (A) of this title), nor shall it be necessary for the Government to rely on the application of section 984.

	(3) Claims brought by owner of the funds. If a forfeiture action is instituted against funds restrained, seized, or arrested under paragraph (1), the owner of the funds deposited into the account at the foreign financial institution (as defined in section 984(c)(2)(A) of this title) may contest the forfeiture by filing a claim under section 983.

	(4) Definitions. For purposes of this subsection, the following definitions shall apply:

	(A) Interbank account. The term “interbank account” has the same meaning as in section 984(c)(2)(B).

	(B) Owner.

	(i) In general. Except as provided in clause (ii), the term “owner”—

	(I) means the person who was the owner, as that term is defined in section 983(d)(6), of the funds that were deposited into the foreign financial institution (as defined in section 984(c)(2)(A) of this title) at the time such funds were deposited; and

	(II) does not include either the foreign financial institution (as defined in section 984(c)(2)(A) of this title) or any financial institution acting as an intermediary in the transfer of the funds into the interbank account.

	(ii) Exception. The foreign financial institution (as defined in section 984(c)(2)(A) of this title) may be considered the “owner” of the funds (and no other person shall qualify as the owner of such funds) only if—

	(I) the basis for the forfeiture action is wrongdoing committed by the foreign financial institution (as defined in section 984(c)(2)(A) of this title); or

	(II) the foreign financial institution (as defined in section 984(c)(2)(A) of this title) establishes, by a preponderance of the evidence, that prior to the restraint, seizure, or arrest of the funds, the foreign financial institution (as defined in section 984(c) (2) (A) of this title) had discharged all or part of its obligation to the prior owner of the funds, in which case the foreign financial institution (as defined in section 984(c) (2)(A) of this title) shall be deemed the owner of the funds to the extent of such discharged obligation.

	Amended: USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. 109-177, Title I, §§ 111, 120, Title IV, §§ 404, 406(a)(3), Mar. 9, 2006, 120 Stat. 192, 209, 221, 244.





18 U.S.C. §982. CRIMINAL FORFEITURE


	(a)(1) The court, in imposing sentence on a person convicted of an offense in violation of section 1956, 1957, or 1960 of this title, shall order that the person forfeit to the United States any property, real or personal, involved in such offense, or any property traceable to such property.

	(2) The court, in imposing sentence on a person convicted of a violation of, or a conspiracy to violate—

	(A) section 215, 656, 657, 1005, 1006, 1007, 1014, 1341, 1343, or 1344 of this title, affecting a financial institution, or

	(B) section 471, 472, 473, 474, 476, 477, 478, 479, 480, 481, 485, 486, 487, 488, 501, 502, 510, 542, 545, 842, 844, 1028, 1029, or 1030 of this title, shall order that the person forfeit to the United States any property constituting, or derived from, proceeds the person obtained directly or indirectly, as the result of such violation.

	(3) The court, in imposing a sentence on a person convicted of an offense under—

	(A) section 666(a)(1) (relating to Federal program fraud);

	(B) section 1001 (relating to fraud and false statements);

	(C) section 1031 (relating to major fraud against the United States);

	(D) section 1032 (relating to concealment of assets from conservator, receiver, or liquidating agent of insured financial institution);

	(E) section 1341 (relating to mail fraud); or

	(F) section 1343 (relating to wire fraud), involving the sale of assets acquired or held by the Resolution Trust Corporation, the Federal Deposit Insurance Corporation, as conservator or receiver for a financial institution or any other conservator for a financial institution appointed by the Office of the Comptroller of the Currency or the Office of Thrift Supervision, or the National Credit Union Administration, as conservator or liquidating agent for a financial institution, shall order that the person forfeit to the United States any property, real or personal, which represents or is traceable to the gross receipts obtained, directly or indirectly, as a result of such violation.

	(4) With respect to an offense listed in subsection (a)(3) committed for the purpose of executing or attempting to execute any scheme or artifice to defraud, or for obtaining money or property by means of false or fraudulent statements, pretenses, representations, or promises, the gross receipts of such an offense shall include any property, real or personal, tangible or intangible, which is obtained, directly or indirectly, as a result of such offense.

	(5) The court, in imposing sentence on a person convicted of a violation or conspiracy to violate—

	(A) section 511 (altering or removing motor vehicle identification numbers);

	(B) section 553 (importing or exporting stolen motor vehicles);

	(C) section 2119 (armed robbery of automobiles);

	(D) section 2312 (transporting stolen motor vehicles in interstate commerce); or

	(E) section 2313 (possessing or selling a stolen motor vehicle that has moved in interstate commerce); shall order that the person forfeit to the United States any property, real or personal, which represents or is traceable to the gross proceeds obtained, directly or indirectly, as a result of such violation.

	(6) (A) The court, in imposing sentence on a person convicted of a violation of, or conspiracy to violate, section 274(a), 274A(a)(1), or 274A(a)(2) of the Immigration and Nationality Act or section 555, 1425, 1426, 1427, 1541, 1542, 1543, 1544, or 1546 of this title, or a violation of, or conspiracy to violate, section 1028 of this title if committed in connection with passport or visa issuance or use, shall order that the person forfeit to the United States, regardless of any provision of State law—

	(i) any conveyance, including any vessel, vehicle, or aircraft used in the commission of the offense of which the person is convicted; and

	(ii) any property real or personal—

	(I) that constitutes, or is derived from or is traceable to the proceeds obtained directly or indirectly from the commission of the offense of which the person is convicted; or

	(II) that is used to facilitate, or is intended to be used to facilitate, the commission of the offense of which the person is convicted.

	(B) The court, in imposing sentence on a person described in subparagraph (A), shall order that the person forfeit to the United States all property described in that subparagraph.

	(7) The court, in imposing sentence on a person convicted of a Federal health care offense, shall order the person to forfeit property, real or personal, that constitutes or is derived, directly or indirectly, from gross proceeds traceable to the commission of the offense.

	(8) The court, in sentencing a defendant convicted of an offense under section 1028, 1029, 1341, 1342, 1343, or 1344, or of a conspiracy to commit such an offense, if the offense

	involves telemarketing (as that term is defined in section 2325), shall order that the defendant forfeit to the United States any real or personal property—

	(A) used or intended to be used to commit, to facilitate, or to promote the commission of such offense; and

	(B) constituting, derived from, or traceable to the gross proceeds that the defendant obtained directly or indirectly as a result of the offense.

	(b)(1) The forfeiture of property under this section, including any seizure and disposition of the property and any related judicial or administrative proceeding, shall be governed by the provisions of section 413 (other than subsection (d) of that section) of the Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. §853).

	(2) The substitution of assets provisions of subsection 413(p) shall not be used to order a defendant to forfeit assets in place of the actual property laundered where such defendant acted merely as an intermediary who handled but did not retain the property in the course of the money laundering offense unless the defendant, in committing the offense or offenses giving rise to the forfeiture, conducted three or more separate transactions involving a total of $100,000 or more in any twelve month period.

	Amended: Consolidated Appropriations Act, 2008, Pub. L. 110-161, Div. E, Title V, § 553(b), Dec. 26, 2007, 121 Stat. 2082.
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Appendix F: List of Specified Unlawful Activities (SUAs)







	Violations of federal and state or foreign law identified as "specified unlawful activity" under 18 U.S.C. §1956(c)(7):




	Title:

	Section

	Violations of Federal Law Relating to:




	7

	2024

	Food stamp program, (felony violations involving a quantity of coupons having a value of not less than $5,000)




	8

	1324

	Immigration and nationality (bringing in and harboring certain aliens, if the act indictable was committed for the purpose of financial gain)




	8

	1327

	Immigration and nationality (aiding or assisting certain aliens to enter, if the act indictable was committed for the purpose of financial gain)




	8

	1328

	Immigration and nationality (importation of alien for immoral purpose, if the act indictable was committed for the purpose of financial gain)




	11

	101*

	Bankruptcy (any offense involving fraud connected with a case under Title 11 except a case under 18 U.S.C. §157)




	15

	78m

	Foreign corrupt practices act (felony violations of the 78dd-1 Foreign Corrupt Practices Act) 78dd-2 78ff




	18

	32

	Aircraft and motor vehicles (destruction of aircraft or aircraft facilities)




	18

	37

	Aircraft and motor vehicles (violence at international airports)




	18

	81

	Arson (arson within special maritime and territorial jurisdiction)




	18

	115

	Assault (influencing, impeding, or retaliating against a federal official by threatening or injuring a family member)




	18

	152

	Bankruptcy (concealment of assets; false oaths and claims; bribery)




	18

	175b

	Biological weapons (prohibitions with respect to biological weapons)




	18

	175c

	Biological weapons (variola virus)




	18

	201

	Bribery, graft, and conflicts of interest (bribery of public officials and witnesses)




	18

	215

	Bribery, graft, and conflicts of interest (receipt of commissions or gifts for procuring loans)




	18

	224

	Bribery, graft, and conflicts of interest (bribery in sporting contests)




	18

	229

	Chemical weapons (prohibitions with respect to chemical weapons)




	18

	287

	False claims involving health care programs




	18

	351(a), (b) (c), or (d)

	Congressional, Cabinet, and Supreme Court Assassination, kidnapping, and assault (Congressional, Cabinet, and Supreme Court assassination, kidnapping, and assault; penalties)




	18

	371

	Conspiracy involving health care programs




	18

	471

	Counterfeiting and forgery (obligations or securities of United States)




	18

	472

	Counterfeiting and forgery (uttering counterfeit obligations or securities)




	18

	473

	Counterfeiting and forgery (dealing in counterfeit obligations or securities)




	18

	500

	Counterfeiting and forgery (money orders)




	18

	501

	Counterfeiting and forgery (postage stamps, postage meter stamps, and postal cards)




	18

	502

	Counterfeiting and forgery (postage and revenue stamps of foreign governments)




	18

	503

	Counterfeiting and forgery (postmarking stamps)




	18

	513

	Counterfeiting and forgery (securities of the states and private entities)




	18

	541

	Customs (goods falsely classified)




	18

	542

	Customs (entry of goods by means of false statements)




	18

	545

	Customs (smuggling goods into the United States)




	18

	549

	Customs (removing goods from Customs custody, breaking seals)




	18

	554

	Customs (smuggling goods from the United States)




	18

	641

	Embezzlement and theft (public money, property or records)




	18

	656

	Embezzlement and theft (theft, embezzlement, or misapplication by bank officer or employee)




	18

	657

	Embezzlement and theft (lending, credit, and insurance institutions)




	18

	658

	Embezzlement and theft (property mortgaged or pledged to farm credit agencies)




	18

	659

	Embezzlement and theft (felonious theft from interstate shipment)




	18

	664

	Embezzlement and theft (theft or embezzlement from pension and welfare funds) involving a health care offense




	18

	666

	Embezzlement and theft (theft or bribery concerning programs receiving federal funds) involving a health care offense




	18

	669

	Theft and embezzlement involving health care offenses




	18

	793

	Espionage and censorship (gathering, transmitting, or losing defense information)




	18

	794

	Espionage and censorship (gathering or delivering defense information to aid foreign government)




	18

	798

	Espionage and censorship (disclosure of classified information)




	18

	831

	Explosives and other dangerous articles (prohibited transactions involving nuclear materials)




	18

	832

	Explosives and other dangerous articles (participation in nuclear and weapons of mass destruction threats to the United States)




	18

	842

	Explosive materials (plastic explosives) (m) or (n)




	18

	844(f)

	Importation, manufacture, distribution and storage of explosive 844(i) materials (damage or destruction by means of fire or explosives of government property or property used in interstate commerce risking or causing death)




	18

	875

	Extortion and threats (interstate communications)




	18

	892

	Extortionate credit transactions (making extortionate extensions of credit)




	18

	893

	Extortionate credit transactions (financing extortionate extensions of credit)




	18

	894

	Extortionate credit transactions (collection of extensions of credit by extortionate means)




	18

	922(l)

	Firearms (unlawful importation of firearms)




	18

	924(n)

	Firearms (firearms trafficking)




	18

	930(c)

	Firearms (killing or attempted killing during attack on federal facility with a dangerous weapon)




	18

	956

	Foreign relations (conspiracy to kill, kidnap, maim, or injure persons or damage property in a foreign country)




	18

	956(a)(1)

	Foreign relations (conspiracy to murder, kidnap, or maim persons abroad)




	18

	1001

	Fraud and false statements involving a health care offense




	18

	1005

	Fraud and false statements (fraudulent bank entries, reports and transactions)




	18

	1006

	Fraud and false statements (fraudulent federal credit institution entries, reports and transactions)




	18

	1007

	Fraud and false statements (fraudulent Federal Deposit Insurance Corporation transactions)




	18

	1014

	Fraud and false statements (fraudulent loan and credit applications)




	18

	1027

	False statement/ERISA involving health care offenses




	18

	1028

	Fraud and false statements (fraud and related activity in connection with identification documents)




	18

	1029

	Fraud and false statements (fraud and related activity in connection with access devices)




	18

	1030

	Fraud and false statements (computer fraud and abuse; protection of computers)




	18

	1032

	Fraud and false statements (concealment of assets from conservator, receiver, or liquidating agent of financial institution)




	18

	1035

	False statements regarding health care offenses




	18

	1084

	Gambling (transmission of wagering information)




	18

	1111

	Homicide (murder)




	18

	1114

	Homicide (protection of officers and employees of the United States)




	18

	1116

	Homicide (murder or manslaughter of foreign officials, official guests, or internationally protected persons)




	18

	1201

	Kidnapping




	18

	1203

	Kidnapping (hostage taking)




	18

	1341

	Mail fraud (frauds and swindles) involving a health care offense




	18

	1343

	Wire fraud (fraud by wire, radio, or television) involving a health care offense




	18

	1344

	Bank fraud (defrauding a federally chartered or insured financial institution)




	18

	1347

	Health care fraud




	18

	1361

	Malicious mischief (government property or contracts)




	18

	1362

	Malicious mischief (destruction of communication lines, stations, or systems)




	18

	1363

	Malicious mischief (damage or destruction of buildings or property within special maritime and territorial jurisdiction of the United States)




	18

	1366(a)

	Malicious mischief (destruction of an energy facility)




	18

	1425

	Nationality and citizenship (procurement of citizenship or naturalization unlawfully)




	18

	1426

	Nationality and citizenship (reproduction of naturalization or citizenship papers)




	18

	1427

	Nationality and citizenship (sale of naturalization or citizenship papers)




	18

	1461

	Obscenity (mailing obscene or crime-inciting matter)




	18

	1462

	Obscenity (importation or transportation of obscene matters)




	18

	1463

	Obscenity (mailing indecent matter on wrappers or envelopes)




	18

	1464

	Obscenity (broadcasting obscene language)




	18

	1465

	Obscenity (transportation of obscene matters for sale or distribution)




	18

	1503

	Obstruction of justice (influencing or injuring officer or juror generally)




	18

	1510

	Obstruction of justice (obstruction of criminal investigations)




	18

	1511

	Obstruction of justice (obstruction of state or local law enforcement)




	18

	1512

	Obstruction of justice (tampering with a witness, victim, or an informant)




	18

	1513

	Obstruction of justice (retaliating against a witness, victim, or an informant)




	18

	1518

	Obstruction of justice (obstruction, criminal investigation regarding health care offenses)




	18

	1542

	Passports and visas (false statement in application and use of passport)




	18

	1543

	Passports and visas (forgery or false use of passport)




	18

	1544

	Passports and visas (misuse of passport)




	18

	1546

	Passports and visas (fraud and misuse of visas, permits, and other documents)




	18

	1581

	Peonage and slavery (peonage; obstructing enforcement)




	18

	1582

	Peonage and slavery (vessels for slave trade)




	18

	1583

	Peonage and slavery (enticement into slavery)




	18

	1584

	Peonage and slavery (sale into involuntary servitude)




	18

	1585

	Peonage and slavery (seizure, detention, transportation, or sale of slaves)




	18

	1586

	Peonage and slavery (service on vessels in slave trade)




	18

	1587

	Peonage and slavery (possession of slaves aboard vessel)




	18

	1588

	Peonage and slavery (transportation of slaves from United States)




	18

	1589

	Peonage and slavery (forced labor)




	18

	1590

	Peonage and slavery (trafficking with respect to peonage, slavery, involuntary servitude, or forced labor)




	18

	1591

	Peonage and slavery (sex trafficking of children or by force, fraud, or coercion)




	18

	1592

	Peonage and slavery (unlawful conduct with respect to documents in furtherance of trafficking, peonage, slavery, involuntary servitude, or forced labor)




	18

	1708

	Theft from the mail




	18

	1751

	Presidential and presidential staff assassination, kidnapping, and assault




	18

	1951

	Racketeering (interference with commerce by threats or violence)




	18

	1952

	Racketeering (interstate and foreign travel or transportation in aid of racketeering enterprises)




	18

	1953

	Racketeering (interstate transportation of wagering paraphernalia)




	18

	1954

	Racketeering (offer, acceptance, or solicitation to influence operations of employee benefit plan) involving a health care offense




	18

	1955

	Racketeering (prohibition of illegal gambling businesses)




	18

	1956

	Racketeering (laundering of monetary instruments)




	18

	1957

	Racketeering (engaging in monetary transactions in property derived from specified unlawful activity)




	18

	1958

	Racketeering (use of interstate commerce facilities in the commission of murder for hire)




	18

	1960

	Racketeering (money transmitting business)




	18

	1992

	Railroads (terrorist attacks and other acts of violence against railroad carriers and against mass transportation systems on land, on water, or through the air)




	18

	2113

	Robbery and burglary (bank robbery and incidental crimes)




	18

	2114

	Robbery and burglary (mail, money, or other property of United States)




	18

	2155

	Sabotage (destruction of national defense materials, premises, or utilities)




	18

	2156

	Sabotage (production of defective national defense material, premises, or utilities)




	18

	2251

	Sexual exploitation and other abuse of children (sexual exploitation of children)




	18

	2251A

	Sexual exploitation and other abuse of children (selling or buying of children)




	18

	2252

	Sexual exploitation and other abuse of children (certain activities relating to material involving the sexual exploitation of minors)




	18

	2252A

	Sexual exploitation and other abuse of children (certain activities relating to material constituting or containing child pornography)




	18

	2260

	Sexual exploitation and other abuse of children (production of sexually explicit depictions of a minor for importation into the United States)




	18

	2280

	Shipping (violence against maritime navigation)




	18

	2281

	Shipping (violence against maritime fixed platforms)




	18

	2312

	Stolen property (interstate transportation of stolen motor vehicles)




	18

	2313

	Stolen property (sale or receipt of stolen motor vehicles)




	18

	2314

	Stolen property (interstate transportation of stolen property)




	18

	2315

	Stolen property (sale, receipt, or possession of stolen property moved interstate)




	18

	2318

	Stolen property (trafficking in counterfeit labels for phonorecords, computer programs, or computer program documentation or packaging and copies of motion pictures or other audio visual works)




	18

	2319

	Stolen property (criminal infringement of a copyright)




	18

	2319A

	Stolen property (unauthorized fixation of and trafficking in sound recordings and music videos of live musical performances)




	18

	2320

	Stolen property (trafficking in counterfeit goods or services)




	18

	2321

	Stolen property (trafficking in certain motor vehicles or motor vehicle parts)




	18

	2332

	Terrorism (terrorist acts abroad against US nationals)




	18

	2332a

	Terrorism (use of weapons of mass destruction)




	18

	2332b

	Terrorism (international terrorist acts transcending national boundaries)




	18

	2332f

	Terrorism (bombing of public places and facilities)




	18

	2332g

	Terrorism (missile systems designed to destroy aircraft)




	18

	2332h

	Terrorism (radiological dispersal devices)




	18

	2339

	Terrorism (harboring terrorists)




	18

	2339A

	Terrorism (providing material support to terrorists or terrorist 2339B organizations)




	18

	2339C

	Terrorism (financing of terrorism)




	18

	2339D

	Terrorism (military-type training from a foreign terrorist organization)




	18

	2340A

	Torture




	18

	2342

	Trafficking in contraband cigarettes (unlawful acts)




	18

	2343

	Trafficking in contraband cigarettes (recordkeeping and inspection)




	18

	2344

	Trafficking in contraband cigarettes (penalties)




	18

	2345

	Trafficking in contraband cigarettes (effect on state law)




	18

	2346

	Trafficking in contraband cigarettes (enforcement and regulations)




	18

	2421

	Transportation for illegal sexual activity (transportation of an individual interstate to engage in criminal sexual activity)




	18

	2422

	Transportation for illegal sexual activity (coercion and enticement to travel interstate to engage in criminal sexual activity)




	18

	2423

	Transportation for illegal sexual activity (transportation of minors interstate to engage in criminal sexual activity)




	18

	2424

	Transportation for illegal sexual activity (filing factual statement about alien individuals)




	19

	1590

	Tariff Act of 1930 (aviation smuggling)




	21

	841

	Drug abuse prevention and control (felony violations of certain prohibited acts)




	21

	842

	Drug abuse prevention and control (subsequent violations of subparagraph (A) after one or more prior convictions of a drug-related offense)




	21

	843

	Drug abuse prevention and control (felony violations of certain other prohibited acts)




	21

	844

	Drug abuse prevention and control (penalties for simple possession after one or more prior convictions for any drug or narcotic offense)




	21

	846

	Drug abuse prevention and control (attempt and conspiracy to commit any felonious offense defined in subchapter I)




	21

	848

	Drug abuse prevention and control (continuing criminal enterprise)




	21

	854

	Drug abuse prevention and control (investment of illicit drug profits obtained from a felonious violation of either subchapter I or subchapter II)




	21

	856

	Drug abuse prevention and control (establishment of manufacturing operations)




	21

	858

	Drug abuse prevention and control (endangering human life while illegally manufacturing a controlled substance)




	21

	859

	Drug abuse prevention and control (felonious distribution to persons under age 21)




	21

	860

	Drug abuse prevention and control (felonious distribution or manufacturing in or near schools and colleges)




	21

	861

	Drug abuse prevention and control (felonious employment of persons under 18 years of age)




	21

	863

	Drug abuse prevention and control (transportation of drug paraphernalia)




	21

	952

	Drug abuse prevention and control (felonious importation of controlled substances)




	21

	953

	Drug abuse prevention and control (felonious exportation of controlled substances)




	21

	955

	Drug abuse prevention and control (felonious possession on board vessels, etc., arriving in or departing from the United States)




	21

	957

	Drug abuse prevention and control (felonious offenses by persons required to register)




	21

	959

	Drug abuse prevention and control (felonious possession, manufacture, or distribution for purpose of unlawful importation)




	21

	960

	Drug abuse prevention and control (certain unlawful acts and penalties defined)




	21

	960a

	Drug abuse prevention and control (foreign terrorist organizations, terrorist persons and groups; narcoterrorism)




	21

	962

	Drug abuse prevention and control (second or subsequent offenses' penalties defined)




	21

	963

	Drug abuse prevention and control (attempt and conspiracy to commit any felonious offense defined in subchapter II)




	22

	611

	Foreign Agents Registration Act of 1938 (felony violations of FARA et seq. of 1938)




	22

	2778(c)

	Arms export control (criminal violations of Arms

Export Control Act of 1979)




	29

	186

	Labor-management relations (restrictions on payments and loans to labor organizations)




	29

	501(c)

	Reporting and disclosure (fiduciary responsibility of officers of labor organizations embezzlement of assets)




	33

	1251

	Federal Water Pollution Control Act (felony violations concerning the et seq. discharge of pollutants into the nation's waters)




	33

	1401

	Ocean Dumping Act (felony violations concerning the dumping of et seq. materials into ocean waters)




	33

	1901

	Act to Prevent Pollution from Ships (felony violations concerning the et seq. discharge of pollutants from ships)




	42

	1490s(a)

	Housing Act of 1949 (equity skimming)




	42

	2122

	(Sec. 92) Atomic Energy Act of 1954 (prohibitions governing atomic weapons)

(Sec. 236) Atomic Energy Act of 1954 (sabotage of nuclear facilities or fuel)




	42

	300f

	Safe Drinking Water Act (felony violations concerning the safety of public et seq. water systems)




	42

	6901

	Resources Conservation and Recovery Act (felony violations et seq. concerning resource conservation and recovery)




	49

	46502

	Special aircraft jurisdiction of the United States (aircraft piracy) (2nd sentence) Special Aircraft Jurisdiction of the United States (assault on a flight crew with a dangerous weapon)




	49

	46505

	Special aircraft jurisdiction of the United States (b)(3) or (c) (explosive or incendiary devices, or endangerment of human life by means of weapons, on aircraft)




	49

	46506

	Special aircraft jurisdiction of the United States (application of certain criminal laws to acts on aircraft—if homicide or attempted homicide involved)




	49

	60123(b)

	Safety (destruction of interstate gas or hazardous liquid pipeline facility)




	50

	1705

	Emergency economic powers (willful violations of the International Emergency Economic Powers Act)




	50

	App. 16

	Trading with Enemy Act (offenses and punishment)




	50

	App. 2410

	Export regulation (knowingly violating the provisions of the Export Administration Act

of 1979)






Any act or threat (chargeable under state law and punishable by imprisonment for more than 1 year) involving:


	Murder

	Kidnapping

	Gambling

	Arson

	Robbery

	Bribery

	Extortion

	Dealing in obscene matter

	Dealing in a controlled substance or listed chemical (as defined in 21 U.S.C. §802)



An offense against a foreign nation (with respect to a financial transaction occurring in whole or in part in the United States) involving:


	The manufacture, importation, sale, or distribution of a controlled substance

	Murder

	Kidnapping

	Robbery

	Extortion destruction of property by means of explosive or fire or a crime of violence

	Fraud, or any scheme or attempt to defraud, by or against a foreign bank (as defined in 12 U.S.C. §3101(7))

	Bribery of a public official, or the misappropriation, theft, or embezzlement of public funds by or for the benefit of a public official

	Smuggling or export control violations (involving an item controlled on the US Munitions List, Section 38, of the Arms Export Control Act (22 U.S.C. 2778) or an item controlled under the Export Administration Regulations (15 C.F.R. Parts 730–774))

	US obligation by a multilateral treaty to extradite or prosecute the offender (if offender located within US territory)

	Trafficking in persons, selling or buying of children, sexual exploitation of children, or transporting, recruiting or harboring a person, including a child, for commercial sex acts







Appendix G: Federal Statutes Relating to Terrorist Financing


§2339A. PROVIDING MATERIAL SUPPORT TO TERRORISTS

(a) Offense.—Whoever provides material support or resources or conceals or disguises the nature, location, source, or ownership of material support or resources, knowing or intending that they are to be used in preparation for, or in carrying out, a violation of section 32, 37, 81, 175, 229, 351, 831, 842 (m) or (n), 844 (f) or (i), 930 (c), 956, 1114, 1116, 1203, 1361, 1362, 1363, 1366, 1751, 1992, 1993, 2155, 2156, 2280, 2281, 2332, 2332a, 2332b, 2332f, or 2340A of this title, section 236 of the Atomic Energy Act of 1954 (42 U.S.C. 2284), or section 46502 or 60123 (b) of title 49, or in preparation for, or in carrying out, the concealment of an escape from the commission of any such violation, or attempts or conspires to do such an act, shall be fined under this title, imprisoned not more than 15 years, or both, and, if the death of any person results, shall be imprisoned for any term of years or for life. A violation of this section may be prosecuted in any federal judicial district in which the underlying offense was committed, or in any other federal judicial district as provided by law.

(b) Definition.—In this section, the term “material support or resources” means currency or monetary instruments or financial securities, financial services, lodging, training, expert advice or assistance, safe houses, false documentation or identification, communications equipment, facilities, weapons, lethal substances, explosives, personnel, transportation, and other physical assets, except medicine or religious materials.



§2339B. PROVIDING MATERIAL SUPPORT OR RESOURCES TO DESIGNATED FOREIGN TERRORIST ORGANIZATIONS


	(a) Prohibited Activities.—

	(1) Unlawful conduct.—Whoever, within the United States or subject to the jurisdiction of the United States, knowingly provides material support or resources to a foreign terrorist organization, or attempts or conspires to do so, shall be fined under this title or imprisoned not more than 15 years, or both, and, if the death of any person results, shall be imprisoned for any term of years or for life.

	(2) Financial institutions.—Except as authorized by the Secretary, any financial institution that becomes aware that it has possession of, or control over, any funds in which a foreign terrorist organization, or its agent, has an interest, shall—

	(A) retain possession of, or maintain control over, such funds; and

	(B) report to the Secretary the existence of such funds in accordance with regulations issued by the Secretary.

	(b) Civil Penalty.—Any financial institution that knowingly fails to comply with subsection (a) (2) shall be subject to a civil penalty in an amount that is the greater of—

	(A) $50,000 per violation; or

	(B) twice the amount of which the financial institution was required under subsection (a) (2) to retain possession or control.

	(c) Injunction.—Whenever it appears to the Secretary or the Attorney General that any person is engaged in, or is about to engage in, any act that constitutes, or would constitute, a violation of this section, the Attorney General may initiate civil action in a district court of the United States to enjoin such violation.

	(d) Extraterritorial Jurisdiction.—There is extraterritorial federal jurisdiction over an offense under this section.

	(e) Investigations.—

	(1) In general.—The Attorney General shall conduct any investigation of a possible violation of this section, or of any license, order, or regulation issued pursuant to this section.

	(2) Coordination with the Department of the Treasury.—The Attorney General shall work in coordination with the Secretary in investigations relating to—

	(A) the compliance or noncompliance by a financial institution with the requirements of subsection (a) (2); and

	(B) civil penalty proceedings authorized under subsection (b).

	(3) Referral.—Any evidence of a criminal violation of this section arising in the course of an investigation by the Secretary or any other federal agency shall be referred immediately to the Attorney General for further investigation. The Attorney General shall timely notify the Secretary of any action taken on referrals from the Secretary, and may refer investigations to the Secretary for remedial licensing or civil penalty action.

	(f) Classified Information in Civil Proceedings Brought by the United States.—

	(1) Discovery of classified information by defendants.—

	(A) Request by United States.—In any civil proceeding under this section, upon request made ex parte and in writing by the United States, a court, upon a sufficient showing, may authorize the United States to—

	(i) redact specified items of classified information from documents to be introduced into evidence or made available to the defendant through discovery under the Federal Rules of Civil Procedure;

	(ii) substitute a summary of the information for such classified documents; or

	(iii) substitute a statement admitting relevant facts that the classified information would tend to prove.

	(B) Order granting request.—If the court enters an order granting a request under this paragraph, the entire text of the documents to which the request relates shall be sealed and preserved in the records of the court to be made available to the appellate court in the event of an appeal.

	(C) Denial of request.—If the court enters an order denying a request of the United States under this paragraph, the United States may take an immediate, interlocutory appeal in accordance with paragraph (5). For purposes of such an appeal, the entire text of the documents to which the request relates, together with any transcripts of arguments made ex parte to the court in connection therewith, shall be maintained under seal and delivered to the appellate court.

	(2) Introduction of classified information; precautions by court.—

	(A) Exhibits.—To prevent unnecessary or inadvertent disclosure of classified information in a civil proceeding brought by the United States under this section, the United States may petition the court ex parte to admit, in lieu of classified writings, recordings, or photographs, one or more of the following:

	(i) Copies of items from which classified information has been redacted.

	(ii) Stipulations admitting relevant facts that specific classified information would tend to prove.

	(iii) A declassified summary of the specific classified information.

	(B) Determination by court.—The court shall grant a request under this paragraph if the court finds that the redacted item, stipulation, or summary is sufficient to allow the defendant to prepare a defense.

	(3) Taking of trial testimony.—

	(A) Objection.—During the examination of a witness in any civil proceeding brought by the United States under this subsection, the United States may object to any question or line of inquiry that may require the witness to disclose classified information not previously found to be admissible.

	(B) Action by court.—In determining whether a response is admissible, the court shall take precautions to guard against the compromise of any classified information, including—

	(i) permitting the United States to provide the court, ex parte, with a proffer of the witness’s response to the question or line of inquiry; and

	(ii) requiring the defendant to provide the court with a proffer of the nature of the information that the defendant seeks to elicit.

	(C) Obligation of defendant.—In any civil proceeding under this section, it shall be the defendant’s obligation to establish the relevance and materiality of any classified information sought to be introduced.

	(4) Appeal.—If the court enters an order denying a request of the United States under this subsection, the United States may take an immediate interlocutory appeal in accordance with paragraph (5).

	(5) Interlocutory appeal.—

	(A) Subject of appeal.—An interlocutory appeal by the United States shall lie to a court of appeals from a decision or order of a district court—

	(i) authorizing the disclosure of classified information;

	(ii) imposing sanctions for nondisclosure of classified information; or

	(iii) refusing a protective order sought by the United States to prevent the disclosure of classified information.

	(B) Expedited consideration.—

	(i) In general.—An appeal taken pursuant to this paragraph, either before or during trial, shall be expedited by the Court of Appeals.

	(ii) Appeals prior to trial.—If an appeal is of an order made prior to trial, an appeal shall be taken not later than 10 days after the decision or order appealed from, and the trial shall not commence until the appeal is resolved.

	(iii) Appeals during trial.—If an appeal is taken during trial, the trial court shall adjourn the trial until the appeal is resolved, and the court of appeals—

	(I) shall hear argument on such appeal not later than 4 days after the adjournment of the trial;

	(II) may dispense with written briefs other than the supporting materials previously submitted to the trial court;

	(III) shall render its decision not later than 4 days after argument on appeal; and

	(IV) may dispense with the issuance of a written opinion in rendering its decision.

	(C) Effect of ruling.—An interlocutory appeal and decision shall not affect the right of the defendant, in a subsequent appeal from a final judgment, to claim as error reversal by the trial court on remand of a ruling appealed from during trial.

	(6) Construction.—Nothing in this subsection shall prevent the United States from seeking protective orders or asserting privileges ordinarily available to the United States to protect against the disclosure of classified information, including the invocation of the military and state secrets privilege.

	(g) Definitions.—As used in this section—

	(1) the term “classified information” has the meaning given that term in section 1 (a) of the Classified Information Procedures Act (18 U.S.C. App.);

	(2) the term “financial institution” has the same meaning as in section 5312 (a) (2) of title 31, United States Code;

	(3) the term “funds” includes coin or currency of the United States or any other country, traveler’s checks, personal checks, bank checks, money orders, stocks, bonds, debentures, drafts, letters of credit, any other negotiable instrument, and any electronic representation of any of the foregoing;

	(4) the term “material support or resources” has the same meaning as in section 2339A;

	(5) the term “Secretary” means the Secretary of the Treasury; and

	(6) the term “terrorist organization” means an organization designated as a terrorist organization under section 219 of the Immigration and Nationality Act.





§2339C. PROHIBITIONS AGAINST THE FINANCING OF TERRORISM


	(a) Offenses.—

	(1) In general.—Whoever, in a circumstance described in subsection (b), by any means, directly or indirectly, unlawfully and willfully provides or collects funds with the intention that such funds be used, or with the knowledge that such funds are to be used, in full or in part, in order to carry out—

	(1) an act which constitutes an offense within the scope of a treaty specified in subsection (e) (7), as implemented by the United States, or

	(8) any other act intended to cause death or serious bodily injury to a civilian, or to any other person not taking an active part in the hostilities in a situation of armed conflict, when the purpose of such act, by its nature or context, is to intimidate a population, or to compel a government or an international organization to do or to abstain from doing any act, shall be punished as prescribed in subsection (d) (1).

	(A) Attempts and conspiracies.—Whoever attempts or conspires to commit an offense under paragraph (1) shall be punished as prescribed in subsection (d) (1).

	(A) Relationship to predicate act.—For an act to constitute an offense set forth in this subsection, it shall not be necessary that the funds were actually used to carry out a predicate act.

	(b) Jurisdiction.—There is jurisdiction over the offenses in subsection (a) in the following circumstances—

	(1) the offense takes place in the United States and—

	(A) a perpetrator was a national of another state or a stateless person;

	(B) on board a vessel flying the flag of another state or an aircraft which is registered under the laws of another state at the time the offense is committed;

	(C) on board an aircraft which is operated by the government of another state;

	(D) a perpetrator is found outside the United States;

	(E) was directed toward or resulted in the carrying out of a predicate act against—

	(i) a national of another state; or

	(ii) another state or a government facility of such state, including its embassy or other diplomatic or consular premises of that state;

	(F) was directed toward or resulted in the carrying out of a predicate act committed in an attempt to compel another state or international organization to do or abstain from doing any act; or

	(G) was directed toward or resulted in the carrying out of a predicate act—

	(i) outside the United States; or

	(ii) within the United States, and either the offense or the predicate act was conducted in, or the results thereof affected, interstate or foreign commerce;

	(2) the offense takes place outside the United States and— (A) a perpetrator is a national of the United States or is a stateless person whose habitual residence is in the United States;

	(B) a perpetrator is found in the United States; or

	(C) was directed toward or resulted in the carrying out of a predicate act against—

	(i) any property that is owned, leased, or used by the United States or by any department or agency of the United States, including an embassy or other diplomatic or consular premises of the United States;

	(ii) any person or property within the United States;

	(iii) any national of the United States or the property of such national; or

	(iv) any property of any legal entity organized under the laws of the United States, including any of its states, districts, commonwealths, territories, or possessions;

	(3) the offense is committed on board a vessel flying the flag of the United States or an aircraft which is registered under the laws of the United States at the time the offense is committed;

	(4) the offense is committed on board an aircraft which is operated by the United States; or

	(5) the offense was directed toward or resulted in the carrying out of a predicate act committed in an attempt to compel the United States to do or abstain from doing any act.

	(c) Concealment.— Whoever—

	(1)

	(A) is in the United States; or

	(B) is outside the United States and is a national of the United States or a legal entity organized under the laws of the United States (including any of its states, districts, commonwealths, territories, or possessions); and

	(2) knowingly conceals or disguises the nature, location, source, ownership, or control of any material support, resources, or funds—

	(A) knowing or intending that the support or resources were provided in violation of section 2339B of this title; or

	(B) knowing or intending that any such funds or any proceeds of such funds were provided or collected in violation of subsection (a), shall be punished as prescribed in subsection (d) (2).

	(d) Penalties.—

	(1) Subsection (a).—Whoever violates subsection (a) shall be fined under this title, imprisoned for not more than 20 years, or both.

	(2) Subsection (c).—Whoever violates subsection (c) shall be fined under this title, imprisoned for not more than 10 years, or both.

	(e) Definitions.— In this section—

	(1) the term “funds” means assets of every kind, whether tangible or intangible, movable or immovable, however acquired, and legal documents or instruments in any form, including electronic or digital, evidencing title to, or interest in, such assets, including coin, currency, bank credits, traveler’s checks, bank checks, money orders, shares, securities, bonds, drafts, and letters of credit;

	(2) the term “government facility” means any permanent or temporary facility or conveyance that is used or occupied by representatives of a state, members of a government, the legislature, or the judiciary, or by officials or employees of a state or any other public authority or entity or by employees or officials of an intergovernmental organization in connection with their official duties;

	(3) the term “proceeds” means any funds derived from or obtained, directly or indirectly, through the commission of an offense set forth in subsection (a);

	(4) the term “provides” includes giving, donating, and transmitting;

	(5) the term “collects” includes raising and receiving;

	(6) the term “predicate act” means any act referred to in subparagraph (A) or (B) of subsection (a) (1);

	(7) the term “treaty” means—

	(A) the Convention for the Suppression of Unlawful Seizure of Aircraft, done at The Hague on December 16, 1970;

	(B) the Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation, done at Montreal on September 23, 1971;

	(C) the Convention on the Prevention and Punishment of Crimes against Internationally Protected Persons, including Diplomatic Agents, adopted by the General Assembly of the United Nations on December 14, 1973;

	(D) the International Convention against the Taking of Hostages, adopted by the General Assembly of the United Nations on December 17, 1979;

	(E) the Convention on the Physical Protection of Nuclear Material, adopted at Vienna on March 3, 1980;

	(F) the Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving International Civil Aviation, supplementary to the Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation, done at Montreal on February 24, 1988;

	(G) the Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation, done at Rome on March 10, 1988;

	(H) the Protocol for the Suppression of Unlawful Acts against the Safety of Fixed Platforms located on the Continental Shelf, done at Rome on March 10, 1988; or

	(I) the International Convention for the Suppression of Terrorist Bombings, adopted by the General Assembly of the United Nations on December 15, 1997;

	(8) the term “intergovernmental organization” includes international organizations;

	(9) the term “international organization” has the same meaning as in section 1116 (b) (5) of this title;

	(10) the term “armed conflict” does not include internal disturbances and tensions, such as riots, isolated and sporadic acts of violence, and other acts of a similar nature;

	(11) the term “serious bodily injury” has the same meaning as in section 1365 (g) (3) of this title;

	(12) the term “national of the United States” has the meaning given that term in section 101 (a) (22) of the Immigration and Nationality Act (8 U.S.C. 1101 (a) (22)); and

	(13) the term “state” has the same meaning as that term has under international law, and includes all political subdivisions thereof.

	(f) Civil Penalty.—In addition to any other criminal, civil, or administrative liability or penalty, any legal entity located within the United States or organized under the laws of the United States, including any of the laws of its states, districts, commonwealths, territories, or possessions, shall be liable to the United States for the sum of at least $10,000, if a person responsible for the management or control of that legal entity has, in that capacity, committed an offense set forth in subsection (a).





TITLE 50 UNITED STATES CODE, CHAPTER 35. INTERNATIONAL EMERGENCY ECONOMIC POWERS


	Sec. 1701. Unusual and extraordinary threat; declaration of national emergency; exercise of presidential authorities

	(a) Any authority granted to the President by section 1702 of this title may be exercised to deal with any unusual and extraordinary threat, which has its source in whole or substantial part outside the United States, to the national security, foreign policy, or economy of the United States, if the President declares a national emergency with respect to such threat.

	(b) The authorities granted to the President by section 1702 of this title may only be exercised to deal with an unusual and extraordinary threat with respect to which a national emergency has been declared for purposes of this chapter and may not be exercised for any other purpose. Any exercise of such authorities to deal with any new threat shall be based on a new declaration of national emergency which must be with respect to such threat. Sec. 1702. Presidential authorities

	(a) (1) At the times and to the extent specified in section 1701 of this title, the President may, under such regulations as he may prescribe, by means of instructions, licenses, or otherwise—

	(A) investigate, regulate, or prohibit—

	(i) any transactions in foreign exchange,

	(ii) transfers of credit or payments between, by, through, or to any banking institution, to the extent that such transfers or payments involve any interest of any foreign country or a national thereof,

	(iii) the importing or exporting of currency or securities; and

	(B) investigate, regulate, direct and compel, nullify, void, prevent or prohibit, any acquisition, holding, withholding, use, transfer, withdrawal, transportation, importation or exportation of, or dealing in, or exercising any right, power, or privilege with respect to, or transactions involving, any property in which any foreign country or a national thereof has any interest; by any person, or with respect to any property, subject to the jurisdiction of the United States.

	(2) In exercising the authorities granted by paragraph (1), the President may require any person to keep a full record of, and to furnish under oath, in the form of reports or otherwise, complete information relative to any act or transaction referred to in paragraph (1) either before, during, or after the completion thereof, or relative to any interest in foreign property, or relative to any property in which any foreign country or any national thereof has or has had any interest, or as may be otherwise necessary to enforce the provisions of such paragraph.

	In any case in which a report by a person could be required under this paragraph, the President may require the production of any books of account, records, contracts, letters, memoranda, or other papers, in the custody or control of such person.

	(3) Compliance with any regulation, instruction, or direction issued under this chapter shall to the extent thereof be a full acquittance and discharge for all purposes of the obligation of the person making the same. No person shall be held liable in any court for or with respect to anything done or omitted in good faith in connection with the administration of, or pursuant to and in reliance on, this chapter, or any regulation, instruction, or direction issued under this chapter.

	(b) The authority granted to the President by this section does not include the authority to regulate or prohibit, directly or indirectly—

	(1) any postal, telegraphic, telephonic, or other personal communication, which does not involve a transfer of anything of value;

	(2) donations, by persons subject to the jurisdiction of the United States, of articles, such as food, clothing, and medicine, intended to be used to relieve human suffering, except to the extent that the President determines that such donations (A) would seriously impair his ability to deal with any national emergency declared under section 1701 of this title, (B) are in response to coercion against the proposed recipient or donor, or (C) would endanger Armed Forces of the United States which are engaged in hostilities or are in a situation where imminent involvement in hostilities is clearly indicated by the circumstances; or

	(3) the importation from any country, or the exportation to any country, whether commercial or otherwise, regardless of format or medium of transmission, of any information or informational materials, including but not limited to, publications, films, posters, phonograph records, photographs, microfilms, microfiche, tapes, compact disks, CD ROMs, artworks, and news wire feeds. The exports exempted from regulation or prohibition by this paragraph do not include those which are otherwise controlled for export under section 2404 of the Appendix to this title, or under section 2405 of the Appendix to this title to the extent that such controls promote the nonproliferation or antiterrorism policies of the United States, or with respect to which acts are prohibited by chapter 37 of title 18; or

	(4) any transactions ordinarily incident to travel to or from any country, including importation of accompanied baggage for personal use, maintenance within any country including payment of living expenses and acquisition of goods or services for personal use, and arrangement or facilitation of such travel including nonscheduled air, sea, or land voyages.

	Sec. 1703. Consultation and reports

	(a) Consultation with Congress

	The President, in every possible instance, shall consult with the Congress before exercising any of the authorities granted by this chapter and shall consult regularly with the Congress so long as such authorities are exercised.

	(b) Report to Congress upon exercise of presidential authorities

	Whenever the President exercises any of the authorities granted by this chapter, he shall immediately transmit to the Congress a report specifying—

	(1) the circumstances which necessitate such exercise of authority;

	(2) why the President believes those circumstances constitute an unusual and extraordinary threat, which has its source in whole or substantial part outside the United States, to the national security, foreign policy, or economy of the United States;

	(3) the authorities to be exercised and the actions to be taken in the exercise of those authorities to deal with those circumstances;

	(4) why the President believes such actions are necessary to deal with those circumstances; and

	(5) any foreign countries with respect to which such actions are to be taken and why such actions are to be taken with respect to those countries.

	(c) Periodic follow-up reports

	At least once during each succeeding six-month period after transmitting a report pursuant to subsection (b) of this section with respect to an exercise of authorities under this chapter, the President shall report to the Congress with respect to the actions taken, since the last such report, in the exercise of such authorities, and with respect to any changes which have occurred concerning any information previously furnished pursuant to paragraphs (1) through (5) of subsection (b) of this section.

	(d) Supplemental requirements

	The requirements of this section are supplemental to those contained in title IV of the National Emergencies Act (50 U.S.C. 1641).

	Sec. 1704. Authority to issue regulations

	The President may issue such regulations, including regulations prescribing definitions, as may be necessary for the exercise of the authorities granted by this chapter.

	Sec. 1705. Penalties

	(a) A civil penalty of not to exceed $10,000 may be imposed on any person who violates any license, order, or regulation issued under this chapter.

	(b) Whoever willfully violates any license, order, or regulation issued under this chapter shall, upon conviction, be fined not more than $50,000, or, if a natural person, may be imprisoned for not more than 10 years, or both; and any officer, director, or agent of any corporation who knowingly participates in such violation may be punished by a like fine, imprisonment, or both.

	Sec. 1706. Savings provisions

	(a) Termination of national emergencies pursuant to National Emergencies Act

	(1) Except as provided in subsection (b) of this section, notwithstanding the termination pursuant to the National Emergencies Act (50 U.S.C. 1601 et seq.) of a national emergency declared for purposes of this chapter, any authorities granted by this chapter, which are exercised on the date of such termination on the basis of such national emergency to prohibit transactions involving property in which a foreign country or national thereof has any interest, may continue to be so exercised to prohibit transactions involving that property if the President determines that the continuation of such prohibition with respect to that property is necessary on account of claims involving such country or its nationals.

	(2) Notwithstanding the termination of the authorities described in section 101 (b) of this act, any such authorities, which are exercised with respect to a country on the date of such termination to prohibit transactions involving any property in which such country or any national thereof has any interest, may continue to be exercised to prohibit transactions involving that property if the President determines that the continuation of such prohibition with respect to that property is necessary on account of claims involving such country or its nationals.

	(b) Congressional termination of national emergencies by concurrent resolution

	The authorities described in subsection (a) (1) of this section may not continue to be exercised under this section if the national emergency is terminated by the Congress by concurrent resolution pursuant to section 202 of the National Emergencies Act (50 U.S.C. 1622) and if the Congress specifies in such concurrent resolution that such authorities may not continue to be exercised under this section.

	(c) Supplemental savings provisions; supersedure of inconsistent provisions

	(1) The provisions of this section are supplemental to the savings provisions of paragraphs (1), (2), and (3) of section 101 (a) (50 U.S.C. 1601 (a) (1), (2), (3)) and of paragraphs (A), (B), and (C) of section 202 (a) (50 U.S.C. 1622 (a) (A), (B), and (C)) of the National Emergencies Act.

	(2) The provisions of this section supersede the termination provisions of section 101 (a) (50 U.S.C. 1601 (a)) and of title II (50 U.S.C. 1621 et seq.) of the National Emergencies Act to the extent that the provisions of this section are inconsistent with these provisions.

	(d) Periodic reports to Congress

	If the President uses the authority of this section to continue prohibitions on transactions involving foreign property interests, he shall report to the Congress every six months on the use of such authority.
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	suspicious-activity reporting, 43

	USA PATRIOT Improvement and Reauthorization Act of 2005, 45

	US Bankruptcy Court, 222

	USCIS, see US Citizenship and Immigration Services

	US Citizenship and Immigration Services (USCIS), 220

	US Customs Court, 222

	US District Court, 222

	US government departments, see Federal government departments

	US Tax Court, 222





V


	Vienna Convention, 70

	Vostro accounts, 163





W


	Watergate money laundering scheme, analysis of, 18–19

	CRP or its representatives conducting financial transaction, 18

	how far committee got into money laundering cycle, 18–19

	how law enforcement could have detected this scheme, 19

	object of money laundering scheme, 18

	underlying criminal activity, 18

	Western Union, 170, 294





Y


	Yield calculations, 188





Z


	Zakat schemes, 292–293

	document search warrants, 293

	informants, 293

	investigation, 293

	sources of information, 293

	tax returns, 293

	United States of America v. Holy

	Land Foundation for Relief and Development, 292–293

	Zero coupon bond, 194
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Statements of Income
Alphonse Capone Second Hand Furniture, Inc

Year Ended December 31, 1930 1929
Revenue:
Net sales, beverage products 55,195,000

Net sales,
Gaming revenues, net of losses.___

8,420,000 10,933,000
18,851,000 18,470,000
12,791,000 11,734,000

Less: Association commissions:

(1930 10%, 192910%).. (1,260,000) (1,173,000)

Rentals and other services . i, SO0 2,191,000
Gain on sale of property e 13124000 0
Dividends 0 0
Interest o o
Total revenue $ 105,487,000 97,350,000
Costs and Expenses:
Costof goodssold e § 21,847,000 20,005,000
Cost of services 14563000  12361,000
Selling, general and administrative. 10,411,000 9,799,000
Interest o o
DUPOER IO POBRERI .....ooisiisivisasisinionivns e 12,476,000 11,376,000
Payoffs to police 17687000 16,504,000
Executive C 24,962,000 23,161,000
Charitabl i 2,800,000 2,800,000
Total costs and expenses _________________ $104776000 96,006,000
Income Before Income Taxes__ 711,000 1,344,000
Income Taxes s 220000 416,000
Net Income s 491,000 927,000
Earnings per Share of PreferredStock: _______________§ 491 927

Average Shares Outstanding: 100,000 100,000
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2 Contents

3 Financial Highlights
4 Letter to Sharcholders

5 Review of Operations

6 Beverage Division

7 Gaming Division

8 Entertainment Division

9 Insurance and Industrial Relations
10 Board of Directors

12 Mergersand Acquisition

13-16  Financial Report

Alphonse Capone Second Hand Furniture,Inc.

known “The Outfit,” providinga wide
variety of goods and services (some of e Iegal) eoushon the Greator Chiago sven. Opérati from s
headquarters in the Lexington Hotel in Chicago, the majority of the outfit's operations are centered in

Chicago, Cicero,and Miam, Florida Prinipal busiesssegments are
rose Manufacture and Distributio

+ Gams
* Entertaimment Services
+  Insurance and Industrial Relations

Alphonse Capone Second Hand Furniture was founded in 1920 and incorporated in 1924, Common stock used to be
traded on the New York Stock Exchange under the symbol BIGAL, until he found out holders of common stock got
to vote on things. Now all the outstanding stock is Preferred, and he prefers to hold most of it himself.

Corporate offices are located at
Lexington Hotel

Michigan Avenue at 22+ Street

Chicago, linois

Phone: None of your business. 1f he wants to talk to you, he'll call you.
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5% First Pacific Bank

Advice Statement-Confirmation of Wire Transfer
Date: 01/07/98 Reference #: 980107003795

1 Pacific Bank has debited your account # 689236 for transfer of funds

Amount § 1,000,000 1* Pacific Bank. (ordering customer's bank)
JORG = Mr. Allx Bell, Desert Chemical, Inc. LAS VEGAS, NV
/BNE = Royal Escrow Company- Honolulu Bank and Trust

JAC—0079876 BBI = Wire Transfer SEQ—980107003795
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A DEBIT HAS BEEN POSTED TO YOUR ACCOUNT THIS DAY COVERING THE FOLLOWING:

RE: Your instructions to wire US$L,000,000 to

lulu Bank and Trust in favor of the Royal

Escrow Company, Acct: 0079876

Our Reference: 980107003795

Plus $55.00 commission Plus 7.50 cable charges

1,000,062

At
No. e
M Desert Chemical, Inc.
ancs 11137 Sands Blvd
Las Vegas, NV 86542

€ First Pacific Bank

DATE 0

DRAWNBY 112

APPROVED_JGD






OEBPS/images/pg93_1.jpg
alter betng Sudder
fandoned by Dion O*Ba
genzaton. Restin pen

v statisHeE bt of ©
stories of our thousands of
employees and independent
contractors, whose tireless efforts
‘make the outfita “people oriented”

usiness. As our Chairman put it,
“I'm for the little guy, the working
‘man. If he needs a product, [

provideit. What's wrong with
o

What indeed?

Market Share
As most everyone knows, the boss
is very strong on strengthening our
position in the marketplace.
boardroom discussion, he can
frequently be heard to inquire, “Do
we ownitall, yet?” The answer is
still, “almost”, thanks to our
acquisition of the O’Banion
brewing and hijacking operations,
and the Gennas'alky cooking,

rises. We were looking for a
friendly little merger, but they

irned it into a hostile takeover,

BREWING & BEER SALES

Brewery output increased, despite a
number of unexpected plant closings.
Excessive government  regulatory
action, particularly by that dirty 5.0.8.
Ness,
deliveries,
equipment and supplies to more
business friendly locations.

1929
Lot Broweries 6 3
South Side 7 4
Central 3 i
Cicero 3 3
Berwyn 1 0

Daily output (1,000 gallons)
2

Daily sales volume (x 1,000)
105 101

e and 75% o he rotgutis
ours, too. Our training program
for associate distillers has
eliminated a lot of the quality
control problems, which, in years
past, led to unpleasantness like
poisonings and blinding. The boss
don't tolerate that sort of thing,
and lets people know it.

“Bathtub”  Mike an
associate distiller on the South Side
talks about the human resources
policies of the organization.

outfit comes to pick up a batch as soon
as you call. A couple of times, I was
late with my franchise payment, and
the boys didn’t even kil me, only ran
my wife's hand through the laundry
wringer. That kind of personalized
service you don’t get with just any

my.  And hey, in these tough
times, I'm lucky to be working at allt”

DISTILLED SPIRITS

Distilling operations declined slightly,
due in part to the same government
harassment  that  affected beer|

producers.
In a bit of quality related good news|
for Chicago consumers and the outfit,
only 297 people died or were blinded by
denatured or wood alcohol during the,
year, down from 320 the year before.
That's 23 more people still alive and
drinking!
1930 1929
Total # Major distillers 57 75
Daily output (x1,000gal) 30 95
Daily sales (xSL000) 20 65
Total # Small distillers 1,100 720

Daily output (x1,000gal) 20 14
Daily sales (x $1,000) 0 a2
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What documents should the U.S. Attorney
send to AFMLS?

© The petitions) for remission (see AFML Online for sumple)

«  Aletter describing the offense and recommending approval or denial of the petition

“The seizing agency teport and recommendation

Pertinent judicial documents (peeliminacy order of forfeiture, indictment, plea agreement,
etc)

What if AFMLS denies the petition for remission?
A petitioner may submit a request for reconsideration within ten days of receipt of the denial

aotification letter. Reconsideration requests are reviewed by an AFMLS official who did not decide
the original pes

What is restoration?

Restoration is used when the Attorney General, at the request of a ULS. Attorney, authorizes the use
of forfeited finds to pay restitution to the victim of a criminal offense. Forfeited funds may
applied 1o the restitution order only if no other funds are availible o fulfll the defendant’s
estitution obligation. The victim genezally must meet the regulatory requirements for remission as
explained below.

How does restoration work?

The LS. Attorney's Office works with the Conrt to identify the victims of the crime to be inchided
in the esiminal restitution order. Following entry of the restitution order, the U.S. Attorney requests
that AFMLS approve restoration and transfer to the court funds forfeited in the same and /or related
civil, criminal or administrative forfeiture proceedings.

What are the primary benefits of restoration?
Restoration climinates the need for each victim to file a petifion for remission, which is particularly
i lagse multple-vietin cases. In addition, cestoration requests are generally processed
ctitions for remission.

enefi
faster

Is a victim defined differently for purposes of restoration than for remission?
No. A vietim under the restoration procedures must meet the same qualifications as a victim
pussuant 1o the remission process: a person who has suffered a pecuniary loss as a zesult of the
crime underlying the forfeituze or a related offence. Therefore, the restitution order must list the
same vietim(s) and loss amount(s) as would have been determined through the remission process.
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WATERGATE,
Launderinglegal Corporate Campaign Contuibutions
fexican Connection

Rccount

Gulf Resources &
Chemical Co.
Houston, TX

April 3, 1972

Recout

Compania de Azuere
racruz, S.A.

(CavsA)

Fee - Loan Explanation

DAguerre
April 3, 1972

‘Gulf Resources pays

Manuel Ogarrio, $100,000 in April 5, 1972
legal fees owed previously 5100000
April 5, 1972

Ogarria

000

Apil 5, 1972
Ogartoseceives promissory

note for the “loas

April 6, 1972

$32,000

Bank Drafts

‘The $100,000 is sent to
CRP in Washington
=
COMMITTEE TO RE-ELECT THE PRESIDENT
Washington, D.C.

April 20, 1972
$114,000 (Bank drafts - $89,000)

May 15,1972
111,500

castwTTEDRAWALS
April21, §25,000
N2 333000 [Recount
May 8, $56000 Barker and
$114,000 Associates, Inc.
Trust

Rccount

Bernard Barker
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Paxnons Afecten.

“The only known persons potentially affected by a grant of assistance are the following victims whose names may be reflected in the records of
the escrow account at Credit Suisse, Zurich, Switzerland, if such account exists:

(Name and address if available)
2. (Name and address if available)
Need for Assistance

‘The prosecutor suspects that John Doe opened an account at Credit Suisse in Zurich, Switzerland. The absence of an account will assist in
proving that he defrauded the investors. However, evenif the account was opened, the records of the account will show whether he invested the
funds as claimed and whether the funds were then transferred to the Bank of Canada. If any substantial funds remain in such an account, the
investors are prepared to initiate civil litigation in Switzerland to recover them.

Documents Needed

Please provide complete records of any and all accounts at Credit Suisse, Zurich, Switzerland, and at any other bank in Switzerland traceable
to the subject matter of this request for assistance, relating to:

1 JohnDoe

2. Capital Trust, Ltd.

3. TodaysBank

Records should be for the period between September 1988 and the present, and should include, but not be limited to:
Original signature cards (regardless of the date the account was opened)
Documentation of account opening (regardless of the date account was opened)
Account ledger cards
Periodic account statements
Records (copied front and back) of allitems d 4, withd transferred
Wire transfers

Correspondence to, from, or on behalf of the account holder

Memoranda related to the account
Testimony Needed
Plese dentify the oficial) ofCrdit i, Zurich, Switzeland, or of any ther bank n Switaerland connected with the subject matte of
this req ance, wh i Tenowl-
et o o eatppestomisrefecnd 1o Sk eond b 1t Please interview sucl\aﬁ'\:ml(s) mgzrdmgtl\efﬂ“owmgpomts

‘The identity of the person(s) who opened each account, and provide a proces-verbal pursuant to article 1 @) (b), 10, and 12
‘The circumstances under which cach account was opened

1
2
3. The nature and structure of cach account (e.g, escrow account)
4. The disposition of the funds in cach account

5.

‘The identity of the person(s) ordering such disposition

1 dit h, Switzerland, p y the official(s) who can testify to that fact.
Procedures to Be Followed
Adkthe Cantonal magistrat o do the llowing:

1. Interview the approp Is and provide a pi bal pursuant to article 1 (4) (b), 10, and 12

2. Require production of original or true copies of the documents from the bank pursuant to articles 1 (4) c) and 18 (1)

3. Attach to the documents a Certificate of Authenticity of Business Records completed and signed by the person producing the docu-
‘ments pursuant to articles 1 (4) ¢) and 18 (2)

4. Affix his or her seal (or stamp) upon the certificate pursuant to article 18 (3)if satisfied that, under the procedure followed, a false state-
‘ment on the certificate would subject the person who completed and signed it to criminal penalty under Srwiss law.

Tnvite the bank official(s) giving testimony and producing the documents to appear at some future date at ,at the

expense of the United States government, to testify before the grand jury and/or at trial pursuant to article 23 (2). Ifany witness chooses

not to appear in the United States, a formal deposition of the witness at some future date is requested pursuant to articles 10 and 12,

Please do the following with respect to oficial records:

1. Secure true and correct copies thereof

2. Have the official providing the documents attach an attestation that the documents are official records provided in his or her
official capacity, or in the event that the official does not have a formal certificate, stamp, or seal of attestation, have him or her
complete an Attestation of Authenticity of Official Records (enclosed) certifying the authenticity of the signature of the official
who provided the official records

(Name)
Director
P B





OEBPS/images/pg159_1.jpg
Waikiki Auto bk Fuji Motors
Buyer Seller

3 Payments

3 Documents North Pacific | 3 Payments
Bank





OEBPS/images/pg159_2.jpg
Waikiki Auto Cars Fuji Motors
Buyer Now) Seller

Cash (Later)





OEBPS/images/pg272_2.jpg





OEBPS/images/pg272_1.jpg
COUPON-REPONSE INTERNATIONAL






OEBPS/images/pg247_1.jpg
Dollars.

l’(‘sankﬂ =
Money order Computer

USA

Computers

COLOMBIA

Pesos.
$800,000/ -
Pesos






OEBPS/images/pg82_1.jpg
TREASON
Laundering Money from the KGB
Aldrich “Rick” Ames

CasH
$2,700,000

Aldrich “Rick” Ames.
cia

Cecilia Dupuy de Casas
Aldrich Ames, Trustee

[ $950,000

Aldrich Ames

$1,500,000

ACCOUNT

Aldrich Ames

Wite Teansfers

Lifestyle Expenditures, Aldrich and Rosario Ames ‘

Lifestyle Expenses
Maid Sal
Telephone Bills

Credit Card

. T J

2512 N. Randolph St.
Adington, Virginia
10,00

~

Cash Purchases
1992 Jaguar $50,000
1989 Honda 15,000
Renovations ~ 99,000
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Notes to Financial Statements
Alphonse Capone Second Hand Funiture, Inc.

Summary of Significant Accounting Policies

Basis of C i financial statements include the accounts of Alphonse Capone
Second Hand Furniture, Inc, after elimination of significant intercompany amounts.

Cash and Cash Equivalents: The Company considers highly “liquid” investments acquired ’mm
competiors atno cost (via hijacking) to
possibl

Inventory: Beer and distilled spirits inventories are stated at the lower of cost (first-in, first-out) basis or
market.

Deprecation: Depreciaton is computed using the skﬁnght Lme method. Depreciaion expense includes
assets under by
gun fire, or accidents in car chases.

Estimated useful lives of property are as follows:

Buildings 1-5years

Tank trucks, 1-2years

Brewing and distilling Squipment 1-2years

Machinery and equipm year

Gambling equipment, acchorss prostitutes, tommy guns____Who knows?

Income Taxes: base i ‘what would happen if the

boss loses his tax cases. This doesn't look too L\kely, but we'll play it safe anyhow.

Bad Debt Allowance: The boss don'tallow for no bad debts. Somebody’s gotta pay.

Independent Auditor’s Report

We have audited Alphonse Cap Hand Furniture, Inc. and
its subsidiaries as of December 31,1930 and 1929, and the related statements of income for each of the
two years in the period ended Dececber 31, 1950, These inancaltesmentsace the rsporlbilly o the
company’s opinion on tatements based
on our audits. Our upmxon is: cveryl.hmg pies swell, Mr. Capone, just swell.

i our opinion, such financilstatements presentfaily, n all mterial respect th financial position of
Alphonse C: it t December 31,1930 and 1929, and
the results of their operauuns und their cash flows fm each of the two years in the period ended
December 31, 1930 in conformity with generally accepted accounting principles.

REIS and SHUMWAY,
Praat. gl Sal i
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WATERGATE

Laundering lllegal Corporate Campaign Contributions

Braniff Airlines

Youcher

40,000
‘Expenses and services”
March 29, 1972

Camilo Fabrega
CAMFAB
Panama City

Account
Braniff Airlines
Dallas, Texas

Braniff Airlines
Dallas, Texas

CASH

ACCOUNTS RECEIVABLE

372 $10,000
7 0
Check Cashed | |73 33600

5500

972 6500
12/72 13,000

Cash
$40,000
April 3,1972

3/72 $40,000

Cash Sales of Special Airline Tickets
40,000

{ 40,000
L cuh

April 6,1972

COMMITTEE TO RE-ELECT THE PRESIDENT

Washington, D.C
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GENERAL INSTRUCTIONS
T eport i equired by 31 US.C. 5316 and Treasury Deparmen regulations (31 CFR
103)

WHO MUST FILE:

35 or shps,
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geregate amount exceeding $10,00 e boen
o o th person fom ny plac oo e Unied S
OF FUNDS T BANKING PROCEDURES, WHICH
DOES NOT INVOLVE THE PHYSICAL TRANSPORTATION OF CURRENCY OR
MONETARY INSTRUMENTS, IS NOT REQUIRED TO BE REPORTED.
Exceptions: Reports ae not requied to e fd by:
)2 Federal Reserve bank.

1o e g wih e Secuntesand s Comoion o e
Exchange Act of 1

Wentification Number—indiduals must ener there socal securty number, f any
H passport orshen
ply: nimber

@ ol o, Cnegovaienuments i ks promsor
e, and money orders) m bearer form, endorsed esncior
o papeer 3 et soch fo it e el s apom dvem, 1 m

bank, bank, or a broker ok
by comman
camer, insruments do ot nlude ) checks o oney rdrs o pyabe o 0 e of
med person whi ean endorsed or which bear resricive endorsements,
( g i o g,
shipped to or Person—An indwidual, a corporaton, a parinership, a rus or estate, 3 ot stock

wih the bank, in amouns which the bank may reasonably conclude do not exceed

of the customer concerned,
(92 prsn who s ne aclen o resdent f the Uned e respect 1
Bk

curency o over monetany maruments mated o pped from sbroad 1
broker or pot

(5) 2 common carrer o passengers in respect to curency or other monetary
truments n the possessian of 15 pasengers.

©a of goods in respect to shipments of currency or monetary
nsruments ot Geclared 0 be Such by th hpper,
) ravlers check suer or s agent i respect o the transportation of vavelers”
checks ot e deery U Seing e o Senil s 1 Pl
8) 2 person with a estictively endorsed travele's check that i n the collecion
and reconclaion process afer the lraveler s check has been negolated, nor by

an Indian Trib (a5 that term s dofinec n the ncian Garing Regulatory Act,
i et cognizable a5 legal porsonattes

SPECIAL INSTRUCTIONS.

4 cnples s ot e oy P 15 povide the
postel iprecs o bl portsion
ot PART L Sy e of i w.wm o e el o
PART V. the

s e oo pped o eboted cureny o monetay mssumant, Dock 31, 1
Currency or monetary nsiruments of more than one country 15 imuaved, atiach 3 1
Showing each type coun

PRIVACY ACT AND PAPERWORK REDUCTION ACT NOTICE:

Pursuant 0 the recuirements of ublic law 93579 (Prvacy Actof 1974),

tice s hereby

S52ate3) is Publec I 91-508; 31 US.C. 3316, 5 USC. 301, Reorganzaton Plan
a person engaged s a busness in the ransporaton of curency, monetary No.1 0 1950; Treasury Depariment Orer No. 165, revised. a amende, 31 CFR 103,
91 2 person engaged 26 b the transporation of curency, monetary ;1,0 1950; Tre
or deslers m sectriies and oregy persons I 7 i,
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P 51US.C. 5316004 31 CIR Part

of Customs, Atention: Currency Transportation Reporls, Washinglon DC 20220,

e et exemg o deparon e Gnted S, FCEN P 105 oy b e by

103 (see Penaites).

1531 US.C. 531606} and 31 CFR 103.27(d). The soval securiy number vl be sed 44
‘who fles the record.

c.
e inCEN Form

e atany C.
departre.

An additional report of  partcular transportation, mailin, o shippingof currency or
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oo wicmavon sl & s s ey vah§ OV el mvoe. The
Colechon of s mormaton s marenton st 1051 USC 5576,

R 1320 8161310
i i eoocon f nfrmabon s 11 Tl per parben o e octer

e fled.
by ol .3 ol

afice.

PENALTIES: il and criminal penales,incling nder certain
o ot o han S300000 g sonent o et e h ey e

m.‘..“.mn, oo o :.m £l n.uaum epor.n adiion,the curency o
o seizure and forfeture. See 31 US.C3321
o1 G 135033 U5 C 307 a1 2P0

DEFINITIONS:
Bank—
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s e i
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fthe Ty Tnanea Comes frcement Retwor. £0. Box 39 Vienna, v rgna
22183 DONO
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FInCEN FORM 105
(Formerly Customs Form 4790)
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PartIV Reporting Casino or Card Club Information
32 Trade name of casino or card club “33 Legal name of casino or card club ! 34 EIN
3 Address — ——
35 oy

37 State] ‘38 ZIP code

59 Type of gaming instfution
a [] Satelicensedcasino b [ ] Trivallicensed casino ¢ [] Cardciub  d[] Other(specity) -
Contact for Assistance
%40 Last name of indidual 10 be contacted regaraing this roport “a1 First name 22 Middio nital
43 Tieipositon *a4 Work phone number *45 Date report propared
D HE I IR A 0412212004
Suspicious Activity Information - Narrative*
Explanationtescripion o suspicious acivityies): i scion of the roport i critial. The e yithhic s complete may detenie. el o
nd 1o mml& crminal natu Provide a cleay, complete and chronological descripton|
|mot exceeding this page a ext page) ofthe i, cludig what 5 il egulr, of Sicious atout he o, wing he chechlst
e s ek s o ropae o s,
2 it the cinict i e s m. Indicate whether funds or assets were recovered and, if o, ener
b b amactons wis completed or rly atempte, the dollar value of the recovery in whole dollars only:
b comb il bt it b il v R et ary aklional accout rambert, s any domestic o
your fle for five years. bark(s) account numbers which may be involved,
4. Exlain who beneied, financall or otherie, fom the = IR S i Ml ot ok, vt e
. aaciont, how much and o sports), v, anlor Gentcaon ) ke dale, couty,
any admisin o explamaton o th arsaciont cty of ssue, Esuing authoriy, and na
e by the e ity o e pewent: et & 1 Do s s st e fer o s
whom and when it was gien. Include ines b e peao . fom  foreign county, o any exhanges f  regn cunency. dent)
1. Describe and retain any evidence of cover-up or evidence of an tho cutency, couty, ourcssand desatons of s
attemp 1o deceive federal or state examiners, or others 4. Describe sofect porsion  mployed by the casin o1 card club
. Indicate where the possble vioation o laws) ook place (¢, e deals, i soponisor Cogs Gt b, ic)
branch, cage, speciic gaming pil, speciic gaming areal. r. Indicate the fype of casino or card club fling this report, f ths is not
h. Indicate whether the suspicious actvity is an fsolated ncident or cear from Part V.
elates 1o another transaction 5. Describe the subject only if you do not have the identiying informa-
. Indicate whether there & any related ltigation. I so, specify tion in Part | or if multiple indrviduals use the same dentifcation. Use
ame of e igaionand the court whee he acton s pencing descriptors such as male, female, age, etc.
. Recommend any lunhﬂ investgation that might assist law L Indicate any wire tansfer in or out identifier numbers, including the
Crireement author ransfer company’s name.
K Indicate whether any m!omvzlmn has been excluded from this
report; if <o, sate u. If correcting a priot report_complete the form in s entirety and
1. ndicate hether amy US. o forign curreney andior US. or foreign e 25 here.

egtabic mrments were mvahed. o, pride e
amoun, name of curtency and county of org

mvo:manon alrcady provldsd in earlier parts of this form need not nmwuy be repeated if the meaning s clear.
Suj documentation should not be filed with this re| taintain the information for your files.
Tips on R pvwamlmn ana NHAQ are avalable n the SAR Actvy Feview ai wwwfncen govipub_teporis il

Enter inthe spa - Continue on the next page if necessary.
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Gaming Division

Atthe track, ina bust ut joint,
orin the parlor o one of our
swank gambling spots, Chicago
cameto Capone for entertain-
mentin 1930. Gaming (the boss
likes this term more than
*gambling”) operations noy
form a full 17% of aur gross saes
revenues, almost all of which,
except for payoffs tothe local
coppers, is profit to the
crganizaion.

Ina couple of exciting
additions o the gaming division,
1950 saw Eddie O'Hare join in
with the outitn a jont venture
at the dog races. Eddie’s Cicero
dog track merged with our own
Hawthome Kennel Club, giving
us a lock on dog racing
Chicago. Edic also owns the
patent on that mechanical rabbit
that the dogs follow around, so
we geta piece of that action all
over the country

Eddie was  bit reluctant at

fist, but our management team
was persistent, as always.

Gaming action in town
continued to center on our
twenty five outstanding spots,
notably the Ship, the Stockade,
the Barracks, the Hawthorne
Inn, and the ever popular
Colosimo's, still carrying the
name of its late owner.

t was very
concerned that the troubled
economic times might adversely
affect gaming revenues, but
everyone breathed a sigh of
relief when gambling income
remained steady.

Dogs  Horse

Atone of our premier joints,
the Stockade, the weekly gross
was up to the 1925 high of
535,000, or $1,820,000 per year.
The Big Guy was very pleased,
o revarded Gaing Divison
VicePresiden Ralgh Capone
with a big b

Oneaofheig soals for 1981 is
collection of a higher percentage
of gambling debts. Nothing

“Machine Gun” Jack McGurn to
apply the full resources of his
division to this thorny problem,

Tables

Knowing Jack, we're sure the
solution is right around the

In geographical diversification,
Al obtained control over some
prime horse tracks in Florida, to
where we now control eight
different tracks across th
country, not to mentionall the
employees we've got working
on our behalf at the rest,

ing Operations

oy r.gme do notinclude

revenues from the out-of-
state operations.

Books
Gaming Revenues
Gaming revenues 1930 1929
(millions)
« Hor 7 7
. Doy 5 85
. Tables 303
+ Numbers 2 15
« SponsBookies 1 1
Tol 18 16
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fx M Bty tranates fs joutual snivy St I00% ke toks:

12
(Fed. Res. Bank, SF)

021234989 1000

(1% Pacific ABA) (Regular Transfer)
021000021 980107003795

(Honolulu Bank ABA) (Sender reference #)
1% Pacific/ ORG-Desert Chemical
(Originating bank and account name)

1,000,000
(Amount)

Honolulu Bank/CTR/BNE-Royal Escrow/AC-0079876/PHN
(Recoiving bank and benefciay account name and number. ‘PHN'signifies phone contact)
REB-ESC3795 OBI - Escrow Payment

oo e
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TRANSACTION LOG - WIRE TRANSFER
Sequence Number: 980107003795
ROUTING INFORMATION

NAME A NAME
1% Pacific Target Bank: 121504 Honolulu B&T

ABA

Source Ban 121501

Wire-Key: FWOF

Tean Type: Outgoing Wire Transfer
Caller Name: Alex Bell

FINANCIAL INFORMATION
Honolulu Bank and Trust
Desert Chemical, Inc
Amount Sent:

FEDWIRE MESSAGE FORMAT
19 Pacific Bank (Originator) ORG = Desert Chemical
Honolulu Bank & Teust (Recipient bank) BNE = Royal Escrow/ BBI= Escrow payment

TRANSACTION HISTORY:  Timestamp Oper ID Is Term ID
Entry: 01/07/98 1035 Smith
Review/Release: 01/07/98 1045 Jones o
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Application of funds
Increase in bank balance
Purchase of jewelry
Automobile purchase
Art collection
Credit card payment
Other living expenses
Total application of funds
s5: Known sources of funds
Cashon hand
Interest on bank accounts
Wages
Total known sources

Funds from unknown sources

2008

$5,000
8,000
30,000

2009

$25,000
6000

25000
14000
2000
L0000

600
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However, the July 1997 version of Form 8362,
Currency Transaction Report by Casinos (also
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IRS Form 8300 (Rev. 12-2001)
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in ftem 143, "Utah in ftem 14,
and e numbes appeanng on the conse i Hom

Partll

e 16,1 1o wansacion s bong conduced on
benal o one person (i

rosoand s

 prov
same iformation on zuamw Shees o poper
and attach them to

e 16 through 19,1 . person on hose

nd

e 6. 1 the mdmduxl isa
and has an empioyer

Koniicaton numbes (IR, ou st nte both

tho S and EIN n 1. 1 peson ' an

organization, put ts nam on required

ok Tings e 15 e 6 €M i tom 15

fing business 25 (DBA)

is not required to urnish
TIN. complete tis tem. See Taxpayer
identiication Number (TIN) on page 3. Enter a

Part IV

m 38,11 o0 re sl proreorstp, you
st onie Your SSH. I you « busness i s
an EIN, you st provide the EIN a5 well Al

tem 41. Fully describe the nature of your

business, for example, “atiorey” or “jewelry
desler.” Do not use general or nondescriptive
terms such as "business” or s

42. s form must be sigr

individual who has been authorized o do 5o for
the business that

ot

FIGEN mayprovid he normatn collecied

Prvacy Act and Paparwork Reductlon Act
Notce

dspiays vl oMs caned e Boks o

formailon solcted on 1 lomm & reauted by
he Itermal Revene Servic RS) and the
Financial Crimes Enforcement Network (FIICEN)

section 60501 and 31 US.C. 5331, Clerks of
i are requred to provide th
information to the IRS under section 60501
100 and 31 US.C. 5331 require that
rovide your socia securty number n order
o adequatey identy you and pr ur
etum and other "The principal purpose
for collecting the information on this form s to
intain reports of records where such reports
xsecords ave  igh dogro o seunes in

ocoaings. o in e Conduct of etigence o

®

afom or
be re(mned = long 25

o e saminsanon of oy v
nger T 26 o T 3

The time needed to complete tis form wil

s s
form simy can wite o the Tax Forms
Commi n Area Distrbution Center,

Rancho Cordova, CA 95743.0001. Do rot send
ico. Instead, sce Where To.
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Can some victims have priority over others?

Although the remission regulations generally require pro-rata distribution t all vietims, private

victims named in a restitution order must, by statute, be paid in full before the United States is paid
3664(). Similarly, dircct victims of an offense must be paid in full before third-party

claimants (typically insuance companies) arc paid. 18 U.S.C. § 3664(k)

What documents should be sent to AFMLS?

© The request for restoration must include the four required representations by the 115,
Attormey:

& All known victims have been notified and are accounted for

o Victims losses have been verified and reflect any compensation received

© Vietims do not have recourse reasonzbly available 1o other assets
© Victims did not contribute to, participate in, and were not willfully blind to the
offense
 Judgment and Commitment with Restinution Order
 Forfeite Order (Administrative or Judicial)
« Pertinent judicial documents (preliminary order of forfeiture, indictment, plea agrecment,
etc)

Are there any timing requirements?

©  Restoration requests should be forwarded to AFMLS within 30 days of entry of the
restitution order

“The U.S. Atiomey may place a 12 month hold on the asset in CATS in order to prevent its
dissipation through remission or cautable sharing,

The U.S. Attoeney may ask that AFMLS issue a preliminasy restoration decision prior o
entry of the restitution order.

What if AFMLS denies the restoration?

If restoration is denied, a person claiming losses s a victim may still file a petition for remission. A
denial of restoration does not affect the person’s eligib

for a direct grant of remission.
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Instructions

Safe Harbor Federal law (31 U.S.C. 5318(g)(3) provides complete protection from Givil liabilty for all reports of suspiciou
transactions made to appropriate authorities, including supporting documentation. regardiess of whether such reports arg
filed pursuant to this reports instructions or are filed on a voluntary basis. Specifically, the law provides that a financial
institution, and its directors, officers, employees and agents, that make a disclosure of any possible violation of law or
regulation, including in connection with the preparation of suspicious activity reports, “shall not be liable to any person
under any law or regulation of the United States, any constitution, law, of regulation of any State or politcal subdivision of
any State, or under any contract or other legally enforceable agreement (including any arbitration agreement), for such
disclosur ot for any el 1 provide nlca of such discosurs 1o th parson who i the subjec of such lciosure or any
other person identified in the discl

Notification Proh e 67 U.5.G. 5318(0)(2) requies hat a fnancilinstution, and s dirctors, offers,
‘employees and agents who, voluntarily or by means of a suspicious activity repor, report suspected or known criminal
violations or suspicious actviies may not notify any person involved in the transaction that the transaction has been reported.

the

WHEN TO MAKE A REPORT:

1. All financial institutions operating in the United States, including insured banks, savings associations, savings
association service corporations, credit unions, bank holding companies, nonbank subsidiaries of bank holding
companies, Edge and Agreement corporations, and U.S. branches and agencies of foreign banks, are re-

quired to make this report following the discovery o

a. Insider abuse involving any amount. Whenever the financial institution detects any known or suspected
Federal criminal violation or pattern of criminal violations, committed or attempted against the financial
institution or involving a transaction or transactions conducted through the financial institution, where the
financial institution believes that it was either an actual or potential victim of a criminal violation, or series of
criminal violations, or that the financial institution was used to facilitate a criminal transaction, and the
financial institution has a substantial basis for identifying one of ts directors, officers, employees, agents or
other institution-affiliated parties as having committed or aided in the commission of a criminal act regardless
of the amount involved in the violation.

b. Violations aggregating $5,000 or more where a suspect can be identified. Whenever the financial
institution detects any known or suspected Federal criminal violation, or pattern of criminal violations, com-
mitted or attempted against the financial institution of invaning & ransacion or ansactions conducied
through the financial institution and involving or aggregating $5,000 or more in funds or other assets, where
the financial institution believes that it was either an actual or potential victim of a criminal violation, or series
of criminal violations, or that the financial institution was used to facilitate a criminal transaction, and the
financial institution has a substantial basis for identifying a possible suspect or group of suspects. If it is
determined prior to filing this report that the identified suspect or group of suspects has used an “alias,” then
information regarding the true identity of the suspect or group of suspects, as well as alias identifiers, such
as drivers' licenses or social security numbers, addresses and telephone numbers, must be reported.

c. Violations aggregating $25,000 or more regardless of a potential suspect. Whenever the financial
institution detects any known or suspected Federal criminal violation, or patiem of criminal violations, com-
itted or attempted against the financial institution or involving a transaction or transactions conducted
through the financial institution and involving or aggregating $25,000 or more in funds or other assets, where
the financial institution believes that it was either an actual or potential victim of a criminal violation, or series
of criminal violations, or that the financial institution was used to facilitate a criminal transaction, even though
there is no substantial basis for identifying a possible suspect or group of suspects.

d. Transactions aggregating $5,000 or more that involve potential money laundering or violations of the
Bank Secracy Act. Ary transscilon (which forpurposes of s subsecton means a deposi wihdravsl
accounts, currency, loan, , purchase or sale of any stock,
bond, certificate of deposit, or other urity, or any other payment, transfer,
or delivery by, through, orto a aroial elion: by whatever means effected) conducted or attempted by, at
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SUBJECT PROFILE
Law Enforcement Databases
TECS

NADDIS

CBRS - BSA

NLETS

Neie

Police - Criminal History

Police - Police Reports

Police - Warrants

Other LE.

Government Records Systems
Driver’ license
Motor vehicle registration
Boat registration
Fircarms ownership
Professional licensing
Corporate affliations
Business registration
Land ownership
Grantee - Grantor Index
Grantor - Grantee Index
UCC Filings
ABC/Liquor Commission
Real Property Tax Assessment
General Excise/Use Tax License
State Labor/Employment Data

Court records - Circuit

‘urt records - District

Court records - Traffic

Court records - Bankruptcy
Commercial Databases
LEXIS-NEXIS - Real Property
LEXIS-NEXIS - Corporate Affliation
LEXIS-NEXIS - UCC Filings
LEXIS-NEXIS - Aireraft
LEXIS-NEXIS - Licenses

LEXIS-NEXIS - P-Trak
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‘Money Laundering Scheme -
BUSINESS COVER or
“FRONT”
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Note: All in this example
Any resembl:mce to.any business, bank, or person,
or dead, is entirely coincidental.
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‘Money Laundering Scheme -
SHELL CORPORATIONS
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FOR DEPOSIT ONLY

BORDERS BOOKS AND MUSIC

Acct: 0060-123456

DO NOT WRITE, STAMP, OR SIGN BELOW LINE
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Mail covers are issued only to law enforcement agencies empowered by statute or regulation to
are strictly I prope

Mail P d'are not to be

14, AGENCY NAME, REQUESTOR NAME, ADDRESS WHERE MAIL COVER RESULTS SHOULD BE MAILED (wih Zip +4
code), TELEPHONE NUMBER, FAX NUMBER AND E-MAIL ADDRESS:
In order to process this request, all fields below are required to be completed (fax and e-mail
are optional fields)
Agency Neme:
Is ths a law enforcement agency? []Yes [1No
Requestor's First Name:
Requestor's Last Name
Requestor's Tie:
Address
CityStatelZip+4:
Tolophone Number:
Fax Number:
£:Mail Address:

NAME, TITLE, oF MAIL COVER REQUEST:

Supervisor's First Namo
Supervisor's Last Name
Supervisor's Till

Supervisor's Address:
Supervisor's City/StateiZips4:
Supervisor's Telephone Numbor:

Supenvisor's Signature and Dato:

AN ELECTRONIC VERSION OF THIS FORM IS AVAILABLE UPON REQUEST BY CONTACTING THE
MAIL COVERS UNIT AT 312-669-5673.

AS INFORMATION, ALL COMPLETED MAIL COVER REQUESTS WILL NEED TO BE SENT VIA THE
UNITED STATES MAIL TO THE CRIMINAL INVESTIGATIONS SERVICE CENTER PER
INSTRUCTIONS AT THE TOP OF THE FIRST PAGE OF THIS TEMPLATE.

(For CISC Internal Use Only)

Reviewer's Initials & Date:

August 2005

-RESTRICTED INFORMATION-
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FinCEN Form 104 (Formerly Form 4789 Rev. 8-03)

Suspicious Transactions

G oS, W CoRTaT e S ey
address and s photograph and are normally acceptable

PART T~ Personts) Tavolved

This Cureen TR)should NOT be
ed forsspcious ransacons mobing 10000 s
i cureny OR 0 ot hata vasacion fmore tan

§10,000 s uspcous. Any suspicousor anusalacty
ould be repored by » fooncl ttion n the
manner prescrbed by is appropriate federal regulator
rB5A amine, G th msticons o e 7) 2
sansacion s sspicius and n 10,000 in
Carroncy. then both 4 CTR and the appropriac
Goploes Aty Roor fom st

Should the suspicious actviy require immediate
sttention, financial insttutions should telephone
1-800-800-CTRS. An Internal Revenue Service (IRS)
employee il drectthe cal (0 he loca offce ofthe
IRS Criminal Investigation Division (C1. Thi toll-ree
number s eptmnom\ Monday through Friday, from
spproinatly 300 am to 00 pm Eastern Sandrd
Tom, I n cergency, consul drectory ststance for
the local IRS CID Offce.

General Instructions

. Each financia instution (other than
Cuino, whic rcad s e FnCEN o 103,
the

cashing checks for persons other than established
customers

Acceptable identification information obtained
sy and marianed i e foncal vt
cords may be used.  For example, if documents
veryng el o hyie]
ecorded on a sgure crd wvn an account was
s ened, the francal mution may el o
the CTR, the «.mmw
naon st e o e for the method,
the enicaton:Satemen s s a0
Known customer” or “sgnature card on file” are not
suficient forform completion.

Peralie, O i pnics e provie 0
failure to le

atransaction on hisown behali, completeSection A and
leave Section “B” BLANK. If an indvidual conducts a
tacionan e un bl s on bkl of v

compiete Section A" for each person and eave
Becton 5 BLANK. 1 n mdido conducs
ansacon on behaf of ancler persont) complete

Secion 8 fortpoinchichal condcing e areacin,
S complee Secion ¢ for cach porn on whos
et tansactonis conduced i homthe nanc

insitution b knowledge

Section A. Person(s) on Whose Behalf Transaction(s)
s Conducted. See instructons above.

Mems 2,3, a idual/Organizatior i
e on it el e aamcions

e o aadaent T o 1 G5 920 3398
and 5321,

For purposes of ths CTR, the terms below have the
following meanings:

Currency. The coin and paper money of the United
States or any other country, which is circulated and

st fle FaGEN Fom 104 Gormety 4765) CTR) for
each deposit, withdrawl,exchange of curtr

oy o vl oy, avough, o 1 e Poneit
instituion which involyes a tansaction in currency of

oy o
depostory customtrs. Forallothernancil nsitons,

rson. An individual, corporation, partnership, trust

sate, joit stock company, asscclaton, syndicate,
joint venture or other unincorporated organization of
Brovp.

Organization. ity other than an individual

nsacion in Cureny. The physica anter of
currency from one person to another. This does not
noasamirof ok o ke bk
draft, wire tansfer or other witen order that does not
involve the physica transir of currency.

2, st name in tem 3, and middie inial in em 4. 1
tere s o il il e 4 BLAC 1 e
ransaction is conducted on behlf of an entity, put it
e 3 o e 3 a4 AN

3. Doing Busoess Ay OB 1 e francil
it ho bnowlcs of  epare dng
25 name, enter it in I(tm 5ot example, Smith
Enterprise DBA MJ's Pz

e EIN. Enter the Social Security
Nember 55N o nddal Toxpyer \dtnl\h(almn
Nomber (TIN)or Employer dentfication Nurn

e erson o ety ened m o 2. 1 o,
write NONE.

tems 7,9, 10, 11, and 12, Address. Enter the

be used by telf, and may only be used if there i no
address. 1fa P.O. Box s used, the name of the

ety foncil rtttons e dofed ¢ ks
pes ofdpostny o brokers ondeskers

business, personal, bark, cashier’s and third-party),
‘money arders, and promissory notes. For purposes of
this CTR, al Gaveler's checks shal lso be considered

Check s, and ssrs and sl of money s
and taveler’s checks. Should you have questions, see
the defintions n 31 CFR Part 103,

When and Where To Fle. il this CTR by the 15th
ok drhe A

18S Detrot Computing Center
TTN: CTR
PO. Box 33604
Detroit, Mi 48232-5604
Keep a copy of each CTR for five years from the date
fied.
A financial intitution may apply (o fle the CTRs

magneicaly o obtzin an applicaton o fle magneticaly,
wite o the:

form.

Foreign exchange rtes. I compleing s 26227,
use the exchange rate in effct for the busines day of
e e e o b xchamg i

the person resdes must aso be provided. Ifthe address
s outide the US, i the st adres, iy
or state, postal code (i known) and the two
feer country code. For county code st §0 16
snnincengouieg balormahind o lepbone
1-800-949-2732 andl select option number 5. f US.,
leave item 12 blan

e 8. Date of Birth. Ener the dte o it Eigh
dae.

ructions
Becase of the limited space on the front and back of

mber
Sidhionl ects 5ot w itbecomes separ
be associated with the C1

1. Amends Prior Report._If this CTR is being
fieq becaen amendsa s repon ey check
lem 1a. Staple of the original CTR to the

mendecanc.conple 1 lly ard oy hese oher
ded.

IRS Detrit Computing Center
ATTN: oordinator

PO.Box 33604
Detroit, Mi 48232-5604

tdentificat Al indiiduals (except
Crplopees o rmored e senicen conducung s
reportable transacton(s or themseives or for anoth

i
a driver' cemse, millary and milardependert

tem 1. Moltiple Persons. I this transaction s being
conducted by more than one person or on behalf of
o

rumerals mu: The st two
il flect the monihy, the second two the day,and the
lt oty A oro O bk

di r exam
5 Apil 3 1948, 8 hould read 04 03 1945

Hem 13. Occupati

 Profession, or Business. deniify
the occupation,

g

ampe secreay hoe slesan,ca
ousewife, restauran,liquorstore e,

xpt(lllc terms such as merchant, self-employed,
businessman, etc.

Hem 14. If an Individual, Describe Method Used To

Verify Identity. 1f an mdmauax conducts the

asacionon e heridety s
Taved 5 aeaioncf 1o

e Ganrs meuchone, £ e checkbocait

ek

o any other persons on the back of the CTR.

Maltiple Transactions. I the financial
institution has knowledge that there are muliple
heck tem 1c.

card, cedular uul (luve\gm, nom-resident alien
Idesiiication caidk: or any other-leniilication decyment

in iems e and f. I the ransaction is conducted by an
individual on behalf of another individual not present
or on behalf of an entity, enter N/A i liem 14

n B. Individual(s) Condu nis)

Transactior
i cthe than aboveh Fnancil niionsshoudencr
a5 much information as is available.
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CONSOLIDATED FINANCIAL STATEMENTS

Balance Sheet

Alphonse Capone Second Hand Furniture, Inc.

December 31, 1930 1929
ASSETS
Current Assets:
Cash and cash equivalents $ 67131000 64,976,000
Marketable securities at cost
(Market value: 1930 $13m , 1929 $13m)___ . 11408000 12315000
Accounts Receivable,___ 673,000 2,167,000
Less: Allowance for bad det
(193050, 192950) 0 0
Inventories
- Beer 6210000 7,342,000
- Whiskey and distilled spirits " o 5191,000 8,350,000
- Material i 3576000 2,019,000
Real estate held for sale 2, 0
Deferred income taxes. ) [ 0
Prepaid expenses and other assets. 0 0
100,781,000 97,169,000
Investments $36210,000 38,102,000
Property
Land
- Chicago area_ . ) $14962000 12,794,000
- Miami, Florida ) 2,100,000 216,000
Buildings, 3211000 3,080,000
Vessels - speedboats.__ ) 150,000 150,000
Trucks and cars 1008000 1,103,000
Mnchlnery and Equipment
- Brey 4910000 6,237,000
Dinling 6575000 8,648,000
- Machine Guins, 50000 45,000
Total, $32966000 32,093,000
Less and (14,822,000 (14,000,000
Property - net $18,144000 18,093,000
Intangibles
Patents and trademarks = . 850,000 50,000
Goodwill 10,000,000 10,000,000
Total $10850,000 10,000,000
Total  $165985,000 163,414,000
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ENTERTAINMENT DIVISION

General Operati Sports PP
The moralists were all over us in outfit throughout the year,
1930, the lousy hypocrites. As if including sponsorship of sever
none of them ever, well, you contending fighters and a

number of athletes in sports
such as baseball

And the feds with this Mann
Act-White Slave thing; suffice it
to say that the Entertai
Division was under a lot of
pressure during the yea
Unfortunately, Division Vice
President Mike “De Pike”
Heitler failed to measure up to
the challenge and had to be
“fired.” Al was shocked to hear
that Mike's body was found ina
burning car outside of town.
Other executives immediately
redoubled their efforts toward
profitability

Prostitution continued to be a
clean, well organized, mostly
indoor business. Members of
the audit committee frequently

inspected the 62 establishments oy chgirman, chatting with Chicago Cubs star Gabby Hartnett before a gam.

urider thefr supervision, “I don't bet on bascball,” Al commented, “rot after that thing in 1919”. I suppose

assuring Chicagoans of the theyll blame me for that, too, even though I wasn't even in Chicago when the Series
quality and ixed.” The boss has been to bat once or twice, and he’s known as a

df:“"““*- i power hitter, going two for two against the late John Scalise and the late Albert

pmslhvmu;::-x‘ Fom pomiatd el afte dinner one night. “Batter up!”

represent about 50% of gross

sales. For example, at the. Stage and Screen performers

Stockade, room rentals for one headlined many acts at our evenues
ek accounted for $3891 of a clubs, notably Joe E. Lewis. Clubs generate income from
total of $11,329.35, or 52% of the Funny guy, he originally said several sectors. Slot

he'd rather play some of the
competition’s clubs. Nobody
was laughing when Joe got
pistol-whipped and his throat
cut.He's working for us now.

‘machine action was a
steady earner. Short term
room rentals were the
biggest money makers,
usually followed by sales of

@Slots | food and beverages. Two
|\ mpiano | other areas, performance
Jees and money from the
piano were also included in
[ | oBar this year's summary.
WFees
B Other

gross. Labor costs eat into the
profits, but the impact can be
minimized through aggressive
management and higher

ivity.

product

| ORooms

Stockade Barracks Forest
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Introduction

Returning assets to the victims of financial crme is priority in the Department's Asset Forfeiture
Program. During the past decade, the Asset Forfeituce Program has returned millions of dollars to
victims of financial crime, with over $400 million returned in FY 2008 alone. Through cducational
t0ols — such as this brochure — and training, the Program secks to highlight and expand this effort,

As the federal asset forfeiture program has matured over the years, the number of non-drug related
forfertures has mercased dramatcally. This has led 1o significant recoveries of money and property
derived from feaud and other thefi-related offenses. A critical element of the forfeiture program is
the retuen of such assets o the vietims of crime through the remission and restoration processes.

“This booklet covers the basics of emsssion and restoration and expl

lins the advantages of cach
approach. Tt is essential reading for ci

prosecutors, forfeiture attorneys, paralegals, and agents.

Petitions For Remission

What is remission?

i

The Attorney General o the seizing agen:

may zetum forfeited property to an owner or lienholder
of the property, or 0 a victim of the crime underlying the forfeiture, if certain cligihility criteria are
met. "The federal regulations governing remission are ar

28 CFR. §9. This brochure addresses remission of judicial forfeitures which are handled by the
Asset Forfeiture and Money Laundering Section. Questions regarding administrative forfeitures
should be diceted to the forfeiting agency.

Who can qualify as a victim?

Avictin is a person who has suffered a specific pecuniary loss as a direct result of the crime
underlying the forfeiture or a related offense. The definition of “person” includes “an individual,
partnership, corporation, joint business entesprise, estate, ot other legal entity capable of owning
property.”

Who cannot qualify as a victim?

A person cannot qualify as a victm if he /she:

« Knowingly contributed to or benefited from the offense underlying the forfeituce or was
willfully blind 1o it, or

Has recourse to other reasonsbly available assets or compensation, or

 Sceks recovery for toris or physical injuries associated with the offense but ar not the basis
for the forfeinure

How are potential victims notified of the remission process?

Following the seizue of the property, the US. Attorney's Office, in cooperation with the
investigating agency, identiics all potential victims ar
petition for remission,

notifies them of the opportunity to file a
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Suspicious

Wi FRB: FR 2230 OMB No. 7100-0212

Activity Report e ks N

July 2003 occ 8010:080101  OMB No, 15570160

Previous editions wil ot be accepted after Dacember 31, 2003 | OTS: 1601 OMB No. 1550.0003
NCUA: 2562 OMB No. 3133.0084

'ALWAYS COMPLETE ENTIRE REPORT TREASURY: TOF 902247 OMB No. 15060001

(see instructions)

1 Gheck box below only if correcting a prior repor,
L] Corrects Prior Report (see insiructon #3 under *How to Make a Repor)

Financial
2 Name of Financial Insttuion EER
4 Address of Financial Instiution 5 Primary Fedoral Fegulator
a[] Federal Reserve o [J occ
s City 7 State | & Zip Code | «Ororc eOors
| L1 L ] 1=]]]]]|cCincu
5 Address of Branch OFica(s) where aciviy occurred L] Muliele Brandhes (include Wiormalion T narraive, Part vy
ooy 1 Siate |12 Zip Code 13 I nstiution closed, date closed
i
| LLEL =111l TR a—e
T4 Account number(s) aflected, any _ Closed? Closed?
[ Yes [ No c O ves [ no
O ves ONo ¢ O ves Ono
Suspect i [ Suspect Int Unavailabl
15 Last Name or Name of Entity 16 First Name 17 Middie
18 Address 19 SSN,EINor TIN
Fre 31 Sae | % 2 Gode 2 Country
24 Phone Number - Residence (ecuss wes code) 25 Phone Number - Work (rcus sra codl

27 Date of Birth 28 Admission/Confession?

aOvws o0

26 Occupation/Type of Business

o i
W oo Skl

25 Forms of dentifcaton for Suspect
a O orvers ticensefsate D b [] Passport o [] AvenRegistaton o [] Otmer

Number Issuing Authority

30 Relationship to Financial Insttuion
a O Acountant o [J atomey g (1 customer i O officer
b [ Agent e [J Bomower  h [] Director k] Shareholder
o O Awpaser [ Boker i [ Empoyee 1 [ oter

31 Is the relationship an insider relationship? a [ Yes b[J No | 32 Date of Suspension, Termination, Resignation
If Yes specify: ¢ [] Still employed at financial institution e [[] Terminated !
[ suspended t [ Resigned

w0 vy
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12/31/02 12/31/03
(base year)
Assets
Cash on hand $100 -
Bank account balance 2,200 7,000
Jewelry 1,000
At collection -
Jaguar automobile -
Real estate = =
Total assets 54300 $61000
Liabilities
Note payable — Finance 500
company
Autoloan
Real estate mortgage
Total liabilities
Net worth
Less:
Prior year's net worth 2800
Net worth increase $41,700

Personal living expenses
Credit card payments
Other personal living 3
expenses
Income $49,000
Less:
Funds from known sources
Interest on bank account
Wages
Total funds from known
Funds from unknown/illegal

10,000
15,000
25,000

230,000
$345,000

500

12,000

o

pErATily
$207,500

45500
$162,000

14,000

10000

$186,000

600
2,000

$184,000
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WANTED

INFORMATION AS TO THE
WHEREABOUTS OF

CHAS. A LINDBERGH, .
SN 1 LGS o

was kidnaped from his home

. 1., between 8 and 10 p.m.
+March 1,1932.

Age, 20 months
Weight, 27 to 30 Ibs.
Height, 29 inches
Deep dimple in center
Dressed in one-piece coverall night sult
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Money Laundering Scheme.
HOLLY WOOD LOAN-BACK SCHEME

Drug Trafficking

fion - South Alrican Consulate
Los Angeles, CA

PLACEMENT

e D proceeds
- Loan proceeds

> Tompayments:

INTEGRATION
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=T
“Can 1 put you on hold? He's busy shoveling
money into his secret Swiss bank account at
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Class Date of

of Instrument ___ Grantor. Grantee Document No._Record Description

Joe, John & W Smith, Jane 97-01234 06/12/97 Lot 160 FP 324
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2, o

Towever, 57
may be o BLANK or icompete, s 15- e
eft BLANK or incompiete, check one or more of the
ponesprovided o ncate. e ressos.

Example: I there are mutple transactions tha, if only

separately with each of the Cash I and Cash Out totas.

Exampl 1 A peson dposts 31,000 n curency o

Tiem 36. Other peciy.

s 3034, ek e 36 andpode an oo
descripton. For example, @ person prese

purchise “oeign curency” Ao s o

ccount
rom s checking sccount. The CTR Should be

e transactions exceed the reporting threshald, and
herefore,did ot ldenu[y the transactors), check boxd
for Multple Transactons

lems 15, 16, and 17. Individual's Name. Complete

Cnh 77005 o ety for Csh O, This's
e the $3,000 ansaction does not meel the.
e ol

‘Bxample 2: A person deposits $11,000 in currency o

PART il Financial Institution Where Transaction(s) Take
Place

e 37. Name of Financial nstituton and dentity of
Regulator or BSA Examiner. Ener the fnancil insiutions
fllee e ndidenty e g o 85 eramine
using th following.

behal of another person. For example,fJohn Doe, an  from his checking account. The CTR should be  peguitor coe
Grocery d he leted as foll Compioler of the Curency 1
. Cash n $11,000,C Thisisbecuse el Depest ssance Copoaion 9102
in Section Aand join Doe should be dentiled insection  there are two reportable ransacions.  However, one Fedral eserve Systom (RS 3
8 CIR may be filed to refect both Offce of ThifSupenvsion (0TS 4
National Credit Union Administration INCUA). .5
lems 18, 20, 21, 22, and 23. Address. Enter the  Example 3: A person deposits $6,000in currency 0 his  Securites and Exchange Commission (SEC) 6
permanent sreet address ncluding ZIP Code of the 7
i il eobeintucios b7 and g i chckin acoun athe e presets 35000 U, Pl ek 5 5
12) e 5. Reference item 12), equivalent in French (L
Francs, The C1 Rt 10
e 19, SSNATIN. CashIn 511 sh Out. This i
Number,or dhidu Toxaye indentfcton umbe, bocase n detrming whther s wareeion s Wems 38,4001, 10442 A, dress,
enter 1 1 He T dos Pk have 3 eporible, the Curey xchange < o i oy s 7 ot o e o
ST, s NONE. eachofthe Theresut s
A The total Cash

e 2. Dafe of et oter theindiuals dte of
birth

Out amount is $9,000, which does not meet the
Therefore,

al, Describe Method Used To

=)

of the ransactions hs occured.

Mem 39. N or SSN. Enver the fiancial insttution’ EN.
I the financal instiution does not have an EIN, enter the

Verify dentit. Enter

instructions for tem 14,
PART Il - Amount and Type of Transaction(s)

Complete Part I o ideniify the type of transactionts)
and the amounts) involved.

Hems 26 and 27. Total Cash InfTotal Cash Out. Inthe
spaces proided, ener the total amount of urency

his checking account. Farther, he preser

currency to be e mar\gedhuha!quwiknlmFwﬂth
francs. The CTR should be cor

Cahin$11.000, GOt i becne
indeterming whether he amctins ar ot

e curency Exchangs i g with esch of the

Hem 43. Rov (CR) Number. 1f a depository
insttaton, enr the ol Wagnec ok Charcer
Recogriton (MICR) n

SIGNATURE

Wems 44 and 45. Title and signature of Approving

Cash Om}b{lhe francilnitution.forsincreney

ot and o O ol In s example, 6ach Ot The ffit who etont and o
o
.
tem 46. Date of Signature. The approving oficial must
tems 30:33. enter the date the CTR i signed. (5ce the insructions for

i exchanged,
i o e g vt
complete tem 26 or 273, whichever is appropiat.

1flss than a ful dollar amount is nvoive, increase:
that gure tothe next highest dola. For example, i the
currency totals $20,000.05, show the total as
$20,001.00.

a. For h inForeign cash out.
o chgn (untn(y S exchanged, et e ameont of
foreign currency n tems 262 and 27a. Report country
o o i tom 25

Hem 28. Date of Transactior
p

Insert cght umerals for
each date. (See instructions or tem 8.

e i e o sacions
30 e Taners
31 P
iable Instrument(s) Cashed
32 Careny Diehange)

4. Deposits Withdrawals.
oty Sepereteor whkoml
demand depokt sccouns, iy sceors O

al fund accounts, or any other account
T he i o, st ccoumt
umberts) in tem 35.

Chec s em 10

m 33 Account Numbers Afiected (1 . Entr
e sccoom mmber accounts afiected by the
transacions that are mmnlamed a8 the fnncial

completed indicating tht oreign currency is involved,

hck em 29 and deniy e couny. 1 mlipe
foreign currencies are i x 36 an
Gerty i sadiion! ot smiior cuency
involved.

Determining Whether Transactions Meet the
Reporting Threshold.

Only cash taneactions tht, i slone o when
aggregted, exceed $10,000 should be reported on the
R ansacions sl et b et again o anther

¥ hee are bt Cash n and Cish Out rasactions

f necessary,
e additonal shet e a2 1
affected accor

Hem )

tem 47. Preparer's Type or print the full name of
e e g e LIR T pepater o e
approving offcial may not necessarily be the same
indvidual

ems 40 and 49, Contact Person/Telephone Numbe
Type or prnt the name and telephone number of an
individual o contact concerning questions sbou the CTR

Paperwork Reduction Act Notice. The requested
information is useful in crimina, tax, and regulatory

o provide the informatior
2 nd a1 Grat 0 comony e e
Act (BSA. The BSA s administered by the
< Depariment of tne reasuys inancil rmes
Eoceent Newor You are not requ
1o provide the requested mwrmaum unless a form
depoysa alld OMB convol

mber.
Erample 1: 1 a person cashes a check dawn on an ceded to complete this form willvry
R dependmg on “The estimated

be completed as fllows: average time is 19 minuts. I you have comment
pndicate negoable stuments) cashd and provide conceningth accuracy of ths i cstmate o
the account number o the cf suggestions for aking o s, oy it
1o the Financial Crime o.

1 the transaction does not afect an account, make no
nuy.

Example 2: A person cashes a check drawn on another
{inancial instuton. In 1hs nstance, negotable
bt

that are reportable, 1 be considered
e i s st 4
recoried on s singe CTR.

at the financial nditution has been affected. Therelore,
tem 35 should be left BLANK,

o 53, i, VA 2515 o ke o 0
this offce. Instead, see When and Where to File in the
instructions.





OEBPS/images/pg8_1.jpg
General Money
Laundering Cycle

Illlclt
Activity/

Criminal

Organization

Tllicit Activitie
prn

Integration Stage

Placement Stage

Placement
Mechanisms
D Hoancal
Tl
e
(Mc m‘bm o
e
gt
. i
M v

Layering

Mechanisms
o et
s

« Tosditional Financial
« Nonttadonal
Financia

= tutions
(e
S Seetals

« BT
(S et






OEBPS/images/pg101_1.jpg
LIABILITIES AND SHAREHOLDERS' EQUITY

Current Liabilities
< long-term debt $ 1500000 1,300,000
Short-term commercial paper borrowing (loan sharks).__
Al's losses at tracks we don't own _
Accounts payable_
Payrolls and vacation pay.
Uninsured claims,
Income taxes,

liabiliti $ 53,627,000 57,320,000

Long-Term Liabilities
Long-term debt 20,000,000 20,000,000
19245000 15,460,000

6100000 1,850,000

Accrued and other.__

Total long-term liabilities, $ 45345000  35310,000

ital stock - common stock without par value:

authorized 150,000 shares ($1.00 stated value per share);

outstanding 0 shares in 1930 and 0 shares in 1929.
Preferred stock without par value:

authorized 100,000 shares, cumulative convertible preferred

stock (51.00 stated value per share); uuuundmg 100,000

shares in 1930 and 100,000 shares in 1929 $ 40,000,000 40,000,000
Additional capital _ 610,000 1,070,000
Retained earning 20912000 29,714,000
Cost of treasury stock o 0

Shareholder's equity
Capil

|

Total equity, $ 67013000 64,125,000

Total, $165985000 163,414,000
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Scheme

SMURFING OPERATION

CASH

000,
legal Drug Sales

~Jorge Obando
- Ovido Mantilla Ortiz.
- Louis Neira

Smurfs

- Lucia Maritza Neira

- Carlos Villalta

 Jorge Mantilla Ortiz

Cashier's Checks
Money Orders
200 checks
$1,094,000

Cashier's Checks
Money Orders

$299,580,000

f@n

Cashier'’s Checks
Money Orders
110 checks
$550,000

Cashier’s Checks

Money Orders
60 checks
$300,000

Account
Banco Santander

Bogota, Colombia

$1,675,160

Account

Bank Leumi Le-

Israel, B.M.
Panama

PLACEMENT
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CASH
Alien Smuggling

PLACEMENT

STOCK
Stolen o

Certficates

$1,000,000

Brokerage Account.
Jay Gould

Jay Gould
[

Atlas Shippi

INTEGRATION





OEBPS/images/pg196_2.jpg
$25,000
contract price

§2,500
initial investment,






OEBPS/images/pg173_1.jpg
Recount]
Desert Chemical, In

Wire Transfer Message

‘Wire Transfer Message

Cashier’s Check

DOCUMENTATION
ORIGINATING BANK
Funds transfer request

Wire transfer copy
Advice statement to customer.

Debit memo to customer

Customer monthly account statement
Entry in daily log-outgoing wires
Journal entry

DOCUMENTATION
FEDERAL RESERVE BANK
Microfiche recording of transaction
Index of information from transfer

Journal entry

DOCUMENTATION
RECEIVING BANK
Funds transfer request

Wire transfer copy
Credit mema to customer (if deposited)

Customer monthly account statement

Journal entry
Cashier’s check
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Known victims should be notihed by mail. [f there are unknown victims, notih
by publication. The US. Attorney’s Office may also use the Victim Notification System and modify
the standard victim notice to include notice of forfeiture and a model petition for remission.

How is a victim’s pecuniary loss determined?
The petitioner must provide documentary evidence of a specific pecuniary (.c., monetary) loss and

the date the loss occurred. Acceptable evidence of Toss may include cancelled checks, seceipts, and

invoices. Seized records may also be used to substantiate the victim's pecuniacy loss. In calculating,
pecuniary loss, any money retutned to the victim must be accounted for and deducted.

What losses are not included in the pecuniary loss amount?

 Losses not supported by evidence

 Losses indircetly resuliing from the underlying offense or a related offense

o Interest forgone

« Collateral expenses e, attomey’s fees and investigative expenses) incurred to recover lost

property
Can a trustee be used?

With the approval of the AFMLS, a trustee may be employed in large multiple-vietim cases to
support the LS, Attorney in notifying potential victms of the opportunity to seek remission, in
processing the petitions, and in o the United States Attorney.

What if the forfeited funds are not sufficient to compensate multiple victims?
When the forfested funds are insufficient to fully compensate all the victims in a multi-victim case,
the funds ate geneally distributed on a pro-rata basis in accordance with the amount of loss suffered
by each victim. For example, if the forfeited funds cover one-half of the victims’ losses, each victim
seceives 50 percent of his/her actual pecuniary loss.

Are there any exceptions to pro-rata distribution?
Priority can be granted to victims in cases where a pro-rata distribution would cause extreme
financial hardship, a particular vieum has better proof of loss, has cooperated with the government
investigution, or other appropriate reasons.

What administrative costs can be deducted by the government?

Costs incident to the forfeimre, sale, or other disposition of the property are deducted from the
amount available for remission. The remaining balance is distributed to the victims.






OEBPS/images/pg96_1.jpg
INSURANCE AND INDUSTRIAL RELATIONS

Insurance Division
Our insurance operations
gained strength on new sales,

as the very creative executive
staff in this division explored
new avenues for expansion.

“Its incredible, all the bad
things that can happen toa
business,” one of our insurance
executives commented. “Why,
in one month alone, 50,000 tires
were slashed in Chicago parking
lots. Not one of them was ina
lot operated by a dues paying
member of the Midwest Garage
Owners’ Association”.

Coincidence? We don't think
s0. MGOA members pay the
outfit $1 a month for every car
handled, and they obviously got
their money’s worth.

(and less profitable). If that time
comes, we'll be ready.

Insurance Operations
Of special note during 1930 was
our Electric Sign Club, pulling in
‘membership dues from theater
owners of $1,500 - $2,000a
month. Membership soared
after a non-payer's theater was
flooded with gasoline and
burned.

Insurance Division revenues
now form twelve percent of the
outfit's gross sales, a figure that
is climbing steadily. What is
more important than the money
is the community outreach these
programs afford. Through our
insurance operations, the outfit
is able to touch almost every
Chicagoan in some personal
way. “Some would call it
racketeering,” the boss says,
“but call it business.” These
expanded business relationships
help prepare the outit for a time
when established segments like
beverages may be more legal

Over ninety different unions or
associations are now affiliated in
some way with the outfit,
including people selling food,
fruit, junk, glass, bread, ice
cream, flowers, and fish, as we
as distilled water, milk, and s
pop. I its liquid, and
Chicagoans are drinking it, the \
outfit gets a piece of the action.

INDUSTRIAL =
RELATIONS il m
Within our primary industry,
outit continued to maintain its
reputation for firmness at the O

‘bargaining table. Wage rates
stayed about even with last
year, but most important, our
competition was forced into
some important concessions
over territory and workforce.
Normal attrition enabled the
outit to assure that only a few of
our employee’s were
involuntarily separated from
their jobs during the year. This
was ot the case at some of our
competitor’s establishments,
where massive downsizing was
practiced. On St. Valentine’s
Day, seven of Bugs Moran's
people got downsized - six feet
down. We avoided this type of
disruption in our own labor
force.

Also on the industrial relations
front, hijackings of our beer and
whiskey deliveries were up
slightly, although we made up
for it by taking more of theirs.
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Cash Prices

Grain and Food Praducts

Wed  Tues
Barley, top quality Mpls. Bu 210 2.10

Beer, Chicago, gal 050-052 051-053
Bran, wheat mid, KCton  12-14 5
Corn, No. 2 yel, I, bu 250 255

Yr Ago
220
057

2

3
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P ici Activity Information

33 Date or date range of suspicious activity 34 Total dollar amount involved in known or suspicious actvity
From B Ty e e
T W Wi 55 W i
35 Summary characterization of suspicious activity: | [ Debit Card Fraud
a [] Bank Secrecy ActStructuring/ [] Computer Intrusion m [ Defalcation/Embezziement
Money Laundering g [J Consumer Loan Fraud n [ Faise Statement
b [ Bribery/Gratuity h' [ Counterfeit Check o [ Misuse of Position or Self Dealing
© [J Check Fraud i [[] Counterfeit Credit/Debit Gard » O Vortgage Loan Fraud
d [] Check Kiting i [C] Counterfeit nstrument (other) o [ Mysterious Disappearance
e [7] Commercial Loan Fraud k [ Credit Card Fraud ¢ Wire Transfer Fraud
t [ Terrorist Financing
s CJoter u [ Identity Theft
(type of activity)
36 Amount of loss prior to recovery 37 Dollar amount of recovery (if applicable) 38 Has the suspicious activity had a
({f applicable) . R A L ‘material impact on, or otherwise
s R . P affected, the financial soundness

of the institution?

39 Has the institution's bonding company been notified?
a[JYes b []No

a[JYes b [N

40 Has any law enforcamant agancy already been advised by talaphons, writien communication, or otharwisa?

a [J oea d [0 Postalinspection g [] Other Federal
b FBI e [0 secetsenice h [ state
c O m,s 1 O us.customs i O Local
i O Agency Name (forg, hori)
41 Name of person(s) contacted at Law Enforcement Agency 42 Phone Number (include area code)|
43 Name of person(s) contacted at Law Enforcement Agency 44 Phone Number (include area code)|
Part1V Contact for Assistance
45 Last Name 6 FirstName 7 Middie
48 Tile/Occupation 49 Phone Number (include area code) ‘ 50 Date Prepared
-

51 Agency (if not filed by financial institution)
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s1
SCHEDULE OF WIRE TRANSFERS, 1928
Date

Puschaser

Amount

(Continued)
080228

09-25.28

09-28.28

10-05-28

Albert Capone
Albert Capone
Albert Capone

Albert Capone

Unknown

Roceo Fischetti

Roceo Fischetti

Unknown

$1,000

2,000

2,000

2,000
$110,000

Exhibit

W62

W63

W64

W65
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~ Money Laundering Scheme - |
USE OF A NOMINEE |

Jack Howe
Nominee

Not

‘Al of the names used in this example are completel
emblance to any person, living or dead, is entirely coincident
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‘Money Laundering Scheme -
LOAN BACK SCHEME

Billy Bell Or, o
San Francisco, California

CASH
$2000,000 Proceeds
\__ Courier $1,800,000

PLACEMENT

BP Trading, Inc.
. Certificate of deposit
LAYERING ke

2,000

—— Drugprocecds

= Loan proceeds

Libih Dihints

INTEGRATION





OEBPS/images/pg85_1.jpg





OEBPS/images/pg204_1.jpg
8. FORFEITURE: If the only purpose of the mail cover is to identify property for forfeiture, state the legal basis for the forfeiture
investigation, including the applicable forfeture statute.

5. VIOLATION X d penally. 11 is invoives a lugit
Failure t
o

Violation Description, e.g. Wiro Fraud:
Statute, &.g. Titlo 18 USC 1343:

Penalty, 0.g. Ton Years:

Is this violation a felony with imprisonment more than one year? [ Yes [ No

70, REASONABLE GROUNDS:
@) Bass - How has the ma covr suboct vioatod, or s suspoctd of viatng, the riinal saul? Make o definke
siloment thai an offia Invostgaton o the possle volaion of i crrinal staio, fgive searh, or assel
{oratur 1 baig concueted and ot he appliable sSCIoNS) of e Unied Sutes Goe o applcable See o Loval

o i e your etteaton.

b) Purpose — What information do you expect to obtain from the mail cover? How wil the mail cover faciltate e
mvesngamn. ke o lcslon of propety of esle o e o 106 BoRId S & KA, 0. Hankn

) Connection - f the mail cover subject is not the subjoct of the investigation, describe the affiiation of the mail cover
subjectto the subject of the investigation.

August 2005

_2-
-RESTRICTED INFORMATION-
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encenrom 104

(Formarty Form 4785)
(EH. December 2003)

Dopaviment Trasury

Currency Transaction Report

P Please type or print.
(Complete al parts that appy--See Instuctions)

T Check al box(es) hat apply. _a [ Amends pioreport__b L] Mutle persons

< [ Muttpl vransactons

P in

Section A-Person(s) on Whose Behalf Transaction(s) Is Conducted

7 nawduaTs st name or ey’ |: Tt rame & Wiade T
5 oing business a5 (0B S —
7 Adaress (rumber, sreet and apL. o sufs 10 & Dt ofbith
oy 70 Sate |71 2P code T2 Gouniy sode 75 Gocupation, pofession, or business)
! notUs) | 1
T4~ an ndhidua, descibo method used to voly dently: s [] omersiommersme1. b L] Pt ¢ [] Aenregoraton
[ oner + sty e

‘Section B-Individual(s) Conducting Transaction(s) (if other than above).
I Section B s lef blank or incomplete, check the box(es) below to indicate the reason(s)

Tetlr Machine

=0 50 -0

& [ Wi Tanssctons_+ [

17 Widdie inital

5 Indvidual's fast name 6 Fist name
T8 Address (number, steel, and apL. or sulte o) 9 SN
2 Gy 21 St |22 2P code 23 Couniry code 24 Date of bidh

| (fnotus) | v,

25 Ifan indvioua), descibe method used 1o verly enlly: s [ orvers iersaisate 10, b [ Passpart

Pl mp—

a [ or o lssuedy 1 Number
P Amount and Type of Check all boxes that apply.
28 Date of ransacion
26 Total cashin'§ 0 27 1%y 11
262 Foreign cash in 00 27a Foreign cash out 00

R

29 [ Foreign Country 30 [0 wire Transfer(s)

o o o

31 [0 Negotiable Instrument(s) Purchased

32 [0 Negotiable Instument(s) Cashed =0 y Exchangels “0
35 [0 Account Number(s) Aflected (f any): 36 [ other (specify)

P Financial Institution Where i Takes Place

37 Name

al nstution

Examine codenumber >
(s msoucions)

38 Address (number, sreet, and apt.or sufe o)

3 ENorSSN

@ Gy 41 w42 2P cose 3 Routing (MICR) number
[44 T of approving offical 45 Signature of approving offcal 46 Date of signature
)
Sign N DD YYYY
Here PP [#7 Type or prnt preparer’s name 38 Typo or print name of porson 1o contact 49 Telophone number

> For P X % Cat o 3768

FInCEN Form 104 (Formerh

Form 4789) (Rev.
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For the purposes of this Convention:

bl vabl acquired,
and legal documents or instruments in any form, incuding ot 2 dxgml evidesion tile 50

est but ted to, b velers cheques, money
orders, shares, securities, bonds, drafts, letters of credit.

State or governmental facility means any permanent or temporary facility or conveyance that is used or
occupied by representatives of a State, members of Government, the legislature or the judiciary or by offi
cials or employees of a State or any other public authority or entity or by employees or officials of an inter-
governmental organization inconnection with thiroficalduties

d  from or obtained, directly or indircetly, through the commission of an

offence set forth in article 2.

Article 2

Any ‘o yany directly
or indirectly, unlawfully and willfuly, provides or collects funds with the intention that they should be
used or in the knowledge that they are to be used, in full or in part, in order to carry out:

9 Anact which consitutesanofence vithi the scopeof o s defined i on of the trestelted nche

1 A otheracpasndicin cupse S sethoas ey s il o o sy b perss
taking an active part in the hostilities in a situation of armed conflict, when the purpose of such act,
by its nature or context, is to intimidate a population, or to compel a government or an international
organization to do or to abstain from doing any act

(@) On depositing its instrument of ratification, acceptance, approval or accession, a State Party which is
not a party to a treaty listed in the annex may declare that, in the application of this Convention to the
State Party, thc treaty shall be deemed not to be included in the annex referred to in paragraph L, sub-
paragraph (o

Farts, which shall notify the deposiory of thi

(b) When a State Party ceases to be a party to a treaty listed in the annex, it may make a declaration as
provided for in this article, with respect to that treaty.

Foran act to constitute an offence set forth in paragraph 1, it shall not be necessary that the funds were

actually used to carry out an offence referred to in paragraph 1, subparagraphs (a) or (b).

Any person also commits an offence if that person attempts to commit an offence as set forth in paragraph

1 of this article.

Any person also commits an offence if that person:

(@) Participates as an accomplice in an offence as set forth in paragraph 1 or 4 of this article;

(b) Organizes or directs others to commit an offence as set forth in paragraph 1 or 4 of this article;

© Contribut neor hs 1 ord of this article by a
group of persons acting with a common purpose. Such contribution shall be intentional and shall ither
{9 Be madewith theaim of fastherin the criminal activicyor ciminal purpose of the group, where such

activity or purpose h 1 of this article; or
(i) Be made in the knowlcdge et at e group to commit an offence as set forth in para-
‘pragh 1:oFthiseritde:

4
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octon fernces e (o e o Rvere
Code uness ot
Changes To Note

‘» Section 60501 (26 United States Code (US.C)
equre that certain

of the court box d is to be checked by ba

and “currency” have the

 In a wansaction occuring entirely outside the
United States. See Pub. 1544, Reporting
eceived In a Trade or

Businoss), regarding ransactions occuring in
1o, the Virgin Islands, and tertiories

and possessions of the

 In a wansaction that is not i the course of

person's trade or business.

When to file. Fle Form 5300 by the 15th day

after the date the cash was received. I that date

 Sundoy, or gl vy o

Revew Sorvie, Do

same meaning
below.

General Instructions

i engaged in a rade
or business who, n the course of that rade or

s oy o s
agent)and ne recent n & Zamour parod ro

ot betao January 3 of

IRS. Keep a copy of the statement for your
ecords.

attempuing to cause. a trade or business 1o e a
required report containing a materal omission or
misstatement of fact o for structuring.
attempling 1o stucture, Uansactions 16 avoid the
roporting requirements. These violaions.
als0 be subject o ciminal prosecuion which,
upon comicion. may resuln mprsonment o
215 o fines of up 10 $250,000 for
iRt and $500,000 fox Corparatons or

Definitions

Cash. The term "cash” means the following:

& U.S. and foreign coin and curency received in
any wansaction.

‘@ A cashier's check money order, bank cat or
ravelrs cneck oving a face amount of
510,000 or less that s received In a designated
Foporting transacton (dsned below). o it
received In any vansaction in which the reciient
Knows that the instsument Is being used in an

‘considered ] sale
e i e o g e (o0 e s s o o0
han 4 s o recon . et vareseions, {ram S o a
=5 s ta Domentsany e e ecoe 3l AoU  covaamer Banlr s cobcl, o 5 b
T o s 10000 wini any ooty ot sy
o copy of ccn Form 830 or § yeors od. Submil the report within 15 days of the all sale. Any sale (whether or not the sale i
o ey o o S0 2 e you T e boan Dt Cases U6 o el o 1 4 s ppesd e e
s o SRR e e e
N ensm i Stme cous st te e 5 et w5 S0 You Y s prnciolyconis o kg e 0
om mors than in fle a combined. e the combined report  yjumate.
Tolaa s
o comal oo For ni paposen s 1oy on e dae e cores um o o
s e ooy e | ST I O e G o o8 et L
o, Baeh, o o i e
the court that is authorized to receive bail. If ush e ‘;’"EC‘”N l'" . ':J“" . useful v'w axlm yearn‘o.éndmmhasasn\-s
receives bail on behalf of a clerk, the. g saplamicspbdciobi b price of me-e ar
G s Ve o tecong e ol So e SPPIle e ptson o posons cnwnese iy work of ., e,
el o e 1S Pt e e e et o s ok "% wy;fmwmv S
B e e o doe v g asoe YR S pie 22
Subsequent payments must bé agaregated and ;“7.‘::2‘;‘.5’?;‘;;::“::;;2 50021 SSCUY.tom and all iner s relatng o the same tp
oy e Tecapt of ho ayment it auses tno 80T e toget an SN and nomesdem L e S To 00
e 3 e ot 1o O o e :
29ggate amoun 1o piceed S1O000In Co 10 S ot ospays oot oo EXEplons. A cosr'schck, moneyade
satisied sither by sending a singls wil (e ther persons, includir rporations, e oo ;- ez
Sont win o soyochs oo o by A, and e 5 e emp iecohed 3 desigaed g onsacion
et o davech oo by PN T N Consues e Iroceeds o o Sk o O I
1 youhave roqested bt re ok ke 0 gt 8 feccheqasa certan pro

. poyer Paymrts mado o saly sepaate

TIN for one or more of the.

sagagod.Soe Troasry Reguiatons section

e must e Far 8300t rongoming
scttis e, Sops o)
tary us . Form 8300 m
oo olnary o ay sspiciossversacton
(see Definitions) or use by FinCEN and the IRS,
e I i Ut smount doe nt s

S

xceptions. Cash s nol requied 10 be reported
oot
By @ nanci nsiuion reqied 0 e Form
788 Cuneney Tansacion i

By a casino :euuwed L

wansaction, fle the repor an
statement explaining why the TIN s not

Excoption: You o ot requred 0 proid the
TV fa parson o s

5. See Pub. 1544 for more

o A il coprston,patrers,

o ot ssocton

Recipent. The person eceting g e’ cxsh Eacn
hwmhsumlu‘lvusmsu o

o peson
ot v e Sociey cormeciod win
and

oes ot have an lfce o place f busiess, o

Unies the tranch recening 1 Gash (x 3
wal offce inking the branches), knows o has
n o know 1 denyof poyers making
cash payments t0 other branc
Transacton ncues e o roency

Vlmafmm 8362, Curency

53, I 1 Gash 15 ecoved a5 part o 15

Shring o

‘@ By an agent who receives the cash rom a

principal, i the agent uses alof the cash withn
ction that 15

the recipient of the cash in the secor
ransaction,

Penaies You my be subject to penalies ihe payment of ebt. he exchange
you ol to e o o

on i ard Yo canmos show that th faies NCE‘E‘ o G 1o el Ry Kol o rs A
S )ecl o pemtis 1 you o umish melya Tl ransactons o ik eporn

cortect 10 each pers nsaction i which
amed i oqUred epon A i penly isappears a  prson's atemping o couse
of 525,000 may be imposed f the faiure is due ™ 8300 not (0 b fild. or 10 fe a false

5 b
10 an intentonal or wiluldisregard of the cash
reporting requirements.

Penaies mayaso be imposed fr cousing. or
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OFFICERS AND DIRECTORS

CHAIRMAN OF THE BOARD

Alphonse Capone
Now residing part time in
Florida, our Chairman still takes
a“hands on” approach to the
running of the company he
founded ten years ago. His
motivational techniques are
legendary.

Despite the rumors that he
might retire, or move to
someplace like Canada, where
they haven't got this stupid
income tax law, Al promises to
be around for a long, long time.
“I don't even know what street
Canada is on,” he says.

Executive Vice President

&

Frank “The Enforcer” Nitti
Frank's back from a shortstretch
on a tax bee, and stll a canny
as ever. Insiders predict he'll go
far, (but not too far).

Vice President

Ralph Capone
Head of the Gaming Division
and a loyal representative of the
boss when he's not around.

Also the boss’ brother.

VP - Human Relations

- - 4
Jack McGumn
Jik, whosays e gothis

nickname “Machine Gun” due to
his rapid manner of speaking,
takes on the toughest of the
outf’s personnel problems. He
says he had nothing to do with
that St. Valentine's Day thing,
And nobody’s disputing him.

Comptroller - Director

1.}

Jake “Greasy Thumb"” Guzik
Financial wizard and head of the
accounting department. Jake set
up the bookkeeping an
accounting system now
employed by all our finer
esablishusnis
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PLACEMENT PROBLEM

An illegal drug enterprise has sales of ten pounds
of cocaine per week at $12,000 per pound. This
generates a total of $120,000 per week.

Assuming that the currency taken in is equally
divided into denominations of $5, 10,20, 50, and
100, at the end of the week, the organization would
have:
$24,000in $ 5 bills
524,000 in 10 bills
524,000 in 20 bills
$24,000in 50 bills
524,000 in 100 bills

05lbs
191bs of money

Stacked in one pile, this money would be 37" high
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INSTRUCTIONS
General Instructions

Who Must File this Report Each Unites States person, who has a
financial interest in or signature authority, or other authority over any
financial accounts, including bank, securities, or other types of
financial accounts in a foreign country, if the aggregate value of
ihese financial accounts exceeds $10,000 at any time during the
calendar year, must report that relationship each calendar year by,
g TO 7 9022 it he Pusriment o he Ty on o batore
June 30, of the succeeding ye:

Exceptions

An offcar o emplayeeof s bank which s subjct o the suparvision
the Comptroler of the Currency, the Board of Governors of the
Federa osom Sysiem, s Ot o Toah Supanion or e
Federal Deposit nsurance Corporation need not report that he has
signaturs or thr auhortyave s foreign bank, securtes o other
7 unt maintained by the bank, i the officer of employee
ot NG prsonlfnancl ieast 1 acsout.

An officer or employee of a domestic corporation whose equity
securities are listed upon national securities exchanges or which has.
assels and 500 or

file such the o
authonty over a foreign financial account of the corporation, If he has.
NO personal financial interest in the account and he has been

e St 1o e
rites, accountin a foreign
ovmer ofrecod orhoder o lgal e s (8 person acing 3 an n agent,
ey, rin some ohercapaciyon behal o the US. person
™ corparaﬁon in which the United States persao
indrecly more than 50 prcent of e oalvalu ofshares of stoe, (6 @
Cornarshi bl o Uifod sl poraon' s an .mms« D
than 50 percent of the profits (distributive share of income): or
I which i Unied Satespereon et s a prosen boneia rerest
in more than 50 percent of the assets or from which such person receives
more than 50 percent of the current income.

Signature or Other Authority Over an Account A person has signature
authority over an account if such person can control the dispositon of
money or other property in it by delivery of a document containing his or her
signature (or his or her signature and that of one or more other persons) to
the bank or other person with whom the account is maintained.

Other who

er an y o the bank or other pe
‘whom the account is maintained, either orally or by some other means.

Wiy Banking Facilty Donotconsidr 35 anaccourt na freign
Mly account in an msmu(mn known as a “United States military
operated by a

ty (o
Urited States ﬂnanc\a} mmnuun designated by the United Sates
Government 1o ser Coveratent tsutons sbroae, aven f e
United Sates miiry bnv\kmg facility is located in

9 by P
has filed that

account,

Report any financial account (except a military banking facility as
defned n hese insiructons) ha i located na froign countr

s held at an affliate of a United States bank or other
S inehufon, Do ict o any acaoud malaiacd Wi s
branch, agency, of other offce of a foreign bank or other institution
that is located in the United States, Guam, Puerto Rico, and the
Virgin Islands.

General Definitions.

Unitad Siates Person The tam ‘Unied tass parson” masns (1) a
citizen or resident of the United States, (2) a domestic partn
() domesic carporaton, o () a dmeshc asatsor s,

Account Generally includes any bank, securities,

Socuion datvatves o ot fanlal nsipumants scoomt Sich

accounts generally also encompass any accounts in which the.

saxeis ars hold [ 8 il o, and e scsoumt o Ui
n squity interest n the fund. The term also means any savings,

When and Where to File - This report must be filed on or before June 30
each calendar year with the Department of the Treasury, Post Office Box
32621, Detroit, MI 48232-0621, or it may be hand carried to any local
office of the Intenal Revenue Service for forwarding to the Department of
the Treasury, Detroit, M

EXPLANATIONS FOR SPECIFIC ITEMS
Consolidated Reporting

Acomoraton which o ol orindclymorsan 50 peroend
interest in ane or more other entities will be permitted 1o file a consoli-
dated report on TD F 80-22.1, on behalf of .mw snd such e tes
provided that a lsting of them is made part of the consolidated report,
Such reports should be signed by an ehorzed oftia of e parent
corporation.

Iine roup of ensée covered by  conslcae apor s iranci

interest in 25 or ts,

need any e that ot o e form n lem 20. Il howaver, b
ach

damand chacking, deposi, e cepost
maintained with a Anancialnstitlon or cther person engaged in the
business of a financial institution,

Account in a Foreign Country A*foreign country” includes all
geographical areas located outside the United States, Guam, Puerto
Rico, and the Virgin Islands.

Financial Interest A financial interest in a bank, securities, or other
ccount in a foreign couniry means an nterest described in
either of the following two paragraphs:

(1) A United States person has a financial interest in each account
for which such person is the owner of record or has legal e,
ot s s makiaied or e o hor g el or

e benefit of others including non-United States persons. If an
accontis insined in e e of o pesons . o sveral
persons each own a partial interest in an account, eacl e
(i iat porsareHas s vanciat biosti thit ety

ncer
so requesled by the Secretary o his delegate.

item 14

Ifthe filer owns the account jointly with any other party, then yes should
be marked.

item 15
If the filer holds this account with only one (1) other party, and all

‘accounts listed are held jointly with that party, then complete items 16, 17,
18, and 19. Otherwise leave these items blank.
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TD F 90-22.56 Suspicious Activity Report by
Treasury Form Money Services Business

October 2002

Instruotic OMBNo. 15060015

ype o print.

T Chock the box f this report correts a prior raport. (So@ insiructons, page 7) L]

2 Type of fler (check all financial services/producs offerec)
b (7] Redeemer of money order(s)

&[] Redeemer of traveler's check(s)
h[J Uss. Postal Service (see instructions) i [ Other

3 [J_Multiple subjects (See instructions, page 7)

& [ Seller of money order(s)

&[] tssuer of money order(s)
1 [ Seller of traveler's check(s)

@[] fssuer of raveler's check(s)

9 [ Money vansmitter

2 Subject Information
4 Subject type. (check only ane box)
a [ PuchasedSender b [] Payee/Receiver G [] Both (" &) ¢ [ otner
& Firstname Middle ntial

5" Individual's last name o Entity’s full name

& Address
BT 70" State | 11° Zip code. 12° Country (f not US)
13 Government issued dentiication (1 avallable]
a [ priver's license/State 1.D. b [ passpot ¢ [ Aven registration o [J Other
eNumber| | i i | | oot 8 LA il by _Issuing state or country
14+ SSNITIN (individual) or EIN (entity) | 16 Date of birth 16 Phone number (include area code) 17 Vehicle Lic.# / State (Optional)
a number b state|
A A A w5 |C e
I MM oo vy \ 3 T
19 Occupation/Type of business.

18 Customer number, ff any

20" Endorser's (individual or Entity) name, i any

iici Transfer

23 Financial services involved in suspicious transaction(s) (Check ail that apply)
a[] MoneyOrder b [] Travelers Check ¢ [] Money Transter d[[] Other.
35 Total dollar amount involved n Suspicious activity

$ il

24~ Date or date range of suspicious activiy
— o

From T /. —
DD__VYYY MM DD YYYY

26.1° Seral number(s) of a] money order(s) (] or [b] raveler's check(s) L] o tseuor nam:

R O

b sangno | |
262 Serial number(s) of [a] money order(s) [] or [b] traveler's check(s) [] ¢ jssuer name.

Rl IERIEER IR DT
26 Seral number(s) of (2] money orders) (] or (5] ravelers check(s) (] o feauor name
T EREIRRIIRRIEEI IR "I 00
277 Noney vanser mimber 553 Vioney el A

o tor e < o ra

TeEIRRIIRRI AR Hosmeiddpbidis b

Catalog No. 34944N
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1. CLASS OF MAIL: Justification for other than First Class.

[ FirstGlass Mail_ (Personal or business correspondence:  Includes Pririy Ml [generaly over 11 oz] and Express.
Mail

[ Standard Mail ~ (Bulk Business Mail)

Provide further justfication for these classes of mail

o Post, bound dia mail and lbrary mail)
Justfication:

[ Periodicals  (Magazines, newspapers) O Foreign Mail
Justfcaton: Justication:

72. SPECIALINSTRUCTIONS: State any special nstructions or concerns about tis particular request.

73, REQUEST FOR EXTENSION {Farsnexrsns»oﬂ Tequest, complete only T section below.)

Atthe expiration of the mil cover 3 y roq
periods (60-day periods rorrugmves) To ensure the mail cover, the submitted a
minimum of
benelits of the me The req
whether ubject s repr attorey.
fonger than oo

further extension by the Chief Postal Inspector.
(a) MAIL COVER REFERENCE NO.:

(b) State, in detail, the pr 3 3

(¢) Describe the anticipated benefits to be derived from this mail cover extension.
(@) Regarding the violation under investigation, has the subject’s indictment status changed since the previous mal cover
Oves Ono

(6 Has ro s loga prasiaion s changod ico 1 st coveragova? 1, st ot f o
change, including atomey's name and address. Yes (=]

August 2005

-RESTRICTED INFORMATION-






OEBPS/images/pg6_1.jpg





OEBPS/xhtml/00_Nav.xhtml




Contents





		Cover



		Half Title



		Title Page



		Copyright Page



		Table of Contents



		Preface



		Introduction



		Author



		1 Basic Concepts



		Money, Money, Money



		The Evolution Of Money



		Money Laundering



		The Money Laundering Cycle



		Rex V. William Kidd, Et Al.: A Case Of Piracy



		Money Laundering Facts



		Key Points To Consider









		2 The Historical Context



		Analysis Of The Watergate Money Laundering Scheme



		Did Crp Or Its Representatives Conduct A Financial Transaction?



		What Was The Object Of The Money Laundering Scheme And What Charges Might Apply?



		What Was The Underlying Criminal Activity (Specified Unlawful Activity)? How Would This Activity Be Documented?



		How Far Did The Committee Get Into The Money Laundering Cycle?



		How Could Law Enforcement Have Detected This Scheme?



		More Money Laundering Schemes



		American Airlines



		Braniff Airlines



		George Steinbrenner And American Shipbuilding









		3 Federal Money Laundering Statutes



		The Money Laundering Control Act



		Title Ib U.S.C. §1956 (A) (1)



		The Money Was Proceeds Of An Sua



		The Defendant Knew That The Money Was Proceeds Of An Sua



		Defendant Used "Proceeds"



		The Defendant Conducted Or Attempted To Conduct A Financial Transaction



		The Defendant Acted With Intent



		1. §1956 (A) (1) (A) (I): Intent To Promote The Carrying On Of Specified Unlawful Activity



		2. §1956 (A)(1)(A)(Ii): Intent To Engage In Conduct Constituting A Violation Of §7201 Or §7206 Of The Internal Revenue Code



		3. §1956 (A)(1)(B)(I): Intent To Conceal Or Disguise The Nature, Source, Ownership, Or Control Of Proceeds Of Sua



		4. §1956 (A)(1)(B)(Ii) And (A)(2)(B)(Ii): Intent To Avoid A Transaction Reporting Requirement Under State Or Federal Law (Includes Ctrs, Cmirs, And Irs Form 8300S)















		Title 18 United States Code §1956 (A) (2): The International Transportation Offense



		Title 18 U.S.C. §1956 (A) (3): The "Sting" Provision



		Title 18 U.S.C. §1957



		Title 18 U.S.C. §1956 (H): Conspiracy



		Other Issues



		Venue And Statute Of Limitations



		Sentencing







		Frequently Asked Questions About Suas









		4 The Usa Patriot Act



		Criminal Sanctions



		Bulk Cash Smuggling



		Forfeiture



		Regulatory Action



		Prohibition On Us Correspondent Accounts With Shell Banks (31 U.S.C. 5318 (J); Act Section 313)



		Availability Of Bank Records



		Due Diligence For Private Banking And Correspondent Accounts (31 U.S.C. 5318 (I); Act Section 312)



		“Special Measures” For Certain Jurisdictions, Financial Institutions, International Transactions, And Accounts (31 U.S.C. 5318A; Act Section 311)



		Standards For Verification Of Customer Identification (31 U.S.C. 5318(L); Act Section 326)



		Suspicious-Activity Reporting (31 U.S.C. 5331, Act Section 365)



		Forfeiture Of Funds In Us Interbank Accounts (18 U.S.C. 981(K); Act Section 319)



		Anti-Money-Laundering Program Requirement (31 U.S.C. 5318(G); Act Section 352)



		Filing Of Sars By Securities Brokers And Dealers (Act Section 356)



		Filing Of Sars By Businesses (31 U.S.C. 5331; Act Section 365)



		Penalties (31 U.S.C. 5321, 5322, 5324; Act Sections 353 And 363)



		Sunset Provisions







		Effects Of The Usa Patriot Act



		Usa Patriot Improvement And Reauthorization Act Of 2005









		5 Money Laundering Forfeiture



		Money Laundering Forfeiture



		Civil Forfeiture



		What Can Be Seized?



		Title 18 U.S.C. §981 (Civil Money Laundering Forfeiture)



		Title 18 U.S.C. §984 (Civil Forfeiture Of Fungible Property)









		Procedures For Civil Seizures Under §981 (B)



		Seizure Incident To Lawful Arrest Or Search



		Seizure Made With Seizure Warrant









		Administrative Forfeiture Proceedings







		Section 982 Criminal Forfeiture



		Criminal Forfeiture Statute: Ib U.S.C. §982



		What Property Is Subject To Criminal Money Laundering Forfeiture?



		The Criminal Forfeiture Process



		Substitution Of Assets







		Special Forfeiture Issues



		Preseizure Planning



		Grand Jury Information In Forfeiture Cases



		Non-Grand-Jury Information



		Seizure Of Real Property







		Equitable Sharing









		6 Related Federal Statutes



		Bank Secrecy Act



		Reports Required By The Bsa



		Currency Transaction Report



		Report Of International Transportation Of Currency Or Monetary Instruments



		Currency Transaction Report By Casinos



		Foreign Bank Account Report



		Suspicious Activity Report



		Report Of Cash Payments Over $10,000 Received In A Trade Or Business









		Business Registration



		Penalties Under Title 31



		Investigations Under Title 31















		Racketeer Influenced And Corrupt Organizations Act



		Illegal Money Transmitter Businesses



		Investment Of Illicit Drug Profits



		False Statements









		7 International Money Laundering Control



		International Organizations



		Interpol



		United Nations



		British Commonwealth



		Financial Action Task Force



		Organization Of American States



		The Egmont Group



		Other Initiatives







		Impact On Law Enforcement



		Obtaining Information From Abroad









		8 Introduction To Financial Investigation



		Case Study: Treason



		The Importance Of Context



		A "How-To" Guide To Financial Investigation



		Looking Ahead









		9 Introduction To Books And Records



		The Capone Organization



		Accounting Principles



		The Dreaded Debits And Credits







		Analyzing The Balance Sheet



		Analyzing The Income Statement



		Using Books And Records In A Financial Case



		Conclusion









		10 Indirect Methods Of Proving Income



		Indirect Methods



		Net Worth



		Defenses To Net Worth



		Cash On Hand



		Loans, Gifts, Or Inheritances



		Holding Funds Or Assets As A Nominee



		Jointly Held Assets Of Subject And Spouse



		Failure To Account For Other Sources Of Funds









		Conclusion









		Source And Application Of Funds



		Bank Deposits







		Unit And Volume



		Application In Money Laundering Cases



		Crime Of The Century—Laundering The Hottest Money In America









		11 Business Operations



		Proprietorships



		Partnerships



		General Record Information



		Terms Used In Connection With Partnerships







		Corporations



		Corporate Advantages And Disadvantages



		For The Investigator



		Corporate Criminal Liability







		Other Business Entities



		Summing Up









		12 Domestic Banking



		Money And Banking



		Borrowing And Lending



		Bank Regulation And Control



		Bank Management And Operation



		Bank Functions



		Making Loans



		Receiving Deposits



		Hold And Administer Property For Others



		Not All Banks Are Created Alike



		Resources On Banking









		13 Banking Operations



		Making Loans



		Consumer Loan Types



		Mortgage Loans



		Secured Property Loans



		Secured Cash Loans



		Credit Card Loans



		Personal Lines of Credit



		Overdraft Protection



		Student Loans



		Home Equity Loans



		Miscellaneous Loans









		The Loan Process



		Receiving Deposits



		Paying Checks



		Check 21—Big Changes for Banks (Almost) Everywhere



		Monthly Account Statements







		Transferring Funds



		Cashier’S Checks



		Bank Money Orders



		Bank Drafts



		Traveler’s Checks



		Certified Checks



		Exchange Instruments







		Holding And Administering Property For Others



		Collecting And Processin Financial Instruments



		Other Services



		Currency Exchange



		Services for Business



		Trust Department Services







		Bank Recordkeeping And Reporting









		14 International Banking



		International Transactions



		Cash In Advance



		Documentary Letters Of Credit



		Documentary Collection



		Open Account







		Basic Documents Used In International Trade



		Letters Of Credit



		A Money Laundering Scheme Involving A Letter Of Credit







		Documentary Collections



		Document Collection Process



		Banker’S Acceptance







		Foreign Exchange



		International Banking



		International Banking Services Offered By Us Banks



		Foreign Bank Accounts



		Types Of Accounts



		Opening A Swiss Account



		Account Identification



		Documents Available From Foreign Banks



		Ubs And The Cracking Wall Of Swiss Secrecy









		15 Money Transfers



		Starting Small: Licensed Money Transmitters



		Operation



		Records



		Use Of Remittance Corporations In Money Laundering Schemes







		Major Electronic Funds Transfer Systems: Fedwire, Chips, And Swift



		Following The Money



		Records Generated In A Fedwire Transfer



		Forms Used In Wire Transfers







		Chips And Swift*



		Informal Banking Systems And Unlicensed Transmitters



		Money Laundering And Wire Transfers



		Investigating Wire Transfer Schemes









		16 Real Property



		Real Estate Transactions: Basic Anatomy



		Authorization To Sell



		Advertising



		Deposit Receipt Offer and Acceptance



		Seller Approval



		Escrow Papers



		Real Estate Ownership



		Corporations and Trusts



		Researching Real Property Records



		Finding Hidden Assets













		17 Securities



		Investments Involve People Putting Their Money To Work For Them. As One Observer Said, “How Do You Make A Million? You Start With $900,000.” And Where Do You Get The $900,000? Some Inherit, Some Invent, Some Work For A Living. Some Sell Dope. But No Matter How People Make The Money In The First Place, If They’Re Smart, They’Re Going To Invest The Proceeds. If The Proceeds Are From An Illegal Activity, They May Be Laundering Money. If They’Re Really Smart, They’Re Laundering Their Money In The Markets.



		Stocks: Owning A Piece Of The Pie



		Types Of Stock



		Making Money On Stock



		Market Operations







		Buying And Selling Stocks



		Information About Stock Transactions



		Information at the Brokerage House



		Information at the Transfer Agent



		Information at the Disbursing Agent















		Bonds: Owning Debt



		Information About Bondholders







		Mutual Funds: Pooling Your Money



		Information From Investment Firms



		Futures And Options: Betting The Ranch



		Securities And Money Laundering









		18 Obtaining Financial Information



		Risk Versus Reward



		Traditional Sources Of Information



		Informants



		Undercover Agents



		Interviews



		Surveillance Operations



		Physical Surveillance



		Mail Covers



		Trash Covers



		Pen Registers















		From The Horse’S Mouth: The Subject'S Records



		Just Asking...



		Obtaining Records through a Second Party



		Subpoenas and Special Exceptions



		Financial and Document Search Warrants







		Preparing A List Of Things To Be Seized



		“Permeated with Fraud”: A Useful Phrase







		Valuable Hearsay: Third-Party Records



		Legal Considerations



		Request for Production



		Administrative Subpoena



		Grand Jury Subpoena



		Records Requested



		Service



		Time Considerations



		Secrecy



		Payment









		Financial Search Warrants



		Tax Records







		Information From Abroad



		Official And Unofficial Liaison



		Compelling Production



		Tax And Mutual Legal Assistance Treaties



		Letters Rogatory



		Subpoenas













		19 Sources Of Information



		Federal Databases And Information Systems



		Tecs Ii



		Naddis







		Ncic



		Nlets







		Government Agencies And Records



		Federal Agencies And Records



		Fincen









		Federal Government Departments



		Department Of Agriculture



		Department of the Air Force



		Department of the Army



		Department of Commerce



		Department of Defense



		Department of Health, Education, and Welfare



		The Social Security Administration



		Department of Homeland Security



		Department of the Interior



		Department of Justice



		Department of the Navy



		US Postal Service



		Department of State



		Federal Aviation Administration



		Federal Maritime Commission



		Securities and Exchange Commission



		Small Business Administration



		Department of Veterans Affairs



		Court Records



		US District Court



		US Bankruptcy Court



		US Customs Court



		US Tax Court



		State District or Circuit Courts



		Specialized State Courts









		State, County, And Municipal Governments







		Commercial And Online Databases



		Commercial Databases



		Online Research







		Credit-Related Sources



		Credit Agencies Or Bureaus



		Other Credit Reporting Agencies



		International Business Ratings



		Specialized Commercial Credit Organizations



		Other Credit Issuers



		Credit Card Issuers



		Business and Miscellaneous Sources



		Business and Industry



		Travel and Transportation



		Communications



		Public Utilities



		Insurance Companies



		Entertainment









		Miscellaneous Sources



		The Library



		Newspapers















		Putting Your Resource Guide Together









		20 Basic Money Laundering Schemes



		Use Of A Nominee



		Objectives



		Advantages and Disadvantages



		Special Situations



		Documentation



		Investigation of a Nominee Scheme



		Sources of Information



		Special Situations



		Potential Violations’







		Simple Business Cover



		Documentation



		Special Situations



		Investigation of a Business Front



		Sources of Information



		Potential Violations







		Simple Banking Operation



		Special Situations



		Documentation



		Investigation of a Simple Banking Scheme



		Sources of Information



		Potential Violations







		Banking-Business Combination



		Special Situations



		Documentation



		Investigation of a Scheme Involving a Banking-Business Combination



		Sources of Information



		Potential Violations







		Summing Up









		21 Diabolically Clever Laundering Schemes



		Smurfs And Structured Transactions



		Smurfing in the 1990s



		Investigation of a Smurfing Operation



		Sources of Information



		Potential Violations



		Black Market Peso Exchange Schemes



		Investigation of a Black Market Peso Exchange Operation



		Sources of Information



		Potential Charges



		Financial Action Task Force Description







		Shell Corporations



		Documentation



		Investigation of a Shell Corporation



		What Does the Corporation do?



		What is the Capital Structure of the Corporation?



		What do the Financial Statements Look Like?



		Who are the Owners of the Corporation?



		Who is in Charge here?









		Sources of Information



		Offshore Shell Corporations







		Offshore Corporations And The Internet



		Offshore Jurisdictions







		Loan-Back Schemes



		Documentation



		Investigation of a Loan-Back Scheme



		Sources of Information



		Potential Violations



		Loan-Back 2



		Investigation of the Loan-Back Scheme













		22 Fiendishly Complex Money Laundering Schemes



		Components Of Money Laundering Schemes



		Mechanisms for Placement



		Mechanisms for Layering



		Mechanisms For Integration







		Invoice Scams



		Underinvoicing



		Research on Invoice Schemes



		Investigating Invoice Scams



		Sources of Information







		Buy-Backs



		Variation on the Buy-Back Theme



		Investigating a Buy-Back Scheme



		Sources Of Information







		Securities Manipulation



		Documentation



		Investigating a Securities Manipulation



		Sources of Information













		23 Fraud and Money Laundering Issues



		Fraud As A Specified Unlawful Activity



		Major Fraud And Money Laundering Cases



		Forfeiture Issues In Fraud Cases



		Forfeiture And Compensation For Victims Of Crime









		24 Terrorism Financing



		Needs Of Terrorist Groups



		Sources Of Funding



		Investigation Of Terrorist Financing



		Legal Measures







		Money Laundering And Terrorism Financing



		Investigative Resources



		Suspicious Activity Reports



		Tax Returns And Tax Information







		Terrorist Fund-Raising And Financing: The Al Qaeda Terrorism Money Trail



		Investigating Al Qaeda’S Funding



		Sources Of Information







		Zakat Schemes



		United States Of America V. Holy Land Foundation For Relief And Development



		Investigating A Zakat Scheme



		Sources Of Information







		Hawala Schemes And Informal Value Transfer Systems



		Investigating A Hawala Scheme



		Sources Of Information













		25 Financial Intelligence



		Suspicious Activity Reports



		Sar Activities And Their Codes









		26 Investigating Money Laundering Cases



		Decisions, Decisions...



		Case Development Process



		Case Initiation



		What Is The Source Of This Information?



		Is The Activity Ongoing Or Historical?







		Basis For The Investigation



		Case Organization



		Questions About Participants



		Questions About Prosecutor Involvement



		Questions About The Case File



		Legal Considerations







		The Investigative Plan



		Evidence Collection



		Profiling



		Covert Evidence Gathering



		Semiovert Evidence Gathering



		Overt Evidence Gathering



		Evidence Analysis



		Presentation







		Money Laundering Undercover Operations



		Laundering Their Money



		Stings: Laundering Our Money













		27 The Case File



		Types Of Documentary Evidence



		Introducing Documentary Evidence In A Financial Case



		Document Control



		Plan Ahead



		Acquisition



		Storage And Retrieval



		Security



		Grand Jury Material



		Discovery Material









		Analysis



		Presentation















		Exhibits And The Exhibit List



		Schedules and Summaries



		Case Report







		CONCLUSION









		Bibliography



		Appendix A: Glossary of Terms Used in Money Laundering Cases



		Appendix B: Source Debriefing Guide



		Appendix C: Subpoena Templates



		Appendix D: Bank Secrecy Act Forms



		Appendix E: Money Laundering Forfeiture Statutes



		Appendix F: List of Specified Unlawful Activities (SUAs)



		Appendix G: Federal Statutes Relating to Terrorist Financing



		Index











List of Figures





		Figure I.1 Arch-pirate Henry Every, from a contemporary image. Every had a successful career as a pirate in the Atlantic and Indian Oceans, but legend has it that he came undone when he tried to launder his share of the treasure. (National Archives.)



		Figure I.2 Henry Every’s big mistake. Every, arch-pirate, anxiously awaits the verdict of the Bideford merchant who is about to cheat him out of a king’s ransom. The story of Every’s failed career as a money launderer comes to us from Daniel Defoe, author of Robinson Crusoe. (Source: Harper’s Magazine, 1887.)



		Figure 1.1 Barter in early Egypt, before the invention of money. Early civilizations such as that in Egypt relied heavily on barter as a system of exchange. The Egyptians later used money, making the transition from barter to a cash transaction system. (From Hoggson, N. F. 1926. Banking through the Ages. New York: Dodd, Mead and Company.)



		Figure 1.2 A Roman coin.



		Figure 1.3 Seventh-century coins. (From Hoggson, N. F. 1926. Banking through the Ages. New York: Dodd, Mead and Company.)



		Figure 1.4 Note issued by the Royal Bank of Scotland in 1777.



		Figure 1.5 This bank note, with a face value of 5 million marks, was printed in Germany in 1923. Instead of printing millions of low-denomination notes, the German government opted to print bills with more zeros—so many zeros that bank tellers had trouble counting them. (From author’s collection.)



		Figure 1.6 Babylonian clay tablet. This tablet documents the production and sale of beer.



		Figure 1.7 Babylonian clay accounting tablet. The first know accounting records exist in the form of clay tablets from earl Babylon. These records imply that money was in use and that a “paper trail” was being created, or, in this case, a baked clay tablet trail. (From Hoggson, N. F. 1926. Banking through the Ages. New York: Dodd, Mead and Company.)



		Figure 1.9 How not to launder money. This 1894 painting by Howard Pyle pictures the infamous Captain William Kidd supervising the burial of pirate treasure on a small island in Long Island Sound. (Harper’s Magazine, 1894.)



		Figure 1.10 Money laundering pirate style. This ledger, from the records of New York merchant and ship owner Frederick Philipse, records the sale of merchandise to pirates in the 1690s. Philipse, a very prominent man of the period, charged 9,514 pieces of eight (Spanish coins) for items that included “26 barrils of wine at 60 pcs 8 pr barril.” (Government Records Office.)



		Figure 1.11 Piece of eight. Spanish coin and object of pirate desire.



		Figure 2.1 Al Capone’s Alcatraz mugshot pictures Capone at the end of the line. (National Park Service.)



		Figure 2.2 Meyer Lansky. (Source: FBI.)



		Figure 2.5 The American Airlines money laundering scheme.



		Figure 2.6 The Braniff Airlines money laundering scheme.



		Figure 3.1 Establishing a §1956 (a) (1) financial transaction violation.



		Figure 3.2 Establishing a §1956 (a) (2) international money laundering violation.



		Figure 3.3 Determining a §1956 (a) (3) money laundering “sting” violation.



		Figure 3.4 Determining a §1957 spending statute violation.



		Figure 3.5 Establishing a §1956 (h) money laundering conspiracy violation.



		Figure 4.1 Establishing a 31 U.S.C. §5332 bulk cash smuggling violation.



		Figure 7.1 Swiss MLAT exemplar.



		Figure 8.1 Aldrich Ames.



		Figure 8.2 Ames’s “W-2 form” from his Russian masters. FBI agents who searched Ames’s house found this account of the money paid by the Russians to Ames. The record says that as of May 1, 1989, “All in all we have delivered to you...1,881,811$ 51c.” This was the type of evidence that sent Ames to prison for life.



		Figure 8.3 Schematic of Aldrich Ames’s money laundering scheme.



		Figure 9.1 Notes on the books and the annual report of Alphonse Capone Second Hand Furniture, Inc.



		Figure 9.2 Notes on the books and the annual report of Alphonse Capone Second Hand Furniture, Inc



		Figure 9.3 Al Capone. (National Archives.)



		Figure 9.4 Annual Report of Alphonse Capone Second Hand Furniture, Inc.



		Figure 9.5 Debit and credit.



		Figure 9.6 Double-entry bookkeeping for a beer purchase. The asset account inventory increased by $55.00, a debit. The asset account cash decreased by $55.00, a credit.



		Figure 9.7 Journals and ledgers where transactions are classified and summarized for the financial statement.



		Figure 9.8 Source documents and their classification.



		Figure 10.1 Net worth calculation: Alex Bell.



		Figure 10.2 Source and application of funds calculation.



		Figure 10.3 Bruno Richard Hauptmann.



		Figure 10.4 Gold certificate, series 1928. The Lindbergh ransom included more than 3,000 of these distinctive notes, each bearing a gold seal and declaring that the face amount was “in gold coin payable to the bearer on demand.” After the May 1, 1933, recall of these notes, they became increasingly conspicuous.



		Figure 10.5 Searchers at Bruno Richard Hauptmann’s garage. Two and a half years after the Lindbergh kidnapping, agents and police finally arrested a suspect and searched his Bronx garage, recovering $14,600 in cash, all from the ransom.



		Figure 10.6 Bank deposits analysis: Bruno Richard Hauptmann.



		Figure 10.7 “Wanted” poster for the Lindbergh kidnapper.



		Figure 11.1 Partnership agreement.



		Figure 11.2 A corporate organizational chart.



		Figure 11.3 Organizational chart of a corporate accounting department.



		Figure 12.1 Medieval guild members settling accounts, ca. 1465—a process that still takes place in banking today.



		Figure 12.2 Organization of a commercial bank.



		Figure 13.1 Medieval bankers. Note that you do not see any actual money in this picture—only people and accounting records. The bench or table is the “banque.” (British Library.)



		Figure 13.2 Flow of transactions within a bank.



		Figure 13.3 A check.



		Figure 13.4 The reverse of the check.



		Figure 13.5 The reverse of the check after processing.



		Figure 13.6 An endorsement by the Federal Reserve Bank in San Francisco.



		Figure 13.7 Examples of machine stamps.



		Figure 13.8 Safe deposit box access card.



		Figure 14.1 Issuance of a letter of credit.



		Figure 14.2 Utilization of a letter of credit.



		Figure 14.3 Document collection.



		Figure 14.4 Credit purchase (no bank).



		Figure 14.5 Banker’s acceptance.



		Figure 14.6 Documentary credit.



		Figure 14.7 Specimen—irrevocable letter of credit.



		Figure 14.8 Application for a Swiss bank account.



		Figure 15.2 A Western Union money transfer slip.



		Figure 15.3 Alex Bell’s system for handling cash proceeds of drug sales.



		Figure 15.4 Wiring money domestically.



		Figure 15.5 Documents relating to wire transfers.



		Figure 15.6 Advice statement or confirmation of wire transfer.



		Figure 15.7 Debit memo.



		Figure 15.8 Internal log of outgoing wire transfers.



		Figure 15.9 Journal of transfers entry for a wire transfer.



		Figure 15.10 Sample text of a SWIFT message containing only required fields. Codes used: 20—transaction reference number assigned by the sender to identify the transaction; 32A—value date, currency code, and amount of the transaction; 50—customer ordering the transaction; 59—party designated to be the ultimate recipient of the funds.



		Figure 15.11 The placement stage of Alex Bell’s operation.



		Figure 15.12 Alex Bell repatriates his ill-gotten wealth.



		Figure 15.13 Sources of information on wire transfers.



		Figure 16.1 One transaction in the grantor index.



		Figure 17.1 A stock certificate.



		Figure 17.2 Yield calculations.



		Figure 17.3 Features of a stock certificate. (Photo courtesy of UPI.)



		Figure 17.4 A transaction from a ticker tape.



		Figure 17.5 Confirmation slip for a securities transaction.



		Figure 17.6 Newspaper summary of spot prices for commodities



		Figure 17.7 An example of futures trading in beer.



		Figure 18.1 Risk versus reward: determining when and how to use a source of financial information.



		Figure 18.2 A request for a mail cover.



		Figure 18.2 (Continued) A request for a mail cover.



		Figure 18.2 (Continued) A request for a mail cover.



		Figure 18.2 (Continued) A request for a mail cover.



		Figure 20.1 Key to graphics.



		Figure 20.3 Business cover or “front.”



		Figure 20.4 Audit of a business front



		Figure 20.5 Placement problem.



		Figure 21.1 Smurfing operation



		Figure 21.2 Black market peso exchange.



		Figure 21.3 Use of shell corporations as a placement mechanism.



		Figure 21.4 Shell corporations.



		Figure 21.5 Offshore shell corporations.



		Figure 21.6 Hollywood loan-back scheme.



		Figure 21.7 Loan-back scheme.



		Figure 22.1 Commercial letter of credit application showing invoice amount.



		Figure 22.2 Underinvoicing scheme.



		Figure 22.3 Overinvoicing laundering scheme.



		Figure 22.4 Overinvoicing laundering scheme.



		Figure 22.5 Buy-back scheme



		Figure 23.1 International reply coupon, 1920.



		Figure 23.2 Charles Ponzi. (Library of Congress.)



		Figure 23.3 Bernie Madoff. (FBI mugshot.)



		Figure 23.4 Charles Ponzi, under arrest, August 1920. (New York Tribune. )



		Figure 24.1 United Nations International Convention for the Suppression of the Financing of Terrorism, adopted by the General Assembly of the United Nations in resolution 54/109 of December 9, 1999. (Source: Financial Crimes Enforcement Network.)



		Figure 24.2 Financing the PIRA.



		Figure 24.3 DEA “wanted” poster connecting Colombian cocaine traffickers to terrorist activity. (Source: DEA.)



		Figure 24.4 Receipt for 70 kg of cocaine base from “Guillermo” of FARC, the Revolutionary Armed Forces of Colombia, a designated terrorist organization. (Source: DEA.)



		Figure 24.5 Designated foreign terrorist organizations (FTOs).



		Figure 24.6 FinCEN document describing SAR activity following the September 11, 2001, terrorist attacks. (Source: Financial Crimes Enforcement Network.)



		Figure 24.7 Osama bin Laden.



		Figure 24.8 Ayman al Zawahiri, Egyptian physician and lieutenant to Osama bin Laden. (Source: FBI.)



		Figure 24.9 Terrorist financing scheme for World Islamic Front for Jihad against the Jews and Crusaders.



		Figure 24.10 Terrorist financing scheme for Holy Land Foundation.



		Figure 24.11 Terrorist financing scheme using hawala transfers.



		Figure 25.1 The intelligence cycle (FBI).



		Figure 25.2 FinCEN seal.



		Figure 26.1 Money laundering case development process.



		Figure 26.2 Subject profile form.



		Figure 26.3 Wallace J. Daley money laundering scheme and assets.



		Figure 27.1 Hawthorne Smoke Shop, circa 1925. This Capone front for gambling and prostitution was located directly across the street from the Hawthorne Inn, which can be seen in the background. Records seized from the Smoke Shop would prove to be extremely valuable in the prosecution of Al Capone. (Chicago Historical Society.)



		Figure 27.5 Western Union money transfer dated September 25, 1928, in the amount of $2,000, made out to Albert Capone.



		Figure 27.6 Exhibit list entry for the money order in Figure 27.5.



		Figure 27.7 Schedule of wire transfers for 1928, part of our Al Capone case file.











List of Tables





		Table 1.1 Advantages and Disadvantages of Transaction Systems to Money Launderers



		Table 6.1 BSA Compliance



		Table 9.1 Transaction Changes



		Table 9.2 Table of Relationships



		Table 11.1 Comparison of Business Organizations



		Table 12.1 Fund Measurements



		Table 12.2 Agencies with Oversight and Enforcement Responsibilities over Financial Institutions



		Table 12.3 Commercial Bank: Operations/Branch Administration Division



		Table 14.1 Some Terms Used in International Payments



		Table 14.2 Types of Letters of Credit



		Table 15.1 The Major EFT Systems



		Table 25.1 BSA Form Filings



		Table 26.1 Initial Information



		Table 26.2 Basis for the Investigation



		Table 26.3 Case Organization



		Table 26.4 Evidence Collection



		Table 26.5 Evidence Analysis



		Table 27.1 Sources of Financial Records











Page List





		i



		ii



		iii



		iv



		v



		vi



		vii



		viii



		ix



		x



		xi



		xii



		xiii



		xiv



		xv



		xvi



		xvii



		xviii



		xix



		xx



		xxi



		xxii



		1



		2



		3



		4



		5



		6



		7



		8



		9



		10



		11



		12



		13



		14



		15



		16



		17



		18



		19



		20



		21



		22



		23



		24



		25



		26



		27



		28



		29



		30



		31



		32



		33



		34



		35



		36



		37



		38



		39



		40



		41



		42



		43



		44



		45



		46



		47



		48



		49



		50



		51



		52



		53



		54



		55



		56



		57



		58



		59



		60



		61



		62



		63



		64



		65



		66



		67



		68



		69



		70



		71



		72



		73



		74



		75



		76



		77



		78



		79



		80



		81



		82



		83



		84



		85



		86



		87



		88



		89



		90



		91



		92



		93



		94



		95



		96



		97



		98



		99



		100



		101



		102



		103



		104



		105



		106



		107



		108



		109



		110



		111



		112



		113



		114



		115



		116



		117



		118



		119



		120



		121



		122



		123



		124



		125



		126



		127



		128



		129



		130



		131



		132



		133



		134



		135



		136



		137



		138



		139



		140



		141



		142



		143



		144



		145



		146



		147



		148



		149



		150



		151



		152



		153



		154



		155



		156



		157



		158



		159



		160



		161



		162



		163



		164



		165



		166



		167



		168



		169



		170



		171



		172



		173



		174



		175



		176



		177



		178



		179



		180



		181



		182



		183



		184



		185



		186



		187



		188



		189



		190



		191



		192



		193



		194



		195



		196



		197



		198



		199



		200



		201



		202



		203



		204



		205



		206



		207



		208



		209



		210



		211



		212



		213



		214



		215



		216



		217



		218



		219



		220



		221



		222



		223



		224



		225



		226



		227



		228



		229



		230



		231



		232



		233



		234



		235



		236



		237



		238



		239



		240



		241



		242



		243



		244



		245



		246



		247



		248



		249



		250



		251



		252



		253



		254



		255



		256



		257



		258



		259



		260



		261



		262



		263



		264



		265



		266



		267



		268



		269



		270



		271



		272



		273



		274



		275



		276



		277



		278



		279



		280



		281



		282



		283



		284



		285



		286



		287



		288



		289



		290



		291



		292



		293



		294



		295



		296



		297



		298



		299



		300



		301



		302



		303



		304



		305



		306



		307



		308



		309



		310



		311



		312



		313



		314



		315



		316



		317



		318



		319



		320



		321



		322



		323



		324



		325



		326



		327



		328



		329



		330



		331



		332



		333



		334



		335



		336



		337



		338



		339



		340



		341



		342



		343



		344



		345



		346



		347



		348



		349



		350



		351



		352



		353



		354



		355



		356



		357



		358



		359



		360



		361



		362



		363



		364



		365



		366



		367



		368



		369



		370



		371



		372



		373



		374



		375



		376



		377



		378



		379



		380



		381



		382



		383



		384



		385



		386



		387



		388



		389



		390



		391



		392



		393



		394



		395



		396



		397



		398



		399



		400



		401



		402



		403



		404



		405



		406



		407











Guide





		Cover



		Half Title



		Title Page



		Copyright Page



		Table of Contents



		Preface



		Body Contents



		Bibliography



		Appendix A: Glossary of Terms Used in Money Laundering Cases



		Index











OEBPS/images/pg122_1.jpg
LIMITED PARTNERSHIP AGREEMENT
Alphonse Capone, referred to as GENERAL PARTNER, and Ralph Capone and Jake Guzik, referred to as LIMITED
PARTNERS, agree:
1. That they herewith form a limited the laws of th llinois, under the name of ALPHONSE
CAPONE SECOND HAND FURNITURE, LTD.
2 The purposeofthe partnenhip s o engage . the businesof BeverageSles and o havell povers necesary o el
engage in b b this shall

power to own, sell o lease property.
3. The principal place of business shall be Lexington Hotel, Michigan Avenue at 22nd Street, Chicago, llinois.

‘The partnership term begins on the date of this Agreement and shall continue until December 31, 1940, when it shall

dissolve under the terms of this Agreement.

5. Each partner has contributed, or will ctober 14,1929, next to their signature to this
Agreement.

6. Limited partners shall not be required to contribute additional capital.

7. Each partner shall have a capital account that includes invested capital plus that partner's allocations of net income,

minus that partner's allocations of net loss and share of distributions.

Netincome and net loss shall be allocated as follows:

a.80 percent to the General Partner
b.20 percent to the Limited Partners, according to their respective percentage ownership interests
. Except s thervise expreslystated i his Agresment h Genersl Partaershall mansgethe parenersip business and

J over the p the power to sign deeds, notes, mortgages, deeds of
et contetde i fessin, i el o€ istnea spesaions

9. The limited partners shall have all powers which may lawfully be granted to limited partners under the laws of the State
of llinois.

Accoun

10. The partnership’s tax or fiscal year shall be a calendar year. The General Partner shall make any tax election necessary
for completion of the partnership tax return.

11. Alimited partner may assign his or her rights to receive distributions, net income, and net loss to any person without
causing a dissolution of this partnership. No assignment will be effective until the general partner is notified in writing
of the same.

12. This agreement may only be amended by the written agreement of al Partners.

13. This instrument contains the entire Agreement of the parties and any modifications shall be required to be in writing
and signed by the parties affected by the modification, or who have the

Dated: February 14, 1929

Name & Address
Alphonse Capone
Ralph Capone
Tnke Guzik
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Alphonse Capone Second Hand Furniture, Inc.
A couple of notes about our presentation of the books and the annual report of Alphonse Capone Second Hand Furniture, Inc.
+ Allof the figures on the Annual Report are, of course, speculative, but most have been taken from estimates made at the time or actual
i d from the Caps over the years between 1925 and 1932. The figures in some of the journals and
ledgers are taken directly from those same books kept by Capone’s bookkeepers.
+ Allof the names used are those of real people who occupied the positions described. They're all dead now, so 1 don't think they ll be
complaining.

Al of the statements attributed to Mr. Capone, including his entire Message to Shareholders, were actually made by him and published

somewhere. Many of the quotes are taken from press conferences given by Al in which he said some pretty astonishing things, given his

occupation.

+ The only business cover Al Capone ever used officially was that of a second hand furniture dealer. He had business cards printed up to prove it

+ Al Capone was making some SERIOUS money. In a time when you could get a full meal for a quarter and sce a movie for a nickel, his
organization was grossing over $100 million a year. That would be somethinglike $10 billion today. It wasn'tall profit,but it s sill sobering to

Shirik of the kind of cosvantion dad smorted evil thit Kind of moné¥ esold buy
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'N instruments

SR e

Ratification anc
Each

y y 1999 United Nations International Convention
for the Suppression of the Financing of Terrorism.
Countries should also immediately implement the United Nations resolutions relating to the prevention and suppression of
the financing of terrorist acts, particularly United Nations Security Council Resolution 1375

li

e
Each country should criminalise the financing of terrorism, terroris acts and terrorist organisations, Countris should
ensure that such offences as money laundering p

1L Freezing and confiscating terrorist assets
Each y orother.
ism and United the prevention and

of the financing of terrorist acts,
Each country should also adopt and implement measures, including legislative ones, which would enable the competent
authorities to seize and confiscate property that is the proceeds of, or used in, or intended or allocated for use i, the financing
of terrorism, terrorist acts or terrorist organisations,

IV.Reporting suspicious transactions related to terrorism
If financial institutions, or other businesses or entities subject to anti-money laundering obligations, suspect or have rea-
sonable grounds to suspect that funds arelinked or elated t0, orave o be wsed fo trrorism terroris acts or by terrorist
organisations, they should be required to report promp picions to

V. International co-operation
Each country should afford another country, on the basis of a treaty, arrangement or other mechanism for mutual legal assis-
tance or information exchange, the greatest possible measure of assistance in connection with criminal, civil enforcement,

d inquiries terrorism, d

organisations.
Countries should also take all possible measures to ensure that they do not provide safe havens for individuals charged with
th financing of terrorism, terrorist acts or terrorist organisations, and should have procedures in place to extradite, where

ossible, such individuals.

VI Altaenuive semtaes
Each country should take measures to ensure that persons or legal entities, including agents, that provide a service for the
transmission of money or value, including transmission through an informal money or value transfer system or network,
should be licensed o registered and subject to all the FATF Recommendations that apply to banks and non-bank financial

institutions. Each. legal
istrtive, vl o criminal sanctions.
to require financial instituty luding money remitters, to mean-
mgfulongmatm information at that are sent,and
i ueti bl el ik 0 o e s vt payssmes et
ure that y , conduct enhanced scrutiny
by suspicious e ol ation (name, address

and account number
VI Non-profit organisations
Counties should rview th adequacy of laws an regultions that relate (0 enitie hatcan b abused fo the inancing of

terrorism. particularly v e misused:
by terrorist organisations posing as legitimate entities;
i to as conduits including for the purp mea-
sures; and

i to conceal or obscure the clandestine diversion of funds intended for legitimate purposes to terrorist organisations.
IX. Cash couriers
S

place to detect the physical cross-b yand
instruments,including a declaration system or other isclosure obligtion.

Countries should ensure that their competent authorities have the legal authority to stop or restrain currency or bearer nego-

tiable instruments that are suspected to be related to terrorist financing or money laundering, or that are falsely declared or

disclosed

Iwith persons who make false
de:hmuon(s',‘ o disclosure(s). In cases where the currency or bearer negotiable instruments are related to terrorist financing
or money laundering, countries should also adopt measures, including legislative ones consistent with Recommendation 3 and
Srieclal Rocoiiandation 11T which woald snahis the confiseaties of Sieh SRthacy or Instraisadts.
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SARs Filed Relating to Terrorism for the 18-Month Period (by Calendar Year Quarters)

October 1,2001-March 31,2003

4hQu  1stQu 20dQu 3rdQu 4hQu  LstQu
CY2001 CY2002 CY2002 CY2002 CY2002 CY 2003

As the chart in Figure 24.6 demonstrates, the number of filings began to steadily decline after the 4th quarter of calendar year 2001, the
three-month period directly following the September 11th terrorist attacks.

Followingis additional information about the 200 SARs filed between October 1, 2002 and March 31, 2003 (the last 6 months of the study)
that reference terrorism and o terrorist financing:

+ Sixty-nine financial institutions, including five foreign banks licensed to conduct business in the United States, filed SARs (three
banks filed 155 of the 290 SARs or 53.4 percent of the SARS filed).

‘The suspicious activity reported in the SARs occurred in 35 states and the District of Columbia.

+ Alleged suspicious activity amounts ranged up to $193 million.

Bl
orasa result of subpoenas issued by law enforcement
“The activity described in the SARs remained consistent with the activity described in previously issued SAR Review Reports. The activ-
ity included wire transfers predominantly to and from Middle Eastern countries; frequent use of domestic and foreign Automated Teller
Machines (ATMs); and large currency transactions. The majority of the SARs filed (206 SAR or 71 percent) were a result of depository
institutions' discoveries during the due diligence process. This denotes the first time since the events of September 11, 2001, that a marked
i I al

Eighty-four SARs (29 percen) filed were the resul of apparent matches of names on OFAC’ st of Specially Designated Nationals and
locked P from th s Section 314 (a) Information R law enf fi d s

previously, the filings were reversed in that 7 based
were filed at the depository institutions' initiative.

‘The above-mentioned SARs wer
associated with terrorist activity:

at,
lists, 25 percent

e filed based on one or more of the following criteria, which the financial institution believed might be

Even dollar deposits followed by like-amount wire transfers;

Frequent domestic and international ATM activity;

No known source of income;

Use of wire transfers and the Internet to move funds to and from high risk countries and geographic locations;
Frequent address changes;

Oceupation “student’—primarily flight schools;

Purchases of military items or technology; and

Media reports on suspected /arrested terrorists or groups.
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Alphonse Capone Second Hand Furniture, Inc.

1930 Annual Report
Financial Highlights
19% 1929
Revenue S 105487,000 $ 97350000
Net Income s 491,000 s 927,000
Per Share $ 491 s 927
Cash Dividends, s 32500000 $ 26,000,000
Shas s 3250 s 2600
Outstandi 100,000 100000
Total Assets S 165,985,000 $ 163414,000
Shareholder’s Equity S 67013000 S 64,125,000
Per Share s 6713 $ 6d12
Return on Beginning
Shareholder's Equity % 28%
Current Rati 82101 B0l
Employees 25,200 29350

Fi 1 No. 106, “Employers’ Accounting
for Postretirement Benefits Other Than Per - such ly of floral d a ni
sympathy card from AL

1930 figures of mergers and both the O'Banion and th

were begun in other accounting periods.
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VP - Entertainment(Deceased)

Mike “De Pike” Heitler
Entertainment Division

Sad case of executive burn out.
Al's comment that “I hadda fire
the guy,” should not be taken
literally, dcspllc the coincidence
of his demise.

Director, Consigliere

b -

Tony Lombardo
Tony’s slated for bigger and
better things. An innovator and
effective schmoozer, he's our

liaison to the Sicilians.

Director

Frank “Diamond” Maritote
Advancement in the outfit has.
absolutely nothing to do with
the fact he's married to the boss’
olabar

Director - Labor Relations

Sam “Golf Bag” Hunt
Known for his impish sense of
humor and for carrying a shot-
gunina golf bag. Like he says,
“You never know when you
might want to make a hole in
one”

Director

Charley Fischetti
Boss’s first cousin and loyal
follower from the old

neighborhood. Motto:
“Whatever you say, boss.”

Director - Chief Bagman

Roceo Fischetti

Charley’s brother and Al's
cousin. Handles cash
T EC—

Director - Appropriations

\

Murray Humphreys
Murray “The Camel” has one of
the more colorful nicknames,
and quite a rep in the hijacking
and robbery end of the business.

PAST CHAIRMAN

Johnny Torrio

Ever the gentleman, now retired
John Torrio knows his
Successors are carrying on the
traditions he established.
Occasionally consulted on
matters of minor imperiance his
wisdom is appreciate
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Total Deposits to All Accounts
September 15, 1932 $170.00 Cash Steiner Rouse (securities account)
September 19, 1932 58250 Cash Steiner Rouse
October7, 1932 86000 Cash Steiner Rouse
February 27, 1933 70000 Cash Steiner Rouse
March 1, 1933 85000 Cash Steiner Rouse
March 15, 1933 1250.00 Cash Central Savings Bank
April 28,1933 250000 Cash Steiner Rouse
May3,1933 257500 Cash Steiner Rouse
June7, 1933 222500 Cash Steiner Rouse
July 24,1933 450000 Cash Steiner Rouse
January 3, 1934 80.00 Check Steiner Rouse
February 26, 1934 135000 Cash Steiner Rouse
Miscellaneous deposits  9.600.00 Cash Both accounts!
Total deposits $27242.50
Transfers and Redeposits
February 27, 1933 $500.00 Trans Central Savings Bank ~ Steiner Rouse
March 15, 1933 1250.00 Trans Steiner Rouse ~ Central Savings Bank
February 26, 1934 135000 Redeposit
Total transfers, $3.100.00
redeposits
Cash Expenditures
May 1932 $396.00 Radio st
July 1932 12600 Field glasses
July 1932 70600 Trip to Europe for wife, Anna
September 1932 15000 Hunting trip, Maine
October 1932 15000 Hunting trip, New Jersey
October 1932 56.00 Hunting rifle
February 1933 100.00 Trip to Florida
March 1933 190.00 Investment advice
July 1933 15000 Vacation
August 1933 109.00 Fishing canoe
July 1934 20000 Vacation, Long Island
August 1934 Shoes for wife, Anna
1932-1934 g Assorted documented purchases?
Total expenditures
Ransom Cash on Hand
September 19, 1934 $14,600.00
Funds from Known Sources
January 3, 1934 $8000 Dividend check, securities account
Bank Deposits Calculation
Total deposits to all accounts $27,24250
Minus: Transfers and redeposits 210000
Net deposits to all accounts 24,142.50
Cash expenditures’ 2592350
Total receipts from all sources  50,066.00
Minus Funds from known sources 8000
Equals: Funds from unknown sources  $49.986.00

1 Hauptmann made numerous small deposits, often in silver coins, which he apparently received in change for his many exchanges of ransom bills
* A number of small purchases were noted in Hauptmannis diaries. Receipts documented others, and the expenses of raising the couple's young son,
Mannfried, were also recorded.

3 Includes the $14,600 in Lindbergh ransom money found on Hauptmann's person, in his home, and in the garage hiding place.
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Residence Apartment
Kailua-Kona, HI Honolulu, HI

Land
Captain Cook, HI

Works of Art

Lifestyle Expenditures
Cars, furniture, toys
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Suspicious Activity Report Narrative (continued from page 2)
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Western Union Money Transfer

September 25, 1928
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RS Report of Cash Payments Over $10,000 FinCEN

= 8300 Received in a Trade or Business 8300
> See instructions for definiton of cash. OMB No. 1506.0018

> Use 1 form for wansactions occuringate Decormber 31, 2001, Do o useprior version ata this date, | DEgannes o e ey

Rev. December 2001)

OME No. 1545.0892
oeptnet of e 0y

e v S o Privacy Act and Paperwork Reduction Act Notice, see page 4. Enycamon Navor
T Check appropiate Box(ee ¥ —a L Amends prir report b (] Suspicious transaction
Identity of Individual From Whom the Cash Was Received
2_If more than one individual is involved, check here and see instructions . . . . .. . __________» [
3 Last name 1 4 First name 5 M ‘ 6 Taxpayer identification number
7 Address (number, street, and apt. or suite no) 8 Date of vV
(see instuctions) 1
9 City 10 Slale]" ZIP code [12 Country (if not U.S) I»: Occupalmn. profession, or business
14 Document used to verly identity. a Describe
b Issued b ¢ Nimber
Person on Whose Behalf This Transaction Was Conducted
15 _If this transaction was conducted on behalf of more than one person, check here and see instructions >0
16 Individual’s last name or Organization’s name 7 First name 18 ML [19 Taspeyr Tdentfication number
20 Doing business as (DBA) name (see instructions) *Ergloye 0GTUACAGR AT
21 Address (number, street, and apt. or suite o) 22 Occupation, profession, or business
= cny 24 Swre |25 ZIP code |26 Country (f ot U.S)

‘Alien identification: a Describe identification b
b Issued by © Number
De: nsaction and Method of Payment
28 Date cashreceived |29 Total cash received
MMOD Y Y Yy

er

30 If cash was received in

more than one payment,
»0

31 Total price if different from
item 29

[ 3 00 | check here s )

32 Amount of cash received (n U.S. doliar equivalent) (must equal tem 29) (see mstructions):

aUS.curency $____ .00 (Amountin $100 bills or higher $ ___ .00)

b Foreign currency $ 00 (Country » )

© Cashier's check(s) $ .00 Issuer’s name(s) and serial number(s) of the monetary instrument(s) b

d Money order(s)  $ 00

e Bankdraftls) S 00

1 Traveler's check(s) $ 00
33 Type of transaction O Debt obligations paid 34 Specifc description of property or service shown in 33

a [ Personal property purchased g ] Exchange of cash (Give serial or registration number, address, docket

b [J Real property purchased h O Escrow or trust funds number, etc.) b

¢ O Personal services provided | L Bail received by court cerks | .

a O] Business services provided ) L1 Other (specify) b

2 O Intangible property purchased

Business That Received Cash

35 Name of business that received cash ‘16 Emplvycr identification number
| :

37 Address (number, sreet, and apt. or suite no) Social securhy rurher

38 Cy 39 State [40 ZIP code |41 Nature of your business

42 Under penalties of perjury, | declare that to the best of my knowledge the information | have furnished above is true, correct.
and complete

Signature ’

B Dae  wm wm|D
of
Signature

Aulhm»mﬂ u"»:val e

Type or print name of Gontact person ‘ 35 Comtactteephons narmber

IRS Form 8300 (Rev. 12.2001) Cat. No. 621335 FInCEN Form 8300 (12-2001)
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‘Exhibit List
W16 Parker Henderson, Ir
Ponce de Leon Hotel
Miami Beach, Florida
Phone: 555-356.
Affidavit of Parker Henderson 1
October 12, 1931

Western Union Money Order 2
August 2, 1928

$1,000

Western Union Money Transfer
September 25, 1928
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Assets | Liabilities | Capital Income Expense

GENERAL LEDGER (SUMMARIZE)
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Money Laundering Scheme
BANKING/BUSINESS COMBINATIO!

CASH
$6,000000
llegal Drug Sales
Cashier’s Checks/ Cash Postal Money
Traveler's Checks Orders

Recout Account
Kam Ling Trading
Company, Inc. RKL Enterprises, Inc.
T—

Formosa Gift Shop

Account
Richard K. Lee

350,000 $520000

Note: All of the names used in this example are completely fictitious.
Any resemblance to any business, bank, or person, living or dead, is entirely

PLACEMENT

LAYERING
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Transfer Corp. Panama
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Example: A hot dog stand suspected of being a front for money laundering is depositing.
$3,000 daily into an account at a local banl
Transaction Documentation
- Hot dog stand buys 300 hot dogs per day - Purchase orders, invoices, checks,
journal and ledger entries

- Hot dogs are sold daily for $3.00 cach - Cash register tape, sales journal
- Sales receipts are deposited in bank - tickets,

Internal controls and documents can account for bank deposits of around $900 per day on hot
dog sales. There is no way that this process will support deposits of $3,000 daily
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To Our Shareholders

Alphonse Capone
Chairman of the Board and
Chief Executive Oficer

Fellow Shareholders

re hard times in Chicago,
and I'm just like the next guy,
fying o geby. Sur, I

inspected once a week by the
Health Department octors. Now
on

use mygén.u “They call Al Capone
abootlegger. Yes,it's bootleg
while it's on the trucks, but when
your host at the club, in the locker
room, or on the Gold Coast hand it
to you ona silver tray, it's
hospitality. I supply a legitimate
demand. Some call it bootlegging.
Some call it racketeering, I call ita
business. They say I violate the
Prohibition law. Who doesn't?
You can't cure a thirst by law.

Yes, I think Prohibition will be

made nothing but trouble - trouble
for all of us. Worst thing ever hit
this country.

People respect nothing,
nowadays. Once we put virtue,
honor, truth, and the law ona
pedestal. Our children were
brought up to respect things. But
now, look what a mess we've made
of our lives. Reform did not end
prostitution. Now the girls are no
longer

o Instead, they are living
in the swank apartment houses,
associating with the wives and
daughters of the best people in
town. They simply went
underground

1 got nothing against the honest
cop on the beat, the kind you can't
buy. You just have them
transferred someplace where they
can'tdo you any harm. But don't
even talk to me about the honor of
police captains or judges.

couldn't be bought, they wouldn't
have the jobs.

‘There's a lot of people in Chicago
that have got me pegged for one of
these bloodthirsty monsters you
read about in the storybooks -
kind that tortures his victims, cuts
of their ears, puts out their eyes
with a red-hot poker, and grins
while he’s doing it

I'mnoangel. I'm not posing asa
model for youth. I've had to doa
ot of things I didn't like to do.

But I'm not as black s I've been
painted. I'm human. I've gota

that needs help. Many a poor
family in Chicago thinks I'm Santa
Claus

Our soup kitchens feed three
thousand people a day. 1 don't
take credit to myself for being,
charitable. Just to show I'm not the
worst person in the world.

T'ma businessman.
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Deparimant of e TreasLey. REPORT OF FOREIGN BANK
TD F 90-22.1 AND FINANCIAL ACCOUNTS
e e Do NOT fle wih you FederalTax Retum oM o 15060000
1 Filing for Calendar Year 2 Type of Filer 3 Taxvayumsn!r(::nun Number
‘ v‘ allindividual b[1Partnership (] Corporation ~d [ Fiduciary ‘ ‘ i [ i | ]

Filer Information

4 Last Name or Organization Name 5 FistName & Wiade Tar
7 Address (Number, Sireet, and Apt.or Suite No) & Date of Birth
LR yl
T To Sate |11 T2 County 73 Tile (Not
| NN 2 personsl aceount)
& Are Tointy owned? [ 15 oint owners | 16 Taxpa 7
aOYes b ONo Ll
77 Last Name or Organization Nams T8 First Name 1 Middie Inital
Partll Information on Financial Accounts

20 Number of Foreign Financial Accounts| 21 Type of account
in which a financial interest i held
a0 Bank b O] Secuies ¢ [ Other

72 Vs vaon s 75 P Noroer o T e
1 Undor 10000 ¢ 0 510000010 51,000000

5 B Stoanbiosonssr o O owerstobooo LUl
24 Name o Fnaial nsiiaion v which acountis held 7 Couiy T wheh Sz s Fold

25 Does e Terhava & il vt s csount? 77 Last Name o Organizton Narms ofAccount Holdr

aOYes  b[INo Ifno, complets boxes 27-35.

28 First Name 29 Middle Initial 30 (pay Numbe
LU

31 Address (Number, Street, and Apt. or Suite No.) 32 City

36 Signature l ’ ‘ ‘ ‘ ‘ ‘ ‘ 37 Date

LI LL] 1]

T o shulf e ueo o aprt nci nerst . sfnature suthrty, o et auory over oo more i sccure b freig
riment of the 1 CFR 103). No report s required if the aggregate value of the accounts did
5500, SEE INSTRUCTIONS FOR DEFINITION. Foe s form wih

us. Deparlmem of the Treasury, P.O. Box 32621, Detroit, Ml 48232-0621.

PRIVACY ACT NOTIFICATION
Pursnt o the requirsments o Public Law 80578 (Privacy Act of 1974) notce i hereby given hat the authorty o cllect nformation on
-22.1 in accordance with 5 USC 522a(e) is Public Law 91-508; 31 USC 5314; 5 USC 301; 31 CFR 1
Thes 19 the information P repors oo
oFan constivent st of he Degarimentof e Treasury ‘who have s pedor e ook nthe e ratco M Tar Snios The tacarh v
referred to any s cominal, o,
eding. The . local, and
andre r-qu\awly personnel in he performance f her offcal dutes
Dist pe S
five years, are p tofile a repor,

Disclosure mandatory. SRR 105 s Socer Satary it ol e wsod e moans
oty he ettt e ot repon.
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‘Remission and Restoration: What is the Difference?

“There 5 of the perion

“in Oxcer of

from whorm property i forfited. Judical forfeinre orders
may be cominal or cv

Restitution, and a criminal, civil, or administeative
Confeiture which is selaed fo the victm's loss.

The TSAD, I cooperaion 1 e rstgnisiggocy
sends notie to victims of
g th Corfetue.

The Unived States Aftomey's Offie (USAO) works with
the investigative agency and probation office © identity
s and detecanine thei losses

T
remission with the USAO.

Teqpaned 1o He & periion butmay be
seqired to subrit information 10 the investgative agency
or probation office

The USAO requests the imvestgative agency 1o prepare

report and
recommendation and forwards the peston package o
LS,

cecommendation The USAO makes &

The TSAO s 3 oot oy, haing
o e reprsentaions, o AFLS
documeets s b sen 15 AFULS?

The 7 TS,

The 7 Treomgh AFVLS, e

Sictins idenied i the texituion order,

The victim must i 4 pestion i order 1 feceve
compensation

The vitin 11 be amned in the resiruion order

Hybrid” cases with both testoraion are
ot aceeprable. Al foreite proceeds ate ugned ovee 1o
the Court for distibution to victims.

h remission and

“The custodian of the forteited sset distabutes the aet
proceeds disectly o victims

dian o the forfened sset tmnsiess the et
proceeds dizectly 1o the Cleck of the Court

For More Information.
For further information and assistance, contact:

United States Depariment of Justice
Asset Forfeiture and Money Laundering Section
10" and Constitution Avenue, NW

Bond Building 10 Floor

Washingon, DC 20530

(202) 514-1263

(202) 514-5522 fux

Foroming Pt o

T
.
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MERGERS AND ACQUISITIONS

ACQUISITIONS during the
year included big parts of what
used to be the Gennas'” alky
cooking enterprises. As can be
seen on the map, our territory
now encompasses almost all of
the South and West Sides, with
Bugs Moran being the major

MERGERS during 1930
included a big one with
Eddie O'Hare, who didn't
bring any territory, but did
havea dog track in Cicero,
the Lawndale Kennel Club
We also got the rights to
Eddic’s mechanical rabbit,
Something you gotta have if
you're running dogs
anywhere, 5o this was a
really sweet deal for both
sides.

At least one effort was
made during the year to
merge the outfit with New
York syndicates. But the

with just a kind word.” With
this in mind, we were forced into
a couple of situations that did
turn into hostile takeovers
during the year,

One notable exception was.

that milk has a bigger markup
than beer, and he confided to
Frank (right before giving him a
big bonus) “Honest to God,
we've been in the wrong racket
allalong.”

CEE]

o

CE]

four guys
down to push the merger
all died suddenly, and so
did the takeover cffort.

Meadowmoor Dai
Lawndale Kennel Club

Former Druggan territory, West
of Michigan Ave

‘The Cicero Tribune newspaper
72 Speakeasies, formerly

Chicago Wet and Dry Laundry
Association

Undertakers’ Association of
Chlcagc

ostly

Cicero Tribune in a leveraged
buyout,and a good bitof
inventory in hostile takeovers of
competitor trucks and carts
Inventory is handled on a First
In,First Out, basis; it doesn't pay
o keep this type of stuff sitting
around for too long,

!ormzr[y elonging o Bugs

Lake

Mickigen

Approximate

Territorics

Leadership of the Mergers and Acquisitions Division,
Hostile Take-Overs Section
William “Klondike” O'Donnell, William “Three
Fingered Jack” White, Murray “The Camel”
Humphreys, Marcus Looney, and Charlie Fischets
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“Yes, now that you mention i, the second pig
probably should have gotten into stocks
Tuntasd of vl sstits®
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UL TII (R

b el

tions. For purposes of Form 103, the terms
below have the following meanings

nt. Any individual who conducts a currency
emescion on behal of anomher indadusl or
organizat

Currency. The coin and paper money of the United
States or of any other county that s circulated and
customarily used and accepied a5 money

Customer. Any person involved in a currency

the tansaction 1= conducted on behalf of an

Hem 15. Customer account number—Enter the

orpnaton
K,

e amsacion i Secion B 1 am st b
sepante doing busness 5 (DA pame, ener
tem 3 the organization’s legal name (e ., Smith
s e e by e e ofthe busnes
e, DBASmith Casin Tours. tems
bandSlimmewals needed.
s 6, 8, 9, 10, ar

d which the

the peson whose mame s eneed in e ¥t

permenent st sdinery oy mweTeter nm

the casino’s gaming activiies

on. 0 ndvidul, copoaion,parneshi,

Senvice, and 2

Codeofthe poron ienied n e 3. Al enter

tem 6 the apartment o suite number and 0ad or

foute number. Do ot enter a P O. box number unless
i

pers:
st o estte, joint stock
syndicate, foint venture, or any other
unincorporated organization or group.

Organization. Person other than an individual,

a foreign cot any province name as welas
the ppropise Iwu e oty e
‘Canada, “IA" forJapan, etc). I the country i the.

Ot e e o 13 FARK.

Hem 7. Social

enter “NOT APPLICABLE” in the space.

Section B. Individual(s) Conducting
Tamactont) - f Other Tha Aboue Aged

et Sedtion B o an ndnidul conducs 3
emacion o benal of ncther pesonis ed i
Secton A. 1f an individual conducts 3 transaction on
histher own behalf,leave Section B BLANK

e 16, Muiple agents, 1 duinga gmig dy
than one indvidual conducts

Transaction In Currency (Currency Transaction).
The physical transler of currency o
another

Negotiable Instruments. All checks and drafts
Gincluding business, personal, bank, cashier’s, and
Wi pary), yawlr’s checks, money order, and
promisony s, whethes o1 ot they are in bemrer
form:

Specific Instructions

Employer (€N,

Enter the SSN if an individual or EIN (if other than

an individual) of the person identified in ltems 3

through 5. If that individual s a nonvesident alien
dividual wh does not have an SSN, enter "NONE”

in this space.

—Enter the customer's d
ST (008, .5 kpown ot s g an

A Liston of

the indiiduals on the ront of the form and the

indiadual on pge 2 Secion . Atachadiiona
s 3¢ necessary.

e 7, amcund 15N ol Il <
the i’ sk vame i e 17, st vame n
e il e 16, hese s no

e em 19 LK. For craml,
ee Rock Band,

....dm:

identifcation document or credential presented 1o

vag) 1100tk ot he b, B e ok

Note: Addiona nformatin that i i on the the cano 1o verly the customer'senty see s deied n Secion A, and ohn Doe 1

Kok ek o Form 02 i b sdted o Vencaion Requiyements dbove). Ineral asno  idensied n Secion

plain paper attached (0 form 103, Type or pint the  ecords can nclud lmmsmumslomen anted

Pdilod's o1 ornizaton’s hame and dentiping  Sccouns for e, depsi, ot shing, of on 2,23, 24 and 25, Ao e he

rumber, dte ofwasacion, and casno’s ame . whem s CTRC g e ety ha, vm permanent street address, incuding ZIP code, of the
 tems 3,4, led. e ndvidus

i
T3P h 55 and 3 85 well 5 ety i speci
item number on all additiona sheets. This will ensure.
that i sheat becomes separated, it will be associated
with the appropriate form 103,

report—Check ttem 1 if this
me opind gl i b mibod U

of the original report behind the amended one
Complete Par 1l n 15 ennety, but complete ony
those other enries that are being amended

Part 1. Person(s) Involved in Transaction(s)

Note: Section A must be completed i al cases. Ifan
indiidual conducts a transaction on hisfher own
behall, compiee only setion A leave Setion §
BLANK

i
Shoid sk the customer o e OB, 1 the DOB i
not available from any of these sources, the casino.
should enter NOT AVAILABLE in the space. Eight
numerls mstbe sred o cach ate. ner e
date in the format “mmel mm
o "dd" 5 the o ond ywv e e 2ot
(0) should precede digit number. For
cxampl.f e ndividuls b dte s une 1, 145,
enter “06 01 1948" n ftem 12

ifa n individual
on bebal o sncter paronts, poislitinnit

whose behalf the transaction is
co omplte Secton . or the indiiual
condocing the caacion

Section A Person() on Whose Behall
ted (Cu

i fom 3 i county, s any province rame
and the appropriate two-etter country

Hem 21. Social security number (SSN).—
Enter the SSN of the indiidual dentfied in tems 17
through 19. I that individual i a nonvesident alien
who does not have an SSN, enter “NONE" in the
space.

Hem 26. Date of birth.—Ente the individual's date
of birth. For proper format, see the instructions under

Hem 13, Method used o verity dentt—i( an
individual ansaciionis)on hisher own  Hem 12 above.
beha, hshr name and addres must b vered by
examination of an offcial credential/document or Method used to verify identity.—Any
e e comaning enicton mlotmaion  ndhided ted lltms|7lhwugﬂ9mmlpve;:m
n a known customer (see Ident 10 ofical doament t veiy

irements Check box e, See the inucions e v 12 e

Check for 27, you
o compiet tom 20

boxbif "
tecord e, e, depdt, or check casogaccount
record, et conaning prviusly
veted dentlcaion miormaton ont s <t

austomer.”

Item 2. Describe identification credential.—
Describe the identification credential used to verify

stomer)

tem 2. Maltple persons—Check fem 2 i his
wansaction s beingcc on behalf of more than
S S o et o an g Doe cash

Yoot compiee o 14, 1 chechd, 45
ot complete Item

identification credential -

than on ndidal hs conduced the vansacion,
Enter infor v Secton A for ane of the
indvidual puwvda infomation for the
indiidual o A A son
Shect s mescian,

tems 3,4, and 5. Individual/Organization name.
I the peon on whoe behal e tavaciond

comducted i an it it name in
ttem 3, frst ame. il ot e
e 3, fist same In e 4 3nd mldche initia o Bern

sed o very he ndiidua's ity heck s
Sepopie & b o o you check b

sk pecihcaty deny the tpe o ed
e ene “miay [0 Tl o il
dependent idenifc ement such as
“known customer” in box

z
uéw
RS

of the document, and enter
i tem m b o ar o Bk

under ttem 14 above for more information.

1 Amount and Type
il dnifsthe e of mnmmnm it
s involved. You must complete altems

mal apply.

Hem 29. Multiple transactions.—Check ths box if
multiple currency transactions, none of which
individually exceeds $10,000, comprise this report

tem 50 and 31. o nd csh u
poptls speces proded m oms 30 rdlor
5 e speate cunency amoun o each ype of
ansaction” fo a reportable Cash ou i
i il
B o e oy Cant (st






OEBPS/images/pg369_1.jpg
orthrough tituti

and involving

or
institution knows, suspects, or has reason to suspect that:

i Tt involves from illegal

$5,000 or more in funds or other assets, if the financial

is intended or orderto mde or

disguise funds or assets derived from illegal activities (including, without limitation, the ownership, nature,
source, location, or control of such funds or assets) as part of a plan to violate or evade any law or regmauon or

toavoid any transaction reporting requirement under

ii. The transaction is designed to evade any regulations

It

Federal law;

promuigated under the Bank Secrecy Act; or

The transaction has no business or apparent lawful purpose or is not the sort in which the particular customer
wouldnormally be expected to engage, and th financial instution knows of no reasonable explanation forthe
lable facts, including

The Bank Secrecy Act requires all financial institutions to file currency transaction reports (CTRs) in accordance with

the transaction.

the Department o the Treasury's implementing regulations (31 CFR Part 103). These regulations require a financial
it ext

institution to file a CTR whenever a currency

$10,000. If a currency eeds $10,000

andis suspicious, the institution must file both a CTR (reporting the currency transaction) and a suspicious activity
report (reporting the suspicious or criminal aspects of the transaction). If a currency transaction equals or is below
$10,000 and is suspicious, the institution should only file a suspicious activity report.

2. Computer Intrusion. For purposes of this report, “computer intrusion” is defined as gaining access toa

computer system of a financial institution to:

a. Remove, steal, procure, or otherwise affect funds of the institution or the institution’s customers;
b. Remove, steal, procure or otherwise affect critical information of the institution including customer account

information;

. Damage, disable or otherwise affect critical systems of the institution.

For purposes of thi i

tmean attempted intrusions of websites or

mput
other non-critical information systems of e matfution that provide no access to institution or customer financial or

other critical information.

3. Afinancial institution is required to file a suspicious activity report no later than 30 calendar days after the date of
initial detection of facts that may constitute a basis for filing a suspicious activity report. If no suspect was identified
on the date of detection of the incident requiring the filing, a financial institution may delay filing & suspicious activity
report for an additional 30 calendar days to identify a suspect. In no case shall reporting be delayed more than 60
calendar days after the date of inital detection of a reportable transaction.

4. Thiasuspllous achy raport doga ot nood o bo fled fo hoso obberes and burgri thatar teprto o loce)

authorities, or (except for

t f

HOW TO MAKE A REPORT:

1. Send each completed suspicious activity report t

for lost, missing, counterfeit, or stolen

17 CFR240.17f-1.

Detroit Computing Center, P.O. Box 33980, Detroit, MI 48232-0980

2. Foritems that do not apply or for which information is not available, leave blank.

3. If you are correcting a previously filed report, check the box at the top of the report (line 1). Comp\e(e the reportin s
T

entirety and in the appl

in Part V (Description of Suspicious Activity), line k.

ade

4.Do notinclude any with the sctivity report. Identy and retan a copy
of the ici dall forfive (5)
years from the date of th tivity report. All supp must be o
appropriate authorities upon request.

5.1 P needed to report , attach copies of page 1 to pr dditional information. If
more space s needed toreport de include this information in ive, Part V.

6. Financial insti to t reports to state and local authorities,

where appmpna\e
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Application for the opening of an account Please complete form using
typewriter o block capitals.

with SWISS BANK CORPORATION in SETE NKTO Fibr

Account-holder(s) Name and first names Legal Domicile Nationality
Mariied women please indicate maiden name) (exact address) Date of Birth __ Profession

References / Identity Papers
Correspondence ~ (Language )

exceptin the case of special circumstances left at the bank's discretion —
o be sent to the following address:

To be retained, against remuneration, by the Bank which is hereby discharged of any liabilty for possible
consequences, and if not claimed by me/us can be destroyed ater a period of 5 years

Power of Attorney in favour of; (Please indicate name, first name and domicile)
(as per separate document

Account / Securities deposit
Account in Swiss francs

Current account in foreign currency
Securities deposit

Remittances received in a currency for which there is no corresponding account are to be credited at the Bank's
discretion to an already existing account or to be maintained in the currency received.

If a Joint Account is opened, remittances received in the sole favour of one account holder only shall automatically be
credited to the joint account, unless a separate account exists in the exclusive favour of the beneficiar y or unless the
Bankis in possession of instructions to the contrary.

Capital Increases
Please ask for instructions Sell the rights

Exercise the rights The bankis authorized to act atits
discretion in the customer's interest.
Special Instructions

The banikis discharged of allliabiliy for decisions leftto s discrstion.
e scknovladgshavingtaken e ofthe ranslation o the General Condons epraduced on e raersesdeand cosider
myseltiourselves bound by the offical text in French and further

us metals are subject to the separate custody of precio
R far s & maried woman i by law aquiro 10.0btan ha Nusbands consent 1o MaINin s accoun, e Bank may conside this
consent as having been given.

Signature(s)
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External Law Enforcement Agency
REQUEST FOR MAIL COVER

Complete all sections of the mail cover template below and attach a cover letter on your agency
letterhead with an original signature by your immediate supervisor. These should be placed in an
envelope endorsed RESTRICTED INFORMATION. Seal the request in the envelope, place it in a
'second envelope, and mail to the CISC. The mail cover request should be addressed as follows:

CISC Manager

Attn: MC Specialist

222 South Riverside Plaza, Suite 1265

Chicago, IL 60606-6117

For further instruct

ns on mail cover requests submitted by external law enforcement agencies,

please see Publication 55, USPS Procedures for Mail Cover Requests. This publication may be
requested by contacting our Mail Covers Unit at 312-669-5673.
T DATEOF AEGUEST | 2. TYPEOF AEQUEST 3 EUBEROF DAYS: Tizae e
- number of days reques
New Request
Extension: O (complete only item 13) sodays O
Fugiive: O (Roler o ftam 7) Fugitive only:
Foreiure: [ (Reerto ltem §) 0days 1 6odays O
4. SUBJECT OF MAIL COVER NAME & ADDRESS: Only one subject address may be lwue;wd on each ‘cover
‘template. dentiy rbusinessi(es) and ZIP+4 Code:
Name(s):
Address
city:
State & Zipad:

f coverage of “All Other Names" receiving mail at the subject address listed above is needed, provide justification. Also,
indicate any names that should be excluded from this request.

All Names at Subject Address: [ Yes (provide justiication below) [ No.

Justiication:
Fias the sublet been . Te. maicment e offense that 1s the basis of s
mail cover request?  []Yes [JNo
& ATTORNEY.
&) Does the subleci(s) of the investigation have a known attorney? Oves OnNo
Ifso, state the attomey's name and address.
)t st inclves  ogte, doos o bivefve  cioun stomey? [ Yen One
1f o, state the attomey's name and ad
o lsth dicaloffcer (e, att Jdgo, oic.)? Oves One
7. FUGITIVE: 1/ The cover involves a fugitve, state the fugiive's name, allases, and any relationship between the fugiive and
the mail cover subject
August 2005

-
-RESTRICTED INFORMATION-
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Suspicious Activity Information - Narrative*

Explanation/description of suspicious activity. This section of the report s critical. The care with which it is completed

de 3 cens, complete and chioneloica
e o o ity el et ity o ma i s U et Ut chosi bl o e
Your escrpton. The decciption Soukd covr . matoral ndicted i Parts 1. 1 anc i, bt the money sevices bsinse Mm should describe a
L iformation that i belleves 1 necesiy 10 boter enable Iwesgalors 1o undertand th suspiious aciiy bemg reporte

a. Describe conduct thal raised suspicion, 1 Ikt whethe ny e of more 1 o o 3 foreigh county, n
b Explain whether the transaction(s) was completed or only attempted. any exc msﬂ foreign currency were involved. I so, identify th
. Describe supporting documentation and retain such documentation 9 0 sounce and dstinations of move,

for your file for five years. 5 dcart sy il s et and sy orein bkt
o ncicate 3 e pario. i was & actor i the sipiiows Uanactons, account umbers whih may be vohed n tanr of money

for example, specify the time and whether it occurred during AM . Loty any employee o ahes il ot enty (o5, o0t

Pt 1 the actoty coners more e than e oy denily the tme of y suspected of improper involvemen i the transaction(s

when such actiity occurred most frequentl o Forlsue, indcae e endoer o mvey arlert andlor alrs
. Retain any admision or explanation of he tasaction) provided by check(s) s diflerent than payee. If o, provide the individual's

e subject), of othe persons. Indicate when and o whom It was gen.  entty name; bank’s namé, i, ste and county; ABA rouling mm\lm,
. Retain any evidence of cover-up or evidence of an attempt o endomers bank accoun umber, oregn non bark ame (.

deceive federal or state examiners, or others. atespontent bk nes 10wz it an

£ Indicate whore the posibe viokton of ) took phce (4. p. For

+ paning tosons ndicate  there . v tecording

i oifice, branch, agen locat dnam o auelance pholograph of the customer
I Ineate whethr e sopicos aciviy s n solted incident or 4 For sl o payin locaton, i you do ot fave 2 ecrd of 3
relates 1o another transaction sovernment isued identification document, © type, issuer
1. Indicate for a foreign national any available information on subject’s S mimber o any allerate denifcaion tat b vl g, lor s
), e, sl o, it e, cuwity, i («m specy he ame of the csomerand cedtcard umber)
city of ssue, isuing authoriy, and nationality. " for paying locations, describe the subjects)if you do not
I ticate whetherany infomaion T been exclodd from this eport;hve the Sty Hiamin multple indniduals
if so, state e same. ientiaton. Use desciptor, such as male ek, g e1c
. Ichcate whethe any US. o forlgn instamenty were lvobed. 30, s, i
provide the amount, name of currency, and country of origin note the changes here in Part VIl

Information aleady providd n eaer Parsof s form need ot necesary b repeate i the meaning s cer
Supporting documentation should not be filed with this report. ~ Maintin the information for

Erter explanation/description in the space below. Il necessary, continue the narrative on & duplicate of 1hs page or a blank page.

A004X007 EPS
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ANNUAL REPORT
1930
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IRS Form 8300 (rev. 12-2001) Page 2 FInCEN Form 8300 (12-2001)

Multiple Parties
(Complete applicable parts below if box 2 or 15 on page 1 is checked)

Il Continued—Complete if box 2 on page 1 is checked

3 Last name l 4 First name 5 ML ‘ 6 Taxpayer identification number
[l
7 Address (number, street, and apt. or stite no.) 8 Date of birth . MMD DY YV Y
(see instructions) | ) s s
9 ciy 10 State[11 ZIP code |12 Country (f not US) |13 Occupation, profession, or business
14 Document used to verify identity a Describe
b Issued by c Number

3 Last name ‘ 4 First name
7 Address (number, street, and apt. or suite no.) 8 Date of birth. .
(see instructions) :

9 City |1u State [11 ZIP code |12 Country (if not U.S) [13 Occupation, profession, or business
14, Document used to very ety a Describe >

b Issued & Rumber
Continued—Complete if box 15 on page 1 is checked
16 Individual's last name or Organization's name 17 First name ]13 M.I. |19 Taxpayer identification number
20 Doing business as (DBA) name (see instructions) Employer identification number
21 Address (number, street, and apt. or suite no.) 22 Occupation, profession, or business
3 Cty ‘24 State|25 ZIP code |26 Country (1 not US)
27 Alien a Describe >
16  Individual’s last name or Organization's name 17 First name 18 ML (19 Taxpayer identification number
20 Doing business as (DBA) name (see instructions) Emp\uynr identification numher
21 Address (number, street, and apt. or stite no.) 22 Occupation, pru!eas‘on or busme<s
23 Ciy ‘24 State[25 ZIP code |26 Counury (if not U.S)
27 Alien a Describe >

b _Issued by c_Number

IRS Form 8300 (Rev. 12-2001) FinCEN Form 8300 (12-2001)
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Apmacimamnle CGroop (GIA)
Asbat al-A,
Aum Shinrikyo
Basque Fatherland and Liberty (ETA)
Communist Party of the Philippines/New People’s Army (CPP/NPA)
Continuity Irish Republican Army
Gama'a al-Islamiyya (Islamic Group)
HAMAS (Islamic Resistance Movement)
Harakat ml-Mujahidin (HUM)
Hizballah (Party of God)
Islamic Movement of Uzbekistan (IMU)
Jaish-e-Mohammed (JEM; Army of Mohammed)
jemaah Islamiya organization (/1)
al-Jihad (Egyptian Islamic Jihad)
Kahane Chai (Kach)
Kongra-Gel (KGK, formerly Kurdistan Workers' Party, PKK, KADEK)
Lashkar-e Tayyiba (LT; Army of the Righteous)
Lashkar i Jhangvi
Liberation Tigers of Tamil Eclam (LTTE)
Libyan Islamic Fighting Group (LIFG)
Mujahedin-e Khalq Organization (MEK)
National Liberation Army (ELN)
Palestine Liberation Front (PLE)
Palestinian Islamic Jihad (PI1)

Popular Front for the Libersion of Palestine (PFLE)
PELP-General Command (PFLP-GC)
al-Qu'ida (or al Qaeda)
Real IRA
Revolutionary Armed Forces of Colombia (FARC)
Revolutionary Nuclei (formerly ELA)
Revolutionary Orgenization 17 November

ople’s Liberation DHKP/C)

Salafist Group o all nd oo (387
Shining Path (Sendero Luminoso, S1)

Tanzim Qu'idat al-Jihad fi Bilad al-Rafidayn (QJBR; al-Qu'ida in Iraq; formerly Jama(at al-Tawhid wa'al-Jihad, I, al-Zarqawi Network)
United Self-Defense Forces of Colombia (AUC)
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[Laundering Scheme
(OVERINVOICIN

ccoun]

de

ORDER
Refrigerators.
1000 units
at $1000 ca. A
[§ ‘Wire Transfer RetecVanZan
goe-
o ‘E $1,000,000
¥
o \
1,000 units
INVOICE
Refrigerators o
1,000 unics
at $1000 ea.
-]
Note: Alth: aspects of th based upon real
used in

in this chapter are fictit

. all of the names
Jual

real businesses or individs
Yo ol cletdanial Thiiust dancaibad aca oll Eomimalios:
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‘Money Laundering Scheme -
SIMPLE BANKING

SCHEME

CASH
51,100,000
Ilegal Drug Sales

Jan and Nadia Brown
Checking

[Recount
Lisa Bell

Mes. Ann Brown

Note: All in this example
Any resemblance to ar bank, or person, living or dead,is entirely coincidental
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Recount
South Shore Shipping
New York

$250,000
Treansfer
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GENERAL OPERATIONS

Revenues inall divisions topped
$100 million for the first time since Total Revenues EyNres i S il

1928, The beverage and gambling (by Division) $3000 7 g =
sectors continued o be strong Total revenues from all
performers, with earmings highin _ SOUrces were over S105 mill, 525,00
both sectors. serious money in anybody’s
book! 52000
$1500
$1000
-~ $500
| 5000

Bev. Gam. Insur. Girl Other

[BSouth MWest OCicero

APPLICATION OF FUNDS

CCORPORATE CITIZENSHIP
Soup kitchens sponsored by the corporation feed 3,000 to 5,000
huungry peaple in Chicago every day,

BWages MExec. ORaw  OMisc
mCops MCity  WCharity

@Beverage. Funds were applied during the year
W Gambling for a variety of purposes. The largest
Clinsurance expenditures were for government
oGins services. Over $30 million was
mother expended for this purpose, but we got

our money’s worth. Executive

compensation was down a lttle from

i last year, but everybody'’s gotta tighten

SOURCES OF REVENUE their belt a little - there’s a depression
(By Division) on.

Expense Categor Amount

Wages 21 $li5m
Additional emphasis was put Exec.Comp. 20 26m
on the Insurance Division Raw materials 21 2m
during the year, in anticipation Miscellaneous 10 105m
of changes in government rules Payoffs-cops* 12 177m

Payoffs-city hall 10 123m

with respect to beverage

distribution. harity 2
* Includes Prohibition agents
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Foe Central Anthocky of Switcetiand
Subje Request for Assistance in the Investigation of John Doe

The Cental Authoriyofthe Urited States requests the aistance ofthe appropise uthorite in Svitzedand pusuant to the Trety on
Mutual Assistance in Criminal Matters. The prosecutor for this matter is the United States Attorney for the District of

Descript

n of the Investigat

d to the activities of John Doe, who is suspected of defrauding investors in a business
venture ostensibly designed to P operate a foreign bank. Doe represented to investors that certain funds were to be held in escrow in
a Swiss bank account.
Assistance Being Requested
prosecutor needs Swiss bank records to determine whether investors' funds were ever deposited into such an account and, if so, the
disposition of those funds. The prosecutor further requests that any funds traccable to the subject matter of this request be frozen to prevent
their removal or dissipation and to afford the victims of the fraud with an opportunity to seek recovery through the initiation of a civil action in
Switzerland.
Facts
In 1988, John Doe, doing business as Capital Trust, Ltd., solicited funds for a business venture from medical doctors in lowa. The venture
involvd the formation capitaiztion, and peration ofToday's Bank, which was o aperateas  banking fciiy in Vanuatu. Todays Bank ws to
be capitalize: tal of 100. Each potential investor was offered up to the
sale of shares were to be placed in an escrow account at the Credit Suisse, Zurich, Switzerland. The escrow account was to carn interest at a rate
of approximately 20 percent until all 100 shares were sold, at which time the share purchase money was to be placed in a working fund account
at the Bank of Canada and the interest carned was to be paid to the investors.
[Additional information about the case, including banks in the scheme, has been deleted |
Offenses

18 U5.C.§1341 Frauds and Swindles

Whoeves, having devised armtendmg ko devise any scheme oratfc o defraud, o for obtining money orpropety by meansof s o
fraudulent for orartifice orattempting to do .. (uses the Postal
Service of cousn 1 be ased..ahall b fied not o han 1,000 o mpeitoned no more than ve yosr, o bt

John Doe vicated 1341 ifh ither obtaned imvestorfnds that he ke would ot be sed fo Todays Bank orconverted the money from

Ma s Bank to use. The Joh aud ifhe used the Federal
i ystom in faschesance o th scheme.
Person and Entity Involved
1. JOHNDOE
Date of Birth: January 1,1954
Place of Birth: Turkey
Citizenship: United States/French
Race: Caucasian
Male
5 feet 10 inches
210 pounds
Green
Hair. Black
Passport Number: (United States) 012345678

(Erench) Unknown
Social Security Number: 000000000
Address: 1313 Integrity Way

Des Moines, lowa

123 Rue de Day

New Orleans, Louisiana
Present Location: Unknown

2. CAPITALTRUST,LTD.
Place of Incorporation:  Fort Madison, lowa
Address: 1313 Integrity Way

Podt Mudiean e
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WATERGATE
Laundering lllegal Corporate Campaign Contributions
Kenneth Dahlberg - Dwayne Andreas - Archer Danicls Midland Corp.

April 8, 1972
Cash $5,000

Kenneth Dahlberg
Boca Raton

April 8, 1972
Buy Cashier’s Check
$25,000

15 Bank & Trust April 8, 1972
CASHIER'S CHECK $25,000

April 11,1972
Cashier’s Check $25,000

COMBITTER 1O KR HECT Tk RS
Washington, D

CASH WITHDRAWALS

May 15, 1972 April 20, 19728115500

$114,000 ($25,000 Cashier’s check)

Rccount Account
April 24, $25,000 Barker ﬂlld
May 2, $33,000 Associat

May 8, _$56,000

3114000

Teust Account

Bernard Barker
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Form TD F 90-22.1
This side can be copied as many times as necessary in order to provide information on all acoounts.
'3 Taxpayer IGentification Numer ] & Fllr Last Name or Business Name. age.

Continuation Page

1" Filing for Calendar Year

Y'Y |
| | LILL] L] o
Z Type of Fler 21 Tyme of Account 2 Maimam valos of acoount
a[] Indvidual ¢ (] Corporation | a D Bank ¢ [ Other a [ Under $10,000 © [ $100,000 0 1,000,000
b [J Partnership  d (] Fiduciary b [ Securies —— | b[] $10,00010$99,999  d [] Over $1,000,000
23 Acoount Number, o ofhor designaion 24 Name of Fnancial mstiuion Wi which account & held
\\\\\\‘\?\\‘\\\H
25 Counry in which account 1= heid | 26 Doss the flerhave a fnancl | 27 Last Nam or Organzaton Cmer
interestin this acoount? a [ Yes
I no, complete boxes 27-35. © [ No
28 FrotName. 29 Micde Inifal| 30 Taxpayer deniication Number |31 Addrass (Number, Svaet, and Aptor Sulla o
LI
= oy EE 3 ZpiPostal Codo 5 Tty
LIl
T 21 Type of Ascount 2 Warm e o oot
al:ll © [J Corporation | a [J Bank [ Other ‘a [ Under $10,001 & [] $100,000 to $1,000,000
b0 Pnr\nev:mv d [ Fiduciary b [ Secures —— | b[]$10,000t0 WQ 999 d [] Over $1,000,000
5 Account Nambor, orofhar designaion T4 Narme of Financial Tticion wilh i aceourt s Fld
2 Counlly T which account = heid | 25 Does e ler have & fancial | 27 Last Name or Organization Coner
intorestin this acoount? a [ Yes
it no, complets boxes 27:35. © L1 No
25 P Namo 29 Micdle Infal| 30 Taxpayer Idsnifcation Number | 31 Address (Number, Set, and Apt. or Sul No
32 City 33 State 34 Zip/Postal Code 35 Country
|
LU L]
T Type o Fler ¥ Type of Account 22 Maximum valoo of acoourt
a[] Indvidual ¢ (] Corporation | a (] Bank o] Other 2] Under $10,000 o (]$100,00010$1,000000
b (] Partnership d [ Fiduciary b [] Securies — | b[]$10,00010$99,999  d (] Over $1,000,000
73 Acoount Number, or oher designation 24 Name of Fnancial nstiuion wi which acoount s hold
25 Gountry nwhich account s heid | 25 Dogs th flor ave & fnancial | 27 Last Name or Orgarzalion Name of AGoount Owrr
intorostntis acoount? a [ Yes
I no, complete boxes 27-35. b 01 No.
25 Pt Namo 29 Midde Iniial] 30 Taxpayer Gentiicaon Namber |37 Address (Namber, Steet and Apt or Sufe No)
W Gy EEQ 3 ZpiPosial Gode 35 County

o, am okl b ho Doparimrt e Troasury Roguatons (51 GER 108N report . roquhed 1o 200ogats vlos o o oot i
ot 6x6asd $10,000. SEE INSTRUGTIONS FOR DEFINTION. Fil i orn wil
U.S. Department ol the Treasury, P.O. Box 32621, Detroit, MI 48232-0621.

Paperwork Reduction Act. ih this coll f information is 10 minutes per respondent or
recordkeeper, depending en Icivial sroumstances. Commerts eparing 9
burden should be directed the Treasury, P.O. Box 39, Vienna, VA 22183. You are not

q or
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=0

or llems 31 through 31, specifythe type of vansaction

d the amount of currency in ltem 30h or 31j,
tespectively. Enter the total amount of the reportable
Cash Insansaction(s) i lem 30i. Ener the total amount
of the reporable Cash Out ransaction(sin tem 31k

Iless than a full dollar amount i involved increase:
the e Lo the nest ghr ol Fo cxample,
the currency total is $20,500.25, show it s

1f there is a currency exchange, it it separately
with both the Cash In and Cash Out totals. If vm.g.

from a wire Uansie one Cash Outeniy) and presents
$2.000 in amall denomiaton U, curengy to be
ged for an cqual amount in U.S. $100 bills
Complete. me 105 s folows
“$5,000" is entered in Htem 30b
(deposit, m 000 s niend s o 36 pmyment
on credit, s: tered in tem 30g (currency
exchange), and G n Toa ol 517,000 5 emre
in ltem 301, In

Part L. Casino Reporting Transaction(s)

Hom 34 Casinsstrads name—Ente h name by
which the casino does business and is

Known. Dot enier s cspaate, patnersip,or oher
eniity name, unlesssuch name is the one by which the
casino s commanly known.

are reportabl, the currency exchange is aggregated
with both the Cash In and the Cash Out amounts,

cuency s xchanged, e he S,

on the day of the tran:
Paymentis on uulll e 30, includes all foms
ade by 3 cuomer on 2 it

No enty is made for Cash Out. The otal Cash Out
amount oly equals $9,000, which does not meet the
BSA reportin threshold

Mem 35. Casino’s
asshownanequred g, ooy I different from
the ade name shown in It This name wil be

etned st name mlcned o chae o ther
document creating the entity, and which i identified
with the casino’s established EIN.

Hem 36, Empl

ployer identification number (EIN).-
Enter the casino’s EIN.

Example 3. P
g il Luvlmcy received from wite  tohisflont money accountand pays $9,000 i curtency
mmmm o, T

customer when a wire wansier on ihdraval

beha" ol audome,
oy po s i el o, e i

ot o o e clapes e e s
Travel

from a afekeeping account, 2,500 in currency from
7,500

e d the street
address, cit, sate, and ZIP code of the casino for
Donot

(three Cash Out entries); and presents Canadian
30010 s doke

and complmentary expenssand i ncentve
ttem 31h, includes reimbursements for a custor
wavel and entertzinment expemes and cash
complementaries (“comps").

Dstermining Whether Tansactions
e Reporting Threshold

Only cash transactions that, alone or when
aggegated, exceed $10,000 should be reported

A casino st egont mullle crency
tansactons when it has knowledge that
tansacion bavec
i sl e i i
information etained on magnetic disk, ape or other
machine-teadable media, of in any manual system,
and similar documents and information that the

ot be offset against one another. If there
Cash In and Cash Out ransactions which each exceed
$10,000, enter the amounts in Items 30 and 31 and
report on a single Form 103

ample 1. e Apuchues $11000 n ipe

 fate receives

chips and 3

$2,000 slot jackpot win (two Cash Out entries).
Form 103 as follows:

Cash In of *$11,000" is entered in liem 302

(purchase of chips) and Cash In Total of *$11,000" s

equivalent. Complete Form 103
G inol 57,000 Senuedmnem "0b deposit,

PO. box number.

Title and signature of
The offcial who is authorized

Mems 41 and
approving off

$9,000" is entéred
3% 5000 covred s0penency exchange),
and a Cash In toal of *$17, red in Item
. G Ot o 52,500~ 15 entred i e 310
ool deocu, 52500 el B
31 (wire tansfe " is entered in ltem 311
{oegoiable mavarnt ohed) entered
Infom 15 funency exchingn and a Cash Out
Total of *5

example,boththe Cach nand Cash O
$10,000, and each must be reflected on Form 103.

Example 4. Person D purchases $10,000 in chips
with currene

$18,000 redemption of chips and $20,000 from a
payment on a cash bet (two Cash Out entries)

Complete Form 103 s follows:
Cash I of *$10,000° i entered i Items 30a and

ttem 31d m:ymcm et o s Co o
0 e enerd n e 1. n ths el

both the Cash In and Cash Outtotals exceed $10,

and each must be reflected on Form 103.

tnter thegingday

Hem 32. Date of transaction.
on ToFile

ttle and sign the form.

ate the form is signed.—The approving
o skt i i he o 031 e or
proper format, see the instructions for tem 1

em 44. Preparer's name.—Type or print i
name of the individual preparing Form 103. The
preparer and the approving offcial may be different
individuals.

Hews 45 and 46. Contact personftslephone
number.—Type or print the name and commercial
telephone number of a responsible

ontact concerning any questions about thi
103,

Paperwork Reduction Act Notice.—The requested
ilomatn s st n iminal, o, and sty
sigaions and proceedng. Financal s
are reqired to provide the nformation under 31
UsCsmaama B mx commonly eirned
(o35 he Bark e
i by he . Depamen
of the Teeasuy's Tmancial Crimes Enascement
Network (FnCEN). You are not requir
the requested information unless a form displays a
valid OMB control number. The time necded to

abovel. For proper forma, see the i
forltem 12 above.

tem 3. Forelgn curreny.—I feign crency s
wolved,

circumstances. The estimated average time is 19

minutes. Send comments regarding this burden

estimate, including. suggestions for reducing the

buden,t th Offce of Maragementand Sude
hinglc

entered in ltem 30 ash Out
The two Cash O 1 only $8,000,
which does not m

Emple 2. Percn 8 depa $3,00 lncnency
fo i font money account and pys $10,000 i

frtupecodis i g il
mey.te pay off 2o outmnding et Aace

he appeoprate et countyce. I mukiple
foreign currencies are involved, identify the country
for which the argest amount in U5, dothrs 1
exchanged.

 DC 20503
and to the Financial Crimes Enforcement Network,
‘Attn.: Paperwork Reduction Act, PO. Box 39, Vienna
VA 221830039,
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Terrorist Fin: Scheme -
[ World Islamic From for Jihad Against the Jews and Crusaders

Zakat Donations
« Individuals

+ Companics
ﬁ * Banks

Chariti
@ i

 Domestic
« Overseas

Government Sponsorship
Hawala Transfers

Terrorist Organization
Al Qaeda






